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Chapter 1. Shell Programming! 

No programming language is perfect. There is 
not even a single best language; there are only 
languages well suited or perhaps poorly suited 
for particular purposes. 

-Herbert Mayer 

A working knowledge of shell scripting is essential to anyone wishing to become reasonably proficient at 
system administration, even if they do not anticipate ever having to actually write a script. Consider that as a 
Linux machine boots up, it executes the shell scripts in /etc/rc . d to restore the system configuration and 
set up services. A detailed understanding of these startup scripts is important for analyzing the behavior of a 
system, and possibly modifying it. 

The craft of scripting is not hard to master, since scripts can be built in bite-sized sections and there is only a 
fairly small set of shell-specific operators and options HI to learn. The syntax is simple — even austere — 
similar to that of invoking and chaining together utilities at the command line, and there are only a few "rules" 
governing their use. Most short scripts work right the first time, and debugging even the longer ones is 
straightforward. 



In the early days of personal computing, the BASIC language enabled 
anyone reasonably computer proficient to write programs on an early 
generation of microcomputers. Decades later, the Bash scripting 
language enables anyone with a rudimentary knowledge of Linux or 
UNIX to do the same on modern machines. 

We now have miniaturized single-board computers with amazing 
capabilities, such as the Raspberry Pi . 

Bash scripting provides a way to explore the capabilities of these 
fascinating devices. 



A shell script is a quick-and-dirty method of prototyping a complex application. Getting even a limited subset 
of the functionality to work in a script is often a useful first stage in project development. In this way, the 
structure of the application can be tested and tinkered with, and the major pitfalls found before proceeding to 
the final coding in C, C++, Java, Perl , or Python. 

Shell scripting hearkens back to the classic UNIX philosophy of breaking complex projects into simpler 
subtasks, of chaining together components and utilities. Many consider this a better, or at least more 
esthetically pleasing approach to problem solving than using one of the new generation of high-powered 
all-in-one languages, such as Perl, which attempt to be all things to all people, but at the cost of forcing you to 
alter your thinking processes to fit the tool. 

According to Herbert Maver . "a useful language needs arrays, pointers, and a generic mechanism for building 
data structures." By these criteria, shell scripting falls somewhat short of being "useful." Or, perhaps not. . . . 



When not to use shell scripts 
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• Resource-intensive tasks, especially where speed is a factor (sorting, hashing, recursion [2[ ...) 

• Procedures involving heavy-duty math operations, especially floating point arithmetic, arbitrary 
precision calculations, or complex numbers (use C+ + or FORTRAN instead) 

• Cross-platform portability required (use C or Java instead) 

• Complex applications, where structured programming is a necessity (type-checking of variables, 
function prototypes, etc.) 

• Mission-critical applications upon which you are betting the future of the company 

• Situations where security is important, where you need to guarantee the integrity of your system and 
protect against intrusion, cracking, and vandalism 

• Project consists of subcomponents with interlocking dependencies 

• Extensive file operations required ( Bash is limited to serial file access, and that only in a 
particularly clumsy and inefficient line-by-line fashion.) 

• Need native support for multi-dimensional arrays 

• Need data structures, such as linked lists or trees 

• Need to generate / manipulate graphics or GUIs 

• Need direct access to system hardware or external peripherals 

• Need port or socket I/O 

• Need to use libraries or interface with legacy code 

• Proprietary, closed-source applications (Shell scripts put the source code right out in the open for all 
the world to see.) 

If any of the above applies, consider a more powerful scripting language — perhaps Perl, Tel, Python, Ruby 
— or possibly a compiled language such as C, C++, or Java. Even then, prototyping the application as a 
shell script might still be a useful development step. 



We will be using Bash, an acronym [31 for "Bourne- Again shell" and a pun on Stephen Bourne's now classic 
Bourne shell. Bash has become a de facto standard for shell scripting on most flavors of UNIX. Most of the 
principles this book covers apply equally well to scripting with other shells, such as the Korn Shell, from 
which Bash derives some of its features, [4[ and the C Shell and its variants. (Note that C Shell programming 
is not recommended due to certain inherent problems, as pointed out in an October, 1993 Usenet post by Tom 
Christiansen.) 

What follows is a tutorial on shell scripting. It relies heavily on examples to illustrate various features of the 
shell. The example scripts work — they've been tested, insofar as possible — and some of them are even useful 
in real life. The reader can play with the actual working code of the examples in the source archive 
(scriptname . sh or scriptname . bash), [51 give them execute permission (chmod u+rx 
scriptname), then run them to see what happens. Should the source archive not be available, then 
cut-and-paste from the HTML or pdf rendered versions. Be aware that some of the scripts presented here 
introduce features before they are explained, and this may require the reader to temporarily skip ahead for 
enlightenment. 

Unless otherwise noted, the author of this book wrote the example scripts that follow. 

His countenance was bold and bashed not. 

—Edmund Spenser 
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Chapter 2. Starting Off With a Sha-Bang 

Shell programming is a 1950s juke box . . . 

— Larry Wall 

In the simplest case, a script is nothing more than a list of system commands stored in a file. At the very least, 
this saves the effort of retyping that particular sequence of commands each time it is invoked. 



Example 2-1. cleanup : A script to clean up log files in /var/log 



# Cleanup 

# Run as .r^ot*. . 

cd /var/log 

cafe ./dev/null 'S> messages 

;.<SS&;$dev/n\fl#fe > wtmp 

echo "Log files cleaned tip." 

There is nothing unusual here, only a set of commands that could just as easily have been invoked one by one 
from the command-line on the console or in a terminal window. The advantages of placing the commands in a 
script go far beyond not having to retype them time and again. The script becomes a program — a tool — and it 
can easily be modified or customized for a particular application. 



Example 2-2. cleanup : An improved clean-up script 



# ! /Tain /bash 

# Proper header for a Bash script. 

# Cleanup, version 2 

# Run as root, of .course. 

# Insert code here to ptipfc .-error message and exit ji^not root. 
T.OG_DTR /var/log 

# Variables are better than hard-coded values, 
cd $LOG_DIR 

cat /dev/null- > messages 
cat /dev/null > wtmp 



echo "Logs cleaned up." 

exitfe # The right and proper method of "exiting 1 ! Jtpajl a script. 
# A bare "exit" (no parameter) returns the exit status 
#+ of the preceding command. 

Now that's beginning to look like a real script. But we can go even farther . . . 



Example 2-3. cleanup : An enhanced and generalized version of above scripts. 



# ! /hi n/bash 
# Cleanup, version 3 
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# Warning: 

# 

# This script uses quite a number of features that will be explained 
#+ later on. 

# By the tiff® you've finished the first half of the book, 

#+ there hhohld be nothiaij mysterious abou%.-(|fc . 



L 0 G_D I R= / 1 o g 
ROOT_UID=0 # 

LINES=50 # 

E_XCD=8 6 # 

E_N0TR00T=8 7 # 



Only users with $UID 0 have root privileges. 
Default number ofij Stines saved. 

Can't change directory? 

Non-root exit error. 



# Run as root, of course. 

-ne " $ROOT p 

then 

ocho "Must be root to run this 
exit $E_NOTROOT 



if [ -n "$1" ] 

# Test whether command-line argument is present (non-empty) . 
then 

lines=$l 

else 

lines=$LINES # Default, if not specified oh command-liniii, 



# Stephane Chazelas suggests the following, 

#+ as a better way cr®?- Checking command-lijie arguttionts-,: 

#+ but this is still a bit advanced for this stage of the tutorial. 

# 

# E_WR0NGARGS=$5 # Non-numerical argument (bad argument format) . 

# 

# case " $ 1 " int 

# "" )jHnes=50; ; 

# *[!0-9]*) echo "Usage: 'basename $0' lines-to-cleanup" ; 

# exit $E_WRONGARGS; ; 

# * ) lines=$l; ; 

# 

#* Skip ahea® Loops" chapter to decipher all- this. 



cd $LOG_DIR 

if [ ' pwd' ! = " $LOG_DIR" ] # or if [ "$PWD" != "$LOG_DIR" ] 

# Not ih /var/log? 

then 

echo "Can't change to $LOG_DIR." 
exit $E_XCD 

# ©bfublecheck if ih fight, directory before messing with' • log file. 

# Far more efficient is: 

# 

# cd /var/ 1 oq | | ( 

# echo "Cannot change to necessary directory." >&2 

# exit $E_XCD; 
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# } 



taidL -n $lln'es messages > mesg.temp # Save la^f- sec^S:pn of message log |||e . 
itiv mesg.temp messages # Rename it as system log filet 



# cat /dev/null > messages 

#* No longer needed, as the above method is safer. 

cat /dev/null > wtmp # ': > wtmp' and ' > wtmp ' have til.#: same effect, 

echo "Log- files c 1 caned up . " 

# Note that there are other log files in /var/log not affected 
#+ by this- 

exit 0 

# A zero return va|j# from the script upon exit indicates success 

#+ to the shell. 

Since you may not wish to wipe out the entire system log, this version of the script keeps the last section of 
the message log intact. You will constantly discover ways of fine-tuning previously written scripts for 
increased effectiveness. 



The s ha-bang ( #!) £61 at the head of a script tells your system that this file is a set of commands to be fed to 
the command interpreter indicated. The #! is actually a two-byte [71 magic number, a special marker that 
designates a file type, or in this case an executable shell script (type man magic for more details on this 
fascinating topic). Immediately following the sha-bang is a path name. This is the path to the program that 
interprets the commands in the script, whether it be a shell, a programming language, or a utility. This 
command interpreter then executes the commands in the script, starting at the top (the line following the 
sha-bang line), and ignoring comments. [81 



# ! /bin/ sh 
# ! /bin /bash 
# ! /usr/bin/perl 
# ! /usr/binytcl 
# ! /bin/sed -f 
#!/bfn/awk ^f 

Each of the above script header lines calls a different command interpreter, be it /bin/ sh, the default shell 
(bash in a Linux system) or otherwise. [91 Using # ! /bin/sh, the default Bourne shell in most commercial 
variants of UNIX, makes the script portable to non-Linux machines, though you sacrifice Bash-specific 
features . The script will, however, conform to the POSIX HOI sh standard. 

Note that the path given at the "sha-bang" must be correct, otherwise an error message - usually "Command 
not found." - will be the only result of running the script, illl 

#! can be omitted if the script consists only of a set of generic system commands, using no internal shell 
directives. The second example, above, requires the initial #!, since the variable assignment line, lines=50, 
uses a shell- specific construct. U21 Note again that # ! /bin/sh invokes the default shell interpreter, which 
defaults to /bin/bash on a Linux machine. 

j) This tutorial encourages a modular approach to constructing a script. Make note of and collect 
"boilerplate" code snippets that might be useful in future scripts. Eventually you will build quite an 
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extensive library of nifty routines. As an example, the following script prolog tests whether the script has 
been invoked with the correct number of parameters. 



E_WRON G_ARG S = 8 5 

scr : p-__para.*eicrs "-a -h -m -z" 

# -a = ail? -h = help, etc* 

-jif [ $# -ne $NUrtbSt_of_expected_args ] 

echo "Usage: 'basename $0' $sfeS;ipt_parameters" 

# 'basename $0' is the script's filename, 
exit. j?E_WRONG_ARGS 
fi 

Many times, you will write a script that carries out one particular task. The first script in this chapter is 
an example. Later, it might occur to you to generalize the script to do other, similar tasks. Replacing the 
literal ("hard- wired") constants by variables is a step in that direction, as is replacing repetitive code 
blocks by functions . 



2.1. Invoking the script 

Having written the script, you can invoke it by sh scriptname, T131 or alternatively bash 
scriptname. (Not recommended is using sh <scriptname, since this effectively disables reading from 
stdin within the script.) Much more convenient is to make the script itself directly executable with a chmod . 

Either: 

chmod 555 scriptname (gives everyone read/execute permission) f 141 
or 

chmod +rx scriptname (gives everyone read/execute permission) 

chmod u+rx scriptname (gives only the script owner read/execute permission) 

Having made the script executable, you may now test it by . /scriptname. T151 If it begins with a 
"sha-bang" line, invoking the script calls the correct command interpreter to run it. 

As a final step, after testing and debugging, you would likely want to move it to /usr/local/bin(as root, 
of course), to make the script available to yourself and all other users as a systemwide executable. The script 
could then be invoked by simply typing scriptname [ENTER] from the command-line. 



2.2. Preliminary Exercises 

1. System administrators often write scripts to automate common tasks. Give several instances where 
such scripts would be useful. 

2. Write a script that upon invocation shows the time and date , lists all logged-in users , and gives the 
system uptime . The script then saves this information to a logfile. 
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Chapter 3. Special Characters 

What makes a character special ? If it has a meaning beyond its literal meaning, a meta-meaning , then we refer 
to it as a special character. Along with commands and keywords , special characters are building blocks of 
Bash scripts. 

Special Characters Found In Scripts and Elsewhere 

# 

Comments. Lines beginning with a # (with the exception of _#]) are comments and will not be 
executed. 

# This lias is a comment . 

Comments may also occur following the end of a command. 

echo "A comment will follow." # Comment here. 

# A Note whitespace before # 

Comments may also follow whitespace at the beginning of a line. 

# A tab precedes this comment. 

Comments may even be embedded within a pipe . 



initial=( 'cat "$startfile" | sed -e '/#/d' tr -d '\n' |\ 

# Delete lines containing comment character. 

sed -e ' s/\./\. /g’ -e 's/_/_ /q'' ) 

# Excerpted from life . sh script 



I A command may not follow a comment on the same line. There is no method of 
terminating the comment, in order for "live code" to begin on the same line. Use a new 
line for the next command. 



© Of course, a quoted or an escaped # in an echo statement does not begin a comment. 
Likewise, a # appears in certain parameter-substitution constructs and in numerical 
constant expressions . 



echo "The # here does not begilt a comment." 

echo 'The # here does not begin a comment.' 

echo The \# here does not begin a comment, 

echo The # here begins a comment. 

echo ${PATH#*:} # Parameter substitution, not a comment, 

echo $(( 2#1Q'1011 )) # Base conversion, Ritft a comment. 

# Thanks, S.C. 

The standard quoting and escape characters (" ' \) escape the #. 

Certain pattern matching operations also use the #. 

Command separator [semicolon]. Permits putting two or more commands on the same line. 



echo hello; echo there 
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if [ -x "$filename" ]; then # Note the space after the semicolon. 
#+ 

echo "File $ f i leiiame exists."; cp $filename $f ilename .bak 
else # 

echo "File $ i len arise not found."; touch $filename 
fi; echo "File test complete . " 

Note that the sometimes needs to be escaped . 

Terminator in a case option [double semicolon]. 



case "$variable" in 

abc) echo "\$vari.abl e = abc" ;; 
xyz) echo "\$variable = xyz" ;; 



Terminators in a case option (version 4+ of Bash). 



"dot" command [period]. Equivalent to source (see Example 15-22') . This is a bash builtin . 

"dot", as a component of a filename. When working with filenames, a leading dot is the prefix of a 
"hidden" file, a file that an Is will not normally show. 



|bash$ touch . 


.hidden- file 








bash$ Is -1 
total 10 


-rw-f--r — 


1 bozo 


4034 


JuK 22: 


: 04 


data! . addressbook 


- rw- r — r — 


1 bozo 


4602 


May 25 13: 


: 58 


datal . addressbook .bak 




1 bozo 


877 


De^.'J|7 2000 


employment . addressbook 


bash$ Is -al 
jjsi(f.al 14 


drwxrwxr-x 


2 bozo 


bozo 


1024 Aug 


29 


20:54 ./ 


drwx 


52 bozo 


bozo 


3072 Aug 


29 


20:51 ../ 


-rw-r — r — 


1 bozo 


bozo 


4034 Jul 


18 


22:04 datal . addressbook 


-rw— r-— £ — - 


1 bozo 


bozo 


4.602 May 


SB. 


13:58 datal . addressbook .bak 


-rw-r — r — 


1 bozo 


bozo 


877 Dec 


17 


2000 .employment . addressbook 


- rw-rw-f-j-'' 


1 bozo 


bozo 


Aug 


29 


20:54; Ridden-file 



When considering directory names, a single dot represents the current working directory, and two dots 
denote the parent directory. 



bash$ pwd 






/home/bozc 


/pr 


ejects 


bash$ cd 






bash$ pwd 






/home/bozc 


/pr 


ojects 


bash$ cd . 






bash$ pwd 






/home/bozc 







The dot often appears as the destination (directory) of a file movement command, in this context 
meaning current directory. 
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bash$ cp /home/bozo/current_work/ junk/* . 



Copy all the "junk" files to SPWD . 

"dot" character match. When matching characters , as part of a regular expression , a "dot" matches a 
single character - 

partial quoting [double quote]. "STRING" preserves (from interpretation) most of the special 
characters within STRING. See Chapter 5 . 

full quoting [single quote]. 'STRING' preserves all special characters within STRING. This is a 
stronger form of quoting than "STRING". See Chapter 5 . 

comma operator . The comma operator IT 61 links together a series of arithmetic operations. All are 
evaluated, but only the last one is returned. 

'l!#t "t2 = ( (a = 9, 15 / 3) ) " 

# Set "a = 9" and "t2 = 15 / 3" 

The comma operator can also concatenate strings. 



for file in / { , usr/ }bin/*calc 

# A Find all executable, : : Hles endiifg 1 >^fr , ‘"cal^' 

#+ in /bin and /usr/bin directories. 

do 

if [ -x "$file" ] 
then 

echo $file 

. 

# /bin/ipcalc 

# /usr/bin/keali^t 

# /usr/bin/oidcalc 

# /usr/bi n/ooca Ic 

# Thank you, Rory Winstojlf for pointing this out. 

Lowercase conversion in parameter substitution (added in version 4 of Bash). 

\ 

escape [backslash]. A quoting mechanism for single characters. 

\X escapes the character X. This has the effect of "quoting" X, equivalent to X'. The \ may be used to 
quote " and so they are expressed literally. 

See Chapter 5 for an in-depth explanation of escaped characters. 

/ 

Filename path separator [forward slash]. Separates the components of a filename (as in 

/home /bo zo /pro jects /Make file). 

This is also the division arithmetic operator - 

command substitution . The 'command' construct makes available the output of command for 
assignment to a variable. This is also known as backquotes or backticks. 
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null command [colon]. This is the shell equivalent of a "NOP" (no op, a do-nothing operation). It 
may be considered a synonym for the shell builtin true . The command is itself a Bash builtin . and 
its exit status is true (0). 



echo $? # 0 

Endless loop: 



do ' 

operation-1 

done 

# Same as : 

# while true 

# do 

# 

# done 

Placeholder in if/then test: 



if condition 

then : # Do nothing' and branch ahead 

else # Or else . . . 

t a k e - s ome - 
fi | 

Provide a placeholder where a binary operation is expected, see Example 8-2 and default parameters . 



: ${uaername=’ whoami' } 

# $ {username=' whoami' } Gives an error without the leading : 

# unless "username" is a command ®ir..3£ui3&4n . . . 

: ${l?"Usage: $0 ARGUMENT"} # From "usage-message . sh example Sbilgt . 

Provide a placeholder where a command is expected in a here document . See Example 19-10 . 
Evaluate string of variables using parameter substitution (as in Example 10-7) . 



: $ {HOSTNAME?} ${USER?} ${MAIL?} 

# P rir.ts error message 

#+ if one or more of essential environmental variables not set. 

Variable expansion / substring replacement . 

In combination with the > redirection operator , truncates a file to zero length, without changing its 
permissions. If the file did not previously exist, creates it. 



: > data. xxx # File "data.xxx" now empty. 

# Same effect as cat /dev/null >data.xxx 

# However, >kf§|-s does not fork a new process, .since is a builtin . 

See also Example 16-15 . 
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In combination with the » redirection operator, has no effect on a pre-existing target file ( : » 
target_f ile). If the file did not previously exist, creates it. 



•i This applies to regular files, not pipes, symlinks, and certain special files. 



May be used to begin a comment line, although this is not recommended. Using # for a comment 
turns off error checking for the remainder of that line, so almost anything may appear in a comment. 
However, this is not the case with :. 



: This is a comment that generates an error, ( if [ $x -eq 3] ) . 

The serves as a field separator, in /etc/passwd. and in the SPATH variable. 



bash$ echo $PATH 

| /usr/ local /bin : /bin : /usr/bin : /usr/XHR6/bin : /sbin : /usr/sbin : /usr /games 



A colon is acceptable as a function name . 



: 0 

§11 

echo "The name of this function is " $FUNCNAME" " 

# why use a colon as a- funefciott nafte? 

# It's a way of obfuscating your code. 

} 



# The name jagt t hi s fu n.c t4 .o.ty '• ' * 

This is not portable behavior, and therefore not a recommended practice. In fact, more recent releases 
of Bash do not permit this usage. An underscore _ works, though. 



A colon can serve as a placeholder in an otherwise empty function. 



empty () 

{ 

} # Contains a : (null command), and not 



reverse (or negate) the sense of a test or exit status [bang]. The ! operator inverts the exit status of 
the command to which it is applied (see Example 6-2) . It also inverts the meaning of a test operator. 
This can, for example, change the sense of equal ( = ) to not- equal ( != ). The ! operator is a Bash 
keyword . 

In a different context, the ! also appears in indirect variable references . 

In yet another context, from the command line, the ! invokes the Bash history mechanism (see 
Appendix L) . Note that within a script, the history mechanism is disabled. 

wild card [asterisk]. The * character serves as a "wild card" for filename expansion in globbing . By 
itself, it matches every filename in a given directory. 



bash$ echo * 

abs-book . sgrril add-drive, sh agram.sh alias, sh 
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The * also represents any number (or zero) characters in a regular expression - 
arithmetic operator . In the context of arithmetic operations, the * denotes multiplication. 

** A double asterisk can represent the exponentiation operator or extended file-match globbing. 
test operator. Within certain expressions, the ? indicates a test for a condition. 



In a double -parentheses construct , the ? can serve as an element of a C-style trinary operator. IT 71 

condition?result-if-true:re suit -if -false 

( ( varC = var K98 ? 9:21 )) 

# 

# if [ " $varl " -It 98 ] 

# then 

# var0=9 

# else 

# var0=21 

In a parameter substitution expression, the ? tests whether a variable has been set . 

? 

wild card. The ? character serves as a single-character "wild card" for filename expansion in 
globbing . as well as representing one character in an extended regular expression . 

$ 



$ 



${} 



$’ ... ’ 

Quoted string expansion . This construct expands single or multiple escaped octal or hex values into 
ASCII fl 81 or Unicode characters. 

$*, $@ 

positional parameters . 

$? 

exit status variable. The $? variable holds the exit status of a command, a function , or of the script 
itself. 

$$ 

process ID variable. The $$ variable holds the process ID U91 of the script in which it appears. 

0 

command group. 



Variable substitution (contents of a variable). 

varl=5 

var2=23skidoo 

echo $varl # h 

echo $va r2 # 23skidoo 

A $ prefixing a variable name indicates the value the variable holds, 
end-of-line. In a regular expression , a "$" addresses the end of a line of text. 

Parameter substitution. 
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(a=hello; echo $a) 

A listing of commands within parentheses starts a subshell . 

Variables inside parentheses, within the subshell, are not visible to the rest of the 
script. The parent process, the script, cannot read variables created in the child 
process, the subshell. 

a=123 

( 1=321;) ) 

echo "a = $a" # a = 123 

# "a" within parentheses acts like a Isgal variable. 

array initialization. 

Array= (elementl element2 elements) 

{xxx,yyy,zzz,...} 

Brace expansion. 



echo \" {These, words, are, quoted} \" # " prefix and suffix 

# "These" "words" "are" "quoted" 



cat {filel, file2, file3} > combined_f ile 

# Concatenates the ttJ.es filel* ;Jtile2, and flle3 into oowtolned_f ile . 
cp f ilc22. { Lxt., backup } 

# Copies "file22.txt" to "fila22 .backup" 

A command may act upon a comma- separated list of file specs within braces. f201 Filename 
expansion (globbmg) applies to the file specs between the braces. 

1^ No spaces allowed within the braces unless the spaces are quoted or escaped. 

echo {filel, file2}\ : { \ A, " B",' C'} 

filel : A filel : B filel : C file2 : A file 2 : B file2 : 

C 

Extended Brace expansion. 



echo {a..z} # ab c d a jf g it J k 1 mnop qr s t u vwx y z 

# Echoes characters between a and z . 

echo { 0 . . 3 } # 0 1 2 3 

# Echoes characters between ®; and 3. 



base64_charset= ( {A..Z} {a..z} {0..9} + / = ) 

# iBitializlng. an array, usihgf extended brace expansion. 

# From vladz's "base64,sh" example script. 

The {a..z} extended brace expansion construction is a feature introduced in version 3 of Bash. 

Block of code [curly brackets]. Also referred to as an inline group, this construct, in effect, creates 
an anonymous function (a function without a name). However, unlike in a "standard" function , the 
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variables inside a code block remain visible to the remainder of the script. 



bash$ { local a; 

a=123; } 

bash: local: can only be used in a 



a=123 
{ a=321; } 

echo "a = $a" # a = 321 (value inside code block) 

# Thanks, S,C> 



The code block enclosed in braces may have I/O redirected to and from it. 



Example 3-1. Code blocks and I/O redirection 



# ! /'fein/bash 

# Reading : ines in /etc/fstab. 
File=/etc/f stab 



read 1 i.nel 
read line2 
} < $File 

echo "FifcSi. line dijft'- $File is : " 
echo "$linel" 

echo "Second line in $File is:" 
echo "$line2" 

exit 0 

# Now, how do parse the separate fields of each line!' 

# Hint: use awk, or . . . 

# . . . Hans-Joerg suggests using the "set" Bash 



Example 3-2. Saving the output of a code block to a file 



# ! /'Qfn/bash 

# rpm-check.sh 

# Queries an rpm fi'ife for description, listing, 
#+ and w^#t|he4' 'gan be installed. 

# Saves output to a file. 

# 

# This script illustrates using a code block. 

SUCCESS-Q 

E_NOARGS=65 

if [ -z "$1" ] 
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echo "Usage: ' basename $0' rpm-file" 
exit $E_NOARGS 
fi 

{ # Heq i n code block. 

echo "Archive Description:" 

-qpi # Query descri^qfcbbjf., 

echo "Arch : ve Listtfshg: " 

rpm — qpl $X # Query listing. 

rpm -i — test $1 # Query whether rpm file can be installed. 

If [ "$?" -eq $SUCCESS ] 

echo "SI can be Installed." 

echo "$1 be :;Affesfcalled. " 

fi 

echo # End code block. 

} > "$l.test" # Redirects output of everything in block fbHfile. 

echo "Results of rpm test in file $l.test" 

# See rpm man page for explanation of options, 
exit 0 



@ Unlike a command group within (parentheses), as above, a code block enclosed by 
{braces} will not normally launch a subshell . T2 11 

It is possible to iterate a code block using a non-standard for-loop . 

U 

placeholder for text. Used after xargs -i ( replace strings option). The { } double curly brackets are a 
placeholder for output text. 

Is . | xargs -i -t cp . . '({ ) 

# 

# From "ex42.sh" (copydir.sh) example. 

{}\; 

pathname. Mostly used in find constructs. This is not a shell builtin . 



Definition: A pathname is a filename that includes the complete path . As an example, 
/home/bozo/Notes/Thursday/schedule . txt. This is sometimes referred to as the 
absolute path. 



fir) The ends the -exec option of a find command sequence. It needs to be escaped to 
protect it from interpretation by the shell. 



test. 
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Test expression between [ ]. Note that [ is part of the shell builtin test (and a synonym for it), not a 
link to the external command /usr/bin/test. 

[[]] 

test. 

Test expression between [[ ]]. More flexible than the single-bracket [ ] test, this is a shell keyword . 
See the discussion on the IT ... 11 construct . 

[] 

array element. 

In the context of an array , brackets set off the numbering of each element of that array. 

Array [ 1 ] =slot_l 
echo $ {Array [1] } 

[] 

range of characters. 

As part of a regular expression , brackets delineate a range of characters to match. 

$[...] 

integer expansion. 

Evaluate integer expression between $[ ]. 



b=7 

echo $ [ $a+$b] # 10 

echo $ [$a*$b] # 21 

Note that this usage is deprecated, and has been replaced by the (Y ... )) construct. 

(()) 

integer expansion. 

Expand and evaluate integer expression between (( )). 

See the discussion on the construct . 

> &> >& » < <> 

redirection . 

scriptname >f ilename redirects the output of scriptname to fde filename. Overwrite 
filename if it already exists. 



command &>f ilename redirects both the stdout and the stderr of command to filename. 



y This is useful for suppressing output when testing for a condition. For example, let us 
test whether a certain command exists. 



bash$ type bogus_command &>/dev/null 



Chapter 3. Special Characters 



17 






Advanced Bash-Scripting Guide 




Or in a script: 

command_test 0 { type "$1" &>/dev/null; } 

cmd=rmdir # Legitimate command. 

commar.d_Lest $cmd; eesftjd- $? #0 

cmd=bogus_command # Illegitimate command 
command_test $cmd; erf©- $? #1 

command >&2 redirects stdout of command to stderr. 

scriptname »filename appends the output of scriptname to file filename. If 
filename does not already exist, it is created. 



[i] of ilename opens fde filename for reading and writing, and assigns file descriptor i to it. If 
filename does not exist, it is created. 

process substitution . 

(command) > 

< ( command) 

In a different context , the "<" and ">" characters act as string comparison operators . 

In vet another context , the "<" and ">" characters act as integer comparison operators . See also 
Example 16-9 . 

« 

redirection used in a here document . 

<« 

redirection used in a here string . 

<, > 

ASCII comparison . 



vegl=carrots 

veg2=tomatoes 

if [[ " $vegl " < "$veg2" ]] 

©s|ii3 "Although $vegl precede $veg2 in the diotjldhary, " 
echo -n "this does not necessarily imply anything " 
cch-o "about my culinary preferences." 

©Gftla- "What kind of dictionary are yott using, ^ttiyhow?" 
fii 

\<,\> 

word boundary in a regular expression . 
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bash$ grep '\<the\>' textfile 



pipe. Passes the output (stdout) of a previous command to the input (stdin) of the next one, or to 
the shell. This is a method of chaining commands together. 

echo Is -1 | sh 

# Passes the output of "echo Is -1" to the shell, 

#+ with the same result as a simple "Is -1". 



jHSgj. 1st I sort | up la 

# Merges and sorts all ".1st" files, then deletes duplicate lines. 



A pipe, as a classic method of interprocess communication, sends the stdout of one process to the 
stdin of another. In a typical case, a command, such as cat or echo , pipes a stream of data to a 
filter, a command that transforms its input for processing. T221 

cat $filenamel $filename2 | grep $search_word 

For an interesting note on the complexity of using UNIX pipes, see the UNIX FAQ. Part 3 . 

The output of a command or commands may be piped to a script. 



#! /bin/bash 

# uppercase. sh : Changes input to uppercase. 

■fefc' 'a-z' 'A-z' 

# Letter ranges must be quoted 

#+ to prevent filename generattdft. from single-letter filenames. 



exIjfjO 

Now, let us pipe the output of Is -1 to this script. 



bash$ Is -1 | 


. /uppercase . sh 








-RW-RW-R — 


1 BOZO BOZO 


109 APR 


■iff JL 9:49 


.TXT 


-RW-RW-R — 


1 BOZO BOZO 


109 APR 


14 16:48 


2. TXT 


-RW-R — R — 


1 BOZO BOZO 


725 APR 


20 20:56 


DATA-FILE 



The stdout of each process in a pipe must be read as the stdin of the next. If this 
is not the case, the data stream will block, and the pipe will not behave as expected. 



cat filel file2 | Is -1 | sort 

# The output fxom "cat itilel, Sile2" disappears. 

A pipe runs as a child process , and therefore cannot alter script variables. 



variable="initial_value" 

echo "new_valuc" | read variable 

echo "variable = $variabld?‘ # variable = initial_value 

If one of the commands in the pipe aborts, this prematurely terminates execution of the 
pipe. Called a broken pipe, this condition sends a SIGPIPE signal . 

>1 

force redirection (even if the noclobber option is set). This will forcibly overwrite an existing fde. 
II 
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OR logical operator . In a test construct , the II operator causes a return of 0 (success) if either of the 
linked test conditions is true. 

& 

Run job in background. A command followed by an & will run in the background. 



bash$ sleep 10 & 




[1] 850 




[ l ] + ©one 


sleep 10 



Within a script, commands and even loops may run in the background. 



Example 3-3. Running a loop in the background 



# ! /o in /bash 

# background-loop . sh 

for i in 1 2 3 4 5 6 7 8 9 lj$£ # First loop, 

do 

echo -n " $i " 

done & # Run this loop-'JjCt background. 

# Wi^^soss&fc'intes execute after second loop. 

echo # This 'echo' sometimes will' JwB display. 

for i in 11 j# 13 14 1 §-.|e 6 17 18 19 20. # Second loop, 

do 

echo -n " $i " 
done 

echo # This 'echo' sometimes wilBvf^is display. 

# ===================================================== 

# The expected output from the eeiipt : 
#123456789 

# 11 1 % 15 16 18 19 20 

# though, you get : 

# 11 12 13' 14 15 16 17 18 19 20 
#1234567 '8 9 boss© $ 

# (The second 'echo' doesn't execute. Why?) 

# Occasionally also: 

#123456 7 89 .iff 12 13>i'4 15 16 1%|S8 19 2'0 : 

# (The first 'echo' doesrAfc execute . Why?) 

# Very rarely something like: 

# 11 12 ||il 2 3 -4.3 6 7 8 9 10i-t| ,15 16 1^8 19 20: 

# The foreground loop preempts the background one. 

exit 0 

# Nasimuddin Ansari suggests adding sleep 1 
#+ Jfcfter the echo -n "$i" S pi n lines 6 and 14, 

#+ for some real fun. 
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| A command run in the background within a script may cause the script to hang, 
waiting for a keystroke. Fortunately, there is a remedy for this. 

AND logical operator . In a test construct, the && operator causes a return of 0 (success) only if both 
the linked test conditions are true. 

option, prefix. Option flag for a command or filter. Prefix for an operator. Prefix for a default 
parameter in parameter substitution . 

COMMAND - [Optionl] [Option2] [ . . . ] 

Is -al 

sort -dfu $filename 



;|f [ Sfilel -at $f::.lc2 ] 
then # A 

echo "Pile $filel £$ older than $f lie?. . " 
fi 

if [ "$a" -eq "$b" ] 
then # A 

echo "$a is equal to $b . " 



.if [ "$c" -eq 24 -a "$d" -eq 47 ] 
then # A A 

echo "Sc equals 24 and $d equals 47." 
fi 



param2=$ {paraml : -$DEFAULTVAL } 
# 



The double-dash — prefixes long (verbatim) options to commands. 

sort — ignore-leading-blanks 

Used with a Bash builtin . it means the end of options to that particular command. 

\ i This provides a handy means of removing files whose names begin with a dash. 

bash$ Is -1 

-rw-r — r — 1 bozo bozo 0 Rov 25 12:29 -badname 

bash$ rm — -badname 

bash$ Is -1 

total 0 

The double-dash is also used in conjunction with set. 

set — $variable (as in Example 15-18) 
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redirection from/to stdin or stdout [dash]. 



bash$ cat - 

abc 



|ctl— D | 

As expected, cat - echoes stdin, in this case keyboarded user input, to stdout. But, does I/O 
redirection using - have real-world applications? 



(cd /source/directory && tar 'd'f - . ) I (cd /dest/directory && tar Xpvf -) 

# Move entire file- .tree from one directory to another 

# [courtesy Alan Cox <a . cox@swansea . ac . uk>, with a ittiiior djiange] 

# 1) cd /'source/ directory 

# Source directory, where the files to be moved are. 

# 2 ) && 

# "And-list": if the 'cd' operation successful, 

# then execute the next command. 

# 3) tar cf - . 

# The 'O' opt iitpf 'tar' archiving command creates a new archive, 

# the 'f' (file) option, followed by '-' designates the target fijfifcjf 

# as stdout, and do -4^, isS current directory tree 

# 4) | 

# Piped to ... 

# » <( ... ) 

# a subs he 1 1 

# 6) cd /dest/directory 

# Change to the dest^hMfcffeon directory 

# 7) && 

# "And-list", as above 

# 8) tar xpvf - 

# Unabciiive ('x'), preserve ownership and yfcfe* permissions ('p'), 

# and send verbose messages to stdout ('v'), 

# reading data from stdift ('^'followed by '-'). 

# 

# Note that 'x' is a command, and 'p', 'v' , nSare optipab). 

# 

# Whew ! 



# More elegant than, but equivalent to: 

# cd source/directory 

# tar ;C-f - . I (cd ../dest/directory; tar .xpvf -): 

# 

# Also ha vi ng same of f ecu : 

# cp -a /source/directory/* /dest/directory 

# Or : 

# cp -a /source/directory/* /source/directory/ .[ A .]* /dest/directory 

# If there are hidden. ''J^les -iti /source/directdry . 

bunzip2; — c Ji|^iux-2 . 6 . 16 . tar ,bz2 | xvf - 

# — uncompress tar file — I — then pass it to "tar" — 

# "tar'" has aCffc. been patched to handle "bunxipp", 

#+ this needs % v p. be done in two discrete steps, using a pipe. 

# The ptrrpose p® -the exegg|se is "fc# unarchive "hzipped" kernel source. 
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Note that in this context the is not itself a Bash operator, but rather an option recognized by certain 
UNIX utilities that write to stdout, such as tar, cat, etc. 



bash$ echo "whatever" | cat - 

|whatever | 

Where a filename is expected, - redirects output to stdout (sometimes seen with tar cf), or 
accepts input from stdin, rather than from a file. This is a method of using a file-oriented utility as 
a filter in a pipe. 



bash$ file 






Usage: file [-bciknvzL] [-f namefile] 


[-m magicfiles] 


filt^«% • 



By itself on the command-line, file fails with an error message. 



Add a for a more useful result. This causes the shell to await user input. 



bash$ file - 
abc 

standard input: ASCII text 



bash$ file - 
# ! /bin/bash 

standard input: Bourne-Again shell script text executable 



Now the command accepts input from stdin and analyzes it. 

The can be used to pipe stdout to other commands. This permits such stunts as prepending lines 
to a file . 

Using diff to compare a file with a section of another: 

grep Linux filel | diff file2 - 

Finally, a real-world example using - with tar. 



Example 3-4. Backup of all files changed in last day 



# ! /isjh/bash. 

# Backs up al^t^ii'jies ih current directory modified within last >24 hours 

#+ in a "tarball" (tarred and gzipped . 

BACKUPFILE=backup-$ (date +%m-%d-%Y) 

# Embeds date in backup 5'Jfplename . 

# Thanks, Joshua Tschida, for the idea. 

-.archi ve-S { 1 : -$BACKUPFILE } 

# If no backup-archive filename specified command-lib^. 

#+ wi.ll default to "backup-MM-DD-YYYY . tar.gz . " 

— ' ; ||36{id . -mtime -1 -type f -prjeifp' > $ ar chive . tiS 
gzip $archive.tar 

echo "Directory $PWD backed yji JSl; archive file \ "$archive . tar . gz\ " . " 
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# Stephana Chazelas points out that the above code wiJBt fail 
#+ if there are too many files found 

#+ or if any filenames contain blank characters. 

# He suggests the following alternatives: 

# 

# find . ■— jatime -1 -type f -print© | xargs -0 tar rvf "©archive. tar" 

# using the GNU version of "find". 



# find . -rat tine -1 -type f -exec tar rvf "©archive. tar" '{}' \; 

# portable to other UNIX flavors, but much slower. 

# 



exit 0 



I y Filenames beginning with may cause problems when coupled with the 

redirection operator. A script should check for this and add an appropriate prefix to 
such filenames, for example . /-FILENAME, $PWD/ -FILENAME, or 
$ PATHNAME /-FI LENAME . 

If the value of a variable begins with a -, this may l ik ewise create problems. 



echo $var 

# Has the effect of "echo -n", and outputs nothing. 



previous working directory. A cd - command changes to the previous working directory. This uses 
the $ 



I > Do not confuse the used in this sense with the redirection operator just 
discussed. The interpretation of the depends on the context in which it appears. 



Minus. Minus sign in an arithmetic operation . 
Equals. Assignment operator 



a=28 

echo ©a #28 

In a different context, the "=" is a string comparison operator. 

Plus. Addition arithmetic operator . 

In a different context, the + is a Regular Expression operator. 

Option. Option flag for a command or filter. 

Certain commands and builtins use the + to enable certain options and the - to disable them. In 
parameter substitution , the + prefixes an alternate value that a variable expands to. 

modulo . Modulo (remainder of a division) arithmetic operation . 
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«l#t "z - 5 % 3" 
echo $ z #2 

In a different context , the % is a pattern matching operator. 

home directory [tilde]. This corresponds to the SHOME internal variable, -bozo is bozo's home 
directory, and Is -bozo lists the contents of it. -/ is the current user's home directory, and Is -/ lists the 
contents of it. 



bash$ echo -bozo 

/home/bczo 

bash$ echo ~ 

/home/bozo 

bash$ echo -/ 

/homc/bcz.d'i 1 

bash$ echo 
/home/bozo : 

bash$ echo -nonexistent -user 

■^nonexistent-user 



current working directory. This corresponds to the SPWD internal variable, 
previous working directory. This corresponds to the SOLDPWD internal variable. 
regular expression match . This operator was introduced with version 3 of Bash, 
beginning-of-line. In a regular expression , a " A " addresses the beginning of a line of text. 

Uppercase conversion in parameter substitution (added in version 4 of Bash). 

Control Characters 

change the behavior of the terminal or text display. A control character is a CONTROL + key 

combination (pressed simultaneously). A control character may also be written in octal or 
hexadecimal notation, following an escape. 

Control characters are not normally useful inside a script. 

0 Ctl-A 

Moves cursor to beginning of line of text (on the command-line). 

0 Ctl-B 

Backspace (nondestructive). 

0 

Ctl-C 

Break. Ter mi nate a foreground job. 

0 

Ctl-D 
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Log out from a shell (similar to exit) . 

EOF (end-of-file). This also terminates input from stdin. 

When typing text on the console or in an xterm window, Ctl-D erases the character under 
the cursor. When there are no characters present, Ctl-D logs out of the session, as expected. 
In an xterm window, this has the effect of closing the window. 

0 Ctl-E 

Moves cursor to end of line of text (on the command-line). 

0 Ctl-F 

Moves cursor forward one character position (on the command-line). 

0 

Ctl-G 

BEL. On some old-time teletype terminals, this would actually ring a bell. In an xterm it 
might beep. 

0 

Ctl-H 

Rubout (destructive backspace). Erases characters the cursor backs over while backspacing. 



# l.&ift/bash 






# Embedding Ctl-H in 


a string. 




a=" A H A H" 


# Two Ctl-H 's — 


backspaces 




# ctl-V ctl-H, us 


Hot ifi/vi# 


echo "abcdef" 


# abcdef 




echo -n "abcdef$a " 


# abed f 




# Space at end A 


A Backspac 


es ''fefi^ee. 


echo -n "abcdef$a" 


# abcdef 




# No space at end 


A Doesn't 


backspace (why?) . 


echo; echo 


# itesuHs may feo.t; be quite as expected. 


# Constant in Hagemei 

# a-S'XOlOYOlO' 

# a=$ ' \b\b ' 

# &=$ ' \x08\x08 ' 


sr suggests trying: 




# But, this does not 


change the results. 




######################################## 
# Now, try this. 




rubout=" A H A H A H A H A H" 

echo -n "12345678" 
sleep 2 

echo -n "$rubout" 
sleep 2 


# 5 x Ctl-H. 





0 Ctl-I 
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Horizontal tab. 

0 

Ctl-J 

Newline (line feed). In a script, may also be expressed in octal notation — '\012' or in 
hexadecimal — '\xOa'. 

0 Ctl-K 

Vertical tab. 

When typing text on the console or in an xterm window, Ctl-K erases from the character 
under the cursor to end of line. Within a script, Ctl-K may behave differently, as in Lee Lee 
Maschmeyer's example, below. 

0 Ctl-L 

Formfeed (clear the terminal screen). In a terminal, this has the same effect as the clear 
command. When sent to a printer, a Ctl-L causes an advance to end of the paper sheet. 

0 

Ctl-M 

Carriage return. 



#! /bin/bash 

# Thank you, Lee Maschmeyer, for this example, 
read -n j jf p s -p 

$'Control-M leaves cursor at beginning of this line. Press Enter. \xOd' 

# Of course, 'Od' is the hex equivalent 'of- Cohht-ol-M. 

echo >&2 # The '-s' makes anything typed silent, 

#+ so .fli; -ipS; necessary to go to new^^ri# explicitly • 

read -n 1 -s -p $ ' CdSIttol- J leaves- Oh next lifi# • \xOa' 

# '0a' is the hex equivalent of Control-J, linefeed. 

echo >&2 
### 

read -n 1 -s -p $'And Control-KXxObgoes straight down.' 
echo >&2 # COhtrol-K is vertical tab. 

# A better exampi^-Of the effect of a vertical tab is: 

var— $ ' XxOaThis is the bottom lineXxObThis is the top lineXxOa' 
echo "Svar" 

# This works the same way as the above example. However: 
echo "$var" | col* . 

# This causes the right end of the line to be higher than the left end. 

# It also why we started and ended with ■'& line feed — 

#+ to avoid a garbled screen. 

# As Lee Maschmeyer explains: 

# 

# In the [first vertical tab example] . . . the vertical tab 

#+ makes the brijjfclng go straight down without a carriage returh, 

# This is true only on devices, such as the Linux console* 

#+ that can't go "backward." 

# The real purpose of VT is to go straight UP, ;hOt down. 
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# It can be used to print superscripts on a printer. 

# The col utility can be used to emulate the proper behayiat: Of VT. 

exit 0 

0 Ctl-N 

Erases a line of text recalled from history buffer f231 (on the command-line). 

0 Ctl-0 

Issues a newline (on the command-line). 

0 Ctl-P 

Recalls last command from history buffer (on the command- line). 

0 Ctl-Q 

Resume (XON). 

This resumes stdin in a terminal. 

0 Ctl-R 

Backwards search for text in history buffer (on the command-line). 

0 Ctl-S 

Suspend (XOFF). 

This freezes stdin in a terminal. (Use Ctl-Q to restore input.) 

0 Ctl-T 

Reverses the position of the character the cursor is on with the previous character (on the 
command- line). 

0 Ctl-U 

Erase a line of input, from the cursor backward to beginning of line. In some settings, Ctl-U 
erases the entire line of input, regardless of cursor position. 

0 Ctl-V 

When inputting text, Ctl-V permits inserting control characters. For example, the following 
two are equivalent: 

echo -e ' \xOa' 
echo <Ctl-VXCtl-J> 

Ctl-V is primarily useful from within a text editor. 

0 Ctl-W 

When typing text on the console or in an xterm window, Ctl-W erases from the character 
under the cursor backwards to the first instance of whitespace . In some settings, Ctl-W 
erases backwards to first non-alphanumeric character. 

0 Ctl-X 

In certain word processing programs, Cuts highlighted text and copies to clipboard. 

0 Ctl-Y 
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Pastes back text previously erased (with Ctl-U or Ctl-W). 

0 Ctl-Z 

Pauses a foreground job. 

Substitute operation in certain word processing applications. 

EOF (end-of-fde) character in the MSDOS fdesystem. 

Whitespace 

functions as a separator between commands and/or variables. Whitespace consists of either 
spaces, tabs, blank lines, or any combination thereof. f241 In some contexts, such as variable 
assignment , whitespace is not permitted, and results in a syntax error. 

Bl a nk lines have no effect on the action of a script, and are therefore useful for visually separating 
functional sections. 

$IFS . the special variable separating yie/ds of input to certain commands. It defaults to whitespace. 



Definition : A field is a discrete chunk of data expressed as a string of consecutive characters. 
Separating each field from adjacent fields is either whitespace or some other designated character 
(often determined by the $IFS). In some contexts, a field may be called a record. 



To preserve whitespace within a string or in a variable, use quoting . 

UNIX filters can target and operate on whitespace using the POSIX character class Pspace:! . 
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Chapter 4. Introduction to Variables and 
Parameters 



Variables are how programming and scripting languages represent data. A variable is nothing more than a 
label, a name assigned to a location or set of locations in computer memory holding an item of data. 

Variables appear in arithmetic operations and manipulation of quantities, and in string parsing. 



4.1. Variable Substitution 

The name of a variable is a placeholder for its value, the data it holds. Referencing (retrieving) its value is 
called variable substitution. 

$ 



Let us carefully distinguish between the name of a variable and its value. If variable 1 is the name 
of a variable, then $variablel is a reference to its value, the data item it contains. I~251 



bash$ variablel=23 

bash$ echo variablel 

variable^ 

bash$ echo $variablel 

23 

The only times a variable appears "naked" — without the $ prefix — is when declared or assigned, 
when unset, when exported , in an arithmetic expression within double parentheses (( ... i) . or in the 
special case of a variable representing a signal (see Example 32-5) . Assignment may be with an = (as 
in varl=2 7), in a read statement, and at the head of a loop ( for var2 i.n 1 2 3). 

Enclosing a referenced value in double quotes (" ... ") does not interfere with variable substitution. 
This is called partial quoting, sometimes referred to as "weak quoting." Using single quotes (' ... ') 
causes the variable name to be used literally, and no substitution will take place. This is full quoting, 
sometimes referred to as 'strong quoting.' See Chapter 5 for a detailed discussion. 

Note that $ variable is actually a simplified form of $ {variable } . In contexts where the 
$variable syntax causes an error, the longer form may work (see Section 10.2 . below). 



Example 4-1. Variable assignment and substitution 

# ! /bin/bash 

# ex9.sh 

# Variables: assignment and substitution 

a-37S 
he il o-Sa 

# A A 
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# 

# No space permitted on either side of = sign when initializing variables. 

# What happensi^pt there is a space? 

# "VARIABLE =value" 

# 

#% S'siipt t£S&s tp .hlli-' "VARIABLE" command with one: argument, "=value". 

# "VARIABLE= value" 

# 

#% Sdf-ipt tries tb). .tpijfe "value" command with 
#+ the. environmental variable "VARIABLE" set to 
# 



echo hellh; § hello 

# Not a Varied ■ e reference, just the string "hello" . . . 



echo $hcii<? # 

# 

echo $ {hello} # 

# 



37b 

This *is* a variable reference^ 
375 

Likewise a variable reference, as 






# Quoting' , . < 

echo "She 1 1 o" # 375 

echo "$ {hello}" # 37$ 






hel l 0 “"A B C: 
echo $helld 
echo "$hello" 

# As we see, e 

# 

# Quoting a vi 

t =« 



D" 

# A B a D 

# A B C ' 

>cho She 1 to and echo "$hello" 



it fab 1 e preserves whitespace. 



give J£j||ferent results. 






echo ' $hello ' # $hello 

# 

# Variable referencing disabled (escaped) by single quotes, 
#+ which causes the "$" to be interpreted literally. 

# Notice the effect of different types of quoting. 



hello= # Setting it to a null value,. 

echo "\$Beilo (nail value) = $hello" # $hello (null viiue) = 

# Note that setting a variable to a nul.i Value is not the same as 
#+ iifisetting i^^aithdhqh the end result is the same (see below). 

# 

# It is permissible to set ajrSiJf^jle variables an the same line, 

#+ if separated by white space. 

# Caution, this may reduce legibility, and -fna^p be portable . 

varl-?.: irar:2=23 var3=$V3 

echo "varl=$vafi, ^{ft|;=$vsr2 var3~$var3" 
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# May OisUse pthBlerns with legacy versions of "sh" 



# 



echo ; echo 

numbers="one two three" 

# A 

other_numbers=" 1 2 3" 

# 

# Ht there xs whitespace embedded within a variable, 

#+ then quotes are necessary. 

# other_numbers=l 23 # Gives an error message, 

echo "numbers = S numbers" 

echo "other_numbers = $other_numbers " # Qther_numbers =123 

# Escaping the whitespace also works. 

mixed_bag=2\ Whatever 

# a a space after escape (\) . 

echo "$mixed_bag" # 2 Whatever 

echo; echo 

echo "uninitialized_variable = $uninitialized_variable" 

# reinitialized variable has null, value (no value at all!) . 
uninitialized_variable^ # Decla r.i.r.q, but ttot initializing it — 

#+ same as setting ijt to a null value, as above, 
echo "uninitialized_variable = $uninitialized_variable" 

# it still has a null value . 

uninitialized_variable=23 # Set it. 

unset uninitialized_variable # Unset it. 

echo "un|®itialized^_variable = $ ; tisihitialized_variable" 



An uninitialized variable has a "null" value — no assigned value at all (not zero!). 

ilf [ -z "$unassigned" ] 

echo "\$unassigned is NULL." 



Using a variable before assigning a value to it may cause problems. It is nevertheless 
possible to perform arithmetic operations on an uninitialized variable. 



# uninitialized_variable = 

# It still has a null value. 






exit 0 




fi # $unassigned is NULL. 



echo " $u»i«ait'ift3tized" 
let "uninitialized += 5" 
echo " Suhihltfcisllized" 



# (blank line) 

# Add S to it. 

# 5 



# Conclusioni 

# An uninitialized variable has no value, 

#+ however if. evaluates as 0 fh an arithmetic operation 



See also Example 15-23 . 
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4.2. Variable Assignment 



the assignment operator (no space before and after) 



<t> 



Do not confuse this with = and -eg . which test, rather than assign! 



Note that = can be either an assignment or a test operator, depending on context. 



Example 4-2. Plain Variable Assignment 



# ! /bin/bash 

# Naked variables 

# When is a variable "naked"^ ||.e., lacking the ' $ ' front? 

# When it is being assigned, rather than referenced. 

# Assignment 
a=879 

echo "The value of \"a\" is $a." 

# Assignment using 'let' 
let a=16+5 

echo "The value of \"a\" is now $a." 
echo 

# In a 'for' loop (really, a type of disguised assignment) : 
echo -n "Values of \"a\" in the loop are: " 

for a in ? 8 9 11 
do 

# In a 'read' statement (also a type of assignment) : 
echo -n "Enter \ " a\ " " 

echo "The value of \"a\" is now $a." 

echo 

exit 0 



Example 4-3. Variable Assignment, plain and fancy 



# ! /bin/bash 




a=23 


# Simple case 


echo $a 




b=$a 
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echo $b 

# Now, getting a little bit fancier (command substitution} . 

a='echo Hello!' # Assigns result of 'echo' command to 'a' ... 
echo $a 

# Note that including an exclamation mark (!) within a 

#+ command construct will not work-' from the command-line, 

#+ since this triggers the Bash "history mechanism." 

# inside a script, however, the history functions* • are disabled by default. 

a='ls -1' # Assigns resu 1 L .o.t' ' J s -1' command to', 'a' 

echo $a # Unquoted, however, it removes tabs and newlines. 

echo "$a" # The quoted variable preserves whitespace. 

# (See the chapter on "Quoting.") 

exit: 0 



Variable assignment using the $(...) mechanism (a newer method than backquotcs) . This is likewise a 
form of command substitution . 



# From /etc/rc . d/rc .iftbal 
R-S (cat /etc/ redhau-re 1 ease) 
arch=$ (uname -m) 



4.3. Bash Variables Are Untyped 

Unlike many other programming languages, Bash does not segregate its variables by "type." Essentially, Bash 
variables are character strings, but, depending on context, Bash permits arithmetic operations and 
comparisons on variables. The determining factor is whether the value of a variable contains only digits. 

Example 4-4. Integer or string? 


#! /bin/bash 




# int-or-st^iMg . sh 




fBfSSi'y * ' 


# Integer . 


if fc "a += 1" 




echo "a = $a " 


# a =2335 


echo 


# Integer, st. Ill . 


b=${a#i/BB} 


# Su-b^tifeite "BB" foe- "23". 




# This transforms $b into a string. 


echo "b = $b" 


# b = BB35 


declare -i b 


# Declaring it an integer doesn't help. 


echo "b = $b" 


# b = BB35 


hat "b += 1" 


# BB35 + 1 


echo "b = $b" 


# b = 1 


echo 


# Bash sets the "integer value" of a string t;C 0. 


c=BB3|£>- 




echo "c = $c" 


# c = BB34 
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d=${c/BB/23} 


# Substitute "23" for "BB" . 




# fhi©' $d an integer. 


echo "d = $d" 


# d = 2334 


let "d += 1" 


# 2334 + 1 


echo "d = $d" 


# d = 2.33d 


echo 




# What about null variables? 


e= 1 * 


# ... Or e=" " ... Or e= 


echo ”e = $e" 


# e = 


let "e += 1" 


# ilrittiftdJAc opeilS^i-sons allowed on awfcjria&le? 


echo "e = $e" 


# e = 1 


echo 


# NulLl vditxab.! e tr^rtsf c rmed into ah' integer. 


# What about undeclared ’ 


variables? 


echo "f = $f" 


# f = 


let "f += 1 " 


# -SrifeStafifcic ope^itiidhs allowed? 


echo "f = $f" 


# f = 1 


echo 


# Undeclared variable transformed .Itflto an f$|leger. 


# However . . . 




H "f /= $undecl_var" 


# Divide by zero? 


# let: f /= : syntax erjtap: operand expected token ,|Sfc " ") 


# Syntax 'error! Variable 


$undecl_var is not set to zero here! 


# But still . . . 




let "f /= 0" 




# .£fet: f /= 0 : divisioi 


i by 0 (error token is m&) 


# Expected behavior. 




# Bash (usually) sets the "integer value" of nuit to zero 


#+ when performing: ail arithmetic openitfeion. 


# But, don't try this al 


; home, folks! 


# It's undocumented and probably H'bh-portable behariiOr. 


# Conclusion: Variables : 


In Bash are untyped. 


#+ with all attendant consequences . 


exit $? 




Untyped variables are both a blessing and a curse. They permit more flexibility in scripting and make it easier 


to grind out lines of code (and give you enough rope to hang yourself!). However, they likewise permit subtle 


errors to creep in and encourage sloppy programming habits. 


To lighten the burden of keening track of variable tvoes in a scriot. Bash does permit declaring variables. 



4.4. Special Variable Types 

Local variables 

Variables visible only within a code block or function (see also local variables in functions') 
Environmental variables 

Variables that affect the behavior of the shell and user interface 



i In a more general context, each process has an "environment", that is, a group of 
variables that the process may reference. In this sense, the shell behaves like any other 
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process. 

Every time a shell starts, it creates shell variables that correspond to its own 
environmental variables. Updating or adding new environmental variables causes the 
shell to update its environment, and all the shell's child processes (the commands it 
executes) inherit this environment. 



The space allotted to the environment is limited. Creating too many environmental 
variables or ones that use un excessive snace mav cause nroblems. 



bash$ eval "'seq 10000 | sed -e 's/.*/export var&=ZZZZZZZZZZZZZZ/ ' ' " 

bash$ du 

bash: /usr/bin/du: Argument* too long 

Note: this "error" has been fixed, as of kernel version 2.6.23. 

(Thank you, Stephane Chazelas for the clarification, and for providing the above 
example.) 

If a script sets environmental variables, they need to be "exported," that is, reported to the 
environment local to the script. This is the function of the export command. 



y A script can export variables only to child processes, that is, only to commands or 
processes which that particular script initiates. A script invoked from the 
command-line cannot export variables back to the co mm and-l in e environment. 
Child processes cannot export variables back to the parent processes that spawned 
them. 



Definition : A child process is a subprocess launched by another process, its 
parent . 

Positional parameters 

Arguments passed to the script from the command line T261 : $0, $1, $2, $3... 

$ 0 is the name of the script itself, $ 1 is the first argument, $ 2 the second, $ 3 the third, and so forth. 
f271 After $ 9, the arguments must be enclosed in brackets, for example, ${10}, ${11}, ${12}. 

The special variables $* and $@ denote all the positional parameters. 



Example 4-5. Positional Parameters 



# ! /blii/bash 



# Call this script with at least 10 parameter% Jtia® example 

# ./scriptname 1234 56789 10 
MINP ARAMS =10 



echo 

echo "The name: ©C this script is \"$0\"." 

# Adds ./ for current directory 

echo "The name of this script is V'basename $0'\"." 



Chapter 4. Introduction to Variables and Parameters 



36 





Advanced Bash-Scripting Guide 



# Strips out path name info (see ' base name ' ) 
echo 

if [ -n "$1" ] # Tested variable is quoted, 

then 

echo "Parameter #1 is $1" # Need quotes to escape # 



if [ -n # fS" ] 
then 

echo "Parameter #2 ;§^ $2" 
fi 

if [ -n " $ 3 " ] 
echo "Parameter #3 is $3" 



# . . . 



if [ -n "${10}" ] # Parameters > $9 must be enclosed in {brackets}, 

tiseh 

echo "Parameter #10 is ${10}" 



echo "Aljt^he command-line parameters are: "$*"" 
if [ $# -It "$MINP ARAMS" ] 

echo "This scpfiaifit. needs at least $MINP ARAMS cohanand-lirte arguments!" 
fi 

echo 
exit 0 

Bracket notation for positional parameters leads to a fairly simple way of referencing the last 
argument passed to a script on the command-line. This also requires indirect referencing . 



arqs-$ » # Number qtf%rgs passed. 

lastarg=$ { ! args } 

# Note: fMs -is an *aHdirect reference* to $args ... 

# Or: lastarg=$ { ! # } (Thanks, Chris Monson.) 

# This is. an: iihdirect reference* the $# vapiStKie. 

# Note that lastarg=$ { ! $# } doesn't work. 

Some scripts can perform different operations, depending on which name they are invoked with. For 
this to work, the script needs to check $ 0, the name it was invoked by. f281 There must also exist 
symbolic links to all the alternate names of the script. See Example 16-2 . 



\ If a script expects a command-line parameter but is invoked without one, this may 
cause a null variable assignment, generally an undesirable result. One way to prevent 
this is to append an extra character to both sides of the assignment statement using the 
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expected positional parameter. 

v£ri.eJ>lel_=$ 1_ # Rather 

# This will prevent an error, even if positional parameter is absent. 
critical_argument01=$variablel_ 

# The extra character can be stripped off later, like so. 
va^blel^l { variablel_/__/ } 

# Side effects only if $variablel_ begins with an underscore. 

# This uses one of the parameter substituting templates dis#$ised later. 

# (Leaving out the replacement pattern results in a deletion.) 

# A more straightforward way of dealing with this is 

#+ to-^isiiiply test whether expected positional parameters have been passed, 
if [ -z $1 ] 

hfefeh 

exit $ E_MI S S I N G_P 0 S_P ARAM 



# However, as Fabian Kreutz points out, 

#+ the above method' a&y have unexpected side-ef fec-ts . 

# A better; method is parameter substitution: 

# $ { 1 : -$Def aultVal } 

# See the "Parameter Substition" section 
#+ jfjj the "Variables Revisited" chapter. 



Example 4-6. wh, whois domain name lookup 



# ! /bin /bash 

# exlS.sh 

# Does a 'whois domain-name' lookup on any of 3 alternate servers: 

# JpLpe.net, cw.net, radb.n^r 

# Place this scfcJjpiiL — renamed 'wh' — tfj ;/usr/loCal/b.ih 

# Requires symbolic links : 

# In -s /usr/local/bin/wh /usr/local/bin/wh-ripe 

# 1ft -s /usSf|bda.l/bi4i/wh /usi/local/hih/wh-apnic- 

# In -s /usr/local/bin/wh /usr/local/bin/wh-tucows 

E_NOARGS%^ 



if [ -z "$1" ] 

echo "Usage: 'basename $0' [ domain-name ] " 

exit $E_NOARGS 



# Check script name and cal 1 proper seryfg^.. 
case ' basename $0 ' in # Or: case ${0##*/} in 

"wh" ) whoijs $l@whois .tucows . com; ; 

"wh-ripe" ) whois fl@whois.ripe.net;; 

"wh-apnic" ) whdif $ l@whois.apnic.net; ; 

"wh-cw" ) whois $l@whois. cw.net; ; 

* ) echo "Usage: 'basename $0' [domain-name]";; 
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esac 
exit $? 



The shift command reassigns the positional parameters, in effect shifting them to the left one notch. 



$1 <-- $2, $2 <— $3, $3 <— $4, etc. 



The old $ 1 disappears, but $0 (the script name) does not change. If you use a large number of 
positional parameters to a script, shift lets you access those past 1 0, although (bracket) notation also 
permits this. 



Example 4-7. Using shift 



# ! /bin /bash 

# shft.sh: Using ' sh : ft/' to step through all the positional parameters. 

# Name this script something like Shft.sh, 

#+ and ittsfcke it witjj.softe parameters. 

#+ For example: 

# sh shft.sh a b c def 83 barndodi; 

[ -z "$1" ] # Until all parameters used up . . . 

do 

echo -n "$1 " 
shift 
done 

echo # Extra line feed. 

# But, wKaijip&ppens to the "used-up" parameters? 
echo "$2" 

# Nothiii# echoes ! 

# When $2 shifts into $1 (and there is-jctd $3 to shift into $2) 

#+ then $2 rema i h.S StSphy,, 

# So, it is not a parameter *copy*, but a *move*. 

# See also the echo-params . sh script for a "shiftless" 

#+ alterative method pf stepping through the positional params . 

The shift command can take a numerical parameter indicating how many positions to shift. 



#! /bin/bash 

# shift-past . sh 

shift 3 # Shift. 3 positions 

# n=3 ; shift $n 

# Has the same effect. 

echo "$1" 
exit. 0 

# ======================== # 
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$ sh shift-past . sh 12345 
4 

# However, as Elen^- *&agkiadaki|^^.'poif&$;B out, 

#+ attempting a 'shift' past the number of 

#+ positiSSjal parameters' ($#) returns, Sh exit status 
#+ and th® 'positional parameters themselves do not change. 

# ?Ji;iS means possibly getting stuck in an endless loop. . . . 

# For example: 

# \#E±1 [ -z "$1" ] 

# do 

# e'gl Ms -n "$1 " 

# shift 20 # If less than 20 pos params, 

# done #+ theite'iioop never ends ! 

# 

# When add a sanity check. . . . 

# shift 20 | | break 

# AAAAAAAA 



y The shift command works ii 
Example 36-18 . 



a similar fashion on parameters passed to a function . See 
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Chapter 5. Quoting 



Quoting means just that, bracketing a string in quotes. This has the effect of protecting special characters in 
the string from reinterpretation or expansion by the shell or shell script. (A character is "special" if it has an 
interpretation other than its literal meaning. For example, the asterisk * represents a wild card character in 
globbing and Regular Expressions) . 



bash$ Is -1 [Vv]* 

-rw-rw-r — 1 bozo bozo ,324 Apr 2 15:05 VIEWDATA . BAT 

-rw-rw-r — 1 bozo bozo 507 May 4 14:25 %^]rttace . sh 

-rw-rw-r — 1 bozo bozo 539 Apr 14 17:1 1, viewdata. sh 

bash$ Is -1 1 [Vv] * 1 

Is: [Vv]*: No such file or directory 



In everyday speech or writing, when we "quote" a phrase, we set it apart and give it special meaning. In a 
Bash script, when we quote a string, we set it apart and protect its literal meaning. 

Certain programs and utilities reinterpret or expand special characters in a quoted string. An important use of 
quoting is protecting a command-line parameter from the shell, but still letting the calling program expand it. 



bash$ grep '[Ff]irst' *.txt 

. txt : Thi s- is the Sijfcfffc; line ' -^liBel .txt . 

f ile2 . txt : This is the First line of file2.txt. 

Note that the unquoted grep [Ff]irst * . txt works under the Bash shell. T 29 1 
Quoting can also suppress echo's "appetite" for newlines. 



bash$ 


echo $(ls -1) 




total. 


8 -rw-rw-r— 1 bo bo 13 Aug 21 12:57 t . sh -rw- 


-rw-r— 1 bo bo 78 Aug 21 12:57 u.sh 


bash$ 


echo "$(ls -1)" 




total 


8 




-rw-] 


rw-r— 1 bo bo 13 Aug ^§§f: 57 t . sh 




-rw-] 


rw-r— 1 bo bo 78 Aug 21 12:57 u.sh 





5.1. Quoting Variables 

When referencing a variable, it is generally advisable to enclose its name in double quotes. This prevents 
reinterpretation of all special characters within the quoted string - except $, ' (backquote), and \ (escape). r301 
Keeping $ as a special character within double quotes permits referencing a quoted variable 
( "$variable that is, replacing the variable with its value (see Example 4-1 . above). 



Use double quotes to prevent word splitting. r311 An argument enclosed in double quotes presents itself as a 
single word, even if it contains whitespace separators. 
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for a in 
do 


$List 

$a" 


# Splits the variable ii 


i parts at whitespace. 


# two 

# three 








echo " — 








for a in 
do # 

# one tw 


"$tysst" 

$a" 


# Preserves Whitespace : 


Ln a single variable. 



A more elaborate example: 



variablel="a variable containing five words" 

COMMAND Sir!> s is $variableii # Executes COMMAND wi^Sp 7 arguments : 

# "This" "is" "a" "variable" "containing" "five" "words" 

COMMAND "This is $variablel" # Executes COMMAND with 1 argument: 

# "this fispa/vaiiiatele (geftbSAhiitig five words" 



variable2="" # Empty. 

COMMAND $variable2 $variable2 $variable2 

# Executes COMMAND with. '3^'; arguments. 

COMMAND "$variabl®2" "$variable2" "$variable2" 

# Executes COMMAND wit.fi: 3 empty aigurnebts . 
COMMAND "$variable2 $variable2 $variable2" 

# Executes COMMAND wit%"J?.abrgument (2 spaces) . 

# Thanks, Stephane Chazelas. 



j) Enclosing the arguments to an echo statement in double quotes is necessary only when word splitting or 
preservation of whitespace is an issue. 

Example 5-1. Echoing Weird Variables 



# ! /bi n/bash 
# weirdvars . sh : 


Echoing weird 


. variables. 




echo 








va— (|\\{(\$\" 
echo $var 
echo "$var" 


# ' (]\U$ M 

# ' ( 1 \ { : $ " 


Doesn't' make a 


difference . 


echo 








IFS= ' \ ' 
echo $var 
echo "$var" 


# Ml {}$" 

# ' (l\{>$" 


; %.#'ohverted to 


space. Why? 


# Examples above 


supplied by 


Stephane Chazelas 
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var2.-"\\\\\ nH 

echo $var2 # " 

echo "$var2" # \\ H 

echo 

# But ... var2s"\\\\"" is illegal. Why? 

vaM'WW'j; 
echo "$var3" # 

# Strong quoting works, though. 



# As therjftgrst example above shows, nestlhg quotes is permitted. 

echo "$(echo # " 

# 



# At times t;hi s comes |$i : :useful . 

varlto"Two bits" 

echo "\$varl = "$ vagit*'" # $varl = Two bits 

# 

# Or, as Chjdqf.-ifc-estand po.i nts Otti. ... 

|p| [[ " $ ( du "$My_Eilel") " -gt "$(du " $My_File2 " ) " ]] 

||| 

Single quotes (' ') operate similarly to double quotes, but do not permit referencing variables, since the special 
meaning of $ is turned off. Within single quotes, every special character except ' gets interpreted literally. 
Consider single quotes ("full quoting") to be a stricter method of quoting than double quotes ("partial 
quoting"). 

% Since even the escape character (\) gets a literal interpretation within single quotes, trying to enclose a 
single quote within single quotes will not yield the expected result. 



echo "Why can ' t. I write 's between quotes" 

# The iroundabout llflthod. 

echo 'Why can'V't I writ# ^ "" s between single quotes' 

# I I I I I I 

# Three single-quoted strings, with escaped and quoted single quotes between. 

# This example courtesy of Stephane Chazelas. 



5.2. Escaping 

Escaping is a method of quoting single characters. The escape (\) preceding a character tells the shell to 
interpret that character literally. 
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t)> With certain commands and utilities, such as echo and sed. escaping a character may have the opposite 
effect - it can toggle on a special meaning for that character. 

Special meanings of certain escaped characters 

used with echo and sed 
\n 

means newline 
\r 

means return 
\t 

means tab 
\v 

means vertical tab 
\b 

means backspace 
\a 

means alert (beep or flash) 

\0xx 

translates to the octal ASCII equivalent of Onn, where nn is a string of digits 



CD 



The $ ' ... ' quoted string-expansion construct is a mechanism that uses escaped 

octal or hex values to assign ASCII characters to variables, e.g., quote=$'\042'. 



Example 5-2. Escaped Characters 



# ! /bin/bash 

# escaped. sh: escaped characters 

############################################################# 
### First, let's show some basic escaped-character usage. ### 
############################################################# 

# Escaping a newline. 

# 

echo "Thl* mil print 
as two lines." 

# This will print 

# as two lines. 

echo "This will print \ 
as one line." 

# This will print as one line, 
echo; echo 



echo "\v\v\v\v" # Prints \v\vVv® literally. 

# Use the -e option with 'echo' to print escaped characters. 
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echo 

echo "VERTICAL TABS" 

echo -e "\y\v\v\v" # Prints 4 vertical tabs, 

echo "==============" 

echo "QUOTATION MARK" 

echo -e "\042" # Prints " (quote, octal ASCII character 42) . 

echo "==============" 



# The $ ' \X ' construct makes the -e option unnecessary. 

echo; ecijris— "NEWLIljE and (maybe) BEEP" 
echo $ ' \n ' # New i i n©. 

echo $'\a' # Alert (beep). 

# May only flash, not beep, depending an terminal. 

# We have seen $ ' \nnn" string expansion, and now . . . 

# Ver alorj. ? of Bash fi^iroduced the $ ' \nrijj§(*'’ string expans%^ construct . 

echo "Introducing the \$\' ... \' string-expansion construct ..." 

echo "... f eatiisiiig more qtQba&iSii marks . " 

echo $ ' \t \ 0 4 2. \t' # :j||gspte (") framed by tabs. 

# Note that '\nnn' is an octal value. 

# It also works with hexadecimal values, in an $'\xhhh' construct, 

echo $ ' \t \x22 \t' # Quote ( " H:|||amed by tabs. 

# Thank you, Greg Keraunen, for pointing this out. 

# Earlier Bash versions allowed ' \x022'. 

echo 



# Assigning ASCII characters to a variable. 

# 

quote=$ ' \042 ' # " assigned to a variable. 

echo "$qtiote Quoted stittg^g $ quote and tMip-SBles outside the quotes." 

# Concatenating ASCjtj -Jfchaifcs- in a vpPJLable . 

triple_underline=$'\137\137Vf&'7' # 137 is octal ASCII code for . 
echo " $triple_underiiti'e UNDERLINE $tri|iLe_undefiJ;isp" 

echo 

ABC=$'\lMU-62\It)3\(||0* # 1:.65 ; , 102, 103 are octal A, B, C. 

echo $ABC 

echo 

escape=$ ' \033 ' # -033 is octal for escape, 

echo "\"escape\" echoes as $escape" 

# ’ ' fcfio visible Output. 
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exit 0 

A more elaborate example: 



Example 5-3. Detecting key-presses 



#! /bin/bash 

# Author: Sigurd Solaas, 20 Apr 2011 

# Used in ABS Guide with permission. 

# Requires version 4.2+ of Bash. 

key="no value yet" 
while true; do 
clear 

echo "Bash Extra Keys Demo. Keys to try:" 

echo "* Insert, Delete, Home, End, Page_Up and Page_Down" 

echo "* The ■S^^ > ; §Eisow keys" 

echo "* Tab, .enter, escape, and space key" 

echo "* The letter and number keys, etc." 

echo " d = show date^t-i#®* 

echo " q = quit" 

# Convert the separate home-key to home-key_num_7 : 
ii [ "$key" = $ 1 \xlb\x4f\x48 ' ]; then 

key=$ ' \xlb\x5b\x31\x7e' 

# Quoted s%^Jihg+expan:$iasheoMtrtigt. 
fi 

# Convert the separate end-key to end-key_num_l . 

ME [ "$key" = $ ' \xlb\x4f \x46 ' ]; then 

key=$ ' \xlb\x5b\x34\x7e' 



case "$key" in 

$'\xlb\x5b\x32\x7e') # Insert 

echo Insert Key 

$ ' \xlb\x5b\x33\x7e ' ) # Delete 

echo Delete Key 

$ ' \xlb\x5b\x31\x7e' ) # Home_key_num_7 

echo Home Key 

$ ' \xlb\x5b\x34\x7e ' ) # F.nd_key_nu m_l 

echo End Key 

$'\xlb\x5b\x35\x7e') # Page_Up 

echo Page_Up 

$ ' \xlb\x5b\x36\x7e ' ) # Page_Down 

echo Page_Down 

$ ' \xlb\x5b\x41 ' ) # Up_arrow 

echo Up arrow 

$ ' \xlb\x5b\x42 ' ) # Down_arrow 

echo Down arrow 
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$ ' \xlb\x5b\x43-t ) # Right_arrcw 

echo Right arrow 

S ' \x‘. b\xob\xi4 ' ) # Left_arrow 

echo Left arrow 

$ ' \x0 9 ' ) # Tab 

echo Tab Key 

$ ' \xOa ' ) # Enter 

echo Knee r Key 

$ ' \xlb ' ) # Escape 

echo Escape Key 

$ ' \x20 ' ) # Space 

echo Space Key 

d) 

date 

q) 

esh# .Time to SSpte . . . 

echo 

exit 0 



echo You pressed: \'"$key"\' 

echo "=======================— 

unset K1 K2 K3 

read -s -N1 -p "Press a key: " 

Kl=" $REPLY" 

read -s -N2 -t Qitiifi 

K2="$REPLY" 

read -s -N1 -t 0.0§^'i 

K3=" $REPLY" 

key="$Kl$K2$K3" 

done 

exit $? 

See also Example 37-1 . 

gives the quote its literal meaning 



echo "Hello" # He 1 to 

echo "V"Hello\" title; said." # "Hollo" ... he said. 

\$ 

gives the dollar sign its literal meaning (variable name following \$ will not be referenced) 



echo "\$var\tsblo01" # $V#fiable01 

echo "The book cost \#7.98." # The book cost $7.98. 
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gives the backslash its literal meaning 



echo "\\" # Results in \ 

# Whereas . . . 

echo "\" # Invokes secondary prompt from the command-line. 

# In a script, gives an message. 

# However . . . 

echo ' V # Resu)|ifj| in % 



The behavior of \ depends on whether it is escaped, strong-quoted , weak-quoted , or appearing within 
command substitution or a here document . 



# Simple escaping and quoting 
echo \z # §■' 

echo \\z # \z 

echo '\z' # \z 

echo ' \ \ z ' # \\z 

echo "\z" # 

echo ”\\z" # \z 



Command substitutii 






echo \\z' 
echo \\\z' 
echo \\Wz‘ 
echo \\V\\\y' 
echo \\\\\\\z 

echo "\\z"' 



# Here document 

cat «EOF 
\z 

EOF # \f;- 



cat «EOF 
VVz 

EOF # \l? 



# These examples supplied by Stephane Chazelas. 

Elements of a string assigned to a variable may be escaped, but the escape character alone may not be 
assigned to a variable. 



variable^, 
echo "$vazlgpte" 

# Will not work - gives an error: message : 

# test.sh: : command/H^r.Catind 

# A "naked" escape cannot safely be assigned to a variable. 

# 

# What actually happens here is that the "\" escapes the newline and 
#+ the effect is v^s¥|able=echo "^ygrJi^ble" 

#+ invalid variable assignment 

variable^ • 

23sk idoo 
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echo "$variable" 


# 23skidoo 

# This works, .sipigb; the second ;Ji||Sie 
#+ is a valid variable assignment. 


variable==%. 


# escape 


foil owed by space 


echo "$variable" 


# space 


variable*^.. 


echo "$variabie " 

yariable=\\\ 
echo "$variable" 


# \ 


# Will not work - give^. aii error message : 


# test.sh: \: command 


not found 


# First escape escapes second one, but the third one is left "naked".. 


#+ with same result as 


} fiirstpfiisnstance, above. 


'SfsrKab 1 e-\\\\ 


echo "$variable" 


# 

# Second and -fcurch escapes escaped. 

# This is o.k. 



Escaping a space can prevent word splitting in a command's argument list. 



Mp.e_list=" /bin/cSt, /bin/gzip /bin/more /usr/j3fij»/less /usr/b-ift/emacs-2 0 . 7 " 

# List of files as argument (s) to a command. 

# Add two frigs to the list, and list afjtjr.- 

ls -1 /u&r/XilR6/b.ah/xsetM>'d.t /sbin/dump $file l &ffif y' 

# What happens-: #jf we escape St : <3dU|>le spaces? 

Is -1 /usr/XHR6/bin/xsetroot\ /sbin/dump\ $file_list 

# Error: the first bltfiee flies concatenated i$f|§ a single argument to 'Is -1 ,; 

# because the two escaped spaces prevent argument (word) splitting. 



The escape also provides a means of writing a multi-line command. Normally, each separate line constitutes a 
different command, but an escape at the end of a line escapes the newline character, and the command 
sequence continues on to the next line. 



(cd /source/directory && tar cf - . ) | \ 

(cd /dest/directory && tar xpvf -) 

# Repeating Alan Cox's d : rectory tree copy command, 

# but split into two lines for increased legibility. 

# As an alternative: 

tar'; 'Cf - -C /source/directory . | 

tar xpvf - -C /dest/directory 

# See note below. 

# (Thanks, Stephane Chazelas . ) 



v i If a script line ends with a I, a pipe character, then a \, an escape, is not strictly necessary. It is, however, 
good programming practice to always escape the end of a line of code that continues to the following 
line. 
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#1 

#bar 

mm # No d.ifie ronco yet . 

#foo 

echo ’ 

bar # Newline escaped, 

ffoobar 

echo "foo\ 

bar" # Same here, as \ still interpreted as escape within weak quotes, 

tfoobar 

echo *foo\ 

bar* # Escape character \ ifcaken literally because of strong quoting. 

if Jlp 

#bar 

# Examples suggested by Stephane Chazelas. 
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Chapter 6. Exit and Exit Status 

... there are dark corners in the Bourne shell, and 
people use all of them. 

-Chet Ramey 

The exit command terminates a script, just as in a C program. It can also return a value, which is available to 
the script's parent process. 

Every command returns an exit status (sometimes referred to as a return status or exit code). A successful 
command returns a 0, while an unsuccessful one returns a non-zero value that usually can be interpreted as an 
error code. Well-behaved UNIX commands, programs, and utilities return a 0 exit code upon successful 
completion, though there are some exceptions. 



Likewise, functions within a script and the script itself return an exit status. The last command executed in the 
function or script determines the exit status. Within a script, an exit nnn command may be used to deliver 
an nnn exit status to the shell (nnn must be an integer in the 0 - 255 range). 

© When a script ends with an exit that has no parameter, the exit status of the script is the exit status of the 
last command executed in the script (previous to the exit). 

# ! /bin/bash 
COMMAND_l 

COMMAND_LAST 

# Will exit with stabd$: 1®$ last command, 

exit. 

The equivalent of a bare exit is exit $? or even just omitting the exit. 

# ! /bin/bash 
COMMAND_l 

COMMAND_LAST 

# Will exit with status b£ last command, 
exit $1 

# ! /bin/bash 
COMMAND 1 

COMMAND_LAST 
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# WlJi. exit with status of last command. 

$ ? reads the exit status of the last command executed. After a function returns, $ ? gives the exit status of the 
last command executed in the function. This is Bash's way of giving functions a "return value." f321 

Following the execution of a pipe , a $ ? gives the exit status of the last command executed. 

After a script terminates, a $ ? from the command-line gives the exit status of the script, that is, the last 
command executed in the script, which is, by convention, 0 on success or an integer in the range 1 - 255 on 
error. 



Example 6-1. exit / exit status 



#! /bin/bash 



echo hel|§i.’ 

echo $? # Exit status 0 returned because command executed success||||ly. 



lskdf' # Unrecognised command . 

echo $? # Non-zero exit status returned — command failed to execute. 






exit 113 



# Will, return 113 to shelly 

# To i?lilLs> type "echo $?" after script teazfaiftites . 



# By xignyention, an 'exit 0! Indicates success, 

#+ while a non-zero exit value means an error or anomalous condition. 

# See the "Exit Codes With Special Meanings " appendix. 



$2 is especially useful for testing the result of a command in a script (see Example 16-35 and 



e The !, the logical not qualifier, reverses the outcome of a test or command, and this affects its exit status . 

Example 6-2. Negating a condition using ! 



true # The "true" builtin. 

echo "exit status of = $?" # 0 

! true 

echo "exit status of \"! true\" = $?" # 1 

# Note that the "!" needs a space between it and the command. 

# !true leads t;e a "command found" e^ff^r 

# The ' ! ' op. na-Scr prefixing a command £lnfepkeW- : -jhe Bash history mechanism. 

true 

! true 

# No error this time, but no negation either. 

# It just repeats the previous command (true) . 



# =========================================================== # 

# Preceding a _pipe_ with ! inverts the exit status returned. 

Is | b o gu s_CoiSman d # bash: bogus_command : command not four. Jr 

echo $? # 127 
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! Is | bogus_command # bash: bogus_command: command not found 
echo $? #' # 

# Note that the ! does not change the execution of the pipe. 

# Only the exit status changes . 

# ========= =_=============~=^==N=3^^ # 

# Thanks, Stdphane Chazelas and Kristopher Newsome. 

! ^ Certain exit status codes have reserved meanings and should not be user-specified in a script. 
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Every reasonably complete programming language can test for a condition, then act according to the result of 
the test. Bash has the test command, various bracket and parenthesis operators, and the if/then construct. 



7.1. Test Constructs 



• An if/then construct tests whether the exit status of a list of commands is 0 (since 0 means "success" 
by UNIX convention), and if so, executes one or more commands. 

• There exists a dedicated command called [ (left bracket special character). It is a synonym for test, 
and a builtin for efficiency reasons. This command considers its arguments as comparison expressions 
or file tests and returns an exit status corresponding to the result of the comparison (0 for true, 1 for 
false). 

• With version 2.02, Bash introduced the IT ... 11 extended test command, which performs comparisons 
in a manner more familiar to programmers from other languages. Note that [[ is a keyword , not a 
command. 

Bash sees [ [ $a -It $b ] ] as a single element, which returns an exit status. 

• 

The (( ... V) and let ... constructs return an exit status, according to whether the arithmetic expressions 
they evaluate expand to a non-zero value. These arithmetic -expansion constructs may therefore be 
used to perform arithmetic comparisons . 



( ( 0 && 1 






# Logical AND 


echo $? 


# i 


*** 




# And so . 








let "num = 


( ( 0 && 


1 ))" 




echo $num 


# 0 






# But . . . 








-figt "num = 


(( 0 && 


1 ) ) " 




echo $? 


# 1 


*** 




(( 20 0 j.it 


11 )) 




# Logical OR 


echo $? 


# 0 


*** 




# . . . 








let "num = 


( ( #0# . [. 


1 11 ) ) " 




echo $num 


# 1 






let "num = 


( ( 200. i 


1 11 ) 5 " 




echo $? 


# 0 






(CTlio I ll )) 




# Bitwise OR 


echo $? 






# 0 *** 


let "num = 


(( 200 | 


. || ) ) " 




echo $num 






# 203 


let "num = 


( ( 200 I 


11 ) ) 1 




echo $? 






# 0 *** 


# The "let 


" constru 


ct returns 


; the same ejstii; stat$tS%-’ 


#+ as the 


double-parentheses 


arithmetic expansion!- 
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♦ Again, note that the exit status of an arithmetic expression is not an error value. 

var=-2 && (( var+=2 )) 

echo $? #1 

var--2 && ( ( var+=2 ) ) && echo Svar 

# Will »st echo $var! 



An if can test any command, not just conditions enclosed within brackets. 



if cmp a b &> /dev/null # Suppress output, 
then echo "files a and b are identical." 
else echo "Files a and b differ." 



# The very useful "if-q rep" construct: 

# 

jfct qrep -q Bash file 

then echo "File contains at least one occurrence of Bash." 



wo r d=Htiux 
;Ji||tter_sequence=inu 

if echo "$word" | grep -q "$3Le.£t2d-r_sequence" 
# The " — q" option to grep suppresses output . 

echo "$letter_sequence found in $word" 
else 

echo “$letter_sequence not found in $word" 



i f COMMAND_WHOS E_EX I T_S TATUS_I S_0_UNLE S S_ERROR_OCCURRED 
then echo "Command succeeded." 
else echo "Command failed." 



• These last two examples courtesy ofStephane Chazelas. 



Example 7-1. What is truth? 



# ! /bin/bash 






# Tip: 


# 1J. \v> he unsure how a certain oonditisjh 


; might evaluate. 


#+ test it in an 


i if-test. 




echo 


echo "Testing \" 


0\"" 




if [ 0 ] # 

then 


zero 




echo Its tru 






else # 


Or else . . . 




echo "l:is false." 




fi # 


1 is true. 
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xyz= # Initialized, but set to null va 1 ye 

echo "Testing \"-n \$xyz\"" 
if [ -n "$xyz" ] 

echo "Null vgr i ab 1 e is true." 

gghb "Nul'j; Is fafse . " 

fi # Null variable is false. 






# When is "false 1 * 

echo "Testing \"false\"" 

!pi# [ "false" ] # It seems that "false" is just a storing , . . 

then 

eftho "VfalseV is true." #+ and- 'ft tests true, 
else 

echo "VfalseV Is false." 
fi # "false" is true. 

echo "Testing \"\$false\"" # Again, uninitialized variable, 

if [ "$false" ] 

echo "\"\:$false\"il^ true." 

echo false." 

fi # "$false" is false. 

# Now, we get the expected rest 1 t . 

# What would happen dif we tested the urwMJflidLfc^ized variable "$true"? 
echo 

ex i t 0 

Exercise. Explain the behavior of Example 7-1 . above. 



jlci [ conditi on-t rue ] 




then 




command 1 




command 2 




else # Or else . . . 




# Adds default code block executing it. 6riginal tondiki-0 


n tests false. 


command 3 




command 4 




§§! 





err i When if and then are on same line in a condition test, a semicolon must terminate the // statement. Both if 
and then are keywords . Keywords (or commands) begin statements, and before a new statement on the 
same line begins, the old one must terminate. 
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if jj -x "$filename" ]; then 

Else if and elif 

elif 

elif is a contraction for else if. The effect is to nest an inner if/then construct within an outer one. 



Af [ condition l ] 

commandl 

command2 

command3 

elif [ condition2 ] 
# S;afte as els€fc'4i|'» 
then 

command4 

command5 

else 

default-command 



The if test condition-true construct is the exact equivalent of if [ condition-true ] . As 

it happens, the left bracket, [ , is a token T331 which invokes the test command. The closing right bracket, ] , in 
an if/test should not therefore be strictly necessary, however newer versions of Bash require it. 



@ The test command is a Bash builtin which tests file types and compares strings. Therefore, in a Bash 
script, test does not call the external /usr/bin/test binary, which is part of the sh-utils package. 
Likewise, [does not call /usr/bin/ [, which is linked to /usr/bin/test. 



bash$ type test 
test is a shell builtin 
bash$ type 1 [ 1 
[ is a shell builtin 
bash$ type ' [ [ ' 

[ [ is a a&ell keyword 
bash$ type 1 ] ] ' 

] ] is a ah%-ll keyword 

bash$ type ' ] ' 

bash: type: ]: not found 



If, for some reason, you wish to use /usr/bin/test in a Bash script, then specify it by full 
pathname. 

Example 7-2. Equivalence of test, /usr/bin/test, [ ], and /usr/bin/ [ 

#! /bin/bash 
if test -z "$1" 

echo "No command-line arguments." 
else 

echo "First command-line argument is $ i . " 
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fi 




echo 




if /usr/bin/test -z "$1' 


# Equivalent to "test" builtin. 


# aaaaaaaaaaaaa 


# SpefSEifying full pathname . 


then 




echo "No command- 1 ine 


arguments . " 


else 




echo "First iSlslSp8(Brli 


ne argument . " . ' 


fi 




echo 




if [ -z "$1" ] 


# Functionally identical to above code blocks. 


# if [ -z "•$!" 


should work,-, but . . . 


#+ Bash responds to a it 


issing close-bracket with an error message. 


then 




echo "No command-line 


arguments . " 


else 




echo "First command-li 


jpS: argument is $ 1 . " 


!§<•• I 




echo 




if /usr/bir/[ j-z "SI " ] 


# Again, functionally identical'. above. 


# if /usr/bin/ [ -z "$1" 


# Works, but gives an Sshh'd# message . 


# 


# Note: 


# 


'®tt|.s has been fixed X^Bash, version 3.x. 


then 




echo "No command- L ine 


arguments . " 


else 




echo "First command-: i 


.ne argument ,JS^- S3 . " ’ 


fi 




echo 




exit 0 




The [[ ]] construct is the more versatile Bash version of [ ]. This is the extended test command, adopted from 


ksh.88. 




*** 




No filename expansion or word splitting takes place between [[ and ]], but there is parameter expansion and 


command substitution. 




St|le«/ etc/passwd 




(d [[ -e $f ile ]] 




then 




echo "Password file exists." 


fi 





Using the [[ ... ]] test construct, rather than [ ... ] can prevent many logic errors in scripts. For example, the 
&&, II, <, and > operators work within a [[ ]] test, despite giving an error within a [ ] construct. 
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Arithmetic evaluation of octal / hexadecimal constants takes place automatically within a [[ ... ]] construct. 



# [ [ Octal and hexadecimal evaluation JS 

# Thank you, MoriSfc^- .Sronbach, fot: th,is out. 



decimal=$p^ . , k 

-O'ctal=017 # (dec.iisa : ) ■ 

hex-0 xC f' # '(decimal) 

if [ "$decimal" -eq "$octal" ] 

echo "$decimal equals $octal" 
else 

echo "$decimal is ji&fc equal to $octal" # 15 it not equal to %t'7 

# Doesn't evaluate witfel# [ single brackets ] ! 



if [ [ "$decimal" -eq "$octal" ] ] 

then 

echo "$decimal equals $octal" # 15 equals $%.f 

else 

echo "$decimal is hot equal, to $octal" 
fi # Evaluates [ [ dstf^bfle brackets ] ] ! 

jSSfij [ [ " $de4i^i n -eq "$hex" ]] 

echo "Sdec Lmal equals $hex" # 15 equals OxOf 

echo "$ decimal isis^t equa§a %<0 §hex" 
fi # [[ $hexadecimal || also evaluates! 



® Following an if, neither the test command nor the test brackets ( [ ] or [[ ]] ) are strictly necessary. 

dir=/home/bQ 20 

pl&Mi§d "$ddjjpfr: 2>/dev/n then. # ’ , ',2&>:/dev/nulh i * hides errbh Message, 
echo "Now in $dir." 

echo "Can't change to $dir." 

The "if COMMAND" construct returns the exit status of COMMAND. 

Similarly, a condition within test brackets may stand alone without an if, when used in combination with 
a list construct . 



vafl-20 

var2=22 

[ "$:varl" -ne "$va£?’ t ] && ftCho "$v^4 is not equal to $var2‘" 
home= /home /bozo 

[ -d "$ho.T.o" ] | | echo "$home directory does not exist." 

The (( A construct expands and evaluates an arithmetic expression. If the expression evaluates as zero, it 
returns an exit status of 1, or "false". A non-zero expression returns an exit status of 0, or "true". This is in 
marked contrast to using the test and [ ] constructs previously discussed. 
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Example 7-3. Arithmetic Tests using (( )) 



#! /bin/bash 

# ^gj^fch-tests . sh 

# Arithmetic tests. 



# The (( ... )) construct evaluates and tests numerical expressions. 

# Exit status opposite from [ ... ] construct ! 



( ( 0 ) ) 

echo "Exit status of \" ( ( 0 ))\" is $? 



( ( 1 ) ) 

echo "Ex i t .status of \" ( ( 1 ) ) V 



( ( 5 > 4 ) ) 

echo "Exit status of \" ( ( 5 : 



is $?." 

))\" is $?." 



( ( 5 > 9 ) ) 

echo "Exit status.: ^ ( ( 5 > 9 ))\" i: 

( ( 5 == 5 ) ) 

echo "Exit status of ))\" : 

# ( ( 5 = 5 ) ) .4j|§ives an eipsst message. 



if . " 



( ( 5 - 5 ) ) 

echo "Exit status of \" ( ( 5 - 



is $?. 



( ( 5 / 4 ) ) 

echo "Exit: .status Of \" ( ( 5 / 4 ) ) \ " : 



( ( 1 / 2 ) ) 

echo "Exit status of \" ( ( 1 / 2 ) ) \ " is $?." 



( ( 1 / 0 ) ) 2>/dev/nu.l 1 

echo "Exit status .Of \" ( ( 1 / 0 ))\" is $?." 

# What effect does the "2>/dev/tf|jtl" have? 

# What would happen if it were removed? 

# Try removing it, then rerunning the script . 



# true 

# 0 



# false 

# 1 



# true 

# 0 



# 0 
# 1 

# Division o.k. 

# 0 

# result < 1 . 

# Rounded off to 0. 

# 1 

# Illegal divf^p^iVby 0. 

# 1 



ifethe® test . 



varl=5 

var2=4 

if ( ( varl > var2 ) ) 

then # A A Note: Not $#&$1, $var2 . Why? 

echo "$varj is greater than $var2" 

# 5 is greater than 4 



exit .0 
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7.2. File test operators 

Returns true if... 



-e 

-a 

-f 

-s 

-d 

-b 



file exists 
file exists 

This is identical in effect to -e. It has been "deprecated," f341 and its use is discouraged. 

file is a regular file (not a directory or device file) 

file is not zero size 

file is a directory 

file is a block device 



-c 

file is a character device 

device0="/dev/sda2" # / (root directory) 
'$£ [ -b "$deviceO" ] 

ecH'O' " Sdev i.coC is a b 1 ock device." 
fi 

# /dev/sda2 is a block device. 



devicel = "/dev/ttySl" # PCMCIA msdfeiet card. 
|gf [ -c "$devicel" ] 

echo "Sdev icq] is a character device." 
fi 

# /dev/ttySl is a character device. 

-P 

file is a pipe 



# STDIN 

# PIPE 

-h 

file is a symbolic link 
-L 



function show_input_type ( ) 

{ 

[ -p /dev/fd/CTJ. && echo PIPE || echo STDIN 

} 

show_i npul_t.y?e "Input" 

echo "Input" | show_input_type 

# This example courtesy of Carl Anderson. 
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file is a symbolic link 
-S 

file is a socket 
-t 

file (descriptor) is associated with a terminal device 

This test option mav be used to check whether the stdin [ -t 0 ] or stdout [ -t 1 ] in a 
given script is a terminal. 

-r 

file has read permission (for the user running the test ) 

-w 

file has write permission (for the user running the test) 

-x 

file has execute permission (for the user running the test) 

-g 

set-group-id (sgid) flag set on file or directory 

If a directory has the sgid flag set, then a file created within that directory belongs to the group that 
owns the directory, not necessarily to the group of the user who created the file. This may be useful 
for a directory shared by a workgroup. 

-u 

set-user-id (suid) flag set on file 

A binary owned by root with set -user-id flag set runs with root privileges, even when an 
ordinary user invokes it. T351 This is useful for executables (such as pppd and cdrecord) that need to 
access system hardware. Lacking the suid flag, these binaries could not be invoked by a non-root 
user. 



-rwsr-xr-t 1. root 178236 Oct 0 )20'&:0 / ffiffi /sttiWpppd 



A file with the suid flag set shows an s in its permissions. 

-k 

sticky bit set 

Commonly known as the sticky bit, the save-text-mode flag is a special type of file permission. If a 
file has this flag set, that file will be kept in cache memory, for quicker access. f361 If set on a 
directory, it restricts write permission. Setting the sticky bit adds a t to the permissions on the file or 
directory listing. This restricts altering or deleting specific files in that directory to the owner of those 
files. 



drwxrwxrwt 7 root 1024 May 19 21:26 tmp/ 



If a user does not own a directory that has the sticky bit set, but has write permission in that directory, 
she can only delete those files that she owns in it. This keeps users from inadvertently overwriting or 
deleting each other's files in a publicly accessible directory, such as /tmp. (The owner of the 
directory or root can, of course, delete or rename files there.) 

-O 

you are owner of file 
-G 

group-id of file same as yours 
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-N 

file modified since it was last read 

fl -nt f2 

file fl is newer than f2 

fl -ot f2 

file fl is older than f2 

fl -ef f2 

files fl and f2 are hard links to the same file 

"not" - reverses the sense of the tests above (returns true if condition absent). 



Example 7-4. Testing for broken links 



#! /bin/bash 

# broken-link . sh 

# Written by Lee bigelow <ligeiowbee0yahoo.com> 

# Used in ABS (guide Sfjisth perlftiksion . 

# A pure shell script to-find dead symlihks and output them quoted 
#+ so they can be fed to xargs and dealt with : ) 

#+ eg. sh broken-link . sh / some-di r /someotherdir] xargs nrt 

# 

# This, however, is a better method: 

# 

# find "somedir" -type 1 -printO i\ 

# xargs -rO file|\ 

# grep "broken symbolic* I 

# sed — ■|ms/ a \ | 3 *broken symbolic .*$/" /g ' 

# 

#+ but that wouldn't be pure Bash, now would it. 

# Caution: beware the file system and any .'circular-A'inks ! 

################################################################ 



# Jff no args are passed to the script set direcfsgrifts-to-seareh 
#+ to current directory. Otherwise set the directories-to-search 
#+ to the args passed. 

###################### 

[ $# -eq 0 ] && directorys=' pwd' | | directorys=$0 



# Setup the functidsVlinkchk to check the directory d^fe^ts passed 

#+ for files that are links and don't exist, then print them quoted. 

# '%?$ one of the element feSS the directory ift a subdirectory then 
#+ send that subdirectory to the linkcheck function. 

########## 

linkchfc () { 

for element in $1/*; do 

[ -h "$element" -a ! -e "$element" ] && \ " $element\ " 

[ -d "Selerr.er.L" ] && linkchk $elemen-p,-. 

# Of course, '-h' tests symbolic link* '-d'k^fc directory. 

} 

# Send each arg that was passed to the script to -the ii r.kchk () function 
#+ if it is a valid directoy. If not, then print the error message 
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#+ and usage info. 

################## 

for directory in $directorys; do 

QffWg r [ -d Sd ' roctcry ] 

then linkchk $directory 
else 

echo "$directory is not a directory" 
echo "Usage: $0 di rl dir2 ..." 
f:i 

done 
ex jfe - . ; $ ? 

Example 31-1 . Example 11-8 . Example 11-3 . Example 31-3 . and Example A- 1 also illustrate uses of the file 
test operators. 



7.3. Other Comparison Operators 



A binary comparison operator compares two variables or quantities. Note that integer and string comparison 
use a different set of operators. 

integer comparison 



-eq 

is equal to 

if [ "$a" -eq "$b" ] 

-ne 

is not equal to 

if [ "$a" -ne "$b" ] 

-gt 

is greater than 

if [ "$a" -gt "$b" ] 

-ge 

is greater than or equal to 

if [ "$a" -ge "$b" ] 
-It 

is less than 



if [ "$a" -It " $b" ] 

-le 

is less than or equal to 

if [ "$a" -le " $b" ] 

< 

is less than (within double parentheses! 

( ( "$a" < "$b")) 

<= 

is less than or equal to (within double parentheses) 
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( ( "$a" <= "$b")) 

is greater than (within double parentheses) 

( ( "$a" > "$b")) 

is greater than or equal to (within double parentheses) 



( ( "$a" >= "$b")) 



string comparison 



is equal to 



if [ "$a" = " $b" ] 



J ^ Note the whitespace framing the =. 

if [ "$a"="$b" ] is not equivalent to the above. 



is equal to 



if [ "$a" == "$b" ] 



This is a synonym for =. 

© The == comparison operator behaves differently within a double-brackets test than 
within single brackets. 



[ [ $a == : 


z* ] ] # True 


■ffr $a starts with 


an "z" (pattern matching) . 


[ [ $a == 


"z*" ]] # True 


if $a is 


equal to 


z* (literal matching) . 


[ $a == z- 


* ] # Fit® 


globbing 


and word 


splitting take place. 


[ " $ a " == 


"z*" ] # True 


if $a is 


equal to 


z* (litetiaJ. matching) . 


# Thanks , 


Stephane Chazelas 







is not equal to 



if [ "$a" ! = "$b" ] 

This operator uses pattern matching within a IT ... 11 construct, 
is less than, in ASCII alphabetical order 

if [[ "$a" < "$b" ]] 
if [ "$a" \< "$b" ] 
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Note that the "<" needs to be escaped within a [ ] construct, 
is greater than, in ASCII alphabetical order 

if [[ "$a" > "$b" ]] 
if [ "$a" \> "$b" ] 



Note that the ">" needs to be escaped within a [ ] construct. 

See Example 27-11 for an application of this comparison operator, 
string is null, that is, has zero length 



String='' # Zero-length ("null") string variable, 

if [ -z "$String" ] 
then 

echo “\$String is null." 
else 

echo "\$String is NOT null." 
jpg # $String is null* 

string is not null. 

♦ The -n test requires that the string be quoted within the test brackets. Using an 
unquoted string with / -z, or even just the unquoted string alone within test brackets 
(see Example 7-6) normally works, however, this is an unsafe practice. Always quote a 
tested string. T371 



Example 7-5. Arithmetic and string comparisons 



# ! /bin/bash 
a=4 

b=f.. 

# Here "a" and "b" can be treated either as integers or strings. 

# There is some blttrriiMf between the arithmetic and stjiing comparisons, 
#+ since Bash variables are ffisrfc strongly typed. 

# Bash permits integer operations and comparisons ©o variables 
#+ whose value consists of all^integer characters. 

# Caution advised, however. 

if [ " $ a " -ne "$b" ] 

echo "$a is not equal to $b" 
echo " (arithmetic comparison) " 
fi 



Chapter 7. Tests 



67 





Advanced Bash-Scripting Guide 



if [ " $ a " 
then 


!= "$b" ] 






echo "$c 


a. is not equal to $b . " 






echo " (so ring comparison)" 






# 


1 " ! = "5 " 






# ASCI ^ 


52 i= ASCII -fl 






fi 








# In this 


particular instance, both "-ne 


and " 


-!=" work. 


echo 








exit 0 









Example 7-6. Testing whether a string is null 



#! /bin/bash 

# str-test . sh : Testing: null gthjicigs and unquoted strings, 

#+ but not strings and sealing wax, ryiti to mention cabbages and kings . . . 

# Using if [ ... ] 

# If a string has not been initialized, it has no defined value. 

# This state is called "null" (not the same as zero ! ) . 

j|§|‘ [ -n : §-®tt.Jhgl ] # stringl hg# not been declared or initialized. 

echo "Striftg V'atringlV is not null." 

echo "String \"stri nql \" is null." 
fi # Wrong result. 

# Shows $§t£|Msgl as although it was not iftllfialized. 

# Let ' s try it again . 

life 1 -n "$strij%l" ] # This time, $sfcringt is quoted, 

then 

echo \":&igfiogl\" is not null." 

echo "String \"stringl\" is null." 
fi # Quote strings within test brackets! 

if [ $stringl ] # This time, $stringl stands naked. 

echo "String \"stringl\" is not null,..® 1 
else 

echo "String \"stringl\" is null." 

|Sy|, # This workg; f i n'e.. 

# The [ ... ] test operator alone detects whether the string is null. 

# However Is good practice- to quote ,:(if [ "Sstringi" ] ) . 

# 

# As Stephane Chazo las points out, 

# if [ $stringl ] has one argument, "]" 

# it [ "$st®ihgl" ] has two arguhehts, (jjfie empty and "]" 
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stringl= 


initialized 






if I $stringl ] 


# Again, $stringl stands 


unquoted. 


then 








echo 1 


'String \"stringl\" is not nuJAy* 




else 








echo ’ 


'String \"stringl\" is null." 




i 




# Agajfe® 'gS.ves correct qfi 


isql t . 


# Still, 


it is better 


to quote it ( "$stringl" ) , 


because . . . 


st#wgi= 


= "a = b" 






if [ $string$: ] 


# Aga$&* $ sfeblioiJjEl stands 


unquoted . 


then 








echo ’ 


'String \-%ferii 


igl\" is not null . " 




else 








echo ’ 


'St rif.g \ " St r i : 


icl " is null . " 




fi 




# Not quoting "$stringl" 


now gives wrong result! 


exit 0 


# Thank you. 


also, Florian Wisser, for the "heads-up". 



Example 7-7. zmore 



#! /bin/bash 

# zmore 

# View gzipped files w$l£jjg( 'more 1 filter. 

E_N OARGS=85 

E_NOTFOUND=86 

e_notgt;i?-87 

if [ $# -eq 0 ] # sijte effect as: -z "$1" ] 

# $1 can exist, but be empty: zmore "" arg2 arg3 

echo "Usage: ' basename $0' filename" >&2 

# message tc^iftderr. 
exit $E_NOARGS 

# Returns 85 as exit status Of (error code) . 

fi 

f ilename=$l 

if [ ! -f "$filename" ] # Quoting $filename allows for possible spaces. 

echo "File $filename not found!" >&2 # Error message to stderr. 

exit $E_NOTFOUND 
fi 

if [ ${ filename##* . } != "gz" ] 

# Using bracket jB Sffife BBle subst iijut i on . 

echo "pile $,1 is hot a gzipped file ! " 
exit $E_NOTGZIP 



zcat $1 | more 
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# Uses the •asere* filter. 

# May substitute 'less' 1 if desired. 

exit $? # Script returns exit statu* of pipe . 

# Actually "exit $?" is unnecessary, as the script will, in any case, 
#+ return the exit status of the last Goramand executed. 



compound comparison 



-a 

logical and 

expl -a exp2 returns true if both expl and exp2 are true. 

-o 

logical or 

expl -o exp2 returns true if either expl or exp2 is true. 

These are similar to the Bash comparison operators && and II, used within double brackets . 

[ [ conditianl && condition2 ] ] 

The -o and -a operators work with the test command or occur within single test brackets. 

tit [ "$exprl" -a "$expr2" ] 
then 

echo "Both exprl and expr2 are true . " 

echo "Either exprl or exprZ is false . " 
fi 



I But, as rihad points out: 

[ 1 -eq 1 ] ss [ -n "'echo true 1>&2'" ] # true 

[ 1 -eq 2 ] && [ -n "'echo true 1>&2' " ] # (no output) 

# aaaaaaa False condition. So far, everything as expected. 

# However . . . 

[ 1 -eq 2 -a -n "'echo true 1>&2' " ] # true 

# AAAAAAA False condition. So, why "true" output? 

# Is it because both condition clauses within brackets evaluate? 

[[ 1 -eq 2 && -n "'echo true 1>&2' " ]] # (no output) 

# No, that's it. 

# Apparently && and | | "shQ.rt~circuit:* while -a and -o do not. 

Refer to Example 8-3. Example 27-17 . and Example A-29 to see compound comparison operators in action. 



7.4. Nested if /then Condition Tests 

Condition tests using the if /then construct may be nested. The net result is equivalent to using the && 
compound comparison operator. 
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if [ " $ a " -gt 0 ] 
if [ " $ a " -It 5 ] 

echo "The value of V"a\" lies somewhere between 0 and 5.” 
fi 

# Same result as : 

if [ " $ a " -gt 0 ] && [ " $ a " -ltjj|| ] 

echo "The value of \"a\i* lies somewhere between 0 and 5." 

§§§§§) 

Example 37-4 and Example 17-11 demonstrate nested if /then condition tests. 



7.5. Testing Your Knowledge of Tests 

The systemwide xinitrc file can be used to launch the X server. This file contains quite a number of if/then 
tests. The following is excerpted from an "ancient" version of xinitrc ( Red Hat 7.1, or thereabouts). 



m I - f $HOME/ . Xclients ]; then 
exec $HOME/ .Xclients 

elijfe [ -f /etc/Xlf^xiAit/Xcliehts ] ; then 
exec /etc/Xll/xinit/Xclients 
else 

# failsafe settings. Although we should never get hero 

# (we provide fallbacks in Xclients as well) it can't hurt. ,, 
xclock -geometry 100xlOO-5+.S & 

xterm -geometry 80x50-50+150 & 

if [ -f /usr/bin/netscape -a -f /usr/share/doc/HTML/index . html ]; then 
netscape /usr/share/doc/HTML/index. html & 
fi 

Explain the test constructs in the above snippet, then examine an updated version of the file, 

/etc /XI 1/xinit /xinitrc, and analyze the if/then test constructs there. You may need to refer ahead to 
the discussions of grep . sed. and regular expressions . 
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Chapter 8. Operations and Related Topics 

8.1. Operators 

assignment 

variable assignment 

Initializing or changing the value of a variable 

All-purpose assignment operator, which works for both arithmetic and string assignments. 



var=2§' 

eategary^ihet&is # No spaces allowed after the "=" . 



1 y Do not confuse the "=" assignment operator with the = test operator . 



# 


= as a test operator 






if 


[ "$striipsgS," = "$stEtftg2" ] 






then 








command 






fi 








# 


if [ "XSstringl" = "X$string2" ] is 


safer. 




# + 


to prevent an error message should o 


ne of the \ 


rairiables be empty. 


# 


(The prepended "X" characters cancel 


OUt.) 





arithmetic operators 



plus 

mi nus 

multiplication 

division 

exponentiation 



# Bash, versio 


n 2.02, 


introduced the "* 


*" exponentiatio 


n operator. 


.14* ”■/. 5**3" 


# 5 * 


“ft;-;* § 






echo "z = $z" 


# z = 125 







modulo, or mod (returns the remainder of an integer division operation) 



bash$ expr 5 % 3 

2 



5/3 = 1, with remainder 2 
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This operator finds use in, among other things, generating numbers within a specific range (see 
Example 9-11 and Example 9-151 and formatting program output (see Example 27-16 and Example 
A-6) . It can even be used to generate prime numbers, (see Example A- 15) . Modulo turns up 
surprisingly often in numerical recipes. 



Example 8-1. Greatest common divisor 



#! /bin/bash 

# gcd.sh: greatest common divisor: 

# Uses Euclid's algorithm 

# The ^greatest common divisor" (gcd) of two integers 

#+ is the largest Integer that Will divide both, leaving no. remainder. 

# EudjJbd's algorlfhift Use®. gUqeessive division. 

# In each pass, 

#+ div i der.d < d : v ! sor. 

#+ divisor < remainder 

#+ ur.t: 1 remainder = 0 . 

# The gcd = dividend, on the final pass. 

# 

# For an excellent discussion of Euclid's algorithm, see 
#+ Jiffl;.Sdy's site, http : //www. jj§8|ioy. com/ number /euclids .htm. 



# 

# Argument”. Chock 
ARGS=2 

E_B AD ARG S = 8 5 

jilt; [ $# -ne " $ARGS " ] 

echo "Usage: ' basename $0' -.first-number second-number" 
exit $E_BADARGS 

# 






o 



dividendr=|%. 

divisor=$2 



# Arbitrary assignment. 

#! Tit' doesn^frtjai.fdn which of the two: is larger. 

# Why not? 



remaindefNf 



# If an uninitialized variable is used inside 
#+ test brackets, an error message rosu.l is . 



until [ "$remainder" -eq 0 ] 

do # Must be previously initialized! 

Ui^st "remainder = $dj vi derd % $divisor" 

dividend=$divisor # Now repeat with 2 smallest numbers. 

divisor=$ remainder 

ddhe # Euclid's algorithm 

} # Last $dividend is the gcd. 



gcd $1 $2 
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echo; ec$/& "GCD of end $2 = $ dividend" ; echo 



# Exercises : 

# 

# 1) Check command-line arguments 'fed make sure they are integers, 
#+ and exit the script w : Lfei&n appropriate error message fif|'-not. 

# 2) Rewrite the gcd () function to use .ideal variables. 

exit 0 



plus-equal (increment variable by a constant) 1381 

let "var += 5" results in var being incremented by 5. 

minus-equal (decrement variable by a constant) 

times-equal (multiply variable by a constant) 

let "var *= 4" results in var being multiplied by 4. 

slash-equal (divide variable by a constant) 

%= 

mod-equal ( remainder of dividing variable by a constant) 
Arithmetic operators often occur in an expr or let expression. 



Example 8-2. Using Arithmetic Operations 



# ! /bin/bash 

# Counting to 11 in different ways. 
n=l ; echo -n "$n " 

"n = $n + 1" # let "n = n + 1" also works, 

echo -n "$n " 



: $ ( (n = $n + 1) ) 

# " : necessary because otherwise Bash atfe^pfes-' 

#+ to interpret "$((n = $n + 1))" as a command, 
echo -n "$n " 

( ( n = n + 1 ) ) 

# A simpler alternative to ther^fehod above. 

# Thanks, David Lombard, for poinfe.|,tig this out. 

n=$ ( ($n + 1) ) 
echo -n "$n " 

: $ [ n = $n + 1 ] 

# necessary because otherwise Bash attempts 

#+ to interpret 1$ 1 g K g §n +• ]" as a command. 

# Works even if "n" was initialized as a string. 
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"$n 



n=$[ $n + 1 ] 

# Works even Itjt "n" was initialized as a string. 

#* Avoid this type of construct, since it is obsolete and nonportable. 

# Thanks, Stephane Chazelas. 



# Now for C-style increment operators. 

# Thanks, Frank Wang, for poiiiftAng this out. 



Xftt "n++" 

(( n++ )) 
echo -n "$n 

: $(( n++ )) 





# let "++n" also works. 

# (( ++n )) also works. 

# : $ ( ( ++n ) ) also work:# . 



: $[ n++ ] 
echo -n "$n " 



# : $ [ +*ft ] also works 






exit 0 



© Integer variables in older versions of Bash were signed long (32-bit) integers, in the range of 

-2147483648 to 2147483647. An operation that took a variable outside these limits gave an erroneous 
result. 



echo $BASH_VERSION # 1.14 



a=2147483646 
echo "a = $a" 
let "a+=l" 
echo "a = $a" 
let "a+=l" 
echo "a = $a" 



# 

# 

# 

# 

# 

# 

# 

# 



a = 2147483646 
Increment la" . 
a = 2147483647 

increment !, a" again, past th# limit, 
a « -H47483648 

ERROR: out of range, 

+ and the leftmost bit, the sign bit, 

+ has been set, making the result negative. 



As of version >= 2.05b, Bash supports 64-bit integers. 



♦ 

Bash does not understand floating point arithmetic. It treats numbers containing a decimal point as 
strings. 



a=l . 5 

let "b = $a + 1.3" # Error. 

# t2.sh: let: b = 1.5 + 1.3: syntax error in expression 

# (error token is 1.3") 

echo "b = $b" # b=l 

Use be in scripts that that need floating point calculations or math library functions. 
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bitwise operators. The bitwise operators seldom make an appearance in shell scripts. Their chief use seems to 
be manipulating and testing values read from ports or sockets . "Bit flipping" is more relevant to compiled 
languages, such as C and C++, which provide direct access to system hardware. However, see vladz's 
ingenious use of bitwise operators in his base64.sh (Example A-54) script. 

bitwise operators 

« 

bitwise left shift (multiplies by 2 for each shift position) 

«= 

left-shift-equal 

let "var «= 2" results in var left-shifted 2 bits (multiplied by 4) 

» 

bitwise right shift (divides by 2 for each shift position) 

»= 

right-shift-equal (inverse of «=) 

& 

bitwise AND 

&= 

bitwise AND-equal 
I 

bitwise OR 
bitwise OR-equal 
bitwise NOT 
bitwise XOR 
bitwise XOR-equal 
logical (boolean) operators 



NOT 

|j [ ! -S $FILENAME ] 
then 



AND 



Cf- [ $condi$£l'$nl ] && [ $eondit3,on2 ] 

# Same as: if [ $conditionl -a $condition2 ] 

# RetU i jr|(iJ;.'true if both cond^fefonl and condit3ipis2: hold true. . . 

Jyfi [[ $c6nditi4jrf. && $condi"tl*fi2 ]] # Also works. 

# Note that && operator not permitted inside brackets 

#+/pfi [ ... ] . 



&& may also be used, depending on context, in an and list to concatenate commands. 
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'if 1 [ $conjdi#3.<pnl ] | | | $conda:Sidh 2 ] 

# Same as: if [ $conditionl -o $condition2 ] 

# Returns true:. 5||h^,ither conditlonl or condition^ Holds true... 

|^S [[ $conditi$ni | | $ condition 2 ]] # Also works. 

# Note that | | operator not permitted inside brackets 
f+gi [ ... ] construct. 



i Bash tests the exit status of each statement linked with a logical operator. 



Example 8-3. Compound Condition Tests Using && and II 



# ! /.Sfn/bash 
b=47 

if [ " $ a " -eq 24 ] && [ "$b" -eq 47 ] 

echo "Test #1 succeeds.” 
else 

echo "Test #1 fails." 



# ERROR: ®'» [ "$a" -eq 24 && "$b" -eq 47 ] 

#+ attempts to execute ' [ "$a" -eq 24 ' 

#+ and fails to f i r.dina ©afe^^isg ' ] ' • 

# 

# Note:, ;$f [[ $a -eq 24 && $b -eq 24 ]] wo ife*- 

# The double-bracket if-test is more flexibli? 

#+ than the single-bracket version. 

# (The "&&" has a different meaning in line jp ayhan in line 6.) 

# Thanks, Stephane Chazelas, pointing this out. 



if [ " $ a " -eq 98 ] II [ "$b" -eq 47 ] 

echo "Test #2 succeeds." 
else 

echo "Test #2 fails." 



# The -a and -o options provide 

#+ an alternative ccHttpeund condition test. 

# Thanks to Patrick Callahan for pointing this Out., 



If* [ " $ a " -eq 24 -a "$b" -eq 47 ] 

echo "Test #3 succeeds . " 
else 

echo "Test #3 fiiytls." 
fi 



Chapter 8. Operations and Related Topics 



77 






Advanced Bash-Scripting Guide 



if [ " $ a " -eq 98 -o "$b" -eq 47 ] 

echo "Test #4 succeeds." 
else 

echo "Test #4 fails." 



b-crocodiJo 

if [ "$a" = rhino ] && [ "$b" = crocodile ] 
then 

echo "Test #5 succeeds." 
else 

echo "Test #5 fails." 



exit: 0 



The && and II operators also find use in an arithmetic context. 




bash$ echo $ ( ( 1 && 2 ) ) $ ( (3 && 0) ) $ ( (4 || 0)) $ ( (0 | 

i.Tp l 0 


l 0)) 



miscellaneous operators 



Comma operator 

The comma operator chains together two or more arithmetic operations. All the operations are 
evaluated (with possible side effects. G91 



let "tl = 


( (5 + 3, 7-1 


, 15 - 


4) ) " 








echo "tl = 


= $tl" 


AAAA - 


AA # 


tl 'fs* 


11 




# Here tgk/ 


is set to the 


result 


the last operation 


. Why? 


let "t2 - 


( (a = 9, 15 / 


3) ) " 


# 


Set ' 


"a" and cal c 


ftjlite "t2". 


echo "t2 = 


= $t2 a = $a 




# 


t2 = 


5 a = 9 





The comma operator finds use mainly in for loops . See Example 11-13 . 



8.2. Numerical Constants 

A shell script interprets a number as decimal (base 10), unless that number has a special prefix or notation. A 
number preceded by a 0 is octal (base 8). A number preceded by Ox is hexadecimal (base 16). A 
number with an embedded # evaluates as BASEiNUMBER (with range and notational restrictions). 



Example 8-4. Representation of numerical constants 



# ! /bin /bash 

# numbers. sh: Representation of numbers in different bases. 

# Decimafeythe default 
let "dec = 32" 

echo "decimal number = $dec" # 32 
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# Nothing out of the ordinary here. 



# Octal: numbers preceded by 'O' (zero) 

"oct = 032" 

echo "octal number = $oct" # 26 

# Expresses result in decimal. 

# 



# Hexadecimal: numbers preceded by 'Ox' or 'OX' 

"hex = 0x32" 

echo "hexadecimal number = $hex" # $$■' 

echo $ ( ( 0x9abc) ) # 39612 

# AA AA double-parentheses arithmetic expans i on/evaiuat i Qfe 

# Expresses result in decima^a^® 



# Other bases: BASE#NUMBER 

# BASE between 2 and 64 . 

# NUMBER must use symbols within the BASE range, see below. 



lift "bih = 2#litld01110G1101" 

echo "binary number = $bin" #, #1)181 

[3-fet "b32 = 32#77 " 

echo "base-32 number = $b32" # 231 

"b64 = 64#@_" 

echo "base-64 number = $b64" # 4031 

# This notafeltb 11 only works fesfr a 1’ilcslted range (2 - 64) of ASCII characters. 

# 10 digits + 26 lowercase characters + 26 uppercase characters + 0 + _ 



echo $ ( (36#^|) $p(,C2#iqi010l||| $((16#AF16)) $ ( (53#laA) ) 

# 1295 44822 337-5 



# :Ji^)ortant note : 

# 

# Using a digit out of range of the specified base) 

#+ gives an error message. 

"bad_oct = 081" 

# (Part-ba 1 ) it message output: 

# bad_oct = 081: value too great for base (error token is "08! " } 

# Octal numbers use only digits in the range 0-7. 

exit. $? # Exit = 1 (error) 

# Thanks, Rich Bartell and Stephane Chazelas, f.o£ cla4Sp(d^feiidn . 
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8.3. The Double-Parentheses Construct 



Similar to the let command, the (( ... )) construct permits arithmetic expansion and evaluation. In its simplest 
form, a=$ ( ( 5 + 3 ) ) would set a to 5 + 3, or 8. However, this double-parentheses construct is also a 
mechanism for allowing C-style manipulation of variables in Bash, for example, ( ( var++ ) ) . 



Example 8-5. C-style manipulation of variables 



# ! /bi-n/bash 




# c-vars.sh 




# Manipulating a Variable, C-style* u%l®|J' the ( ( ... ) ) construct'. 


echo 




( ( a = 23 ) ) # Setting a value, C-style, 


#+ with spaces on 


both sides ttF the "=". 


echo "a (initial value) = $a" 


# 23 


( ( a++ ) ) # Post-increment 


'a', C-style. 


echo "a ( after- 9++) = $a" 


# 24 


( ( a — ) ) # Post-decrement 


'a', C-style. 


echo "a (after a — ) = $a" 


# 23 


( ( ++a ) ) # Pre- increment.. ’ 


'a', C-style. 


echo "a (after ++a) = $a" 


# 24 


( ( — a ) ) # Pre-decrement 


'a', C'-style., 


echo "a (affect — a) = $a" 


# 23 


echo 




######################################################## 


# Note that, as in C, pre- and 


post-decrement operators 


#+ have different side-effects. 




n=l; let — n && echo "True" I I echo "False" # False 
n=l ; let n — && echo "True" | | echo "False" # True 


# Thanks, Jeroen Domburg. 




######################################################## 


echo 




(( t = a#|Jt?7:ll )) # C-style 

# ... 


.t-'iinary operator. 


echo "If a < -45, then. 7, el: 


so 11." # a - 23 


echo Ft: -- $t " 


# rf M ■? 


echo 




# Easter Egg alert! 
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# 

# Chet Ramey seems to have snuck a hunj^NdE' undocumented C-style 
#+ constructs into Bash (actually adapted from ksh, pretty much) . 

# the Bash docs, Ramey calls ( ( ... ) ) shell arithmetic^ 

#+ but it goes far beyond that. 

# Soifyff, Chet, the secret is out. 

# See. also "for" and "while" loops using the (( ... )) construct. 

# These work, only witfl* version 2.04 Ob' .later of Bash, 
exit 

See also Example 11-13 and Example 8-4 . 



8.4. Operator Precedence 



In a script, operations execute in order of precedence : the higher precedence operations execute before the 
lower precedence ones. T401 



Table 8-1. Operator Precedence 



Operator 


Meaning 


Comments 






HIGHEST PRECEDENCE 


var++ var — 


post-increment, post-decrement 


C-stvle operators 


++var — var 


pre-increment, pre-decrement 










! ~ 


negation 


logical / bitwise, inverts sense of 
following operator 








** 


exponentiation 


arithmetic operation 


* / % 


multiplication, division, modulo 


arithmetic operation 


+ - 


addition, subtraction 


arithmetic operation 








<< >> 


left, right shift 


bitwise 








-z -n 


unary comparison 


string is/is-not null 


-e -f -t -x, etc. 


unary comparison 


file-test 


< -It > -gt <= -le >= -ge 


compound comparison 


string and integer 


-nt -ot -ef 


compound comparison 


file-test 


== -eq J_= -ne 


equality / inequality 


test operators, string and integer 








& 


AND 


bitwise 


- 


XOR 


exclusive OR, bitwise 


1 


OR 


bitwise 
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& & ~3l 


AND 


logical, compound comparison 


1 1 -o 


OR 


logical, compound comparison 








? ; 


trinarv operator 


C-style 


= 


assignment 


(do not confuse with equality 
test ) 


*= /= %= += -= «= »= & = 


combination assignment 


times-equal, divide-equal, 
mod-equal, etc. 










, 


comma 


links a sequence of operations 






LOWEST PRECEDENCE 



In practice, all you really need to remember is the following: 



• The "My Dear Aunt Sally" mantra ( multiply , divide, add, subtract) for the familiar arithmetic 
operations . 

• The compound logical operators, &&, II, -a, and -o have low precedence. 

• The order of evaluation of equal-precedence operators is usually left-to-right. 

Now, let's utilize our knowledge of operator precedence to analyze a couple of lines from the 
/etc/init . d/functions file, as found in the Fedora Core Linux distro. 



while [ -n "$remaining" -a "$retry" -gt iff;"] ; do 
# This looks rather daunting at first glance. 



# Separate the coi4d.ifi.ions : 

while [ -n "$remaining" -a "$retry" -gt '8'i] ; do 

# —condition [aBSt --condition £- 

# Jp; variable "$reffiaihi : Kg" ,%$;not ze rb length 

#+ AND (-a) 

#+ 'Vaiiahle "$retry" is qroaue r-rhan zero 
#+ then 

#+ the [ expresion-within-coodifcion-brackets ] retvtfcil# htacoess (0) 
#+ and t|i^r;while-loop executes an iteration. 

# ============================================================== 

# Evaluate "condition 1" and "condition 2" ***before*** 

#+ AND ing them. Why? Because the AND (-a) has a lower precedence 
#+ than the -n and -gt operators, 

#+ sand feherelSdre gets evaluated *last*. 

################################################################# 

Ink [ -f /cuc/sysconfig/.ii 8r. -a -z "${ NOLOCALE " ] ; then 



# Again, separate the conditions: 

[ -f /etc/sysconfi.ig/il8n -a -z "$ {NOLOCALE :-} " ] ; then 

# — condition 1 — condition 2 

# If f i5fi : "/©fcd;/sysconf ig/il8n" exists 

#+ AND (-a) 

#+ variable $NOLOCALE is zero length 
#+ then 
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#+ the [ test-expresion-within-condition-brackets ] returns success (0) 
#+ aiid the commands :^sjLlowing execute . 

# 

# As be©Kfie, the AND (-a) gets evaipated *la:ffe* 

#+ because it has the lowest precedence of the Operators within 
#+ the Lest brackets. 

# 

# Note: 

# $ {NOLOCALE :- } is a parameter expansion that seems redundant. 

# But, i#'i$NOLOCALE has not been declared, it gets set to 
#+ in effect, declaring it. 

# Sals raaises a difference - £p; ’.stems contexts. 



© 



To avoid confusion or error in a complex sequence of test operators, break up the sequence into 
bracketed sections. 



if [ "$vl" -gt "$v2" -o "$vl" -It "$v2” -a ^filename" ] 

# tSS^Lear geipcf on here... 

if [[ "$vl" -gt "$v2" ] ] || [[ "$v.l" -It " $v2 " ]] && [[ -e "^filename" ]] 

# Much better — the condition tests are grouped in logical sections. 
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Chapter 9. Another Look at Variables 

Used properly, variables can add power and flexibility to scripts. This requires learning their subtleties and 
nuances. 



9.1. Internal Variables 

Builtin variables: 

variables affecting bash script behavior 

$BASH 

The path to the Bash binary itself 



bash$ echo $BASH 

| / b : n/bash | 

$BASH_ENV 

An environmental variable pointing to a Bash startup file to be read when a script is invoked 

$BASH_SUBSHELL 

A variable indicating the subshell level. This is a new addition to Bash, version 3 . 

See Example 21-1 for usage. 

$ BAS HP ID 

Process ID of the current instance of Bash. This is not the same as the ££ variable, but it often gives 
the same result. 




echo '? \ $ \ $ outside of subshell = $$" # 9602 

echo "\$BASH_SUBSHELL outside of subshei 1 = $BASH_SUBSHELL" # 0 

echo " \$3ASH?TD outside of subshell = $BASHPX®.« # 9602 

echo 

( echo *\$\$ inside of subshell = $$" # 9602 

echo "\$3ASH_SUB5HE1T, inside Of subshell = $BASH_SUBSHELL" # 1 

echo " \$BASHPID inside of sub she 11 = $BASHPID" ) # 9603 

# Note that $$ t$^|eels PID of parent process. 

$BASH_VERS INFO [n] 



A 6-element array containing version information about the installed release of Bash. This is similar 
to $BASH_VERSION, below, but a bit more detailed. 
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# Bash version 



info : 



for » in 0 1 2 3 4 1 
do 

echo "BASH_VERSINFO [ $n] = $ {BASH_VERSINFO [ $n] } 
done 



# BASH_VERS INFO [ 0 ] 

# BASH_VERSINFO [1 ] 

# BASH_VERS INFO [ 2 ] 

# BASH_VERSINFO [ 3 ] 

# BASH_VERS INFO [ 4 ] 

# BASH_VERSINFO [ 5 ] 



= 3 
- 00 
= 14 
= 1 

- release 

= i386-redhat-linux-gnu 



# Major version no. 

# Minor version neu 

# Patch level . 

# Build version. 

# Release status. 

# Architecture 

# (same as $MACHTYPE) . 



$BASH_VERSION 

The version of Bash installed on the system 



bash$ echo $BASH_VERSION 

3. 2. 25(1)- release 



tcsh% echo $BASH_VERSION 

BASH_VERSION: Undefined variable. 



Checking $BASH_VERSION is a good method of determining which shell is running. SSHELL does 
not necessarily give the correct answer. 

$CDPATH 

A colon-separated list of search paths available to the cd command, similar in function to the SPATH 
variable for binaries. The $CDPATH variable may be set in the local ~ / . bashrc file. 



bash$ cd bash-doc 

bash: cd: bash-doc: No such file o 


r directory 


bash$ CDPATH=/usr/ share/ doc 
bash$ cd bash-doc 

/ usr/ share/ doc/bash-doc 




bash$ echo $PWD 
/usr/ share/ doc/bash-doc 





$DIRSTACK 

The top value in the directory stack f411 (affected by pushd and popd) 

This builtin variable corresponds to the dirs command, however dirs shows the entire contents of the 
directory stack. 

$EDITOR 

The default editor invoked by a script, usually vi or emacs. 

$EUID 

"effective" user ID number 

Identification number of whatever identity the current user has assumed, perhaps by means of su. 

| The $EUID is not necessarily the same as the SUID . 
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$FUNCNAME 

Name of the current function 



xyz23 () 

{ 

echo "$FUNCNAME now executing." # xyz23 now executing. 

} 

xyz23 

echo "FUNCNAME = $FUNCNAME " # FUNCNAME = 

# Null -value outside a function . 

See also Example A-50 . 

$ GLOB IGNORE 

A list of filename patterns to be excluded from matching in globbing . 

$ GROUPS 

Groups current user belongs to 

This is a listing (array) of the group id numbers for current user, as recorded in /etc/passwd and 
/ etc/group. 



root# echo $GROUPS 

P 

root# echo ${GROUPS[l]} 



root# echo ${GROUPS[5]} 

6 



$HOME 

Home directory of the user, usually /home/username (see Example 10-71 
$ HOSTNAME 

The hostname command assigns the system host name at bootup in an init script. However, the 
gethostname ( ) function sets the Bash internal variable $HOSTNAME. See also Example 10-7 . 
$HOSTTYPE 

host type 

Like SMACHTYPE . identifies the system hardware. 



bash$ echo $HOSTTYPE 

|i 6 8 6 | 

$IFS 

internal field separator 

This variable determines how Bash recognizes fields , or word boundaries, when it interprets character 
strings. 



$IFS defaults to whitespace (space, tab, and newline), but may be changed, for example, to parse a 
comma- separated data file. Note that Si uses the first character held in $ IFS. See Example 5-1 . 
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bash$ echo "$IFS" 

(With $IFS set to default, a blank line displays.) 



bash$ echo "$IFS" | cat -vte 

A I$ 

$ 

(Show whitespace: here a single space, [ho||i:j|antal tab], 
and newline, and display at end-of-line . ) 



bash$ bash -c 'set w x y z; IFS=":-;"; echo 

w: x : y : z 

(Read commands from string and assign any arguments to pos params . ) 



Set $IFS to eliminate whitespace in pathnames . 

IFS="$ (printf ' \n\t ' ) " # Per David Wheeler. 

$ IFS does not handle whitespace the same as it does other characters. 

Example 9-1. $IFS and whitespace 



# ! /bin/bash 



Vat 1= " a+b+o " 
var2="d-e-f " 
var3="g, h, i " 



IFS=+ 

# The plus sign will be interpreted 
echo $vaxl # a b c 

echo $var2 # d-e-f 

echo $var3 # 



separator . 



IFS="-" 

# The plus 

# The mitMis 
echo $varl 
echo $var2 
echo $var3 



sign reverts to default interpretation, 
sign will be interpreted as a separatist. 

# a+b+c 

# d e f 



# g,h,i 






IFS=", " 

# The comma 

# The minus 
echo $vaxft 
echo $var2 
echo $var3 



will be interpreted as a separator, 
sign reverts to default interpretation. 
# a+b+c 



# d-e-f 

# g h||| 
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(Many thanks, Stephane Chazelas, for clarification and above examples.) 



See also Example 16-41 . Example 11-8 . and Example 19-14 for instructive examples of using $ IFS. 
$IGNOREEOF 

Ignore EOF: how many end-of-files (control-D) the shell will ignore before logging out. 

$LC_COLLATE 



Chapter 9. Another Look at Variables 




Advanced Bash-Scripting Guide 



Often set in the .bashrc or /etc/profile files, this variable controls collation order in filename 
expansion and pattern matching. If mishandled, LC_COLLATE can cause unexpected results in 
filename globbing . 

@ As of version 2.05 of Bash, filename globbing no longer distinguishes between 

lowercase and uppercase letters in a character range between brackets. For example, Is 
[A-M]* would match both Filel . txt and f ilel . txt. To revert to the customary 
behavior of bracket matching, set LC_COLLATE to C by an export 
LC_COLLATE=C in /etc/profile and/or -/ .bashrc. 

$7jC_CTYPF. 

This internal variable controls character interpretation in globbing and pattern matching. 

$LTNENO 

This variable is the line number of the shell script in which this variable appears. It has significance 
only within the script in which it appears, and is chiefly useful for debugging purposes. 



# *** BEGIN DEBUG BLOCK *** 
last_cmd_arg=$_ # Save it . 

echo "At line number $LINENO, variable \"vl\" = $vl" 
echo "Last command argument processed = §'last_cmd_arg" 

# *** END DEBUG BLOCK *** 

$MACHTYPE 

machine type 

Identifies the system hardware. 



bash$ echo $MACHTYPE 

1 1 6 8 6 

$OLDPWD 

Old working directory ("OLD-Print-Working-Directory", previous directory you were in). 

$OSTYPE 

operating system type 



|bash$ echo $OSTYPE j 

$PATH 

Path to binaries, usually /usr/bin/, /usr/XHR6/bin/, /usr/local/bin, etc. 

When given a command, the shell automatically does a hash table search on the directories listed in 
the path for the executable. The path is stored in the environmental variable . $PATH, a list of 
directories, separated by colons. Normally, the system stores the $PATH definition in 
/etc/profile and/or - /.bashre tsee Appendix H) . 



bash$ echo $PATH 

| /bin : /usr/bin : /usr/loca 1 /bln : /usr/XllE6/bin : /sblh: /ugr/sbin | 

PATH=$ {PATH} : /opt /bin appends the /opt /bin directory to the current path. In a script, it 
may be expedient to temporarily add a directory to the path in this way. When the script exits, this 
restores the original $PATH (a child process, such as a script, may not change the environment of the 
parent process, the shell). 
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© The current "working directory", . /, is usually omitted from the $PATH as a security 
measure. 

$P IPE STATUS 

Array variable holding exit statu s tes) of last executed foreground pipe . 



bash$ echo $PIPESTATUS 

i 

bash$ Is -al | bogus_coinmand 

bash: bogus_command: command not found 
bash$ echo ${PIPESTATUS [1] } 

4*7 

bash$ Is -al | bogus_command 

bash: bogus_command: command not found 
bash$ echo $? 

137 



The members of the $P IPE STATUS array hold the exit status of each respective command executed 
in a pipe. $PIPESTATUS [ 0 ] holds the exit status of the first command in the pipe, 

$P IPE STATUS [ 1 ] the exit status of the second command, and so on. 

!)■ The $P IPE STATUS variable may contain an erroneous 0 value in a login shell (in 
releases prior to 3.0 of Bash). 



tcsh% bash 

bash$ who | grep nobody | sort 
bash$ echo $ {PIPESTATUS [*] } 

0 

The above lines contained in a script would produce the expected 0 10 output. 
Thank you, Wayne Pollock for pointing this out and supplying the above example. 



ic^') The $PIPESTATUS variable gives unexpected results in some contexts. 



bash$ echo $BASH_VERSION 




3.00. ) -release 




bash$ $ Is | bogus_command | wc 




bash: bogus_command : command nc 
0 0 ^ 0 


It found 


bash$ echo $ {PIPESTATUS [0] } 




141 127 0 





Chet Ramey attributes the above output to the behavior of Is. If Is writes to a pipe 
whose output is not read, then SIGPIPE kills it, and its exit status is 141. Otherwise 
its exit status is 0, as expected. This l ik ewise is the case for tr. 



$PIPESTATUS is a "volatile" variable. It needs to be captured immediately after the 
pipe in question, before any other command intervenes. 
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bash$ $ Is | bogus_command | wc 

bash: bog»S_command : corrmand;''!^^; iFdJiiad 
0 0 1 

bash$ echo $ {PIPESTATUS [0] } 

0 127 0 

bash$ echo $ {PIPESTATUS [0] } 

0 



$PPID 



it^ri The pipefail option may be useful in cases where $PIPESTATUS does not give the 
desired information. 



The $PP ID of a process is the process ID (pid) of its parent process. f421 

Compare this with the pidof command. 

$PROMPT_COMMAND 

A variable holding a command to be executed just before the primary prompt, $P SI is to be 
displayed. 

$PS1 

This is the main prompt, seen at the command-line. 

$PS2 

The secondary prompt, seen when additional input is expected. It displays as ">". 

$PS3 

The tertiary prompt, displayed in a select loop (see Example 11-30') . 

$PS4 

The quartenary prompt, shown at the beginning of each line of output when invoking a script with the 
-x [verbose trace ] option . It displays as "+". 

As a debugging aid, it may be useful to embed diagnostic information in $PS4. 

P4^ r $(read time junk < /proc/$$/schedstat; echo "@§@ @00 " )' 

# Per suggestion by Erik Brar.dsberq. 
so% ; He 

# Various -fidtfflttands follow . . . 

$PWD 

Working directory (directory you are in at the time) 

This is the analog to the pwd builtin command. 

# ! /bln/bash 

E_WRON G_D I RE C TORY =85 

clear # Clear the screen. 

TargetDirectory=/home/bo:^gi-/projdcts/GreatAmeric.anH0V : &i 
cd $7arqeLDi rectory 

echo "Deleting stale files in $TargetDirectory . " 
if [ "$PWD " ! = " $TargetDirectory " ] 

then # Keep from wiping out wrong directory by accident . 
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echo "Wrong directory!" 

echo "In $PWD, rather 'than $TargetDirectory ! " 
echo "Bailing out ! " 
e x fig : $ E_WRON G_D I RE C TORY 
fi 

rm . [A-Za-zO-9] * # Delete d6tfij.es. 

# rm -f . [ A .]* ..?* remove filenames beginning with multiple dots. 

# (shopt -s dotglob; rm -f *) will also work. 

# Thanks, S.C. for pointing this out. 

# A filename ( ' baser: are' ) may contain all characters in the 0 tangs* 

#+ except "/". 

# Deleting files beginning with weird characters,:. Such as - 

#+ is left as an exercise. (Hint: rm ./-weirdname or rm — -weirdname) 
result=$? # Result of delete operations. If successful = 0. 

Is -al # Any fifes Id-filf#” 

echo "Done,." 

echo "Old files deleted jffc^TargetDife-ctory . " 

# Various other operations here, as .necessary. 

exit $result 

$REPLY 

The default value when a variable is not supplied to read . Also applicable to select menus, but only 
supplies the item number of the variable chosen, not the value of the variable itself. 



# ! /Mh/bash 




# reply. sh 




# REPLY is the default value for a 'read' 


command. 


ec£o 


-n "What i your favorite vegetable? 




echo 


"Your favorite vegetable is $REPLY . " 




# REPLY holds the value of last "read" i 


f and .only li| 


#+ nc 


> variable? Supplied, 




!l§ 


-n "What .is your £a!4$2?ite ffeUit? " 




read 


fruit 




echo 


favorite. is iSafglit .9* 




echo 


"but ..." 




echo 


"Value of \$ REPLY is still $ REPLY." 




# $ REPLY is still set to its previous value because 


#+ the v|jg||able jjr'feJVt? absorbed the new " 


read" value. 


echo 






exf%. 


0 





$SECONDS 

The number of seconds the script has been running. 

#! /bin/bash 
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;flME_LIMIT=ids 

INTERVALS 

echo 

echo "Hit Confe#ol-C to ifewBl before $TlME_LlMi!f- seconds . " 
echo 

while I "$SECONDS" -ll -*$TIME_LIMIT" ] 
do # $SECONDS is an internal shell var i ab 1 e . 
if [ "$ SECONDS" -eq 1 ] 
then 

units=second 

else 

units=seconds 

echo- "This se#ijst has been $SECONDS " 

# On a slow or overburdened machine, the script may skip a count. 
#+ every once /BK a while, 
sleep $ INTERVAL 
done 

echo -e "\a" # Beep! 

exit 0 
$SHELLOPTS 

The list of enabled shell options , a readonly variable. 



bash$ echo $SHELLOPTS 

braceexpand:hashall : hist expand: monitor : history : interactive-comments : emacs 



$SHLVL 

Shell level, how deeply Bash is nested. f431 If, at the command- line, SSHLVL is 1, then in a script it 
will increment to 2. 

@ This variable is not affected bv subshells . Use SBASH SUBSHELL when you need 
an indication of subshell nesting. 

$TMOUT 

If the $TMOUT environmental variable is set to a non-zero value time, then the shell prompt will 
time out after $time seconds. This will cause a logout. 

As of version 2.05b of Bash, it is now possible to use $TMOUT in a script in combination with read . 



# Works |^($sp.bipits oi Bash, versions 2.05b and later. 
TMOUT=3 # Prompt times ; opt at three seconds, 
echo "What is yotS&Mfavoxite song?" 

echo "Quickly now, you only have $TMOUT seconds to answer!" 
read song 

if [ -z "$song" ] 

song-" (no answer) " 

# Default response. 
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echo "Your favorite song is $song." 

There are other, more complex, ways of implementing timed input in a script. One alternative is to set 
up a timing loop to signal the script when it times out. This also requires a signal handling routine to 
trap (see Example 32-5) the interrupt generated by the timing loop (whew!). 



Example 9-2. Timed Input 



# ! /bin/bash 

# tittied-input . sh 

# TMOUT=3 Also works, as of newer versions of Bash. 
TIMER_INTERRUPT=f§. 

TIMELIMIT-3 # Three seconds in this instance. 

# May be set to c : f' f'eror.t value. 

PrintAnswer ( ) 

{ 

if [ " $answer " = TIMEOUT ] 

[ -;then 

echo $answer 

else # Don't wahl'tS mix up the two instances, 

echo "Your favorite veggie is $answer" 
ki|K| $ ! # X i 1 .1 s r.c-.l onqer-r.eeded TimerOn f^tlptiOn 

#+ running in background. 

# $! is PID of last j ob. runhing in. background.:. 



TimerOn ( ) 

{ 

Sleep $TIMELIMIT && &iil -s 14 $$ & 

# Waits 3 seconds, then sends sigalarm to script. 

} 



Intl4Vector ( ) 

{ 

answer=" TIMEOUT" 

?.ri h'cAr.swo r 

exit $TIMER_INTERRUPT 

} 

fcfap Intfclfector $TIiffiR_INTERRUPT 

# Timeit interrupt (14) subverted for our purposes. 

echo "What is you r favorite vegetable " 

TimerOn 
read answer 
(fjfc-i nt An s we r. 



# Admittedly,, this is a kludgy implementation of tifte^ input. 

# However, the "-t" option to "read’ 11 ’ afi^^Jies this task. 

# See the "t-out.sh" script. 

# However, what about timing not just single user input. 
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#+ but an entire script? 

# If you need something really elegant . . . 

#+ consider v/pjcte’ing the application £n C or C++ r 

#+ using appropriate library functions, such as 'alarm' and 'setitimer.' 
exit 0 



An alternative is using sttv . 



Example 9-3. Once more, timed input 



# ! /bin /bash 

# timeout . sh 

# Written by Stephane Chazelas, 

#+ and modified by the document author. 

INTERVAL=5 # timeout Kftji-e rval 

timedout_read ( ) { 

timeout SI 
varname=$2 

old_tty_settings=' stty -g' 

stty -i&dnon min 0 time $ {timeout } Cf 

eval read $varname # or just read $varnanis 

stty " $o 1 d_L t y_s e L t i r. g s " 

# See man page for "stty." 

f . 

echo; ©ciaffi -n "What's your name? Quick! " 
timedout_read $ INTERVAL your_name 

# This may not work on every terminal type. 

# The maximum timeefflli depends pip 1 - the terminal. 

#+ (it is often 2;S..-,J5 seconds) . 

if [ ! -z "$your_name" ] # If name input before timeout . . . 

echo "Your name is $you.r_name." 
else 

echo "Timed out." 



# The behaV&SRejflJI script df^ffers somewhat from "timed— input . sh. " 

# At each keystroke, the counter resets. 

exit 0 

Perhaps the simplest method is using the -t option to read . 



Example 9-4. Timed read 

#! /bin/bash 
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# t-out.sh [time-out] 

# Inspired by a suggestion from "syngin seven" (thanks) . 



TIMELIMIT=4 # 4 seconds 

read -t $TIMELIMIT variable <&1 
# 

# iil'ifthis instance, "<&1" is needed for Bash 1.x and 2.x, 

# ibut iiSjie cess ary fast Bash 3+. 

if [ -z "$variable" ] # Is nuJLf?' 

echo "Timed out, variable still unset." 

pHra "variable = $ variable" 
fi 

exit 0 

$UID 

User ID number 

Current user's user identification number, as recorded in /etc/passwd 

This is the current user's real id, even if she has temporarily assumed another identity through su. 
$UID is a readonly variable, not subject to change from the command line or within a script, and is 
the counterpart to the id builtin. 



Example 9-5. Am I root? 

# ! /'Oi n / ba s n 

# am-i-root . sh : Am I root or not? 

ROOT_UID=0 # Root has $UID 0. 

if [ "$U3IJ?:" -eq "$ROOT_KID" ] # Will the real "root" please stand up? 

then 

echo "You are root." 
else 

echo "You are just an ordinary user (but mom loves you just the sa&ej . " 



exit 0 



# Code below will not execute, because the sciipt already exited. 

# An alternate method of getting to the root of 
R00TUSER_NAME=roOf 

username=' id -nu' # Or... username=' whjSSifti ' 

if [ " $username" = " $ROOTUSER_NAME " ] 

then 

echo "Rooty, toot, toot. You are root." 
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echo "You are just a regul^ fella." 
fi 

See also Example 2-3 . 

txT' The variables $ENV, $LOGNAME, $MATT,, $TERM, $USER, and $ USERNAME are not 
Bash builtins . These are, however, often set as environmental variables in one of the 
Bash or login startup files. $SHE§|4j the name of the user's login shell, may be set 
from /etc/passwd or in an "init" script, and it is likewise not a Bash builtin. 



tcsh% echo $LOGNAME 

bozo 

tcsh% echo $SHELL 

/bin/tcsh 

tcsh% echo $TERM 



bash$ echo $LOGNAME 

bozo 

bash$ echo $SHELL 

/bin/tcsh 

bash$ echo $TERM 



Positional Parameters 

$0, $:, $2, etc. 

Positional parameters, passed from command line to script, passed to a function, or set to a variable 
(see Example 4-5 and Example 15-161 

$# 

Number of command-line arguments f441 or positional parameters (see Example 36-21 

$* 

All of the positional parameters, seen as a single word 
(car) " $ * " must be quoted. 

$@ 

Same as $*, but each parameter is a quoted string, that is, the parameters are passed on intact, without 
interpretation or expansion. This means, among other things, that each parameter in the argument list 
is seen as a separate word. 

itiT) Of course, "$@" should be quoted. 

Example 9-6. arglist: Listing arguments with $* and $@ 



#! /bin/bash 

# arglist. sh 

# Invoke this script with several arguments, such as "one two three" . .. 
E_B AD ARG S = 8 5 

if [ ! -n "$1" ] 

echo "Usage: ' basename $0' argumentl argument2 etc." 
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exit $E_BADARGS 



index=l # I^taiflize ®pit . I 

echo "Listing args with \"\$*\" : " 

for arg in "$*" # Doesn't work properly if "$*" isn't quoted, 

do 

echo "Arg #$index = $arg" 
let " index+=l" 

done # $* sees all arguments as single word, 

echo "Entire arg list seen as single word." 

index=l # Reset count . 

# What happens if you forget to do this? 

echo "Listing args with \"\$6\":" 

IpjiE arg in 
do 

eotjs "Arg #$index = $arg" 
let "index+=l" 

done # $0 sees arguments as separate words, 

echo "Arg list seen as separate words." 

index=l # Reset count . 

echo "Listing args with \$* (unquoted):" 
foir arg $* 
do 

eOHo "Arg #$index = $arg" 
let "index+=l" 

done # Unquoted $* sees arguments as separate words, 

echo "Arg list seen as separate words." 

exit 0 

Following a shift, the $ @ holds the remaining command-line parameters, lacking the previous $ 1, 
which was lost. 



#! /bin/bash 
# I nvoke 


. / script name 1 2 3 4 5 


echo "$@" # 


1 2 3 


4 5 


shift 

echo "$@" # 


‘ 2 3 4 


5 


shift 

echo "$@" # 


it f ,S 




# Each "shift" 


loses 


parameter $1. 


# "$0" then contains 


the remaining parameters. 



The $ @ special parameter finds use as a tool for filtering input into shell scripts. The cat "$@ " 
construction accepts input to a script either from stdin or from files given as parameters to the 
script. See Example 16-24 and Example 16-25 . 
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J> The $* and $@ parameters sometimes display inconsistent and puzzling behavior, 
depending on the setting of $1FS . 

Example 9-7. Inconsistent $* and $0 behavior 



# ! /bln/bash 

# Erratis* ibehavigjs of the "$*" and. "$@" inte*o$l Bash variables, 

#+ depending on whether or not they are quoted. 

# Demonstrates ihgonsistent handling of word splitting and linefeeds. 



set — "First one" "second" "third:one" "" "Fifth: :one" 

# Setting the script arguments, $1, $2, $3, etc. 

echo 

echo ' IFS unchanged, using "$*"' 
c=0 

i Sin "$*" # quoted 

do echo "$((c+=l)): [$i] " # This line remains the same in every instance. 

# Echo args . 

echo 'IFS unchanged, using $*' 
c=0 

Wm & ift # unquoted 

do echo "$ ( (c+=l) ) : [$i] " 

echo 'IFS unchanged, using ' 

c=0 

for i in "$@" 

do echo "$( (c+=l) ) : [$i|* 

echo 'IFS unchanged, using $@' 
c=0 

to#f, in $@ 

do echo "$ ( (c+=l) ) : [$i] " 

echo 

echo ' IFS=" : " , using 
c=0 

in "$*" 

do echo "$ ( (c+=l) ) : [$ij " 

echo 'IFS=":", using $*' 
c=0 

for i in $* 

do echo "$ ( (c+=l) ) : t$iV 
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var=$* 

echo ' IFS=" : using "$va$$»: (var-$*) ' 

<3^0 

do echo "$ ( (c+=l) ) : [$i] " 

echo 

echo ' IFS=" : " , using $var (var=$*) ' 
c— 0 

do echo "$ ( (c+=l ) ) : [$i]" 

echo 

echo ' IFS=" : " , using $var (var="$*")' 
c-C 

do echo "$ ( (c+=l) ) : [$!]"■ 

echo 

echo 'IFS=": M , using "$vaf^(var="$*") ' 
C=0 

do echo "$ ( (c+=l) ) : [$i] " 

echo 

echo ' IFS=" : " , using 
c=0 

for i in "S3" 

do echo " $ ( (c+=l ) ) : [$i]" : 

echo 

echo 'IFS=":", using $3' 

CP*® 

do echo "$ ( (c+=l) ) : [$i] " 

echo 

echo 'IFS=":", using $va r (var=$8) ' 
i* $var 

do echo "$ ( (c+=l) ) : [$i] " 

echo 

echo ' IFS=" : " , using "$var" (var=$3) ' 
c-0 

for i in "$var" 

do echo "$ ( (c+=l) ) : [ $ i 1 " ’ 

var="$3" 

echo ' IFS=" : " , using "$var" (var="$3")' 
,G=0 
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for i in "$var" 

do echo " $ ( (c+=l ) ) : [$i]"‘ 




echo 'IFS=":", using $var (\ 
c=0 

$var 

do echo "$ ( (c+=l) ) : [$i] " 




echo 




# Try with ksh c 


? r zsb -y. 


exit 0 




# 'fitiis example script written by Stephanie Chazelas, 
#+ and slightly modified by the document author. 



The $@ and $* parameters differ only when between double quotes. 

Example 9-8. $* and $@ when $IFS is empty 



#! /bin/bash 

# If $ IFS set, but empty, 

#+ then "$*" and "$0" do hot echo pcs it Iona 1 params as expected, 
rfjfefeho 0 # Echo positional parameters, 

echo " $1 , $2 , $3" ; 



IFS "" 

SagsCho "$*" 
# 

fi^cho $ * 

fiftpho $ 0 

mecho " $ 8 " 



# Set, but empty. 

# Positional parameters . 

# a,b,c 

# a, b, c 

# a, b, c 



# The beha^j^i of $* and $@ when $IFS is empty depends 
#+ Oh which Bash or sh version being run. 

# It is therefore inadvisable- to depend on this "feature" 



script . 



# Thanks, Stephane Chazelas. 



Other Special Parameters 

$- 

Flags passed to script (using set). See Example 15-16 . 
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This was originally a ksh construct adopted into Bash, and unfortunately it does not 
seem to work reliably in Bash scripts. One possible use for it is to have a script 
self-test whether it is interactive . 

PIP (process ID) of last job run in background 



LOG=$0 . log 
C0MMAND1=" sleep 100" 

echo "Logging PIDs background commands for script: $0" » "$LOG" 

# So they cjsif be monitored, and killed as necessary, 
echo >> "$LOG" 

# Logging commands . 

echo -n "PID of \"$COMMANDl\" : " » "$LOG" 

$ { COMMAND 1 } & 
echo $! >> "$LOG" 

# PID of "sleep 100": 1506 

# Thank you, Jacques Lederer, for suggesting this. 

Using $ ! for job control: 



possibly_hanging_job & { sleep ${TIMEOUT}; eval 'kill -9 $!' &> /dev/null; } 

# Forces completi#t| of an Jill-behaved program. 

# Useful, for example, in init scripts. 

# Thank you, Sylvain Fourmanoit, for this creative use of the " ! " variable. 

Or, alternately: 



# This example by Matthew Sage. 

# Used with permission. 

TIMEOUT=30 # Timeout value in seconds 
count=0 

possibly_hanging_job & { 

while ( (count < TIMEOUT ) ) ; do 

eval ' [ ! -d "/proc/$!" ] && ((count = TIMEOUT))' 

# /prod jfcs where information about running processes is found. 

# "-d" tests whether it exists (whether directory exists) , 

# So, we're waiting for the job asgi question to show up. 

( (count++) ) 

sleep 1 

eval '[ -d "/proc/$ ! " ] ss kJji -15 $!' 

# If the hanging job is running, kill it. 

19 

# # 

# However, this may not not work as specified ijJ Another process 

#+ begins to run after the "hanging_job" . . . 

# In such a case, the wrong job may be killed. 

# Ariel Meragelman suggests the following fix. 

TIMEOUT=3Q 
count- 0 
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# Timeout value in seconds 
pcss : pj y_hanq i r.q_ job & { 

while ( (count ^TIMEOUT ) ) ; do 

eval 1 [ ! -d "/proc/$last job" ] && ((count = TIMEOUT))' 
| ast job-S ! 

( (count++) ) 
sleep IdBSj 

eval '[ -d " /prcc/ S last job" ] && kill -15 S 1 ast job' 

} 



Special variable set to final argument of previous command executed. 



Example 9-9. Underscore variable 



$? 

$$ 



#! /bin/bash 








echo $ 


# 


/bin 


/bash 




# 


Just 


called /bih/bashigjo' su®; the S'd^li^t . 




# 


Note 


that this will vary according to 




#+ 


how 


the script is i hvcked . 


du >/dev/nul.l 


# 


So n 


o output gdito&ttd • 


echo $_ 


# 


du 




Is -al >/dev/nul|L 


# 


So n 


o output from command. 


echo $_ 


# 


-al 


(last argument) 


Lho $_ 


# 







Exit status of a command, function , or the script itself (see 



Process ID ( PID ) of the script itself. f451 The $ $ variable often finds use in scripts to construct 
"unique" temp file names (see Example 32-6 . Example 16-31 . and Example 15-271 . This is usually 
simpler than invoking mktemp . 



9.2. Typing variables: declare or typeset 



The declare or typeset builtins . which are exact synonyms, permit modifying the properties of variables. This 
is a very weak form of the typing f461 available in certain programming languages. The declare command is 
specific to version 2 or later of Bash. The typeset command also works in ksh scripts. 

declare/typeset options 

-r readonly 

(declare -r varl works the same as readonly varl) 
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This is the rough equivalent of the C const type qualifier. An attempt to change the value of a 
readonly variable fails with an error message. 



declare; ▼ , 

echo "varl = $varl" # varl = 1 

(( varl++ )) # x.sh: line 4: varl: readonly variable 

-i integer 



declare -i number . 

# The script will treat subsequent occurrences of "number" as an integer. 
number=3 

echo "Number — $ number" # Number = 3; 

number=three 

echo "Number = $number" # Number = 0 

# ||($|es to evaluate the strfrig' "three" as an integer. 

Certain arithmetic operations are permitted for declared integer variables without the need for expr or 
let. 



n=6/3 

echo "n = $n" # n = 6/3 

declare -i n 
n=6/3 

echo "n = $n" # n = 2 

-a array 

declare -a indices 

The variable indices will be treated as an array . 

-f function (s) 

declare -f 

A declare -f line with no arguments in a script causes a listing of all the functions previously 
defined in that script. 

declare -f function_name 

A declare -f function_name in a script lists just the function named. 

-x export 

declare -x var3 

This declares a variable as available for exporting outside the environment of the script itself. 

-x var=$value 

declare -x var3=373 

The declare command permits assigning a value to a variable in the same statement as setting its 
properties. 



Example 9-10. Using declare to type variables 

# ! /bin /bash 
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fund () 








echo This 

H | 


> is a function. 






declare -f 


# Lists the 


function above. 




echo 








declare -i 


varl # varl is a 


n integer. 




var l=236f~' 








echo "varl 


declared as $varl" 






varl=varl+l 


# Integer declaration eliminates the need for 'let'. 


echo "varl 


incremented by 1 §S 


s $varl . " 




# Attempt t 


.0 change variable 


declared as integer. 




echo "Attempting to change varl to floating point value, 2367 


. 1 . " 


varl=2367 . 1 


# Results i 


n error message, with no change 


to variable. 


echo "varl 


is $varl" 






echo 








declare -si? 


varJMt. 3.36 


# 'declare' permits setting a v 


Briable property 






#+ and simultaneously assigning 


it a value. 


echo "var2 


declared as $var2" 


# Atheiijpt to change readonly va 


riable . 


var2=13 . 37 




# Generates er ror iiessage, and 


exit from script. 


echo "var2 


is still $var2" 


# This line will not execute. 




exit 0 




# Script will adt exit here. 





J ► Using the declare builtin restricts the scope of a variable. 

foo () 

{ 

FOO="bar" 



bar () 

{ 

foo 

echo $FOO 

} 

bajf | # Prints bar. 

However . . . 



foo () { 

declare FOO="bar" 

} 

bar 1) 

{ 

foo 

echo $FOO 

} 

bar # Prtftts nothing. 

# Thank you, Michael Iatrou, for pointing this out. 
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9.2.1. Another use for declare 

The declare command can be helpful in identifying variables, environmental or otherwise. This can be 
especially useful with arrays . 



bash$ declare | 
HOME=/home/bozc 


| grep HOME 




bash$ zzy=68 
bash$ declare | 


| grep zzy 




zzy=68 






bash$ Colors= ( [0] ="purple" [1] =" reddish-orange" 
bash$ echo ${Colors[@]} 


[2]=" light green") 


purple reddish- 


-orange light green. 




bash^ declare | 


| grep Colors 




|Colors= ( [0] ="purple" [ 1 ] ="reddish-orange" [2]=" 


light green") 



9.3. $RANDOM: generate random integer 

Anyone who attempts to generate random 
numbers by deterministic means is, of course, 
living in a state of sin. 

-John von Neumann 

$ RANDOM is an internal Bash function (not a constant) that returns a pseudorandom f471 integer in the range 0 
- 32767. It should not be used to generate an encryption key. 



Example 9-11. Generating random numbers 



# ! /bin /bash 

# $RANDOM returns a different random integer at each i nvocat ion . 

# Nominal fange: 0 - 32767 (signed 16-bit integer). 

MAXCOUNT=l 0 
count=l 

echo 

echo " $MAXCOUNT random numbers:" 
echo " " 

while [ "$count" -le $MAXCOUNT ] # Generate 10 ($MAXCOUNT) random integers, 

do 

number=$RANDOM 
echo $numbe4? (9 

let "count +** 1 " # Increment count. 

# If you need a random int within a certain range, * operator. 
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# This returns the remainder of a division operation. 
RANGE=50(Sf. 

M&zio: 

number=$RANDOM 

'Jtg'jL. "number %= $ RANGE" 

# 

echo "Random number less than $RANGE $number" 



# If you need a random integer greater than, a lower bound, 
#+ then set up a test to discard all numbers below that. 

FLOOR-2 00; 

number=0 tinitialize 

while [ "$number" -le SFLOOR ] 

do 

humber=$RANDOM 

done 

echo "Random number greater than $FLOQR $nurnber " 



# Let's examine a simple alternative to the above loop, namely 

# ' 'let "number = $ RANDOM + $FLOOR" 

# That would eliminate the while-loop and run faster, 

# But, there iftight be a problem with that. What ih 



# Comhfhie above two tedhftiques to retrieve ;ra*nd®m number between two limits 

number=0 #initialize 

while [ "$number" -le S FLOOR ] 

do 

numbc r= $ RAND OM 

let "number %= $ RANGE" # Scales $number down within $ RANGE . 

done 

echo "Random number between $FLOOR and $ RANGE $number" 

echo 



# Generate binary choice, that be? "true" or "false" Value. 

BINARY=2 

T=1 

number=$RANDOM 

"number %= $ BINARY " 

# Note that let "number gives a better random distfet§SQti|§fc 

#+ (right shifts out everything except last, binary digit) . 

jtj|; [ "$number" -eq $T ] 
then 

echo "TRUE" 
else 

echo "FALSE" 
fi 



Chapter 9. Another Look at Variables 





Advanced Bash-Scripting Guide 






# Generate a toss of the dice. 

SPOTS-6 # Modulo 6 gives range 0 - 5,, ; 

#: .decrementing by p. 'gives desired range of i - 6. 

# Thanks, Paulo Marcel Coelho Aragao, for the simplification. 

diel=0 

die2=0 

# Would Jiftfbe better to just set SP0TS=7 and hot add 1? Why or why not? 

# Tosses eajgfl die separately, and so gives correct odds. 

let "die! - $ RANDOM % $ SPOTS +1" # Rol&'l&iast one. 

* M die2 = $ RANDOM % $ SPOTS +1" # Roll seddnd . 

# Which arithmetic operati^^ above, has greater precedence — 

#+ modulo (%) or addition (+) ? 



let "throw - $diel + $die2" 
echo "Throw of the dice = $throw" 



exit 0 



Example 9-12. Picking a random card from a deck 



#! /bin/bash 

# pick-card. sh 

# This; is an example of choosing random elements of an. array. 



# Pick a card, any card. 

Suites="Clubs 

Diamonds 

Denomination s = " 2 

3 

4 

5 

6 



9 

1.0. 

Queer. 

King 

Ace" 

# Note variables spread over multiple lines. 



suite= ($Suites) t Read into array variable. 

denom*g|Stipn= ( $Denominafions ) 
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num_suites=$ { #suite [ *] I' # Count how many elements. 

num_de®dffcLnatiOfts=$ { tdenominat hphi * ] } 

echo -n "$ { denominatisiR [$ ( (RANDOM%num_denomin§jgSjons) ) ] } of " 
echo ${ suite [$ ( ( RANDOM % n u m_s u i u e s ) ) ] } 



# $bozo sh p i ck-ca r:ds . sh 

# Jack of Clubs 



# Thank you, " jipe, " for poijfe|uig out this use of ^RANDOM, 
exit 0 



Example 9-13. Brownian Motion Simulation 



# ! /bin /base. 

# brownian. sh 

# Author: Mendel Cooped 

# Reldate : 10/26/07 

# License: GPL3 



# 

# This script models Brownian motion: 

#+ the r^htjesiti- ^wanderings of tiny particles in a 

#+ as they are buffeted by random currents and collisions. 

#+ .Tjttiis % colloquially known as the "D r.ufika rd ' s Walk." 

# It CJMJ* also be considered as a stripped-down simulation of a 
#+ Galton Board, a slanted board with a pattern of pegs, 

#+ down whiSillfeolls a succession bJStfj&fbles, one ait a ffilfie . 

#+ At the bottom is a row of slots or catch basins in which 
#+ the marbles come to rest at the end e|i /the!®- journey. 

# Think of it as a kind of bare-bones Pachinko game. 

# As you see by the acat^fc* 

#+ most of the marbles cluster around the center slot. 

#+ This is .consistent with the expected biriptiaial distribution . 

# As a Galton Board simulation, the script 
#+ disregards such parameters as 

#+ board tilt-angle, rolling friction of the marbles, 

#+ angles of impact, and e l ast : eff y of the pegs. 

# To what extent does this affect the accuracy of the simulation? 

# 



PASSES=5MJ 

ROWS=10 

RANGE=3 

POS=0 

RANDOM=$$ 



# Number of' ph#h|li»® iijf-eradM^ons / marbles. 

# Number of "collisions" (or horiz. peg rows). 

# 0 - 2 r :$$tput rang# sfedm $ random. 

# Left/right position. 

# Seeds the random, number generator from PID 
#+ of script. 



declare -a Slots- # Array holding cumulative results of passes. 

NUMSLQTS=21 # Number of slots at bottotfu #f board. 



Initialize_Sl.dts () { # Zero out all elements of the array. 

ih $ ( seq $NUMSLOTS ) 
do 

Slots [$i]=i§t 
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# Blank iijjes at begij^ifig ofijKifn. 



Show_Slots () { 
echo; echo 
echo -n " " 

for i in $ ( seq $NUMSLOTS ) # Pretty-print array elements, 

do 

printf "%3d" ${Slots[$i]} # Allot three spaces per result, 
done 

echo # Row HBslots: 

echo " I I I I I I i I I I I I I I I I I I I I I I" 

echo # Note that if the count within any particular slot exceeds 99, 

#+ it messes up the display. 

# Running only ( ! ) 500 passes usually avoids this. 

} 



Move: ( ) { 

Move=$RANDOM 
let "Move %= RANGE" 
|ase "$Move"*:m 
0 ; 

Hgj '1 ( (POS — ));; 

2 ) ( (POS++) ) ; ; 

* ) echo -n "Error 
esac 
} 



# Move one unit right / left, or stay put. 

# How random is :$ RANDOM? WelJjj. .let ' s see ... 

# Normalize into range of 0 - 2 . 

# Do nothing, i . stay in place. 

# Left . l • 

# Right . 

# Anomaly! (Should never occur.) 



Play () { 

s-f 

while [ " $ i " -It "$ROWS" ] 
do 

done 

SHIFT=1 1 

let "POS += $SHIFT" 

( ( iiotS.[$POS]++ ) ) 

# echo -n "$POS " 



# Single pass (inner loop) . 

# Cjlife event per row. 



# Why |1| and not 1 5? 

# Stf'ift '"zero pos?f§|!-on" to center. 

# DEBUG: echo $POS 



Run ( ) { # (tfljSer loop . 

p=0 

whilO [ "$p" -% "SPASSES" ] 
do 

Play 

( ( P++ ) ) 

POS=0 # Reset to zero.. Why? 

} 



Chapter 9. Another Look at Variables 



111 





Advanced Bash-Scripting Guide 



# 

# main ( ) 

Initialize_j3!'ots 

Run 

Show_Slots 

# 

exit $? 

# Exercises : 

# 

# 1) Show the resultes&S&jigjt,' vertical bar graph, pi ■ as .ah alternative, 

#+ a scattergram. 

# 2) Alter- the script to use / dev/ur andom instead .jdjf' $ RANDOM. 

# Will this make the results more random? 

# 3) Provide some Of "animation" gi' ' graph!© output 

# for each marble played. 

Jipe points out a set of techniques for generating random numbers within a range. 



# Generate random number between 6 and 30 . 
rnumber=$ ( (RANDOM%25+6) ) 

# Generate random number in the same 6-30 range, 

#+ hut the number must be evenly divisible by 3. 

rnumber=$ ( ( (RANDOM%30/3+l ) *3) ) 

# Note that this will not work all the time. 

# It fails, if $RANDOM%30- returns, 0. 

# Frank Wang suggests the following alternative: 
rnumber=$ ( ( RANDOY%27/3*3-6 ) ) 

Bill Gradwohl came up with an improved formula that works for positive numbers. 

rnumber=$ ( { (RANDOM% (max-min+divisibleBy) ) /divisibleBy*divisibleBy+min) ) 

Here Bill presents a versatile function that returns a random number between two specified values. 



Example 9-14. Random between values 



#! /bin/bash 

# rar.dom-bet.ween . sr. 

# Random number between two specified values. 

# Script by Bill Gradwohl, with minor modifications by the document author . 

# Corrections in lines 187 and 189 by Anthony Le Clezio. 

# Used with perm is s-i on . 



randomBetweenO { 

# Generates a positive or negative random number 
#+ betweph -$min and $max 

#+ and divisible by $d i vi s i b 1 eBy . 

# Gives a "reasonably random" distribution of return values. 

# 

# Bill Gradwohl - Oct 1, 2003 

syntax () { 

# Functioh embedded witj^ift function . 

echo "Syntax: randomBetween [min] [max] [multiple] " 
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echo -n "Expects up .fc® 3 passed parameters, " 
echo "but all are completely optional." 

feSbb "min is %he iftinifljuift value" 

echo "max is the maximum value" 

echo -n "rth&tt&ple specifies thft the ^ffiwer must be " 
echo "a multiple Of this value." 

echo '* 1 . e . answer tflKSt be evenly divisible by this number." 

echo value pissing, defiflilts area supplied as: 0 32767 1" 

echo -n "Successful completion returns 0, " 
edh-ft "unsuccessful- comp loti oh returns" 
echo "function syntax and 1." 

echo -n "The answer is ro®$$sned in the global variable " 
echo "randomBetweenAnswer" 

echo -n "Negative values for. ^y passed parameter ate " 
echo "handled correctly." 



local min=${l:-0} 
local max=${2:-32767} 
local -dltifH*ibleBy=$ { 3 : -1 } 

# Default values assigned, in case parameters not passed to function, 
local spread 

# Let's make sure the dJSi^ibleBy Is positive. 

I $ {divisibleBy } ~lfe G ] && divisibleBy=$ ( ( 0-divisibleBy) ) 

# Sanity check. 

[ $# -gt 3 -o ${ divisibleBy} -eq 0 -o -eq ${max} ]; then 

syntax 

fi 

# See if the min and max are reversed. 

[ $ {mi^f -gt $ {max } ]; then 
# Swap them. 
x=$ {min } 
min=$ {max} 
max=${x} 
fi 

# If min is itself not evenly divisible by $divisibleBy, 

#+ then min to be within range. 

if [ $ ( (min/divisibleBy*divisibleBy) ) -ne ${min} ]; then 
if [ $ {min} -It 0 ]; then 

min=$ ( (min/divisibleBy*divisibleBy) ) 
else 

min=$ ( ( ( (min/divisibleBy) +1) *divisibleBy) ) 

lit ' 

fi 

# If max is itself not evenly divisible by $divisibleBy, 

#+ then fix the max to be wifcJsJln range. 

if [ $ ( (max/divisibleBy*divisibleBy) ) -ne ${max} ]; then 
if [ $ {max } -It 0 ]; then 

max=$ ( ( ( (max/divisibleBy) -1) *divisibleBy) ) 
else 

max=$ ( (max/divisibleBy*divisibleBy) ) 

w 
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fi 



# Now, to do the real work. 

# Note ISajl-lto get a proper distribution for the end points, 

#+ the range of random values has to be allowed to go between 
#+ 0 and abs (max^ftiin) +4iVisibleBy, not,, Just abs (max-min) +1 . 

# The slight increase .-'ppLJl produce the propef; distrib^ : |,o» $0# She 
#+ end points i 

# Changing the formula to use abs (max-min) +1 wili still produce 

#+ correct answers, but the randomness of those hSMwefSS: is faulty in 
#+ that the number of times the end points ($min and $max) are returned 
#+ is considerably lower than when the correct formula is used. 



spread=$ ( (max-min) ) 

# Omair Eshkenaii points out that this test f^uh’necessary, 

#+ since max and min have already been switched around. 

[ ${ spread} -It 0 ] && spread=$ (( 0-spread) ) 
let spread+=divisibleBy 

randomBetweenAnswer=$ ( ( (RANDOM%spread) /divisibleBy*divisibleBy+min) ). 
return 5 

# However, Paulo Marcel Ccelh'c Aragao points, out that 
#+ when $max and $min are not divisible by $divisibleBy , 

#+ the formula fails. 

# 

# He suggests instead the following ;^^SK|ia : 

# rnumber = $ ( ( (RAND0M% (max-min+1) +min) /divisibleBy*divisibleBy) ) 



# Let's test the function., 
mi n--l 4 
max=2 0 

divisibleBy=3 



# Generate an array of expected answers and check to make sure we get 
#+ at least one of each answer (fgiiwe loop leihg enough. 

declare -a ijSSSwer 
minimum=$ {min} 

: .maxirfttii05 ; f$ { max } 

if [ $ ( (minimum/divisibleBy*divisibleBy) ) -ne $ {minimum} ]; then 
HJf [ $ {minimum} -It 0 ]; then 

minimum=$ ( (minimum/divisibleBy*divisibleBy) ) 
else 

minimum=$ ( ( ( (minimum/divisibleBy) +1) *divisibleBy) ) 
fi 



# If max ih/jltself not evenly divisible by $divisibleBy, 

#+ then fix the max to be within range. 

if [ $ ( (maximum/divisibleBy*divisibleBy) ) -ne $ {maximum} ]; then 
$$, [ $ {maximum} -It 0 ]; then 
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maximum=$ ( ( ( (maximum/divisibleBy) -1) *divisibleBy) ) 
else 

maximum=$ ( (maximum/divisibleBy*divisibleBy) ) 

Jiv " V 

fi 



# We need to genSS'hi&te ©ffily positive array su&StSripts, 
#+ so we need a displacement that that will guarantee 
#+ positive results. 

disp=$ ( (C-itir.irnum) ) 

for ( (i=$ {minimum} ; i<=$ {maximum} ; i+=divisibleBy) ) ; do 
answer | 1+di sp J =0 



# Now loop a large number of times to see what we get. 
looplt=1000 # The script author suggests 1QOQOO, 

#+ but that takes a good long while . 

jsSQr ( { looplt } ; ++i) ) ; do 

# Note fehht we are speci^^ng' min. and max; revised order- here to 
#+ make the function correct for this case. 

randomBetween ${max} §{min} $ { divisibleBy } 

# Report an error if an answer is unexpected. 

[ $ {randomBetweenAnswe&L ${min} -o $ { randomBetweenAnswer } -gt ${max} ] \ 
&& echo MIN or MAX error - ${ randomBetweenAnswer } ! 

[ $( ( r ar.domBe-_weer.Ar.swer%$ {di vi sib 1 eBy } ) ) -ne 0 ] \ 

&& echo DIVISIBLE BY error - ${ randomBetweenAnswer } ! 

# Store the answer away statistically. 

: ah ! swer,i|ra:6dO®tBetweenAnswer+disp] =$ ( (answer [randomBetweenAnswer+disp] +1) ) H 



# Let's check the results 

’f-dr ( (i=$ {minimum} ; i<=$ {maximum} ; i+=divisibleBy) ) ; do 
[ I (answer [i+disp] } -eq 0 ] \ 

&& e<sho "We never got an answer of $i." \ 

II ecii|j "${1} (dliStSfred $ {answer [i+disp] } times." 



exit 0 

Just how random is $ RANDOM? The best way to test this is to write a script that tracks the distribution of 
"random" numbers generated by $ RANDOM. Let's roll a $ RANDOM die a few times . . . 



Example 9-15. Rolling a single die with RANDOM 



#! /bin/bash 

# How random is RANDOM? 

RANDOM=$$ # Reseed the random number generator using sd^ipt process ID. 
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PIPS=6 # A die has 6 pips. 

YAXTHROKS-60C # Increase this if you have nothing better to do with your time. 
throw=0 # : Nurrbo r of times the dice have been east . 

ones=0 #i counts to zero, 

twos=0 #+ since an uninitialized variablfe-^is null, NOT zero. 

threes=0 
f ours=0 
fives C 



print_result () 

{ 

echo "ones = $ones" 
echo "twos = $twos" 
echo "threes = $threes’ 
echo "fours = $fours" 
echo "fives = $ f i ve s " 

echo "sixes = $sixes" 



update_count () 

{ 1 

case "$1" in 

0) ((ones++));; # Siftce a die has no "zero*', this corresponds Ifts 1. 

1) ((twos++));; # And this to 2. 

2) ( (threes++) ) ; ; # And so forth. 

3) ( (fours++) ) ; ; 

4 ) ( (f ives++) ) ; ; 

♦fjl) ((sixes++));; 

esac 






while [ "$ throw" -It "$MAXTHROWS" ] 
do 

|',.tet "diel = RANDOM % $PIPS" 
update_count $diel 
let "thrpw +— l" 

print_result 
exit $? 

# The scores should distribute evenly, assuming RANDOM is random. 

# With $MAXTHROWS at 6.00, all should cluster around 100, 

#+ plus-or-minus 20 or so. 

# 

# Keep in mind that RANDOM is a ***pseudorandom*** generator, 

#+ and hot a spectacularly good one at hffjgijt. " 

# Randomness is a deep and complex subject. 

# Suf f icientl|?’'3:ong "random" sequences may exhibit 

#+ tori other "non-random" beh^yior . 

# ExeS$*5?Se (easy) : 
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# 




# Rewrite ch.i-s scjj'lpt td- flip a COi 

# Choices are "HEADS" and "TAILS." 


Ln 100i^;t§^a®s . 



As we have seen in the last example, it is best to reseed the RANDOM generator each time it is invoked. Using 
the same seed for RANDOM repeats the same series of numbers. f481 (This mirrors the behavior of the 
random ( ) function in C.) 



Example 9-16. Reseeding RANDOM 



#! /bin/bash 

# seeding-rabdom. sh: Seeding the RANDOM variable. 

# v 1.1, reldate 09 Feb 2013 

MAXCOUNT=25f-. v '' # How many numbers to generate. 

SEED= 

random_numbers () 

{ 

local co%iaJf=§ 
local number 

while [ " $count" -It "$MAXCOUNT" ] 
do 

number=$RANDOM 
fftho -jil tt $number " 
let "count++" 



echo; echo 
SEED=1 

RANDOM=$SEED # Setting RANDOM seeds the random number generator, 

echo "Random seed = $SEED" 
r andom_numbe r s 



RANDOM=$SEED # Same seed for RANDOM . . . 

echo; "Again*; with same' random seed ..." 

echo "Random seed = $SEED" 

random_numbers # . . . reproduces the exact same number series . 

# When is aSi. useful -to dtp 1 icate a "random" series? 

echo; echd- 
SEED=2 

RANDOM=$SEED # Trying again, but with a different seed: . . . 

echo "Random seed = $SEED" 

random_numbers # . . . gives a different number series, 

echo; echo 

# RANDOM=$$ seeds RANDOM from process id of script. 

# It is also possible to seed RANDOM f-ro# ' 'time ' 'or 'date' commands. 

# Getting fancy. . . 

SEED=$ (head -1 /dev/urandom | od -N. 3 I awk '{ print $2 }'| sed s/ A 0*//) 

# Pseudo-random output*- itched 
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#+ from /dev/urandom (system pseudo-random device-file) , 

#+ then converted to line di prSg#able (octal) numbers by "od", 
#+ then "awk" retrieves just one number for SEED, 

#+ Hnp&ly "sed" removes any leading zeros. 

RANDOM=$SEED 

echo "Random seed = $SEED" 
random_numbers 

echo; echo 

exit 0 



The /dev/urandom pseudo-device file provides a method of generating much more "random" 
pseudorandom numbers than the $RANDOM variable, dd if=/dev/urandom of=targetf ile 
bs=l count =XX creates a file of well-scattered pseudorandom numbers. However, assigning these 
numbers to a variable in a script requires a workaround, such as filtering through od (as in above 
example, Example 16-14 . and Example A-361 . or even piping to md5sum (see Example 36-16) . 



There are also other ways to generate pseudorandom numbers in a script. Awk provides a convenient 
means of doing this. 



Example 9-17. Pseudorandom numbers, using awk 



# ! /bir./bash 

# random2.sh: Returns a pseudorandom number in the range 0-1, 
#+ “tfb' 6 decimal places. F&g example: 0.822725 

# Uses the awk rand() function. 

AWKSCRIPT= ' { srand(); print rand ( ) } ' 

# Command (s) /parameters passed to awk 

# Note that srand() reseeds awk's random number generator. 



echo -n "Random number between 0 and .1 = "5j 
echo | awk "$AWKSCRIPT" 

# What happens if you leave out thfe 'echo'? 
exit ft 



# Exercises: 

# 

# 1) Using a loop construct, print out 10 different random numbers. 

# you must reseed the iSrandO fuwcfcljpjf with a d|||jferent seed 

#+ in each pass through the loop. What happens if you omit this?) 

# 2) Using an integer multiplier as a scaling factor, generate random numbers 
#+ -thi the range oi|$j|o to 100 . 

# 3) Same as exercise #2, above, but generate random integers this tijftte . 

The date command also lends itself to generating pseudorandom integer sequences . 
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Chapter 10. Manipulating Variables 

10.1. Manipulating Strings 



Bash supports a surprising number of string manipulation operations. Unfortunately, these tools lack a unified 
focus. Some are a subset of parameter substitution , and others fall under the functionality of the UNIX expr 
command. This results in inconsistent command syntax and overlap of functionality, not to mention 
confusion. 

String Length 

${#string} 
expr length Sstring 

These are the equivalent of strlen( ) in C. 
expr "Sstring" : 



stringZ=abcABC123ABCabc 

echo ${#stringZ} # 15 
echo 'expr length $$tringZ' # 15 
echo 'expr "$stringZ" : #15 



Example 10-1. Inserting a blank line between paragraphs in a text file 



# ! /bin /bash 

# paragraph-space . sh 

# Ver. 2.1, Reldate 2 9JuU2 [fixup] 

# Inserts a blank iih# between paragraphs of a single-spaced textijSfle. 

# Usage: $0 <FILENAME 

MINLEN=6|/ # Change this value? It's a judgment call., 

# Assume lipps shorter than $MINLEN characters ending!. period 

#+ terminate a paragraph. See exercises below. 

while read line # For as many lines as the input file has . . . 
do 

echo "$line" # Output the line itself,,. 

Ten=${#line} 

lift' '[ [ "$len" -It "$MINLEN" && "^Iftte" =~ [*{\.}]$ ]] 

# if [ [ "$len" -Its *$MINLEN" && "$line" -=w \[*\.\] ]] 

# An update to Bash broke the pre\|fepi.p version of this script. IJjisehi 

# Thank you, Halim Srama, for pointing this out and suggesting a fix. 

then echo # Add a blskfisk; line immediately 
fi #+ after a short line 'terminated by a period. 

# Exe§|||;jses: 

# 

# 1) The script usually ins|i$®fi & blank line at the end 
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#+ of the target file. Fix this. 

# 2) tine 17 only considers periods as sentence terminators . 

# Modify this to include other common end-of-sentence characters, 

#+ such as ?, !, and ". 



Length of Matching Substring at Beginning of String 

expr match "$string" 'Ssubstring' 

$substringis a regular expression , 
expr "Sstring" : 'Ssubstring' 

$substringis a regular expression. 



stringZ=abcABC123ABCabc 

# I 

# 34345678 

echo 'expr match "$stringZ" 1 abc [A-Z ] * . 2 1 ' # 8 

echo 'expr " $ stifingZ " : 1 abc [A-Z] * . 2 1 ' # 8 



Index 

expr index Sstring Ssubstring 

Numerical position in Sstring of first character in Ssubstring that matches. 



stringZ=abcABC123ABCabc 






# 


1234 56 . . . 






echo 


'expr index "$stringZ" 


C12 ' 


# 6 








# C posiiUbn. 


echo 


'expr index " $ gi.hiitgz " 


lc' 


# 3 


# ' c 1 


(in #3 position} matches before 





This is the near equivalent of strchr( ) in C. 



Substring Extraction 

${string:position} 

Extracts substring from $ string at $position. 

If the $ st ring parameter is or then this extracts the positional parameters . f491 starting at 

$position. 

S { string :position : length } 

Extracts $length characters of substring from $string at $position. 



stringZ= 


=abcABC 1 2 3ABCabc 






# 


4f23456789 






# 


0-based indexing. 






echo ${; 


stringZ : 0 } 


# 


abcABC123ABCabc 


echo ${£ 


W-ngZ : 1 } 


# 


bcABC123ABCabc 


echo ${; 


stringZ : 7 } 


# 


23ABCabc 


echo ${; 


stringZ : 7 : 3 } 


# 

# 


23A 

Three characters of subst r i r.q . 
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# Is jpjhpos'slble to index from th.4- end gi the staling? 

echo $ ; st ring 7 : -4 } # abcABCl 23ARCabc 

# Defaults to full string, as in $ {parameter : -default } . 

# However . . . 

echo $ { stiirtgZ : (-4 ) } # Cabc 

echo ${stringZ: -4} # Cabc 

# Now, it works. 

# Parentheses or added space "escape" the position parameter. 

# Thank you, Dan Jacobson, for pointing this out. 

The position and length arguments can be "parameterized," that is, represented as a variable, rather 
than as a numerical constant. 



Example 10-2. Generating an 8-character "random" string 



#! /bin/bash 

# Eahd-si®ng . sh 

# Generating an 8-character: "random" string. 

if [ -n "$1" ] # If command-line argument present^; • 

then #+ then set start-string w&${it . 

st r 0— '“5 1 " 

else # Else use PID of script as ®^.rt-sta^d^. 

st rG— " 5$ " 



F0S=2 # Starting from position 2 4* the sj^jBng. 

LEN=8 # Extract eight characters. 

strl=$ ( echo "$strO" | md5sum | mdbsum ) 

# Doubly scramble AAAAAA 

#+ by piping and repiping to md5sum. 

randstring="$ { strl : $POS : $LEN} " 

# Can parameterize AA A AA A 

echo "$randst4lft®" 
exit $? 

# bozo$ . /rphd-sttjSiig. sh my-pas sword 

# Ibdd88c4 

# No, this is is not recommended 

#+ as - *6, JPU$hod of generating hack-proof passwords. 



If the $ string parameter is or "@", then this extracts a maximum of $ length positional 

parameters, starting at $position. 



echo ${*:2} # Echoes second and following positional parameters, 

echo $ { @ : 2 } # Same as above. 

echo $ { * : 2 : 3 } # Echoes three positional parameters, starting at second. 

expr substr Sstring Sposition Slength 
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Extracts $length characters from $string starting at $posltlon. 



stringZ=abcABC123ABCabc 




# 


123456789 




# 


1 -based indexing. 




echo 


'expr substr $stringZ 1 2' 


# ab 


echo 


'expr subatr $strihgZ 4 3' 


# ABC 



expr match "$string" '\($substring\)' 

Extracts $substring at beginning of $string, where $substringis a regular expression , 
expr "$string" : '\($substring\)' 

Extracts $substring at beginning of $ string, where $substring is a regular expression. 



# 


gZ=abcABC123ABCabc 








echo 


'expr match "$stri 


ngZ " ' \ ( . 


[b— C] * [A— Z ] . . | C 93 V): 1 


# abcABCl 


echo 


'expr : 


' \ ( . [b-b 


] * [A— Z ] . . [0-9] \) f 


# abcABCl 


echo 


'expr "$stringZ" : 


?'i < • 4# 


. . \) ' ' 


# abcABCl 


# All 


of the above form 


s give aii : 


i dor. L tea 1 result. 





expr match "$string" '.*\($substring\)' 

Extracts $ substring at end of $st ring, where $substring is a regular expression, 
expr "Sstring" : '.*\($substring\)' 

Extracts $ substring at end of $ string, where $substringis a regular expression. 



stringZ-abcABC"./. 3ABCabc 

# 

echo 'expr match "$stringZ" 1 . *\ ( [A-C] [A-C] [A-C] [a-c] *\) ’ ' # ABCabc 

echo 'expr "$st';ririgZ" \) ' ' # ABCabc 



Substring Removal 

$ { string#substring } 

Deletes shortest match of $ substring from front of $ string. 
$ { string##substring } 

Deletes longest match of $ substring from front of $ string. 



.st£±hgZ=abcABC123ABCabc 

# I 1 shortest 

# I 1 longest^ 

echo $ { s||||ngZ#a*C} # 123ABCabc 

# Strip out shortest match between 'a' and *0*, 

echo $ { stringZ##a*C} # abc 

# Stiip out longest batch' between 'a' and ' C'. 



# ‘flfr f>arametg±±fee the substrings. 

x='a*C' 

echo $ •' stxinqZ » $X } # ".2 3 ABCabc 

echo $ { stringZ##$X} # abc 

# As above . 
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$ { string%substring } 

Deletes shortest match of $ substring from back of $ string. 
For example: 



# Rename dji jsilenameh is |PWD "TXT" suffix to a "txt" suffix. 

# For example, "filel.TXT" becomes "filel.txt" . . . 

SUFF=TXT 

suff-txt 

$(ls * . $SUFF) 
do 

mv -f ,$i $ { i% . $SUFF } . $suf f 

# Leave unchanged everything *excepu* the shortest pattern match 
#+ .starting from the right -hand- side the variable . . . 
done ### This could be condensed into a "one-liner" if desired. 

# Thank you, Rory W i ester. . 

$ { string%%substring } 

Deletes longest match of $ substring from back of $ string. 



stringZ= 


=abcABC 1 2 3ABCabc 




# 


I | shortest 




# 


1 1 longest 




echo ${s 


;tringZ%b*c } # abcABC123ABCa 




# Strip 


but shortest match between ' b ' ;a*c( ' c ' 


■Spar-om back of $stringZ. 


echo $ { £ 


lt#|;hg,Z%%b*c} # a 




# Strip 


out longest match between 'b' and 'c'. 


from back of $stringZ. 



This operator is useful for generating filenames. 



Example 10-3. Converting graphic file formats, with filename change 



#! /bin/bash 

# cvt.sh: 

# Converts all the MacPaint image files in a directory to "pbm" formats* 

# Uses the "maeptopbm" binary from the "netpbm" package, 

#+ which is maintained by Brian Hcr.de rson (brya.hhSgiraffe-data.com). 

# Netpbm is a standard part of most Linux distros. 

OPERATION=macptopbm 

SUFFIX=pbm # New-JtJ^lename. a^fpix. 

if [ -n if!" ] 

.directory— # If directory name given as a .SBript argument..,^: 

directory=$PWD # Otherwise use current working directory, 

fi 

# Assumes all files in the target directory are MacPaint image files, 

#+ with a ".mac* .f i.l ename x . 

in Sd : rectory/ * # Filename globbing. 

do 
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filenahte=$ { file% . *c} # Strip ".mac" suffix off filename 

#+ ( ' . *C ' matches everything 
#+ between and ' c', inclusive). 

$OPERATION $fi • e > "Sfj 1 ename . SSUFFTX" 

# Redirect conversion to new filename, 
no -f §';f-ile # Delete -^^.giijial ffi|les after converting, 

echo "$filename. $SUFFIX" # Log what is happening to stdout . 
done 

exit. 0 

# Exe#oi)se : 

# 

# As it. Stands, this script converts *all* the figL-jes '.tj®: the current 
#+ working directory. 

# Modify it to work *only* on titles with: a ".mac" 4,tlf ? .S'ix . 



# *** And here's another way to dQ it. *** # 

# ! /|i|h/bash 

# Batch convert into d : f' f'erer.t graphic formats. 

# Assumes imagemagick installed (standard in most tinnx distros) . 

lNFMT=pncf # Can be tl^isk Jpg, gif, etc. 

OUTFMT=pdf # Can be tif, jpg, gif, pdf^-^tc. 

for pic in *"$INFMT" 
do 

p2=$ (Is " $pic" | sed -e s / \ . $ INFMT / / ) 

# echo $p2 

convert "$pic" $p2 . $OUTFMT 
done 

exit ,$? 



Example 10-4. Converting streaming audio files to ogg 



# ! /loin /bash 

# ra2ogg.sh: Convert streaming audio files (*.ra) to ogg. 

# Uses the "mpi ayer" media player program: 

# http: / /www. mplayerhq.hu/homepage 

# Uses the "ogg" library and "oggenc" : 

# http://www.xiph.org/ 

# 

# this sp#|jpt may need appropriate codecs inst.al ! ed, sticft; as sipr.so ... 

# Possibly also the compat-libstdc++ package. 



OFILEPREF=$ { l%%ra } # Strip off the sMs™ SuOfiAX. 

OFILESUFF=wav # Suffix for wav file. 

OUTFILE="$OFILEPREF""$OFILESUFF" 

E_NOARGS-8‘5h. 

if [ -z "$1" ] # Must specify a filename to convert. 

echo "Usage: 'basename $0' [filename]" 
exit $E_N0ARGS 
fi 
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########################################################################## 

JffipsLayer "$1" -ao pcm: f ile=$OUTFILE 

oggenc "$OUTFILE" # Correct file extension automatically added by oggenc. 
########################################################################## 

rm "$OUTFILE" # Delete f®||e mediate * .way 

# If you want to keep it,*., .comment out above line. 

exit $? 

# Note: 

# 

# a Website, simply clicking on a * . ram streaming audio file 
#+ usually oal y downloads the URL of the aftttfcsll' * . ra audiSf Jiff Jte . 

# You can then use "wget" or something similar 

#+ to download the itself. 



# Exercises: 

# 

# As 4s* fh : s script converts only * . ra filenames. 

# Add flexibility by permitting use of * . and. othe^' filenames . 

# 

# yo»' :? '®e really ambitious, expand the script 

#+ to do automatic downloads and conversions of streaming audio files. 

# Given a URL, batch download streaming audio files (using "wget") 

#+ and convert them on the fly. 



A simple emulation of getopt using substring-extraction constructs. 



Example 10-5. Emulating getopt 



# ! /bin /bash 

# getopt-simple . sh 

# Author : Chris .Btgigan 

# Used in the ABS Guide with permission. 



getopt_simple ( ) 



echo "getopt_simple ( ) " 
echo "Parameters are 
[ -z "$1" ] 
do 



echo "Processing parameter of: '$1'" 
if [ ${1:0:1} = '/' ] 



tmp=$ { 1 : 1 } # Strip off leading '/' . . . 

parameter=$ {tmp%%=* } # Extract name. 

value=$ {tmp##*=} # Extract value-, , 

echo;. "Parameter : ' $parametep'i,/. value : 1 $value ’ " 

eval $paramefcer=$value 

M 

shift 

done 
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# Pass all options to getopt_simple ( ) . 
getcpt_s : mp 1 o $* 

echo "test is ' $test ' " 
echo "test2 is '$test2'" 

exit 0 # See also, UseGetOpt . sh, a modified version of this script. 



sh getopt_example . sh /test=valuel /test2=value2 

Parameters are ' /test=valuel /test2=value2 ' 
#idcessiis:g parameter 1 df: ' /test-valuel ' 

?a r-amete r : 'test', value: 'valuel' 

Processing parameter of: ' / t.est2=valae2 ’ 
Parameter: 'test2', value: 'value2' 

test, is ' 

test2 is 'value2' 



Substring Replacement 

${ string/substring/replacement} 

Replace first match of $ substring with $ replacement . f501 
$ { string//substring/replacement } 

Replace all matches of $substring with $replacement. 



Strl%Z=abcABC123ABCabc 
echo $ ; stringZ/abc/xyz | 

echo $ { stringZ//abc/xyz } 



echo "$stringZ" 



# xyzABC123ABCabc 

# Replaces first match of 'abc' with 'xyz'. 

# xyzABC123ABCxyz 

# Replaces all matches di 'abc' w i!h- # 'xyz'. 



# abcABC123ABCabc 

# The string itself is not altered! 



# Can the match and replacement strings be parameterized? 

i|$i$sft^abc 

repl=000 

echo !"{ rop l } #. 0|i.OABC123ABCabc 

# A A 

echo $ { sf:§||hgE//$matcfe./$repl } # COCABC'. 23ABCCCC 
# Yes! A A AAA AAA 






# What happens if no $replacement string is supplied? 

echo $ { stringZ/abc} # ABC123ABCabc 

echo ${stringZ// abc } # ABC123ABC 

# A simple deletion takes place. 



$ { string/#substring/replacement } 

If $substring matches front end of $string, substitute $replacement for $substring. 
$ { string/%substring/replacement } 

If $ substring matches back end of $string, substitute $ replacement for $substring. 
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stringZ=abcABC123ABCabc 

echo ${ stringZ/ #abc/XYZ } # XYZABC123ABCabc 

# Replaces fpont-end match of 'abc' with 'XYZ'. 

echo $ { sttAhgZ / %abc /XYZ } # abcABC123ABCXYZ 

# Replaces back-end match of 'abc' with 'XYZ'. 

10.1.1. Manipulating strings using awk 



A Bash script may invoke the string manipulation facilities of awk as an alternative to using its built-in 
operations. 



Example 10-6. Alternate ways of extracting and locating substrings 



#! /bin/bash 

# substring-ex:, raetion . sh 

St ring- 2 3 s k i do o 1 

# 012:345678 Bash 

# 123456789 awk 

# Note different string indexing system: 

# Bash numbers' iJifet character djft string as ®. 

# Awk numbers first character of string as 1. 

echo $ { String: 2 : 4 } # position 3 (0-1-2), 4 characters long 

# skid 

# The awk equivalent of ${ stfcihg : pos : length} is substr (st*ihg,pos, length) . 
echo | awk ' 

{ print substr ( " ' "$ {Stfihg} " ' " ,3* 4) # skid 



# Piping an empty "echo" to awk gives it dummy input, 

#+ ar.d V r - u s : .-*£kes it unnecessary to supply a filename . 

# And likewise: 
echo | awk ' 

{ print index ("'"${ String} , "skid") # 3 

} # (skid starts at position 3) 

' # The awk equivalent of "expr index" . . . 

exit 0 



10.1.2. Further Reference 

For more on string manipulation in scripts, refer to Section 10.2 and the relevant section of the expr command 
listing. 

Script examples: 
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1. Example 16-9 

2. Example 10-9 

3. Example 10-10 

4. Example 10-11 

5. Example 10-13 

6. Example A-36 

7. Example A-41 



10.2. Parameter Substitution 



Manipulating and/or expanding variables 
${ parameter} 

Same as $parameter, i.e., value of the variable parameter. In certain contexts, only the less 
ambiguous $ {parameter } formworks. 

May be used for concatenating variables with strings. 



your_id=$ { USER} -on-$ { HOSTNAME } 
echo "$your_id" 

# 

echo "Old \$PATH = $PATH" 

PATH=$ {PATH} : /opt/t#**. # Add /opt/b^t»' '$PATH ton of sfcjfipt. 

echo "New \$PATH = $PATH" 

$ {parameter-default } , $ {parameter : -default } 

If parameter not set, use default. 



var2=2 

# var3 is unset; . 

echo $ { varl-$var2 } # 1 

echo $ i var3-Svar2 } # 

# A Note the $ prefix. 



echo $ {username-' whoami' } 

# Echoes the resu^tu of 'wiyaftmi' ^ .if va-risfejie $usernarne is sf^||id‘ 5 Snset . 



© $ {parameter-default } and $ {parameter : -default } are almost 

equivalent. The extra : makes a difference only when parameter has been declared, 
but is null. 



# ! /'Ofn/bash 

# param-sub.sh 

# Whether a variable has been declared 

#+ affects triqqering o.f the default option 
#+ even if the variable is null. 

usernamel* 

echo "userna®s0 has been declared, put is set to null." 
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echo "usemameC = $ {usernameO-' whoami' } " 

# Will not echo. 

echo 

echo usernamel has not been declared . 
echo "usernajpgl = $ {usernamel-' whoami' } " 

# Will echo. 

use rr.am.e2- 

echo "username? has been declared, but is set to nuj.j»" 
echo "usernaine2 = $ { u s e r name 2 : - ' whjE^^i ' f * 

# 

# Will echo beg'sfSiSt of rather than -'just - in conditio^: t#st . 

# Compare to first instance, above. 



# 

# Once again : 



vaisJSS>le= 

# variable has been declared, but is set to null. 

echo "$ {variable-0 } " # (no output) 

echo "$ {variable : -1 } " # 1 

# 

unset variable 



echo "$ {variable-2 } " # 2 

echo "${Va;feibb.le:-3}" # 3 



exit: 0 



The default parameter construct finds use in providing "missing" command-line arguments in scripts. 



DEFAULT_FILENAME=generic . data 
l fl'lename=$ { 1 : -$DEFAULT_FILENAME } 

# If not otherwise specified, the following command block operates 

the file "generic . data" . 

# Begin-Command-Block 

# ... 

# ... 

# ... 

# End-Command-Block 



# From "hanoi2 .bash" example: 

DISKS=$ { 1 : -E_NOPARAM} # Must spec tfy- how many disks. 

# Set $DISKS to $1 command-line-parameter, 

#f df ; jgo $E_NOPARAM if -tlt4^§. unset. 

See also Example 3-4 . Example 31-2 . and Example A-6 . 

Compare this method with using an and list to supply a default command-line argument . 

$ {parameter=default } , $ {parameter : =default } 

If parameter not set, set it to default. 
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Both forms nearly equivalent. The : makes a difference only when $parameter has been declared 
and is null, f511 as above. 



echo ${var=abc} # abc 

echo ${var=xyz} # abc 








# $var had 'i^tready been set t 


o abc, so 


it did nc 


3t change . 



$ {parameter+alt_value } . $ {parameter : +alt_value } 

If parameter set, use alt_value, else use null string. 

Both forms nearly equivalent. The : makes a difference only when parameter has been declared 
and is null, see below. 



echo "###### \${parafteter+alt_value} ########" 

a=$ {parjim+Xyz } 

param2= 

a- S ( param?.+xyz } 

echo "a=$a" #a= xyz 

pararrjml 23 

&*=$ { pararft3-xyz } 

echo "a=$a" #a= xyz 

echo "###### \$ {par-aileter : +alt_value } ########" 

a=$ {param.4 : +xyz } 

echo "a = $a" # a = 

paramh- 

a=$ {paramS : +xyz } 

echo "a.. - $a" # a = 

# Different result from a=$ {param5+xyz } 

param:6=123, 

at=$ {param6 : +xyz } 

echo "a=$a" #a= xyz 

${parameter?err_msg}, ${parameter : ?err_msg} 

If parameter set, use it, else print err_msg and abort the script with an exit status of 1 . 

Both forms nearly equivalent. The : makes a difference only when parameter has been declared 
and is null, as above. 



Example 10-7. Using parameter substitution and error messages 



#! /bin/bash 




# Check some of the system's environmental variables. 

# good preventative ma^j&enance . 

# If, for ex amp $USER, the name of the person at the console, is 

#+ the machine--- recognize you. Z| 


not set. 
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: $ {HOSTNAME?} ${USER?} ${HOME?} ${MAIL?} 
ochc 

echo "Name of the machine is $ HOSTNAME . " 

echo "You are $USER." 

echo "Your home directory is $HOME . " 

echo "Your mail INBOX is located in $MAIL." 

echo 

echo "fcf.:you are reading this message, " 

echo "critical environmental variables have been set." 

# 

# The $ { variablename? } construction can also check 
•••• • •ifjgfr variables set w i th i n the script. 

;8hl-sVahi'able=Vaiue— of-This Variable 

# Note, by the way, that string variables may be set 
#+ to characters disallowed jAithelif names. 

: $ {ThisVariable? } 

echo "Value of ThisVariable &^.$ThisVhrijSfele" . 
echo; eehh 



: $ { ZZXy23AB? "ZZXy23AB has not been set."} 

# S.Ince ZZXy23AB has not been set, 

#+ then the script terminates with an error Message . 

# You can specify the error message . 

# : $ {variablename? "ERROR MESSAGE" } 



# Same result with: dummy_variable=$ { ZZXy23AB? } 

# dummy_variable=$ { ZZXy23AB? " ZXy23AB has not been set."} 

# 

# echo ${ZZXy23AB?} >/dev/null 

# Compare these methods of checking whether a vf^yiable has been set 

#+ with "set -u" . . . 



echo "You will not see this message, because script already terminated." 
HERE=0 

exit $HERE # Wj§pft ; iNOT exit here. 

# In fact, this sjl^ipt will rethfil e^sit status (echo $?) of 1. 



Example 10-8. Parameter substitution and "usage" messages 



# ! /bin/bash 

# usage-message . sh 

: $ { 1 ? "Usage : $0 ARGUMENT"} 

# tSeshpt exits here if command-line parameter absent, 

#+ with following error message. 

# usage-message . sh: 1: Usage: usage-message . sh ARGUMENT 
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echo "These two lines echo only if command-line parameter given." 
echo " command- I i r.e parameter = \"$1\"" 

exit 0 # Will exit here only if command-line parameter present. 

# Check the exit status, both with and yit&gpt command-line parameter . 

# If command-line parameter present, then "$?" is 0. 

# If not* then 1. 

Parameter substitution and/or expansion. The following expressions are the complement to the match in 
expr string operations (see Example 16-9) . These particular ones are used mostly in parsing file path names. 

Variable length / Substring removal 

$ { #var } 

String length (number of characters in $var). For an array . ${#array} is the length of the first 
element in the array. 

i( ir) Exceptions: 

0 

${#*} and ${#@} give the number of positional parameters. 

0 For an array, ${#array[*]} and ${#array[@]} give the number of elements in 
the array. 

Example 10-9. Length of a variable 



#! /bin/bash 
# length . sh 

E_N 0_ARG S = 6 5 

4#' I $# -eq 0 ] # Mast ^ave command-line args to demo sdtlipt. 

o-phe "Please invoke t.lfe's si&itgjpt with ojie or more command- tlfcfte arguments." 
exit $ E_N 0_ARG S 



varO'. -abcdEF GH2 8 : .t. j 

echo "varOl = S { va rOl " 

echo "Length of varftl = ${#var01}" 

# Now, let's try embedding a space. 
var02=" abed EFGH28ij*'' 
echo ”var02 = ${var02}" 
echo "Length df. var02 = ${#var02}" 

echo "Nuatfeex pf command-line arguments passed to = ${#@}" 

echo "Number of command-line arguments passed to script = ${#*}" 

exit 0 

${var#Pattern}, $ {var##Pattern} 

${var#Pattern} Remove from $var the shortest part of $Pattern that matches the front end 
of $var. 
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${var##Pattern} Remove from $ var the longest part of $Pattern that matches the front end 
of $var. 

A usage illustration from Example A-7 : 



# Function from "days-between . sh" example. 

# Strips leading zero(s) from argument passed. 

strip_leading_zero () # Strip possible leading zero(s) 

{ #+ '.argument passed. 

return=$ { 1#0 } # The "1" refers to "$1" — passed arg. 

} # The "0" is what to remove from "$1" — strips zeros, 

Manfred Schwarb's more elaborate variation of the above: 



strip_leading_zero2 () # Strip possible leading zero(s), since otherwise 
{ # Bas% :fcill£j$tterpret sfidfi numbers as octal values, 

shopt -s extglob # Turn oh extended globbing. 

'local val=$ { 1##+ (0) } # Use local variable, lohgest matching series offjfjl s . 
shopt -u extglob # Turn off extended globbing. 

_strip_leading_zero2=$ ; va 1 : -0 } 

# If input was 0, return Q instead of 



I 



Another usage illustration: 



echo 'basename $PWD' 
echo " $ { PWD##* / } " 

echo 'basename $0' 
echo $0 

echo "${0##*/}" 

^Sename=test . data 
echo "${ filename##* " 



# Basename of current working directory. 

# Basename '0t : ; current working directory. 

# Kamo S® sc.ri pt . 

# Name of script . 

# Name cfT iS.c.ri pt . 



# data 

# Extension ofl 1 . filename . 



${var%Pattern}, $ {var%%Pattern} 



${var% Pattern} Remove from $var the shortest part of $ Pat tern that matches the back end 
of $var. 



${var% % Pattern} Remove from $ var the longest part of $ Pat tern that matches the back end 
of $var. 

Version 2 of Bash added additional options. 



Example 10-10. Pattern matching in parameter substitution 



# ! /bin /bash 

# patt-matching. sh 

# Pattern matching using the ###%%% parameter substitution operators. 
varl=abcdl2345abc6789 

pait<3bBl-a*15 ■# * (wild card) matches everything between a - c. 
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echo "varl = $va.rl" 
echo "varl = ${varl}" 


# abcdl 234 babc6 78 9 

# abcdl2345abc6789 


echo "Number of characters 


in $ {varl } = $ { #varl } " 


echo "patteif|S'|; = $patLorr.l 


# a*c (everything between- .and 'c') 


echo ' $ { v$rl#$patternl| 

# Shortest possible match, 


" $ { varl#$patternl } 'f # c". 234Sabc6 789 

strips out first 3 characters abcdl2345abc6789 


echo ' $ { varl##$patternl } = 

# Longest possible match, 

# 


"$ { varl##$patternl } " # 6789 

tafips out first l£ chh-racters abcdl2^4Sabc6789 


echo; echo; echo 




pattern2=b*9 # everything between 'b' and ,: 9* 

echo "vast - $vat 1 " # Still abcdl2345abc6789 


echo "pattegw^ = $pattern2' 




echo ' S (varl %patter:n2 ( 0 

# Shortest possible match, 


"$ {varl%$pattern.2 } " # abcdl2345a 

strips out last 6 characters abcdl2345abc6789 


echo ' $ {varl%%pattern2} «-* 

# Longest possible match, 

# 


"$ { varl%%$patterh2 } " # a 

tri ps out last 12 'Characters abed 12 34 babe 67 8 9 


# Remember, # and ## work 

# % and %% work 

echo 
exifc. 0 


rom th# left end (beginning) of string, 
rom the right end. 


Example 10-11. Renaming file extensions: 


# ! /bin /bash 

# rfe.sh: Renaming file ext 


ensions . 


# rfe old_extensior 


r.ew_exter. s i on. 


# Examp 1 e : 

# To rename a 1 ,i •* . gigpf: iles 

# rfe gif jpg 


wbnMng d.! rectory to * . jpg. 






case $# 1^- 

0 | 1) # The ve 

echo "Usage: ' basename $C 
exit $E_BADARGS # If 0 c 

esac 


rtical bar means "or" in this context. 

old_f ile_suf-f43i new_f ile_sg,Sf ix" 
r 1 arg, then bail out. 


.’filename in *.$1 
# Traverse list of files er 


ding with 1st argument. 
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do 

mv $ fiilsri ame $ { f e n ame % $ 1 f $'2, 

# Strip off part of filename matching 1st argument, 
#+ thep.'t&ppend 2nd argument . 
done 

exit 0 



Variable expansion / Substring replacement 

These constructs have been adopted from ksh. 

${var :pos} 

Variable var expanded, starting from offset pos. 

${var :pos : len} 

Expansion to a max of len characters of variable var, from offset pos. See Example A- 13 for an 
example of the creative use of this operator. 

$ { var/Pattern/Replacement } 

First match of Pattern, within var replaced with Replacement. 

If Replacement is omitted, then the first match of Pattern is replaced by nothing, that is, 
deleted. 

$ {var/ /Pattern/Replacement } 

Global replacement. All matches of Pattern, within var replaced with Replacement. 

As above, if Replacement is omitted, then all occurrences of Pattern are replaced by nothing, 
that is, deleted. 



Example 10-12. Using pattern matching to parse arbitrary strings 



# ! /Kin /bash 

varl-abcd-". 234-def'q 
echo "varl = $varl" 

t=$ { varl#*-* } 

echo "vail (with everything, up to ariti 'Including first - stripped out) = $t" 

# t=${varl#*-} works just the same, 

#+ since # matches the shortest string, 

#+ and * matches everything preceding, including an empty string. 

# (Thanks, Stephane Chazelas, for po Suiting this out.) S 

t=$ {varl##*-* } 

echo "If varl contains a returns empty string. . . varl = $t" 



t=$ { varl%*-* } 

echo "varl (with everything from the last - on stripped out) = $t" 

# 

path_name=/home/bozo/ i deas/ thoughts . today 

# 

echo "path_name = $path_name" 
t=$ {path_name##/*/} 

echo "path_name, s.tr | oped of prefixes = $t" 

# Same effect as t='basename $path_name' in this particular c as#,: 
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# t=$ {path_name%/ } ; t=${t##*/} is a more general solution, 

#♦' 3ft# stiiSPL-.'^j-ls sometimes. 

# If $path_name ends with a newline, then ' basename $path_name' w£iJ not work, 
#i but the above expression wijJU- 

# (Thanks, S.C.) 

t=$ (path_name%/%f ! | 

# Same a^Cfect as •’few' dirname $path_name' 
echo "path_name, stripped of suffixes = $t" 

# These will iSeil in some cases, aepsjfei as "/too////", # "foo/", 

# Removing suffixes, especially when the basename has no suffix, 

#i but the ddiif.ifame does, also complicates matters. 

# (Thanks, S.C.) 

echo 

t=$ (path_name : 11 } 

echo "$path_name, with fiSfcpt 11 chars stripped off = $t" 
t=$ (path_name : 11 : 5 } 

echo "$path_name, with fj^pt 11 chars stripped length 5 = $t" 

t=$ (path_name/bozo/c) own } 

echo "$path_name with \"bozo\" replaced by VclownV = $t" 
t=$ (paith_name/today/ } 

echo "$path_name with today!" deleted = $t" 
t=$ (path_name/ /o/0} 

echo "$path_name with all. d's capitalized = $t" 
t=$ (path_name/ /o/ } 

echo "$path_name with aljfcifp's deleted = $t" 
exit 0 

$ { var/#Pattern/Replacement } 

If prefix of var matches Pattern, then substitute Replacement for Pattern. 

$ { var/%Pattern/Replacement } 

If suffix of var matches Pattern, then substitute Replacement for Pattern. 



Example 10-13. Matching patterns at prefix or suffix of string 



# ! /bin /bash 




# var-match.sh: 




# Demo of pattern replacement at prof i.x / syff : x of string . 


vO-abc". 234z.i pi 2.34 ab c 


# Or ig ! na 1 -yari ab 1 e . 


echo "v0 = $v0" 
echo 


# abcl234zipl234abc 


# Match at prefix (begi; 


ruling) otf SCtf&Ihg. 


vl=${vO/#abc/ABCDEF) 


# abcl234zipl234abc 


echo "vl = $vl" 


# ABCDEF1234 zipl234abc 

# | | 


# Match at biiffix (end) 


of st^ihg. 


v2=${vO/%abc/ABCDEF) 


# abcl234zipl23abc 


echo "v2 = $v2" 


# abcl234zipl234ABCDEF 




# 1 
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# 

# Must match at 
#+ otherwise no r 

# 

v3=$ { vO/ #123/000 } 
echo "v3 = $v3" 

v4=${v0/%123/000} 
echo "v4 = $v4" 



beginning / end of string, 
eplacement results. 



# Matches, but not at 

# abcl234zipX234abc 

# NO REPLACEMENT. 

# Matches, but not at 

# abc 1254 z ijslS 3 4 abc 

# NO REPLACEMENT. 



beginaiijg . 






exit 0 



$ { ! varpref ix* } . $ { ! varpref ix@ } 

Matches names of all previously declared variables beginning with varpref ix. 



# This is a variation, on indirect reference, but with a * or @ . 

# Bash, version 2.04, adds this {^aftre. 



xyz23=whatever 

xyz24= 

a=${ !xyz*} 

# A A 

a=$ { ! xyz0 } 



# Expands feo- *names* of declared variables 
+ beginj|'p|Sg with "xyz" . 

# a = xyz23 xyz24 

# Same as above . 

# a = xyz23 xyz24 



ab c 2 3 -someth i ng_e 1 s e 
b=$ { ! abc* } 

echo "b = $b" # b = abc23 

c=${ ! b } # Now, the mor^^afeiliar type of indiceedt reference, 

echo $c # so®iething_else 
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What needs this iteration, woman? 

Shakespeare, Othello 

Operations on code blocks are the key to structured and organized shell scripts. Looping and branching 
constructs provide the tools for accomplishing this. 



11.1. Loops 

A loop is a block of code that iterates T521 a list of commands as long as the loop control condition is true. 

for loops 

for a.rgin [list] 

This is the basic looping construct. It differs significantly from its C counterpart. 



for argin [list] 

do 

command (s ) ... 

done 



y During each pass through the loop, arg takes on the value of each successive variable 
in the list. 



for arg in "$varl" "$var2* "$var3" ... "$varN" 

# In pass 1 of the loop, arg = $varl 

# In pass 2 of the loop, arg = $var2 

# In pass 3 of the loop, arg - $var3 

# . . . 

# In pass N of fcfie loop, arg = $varN 

# Arguments: in [list] quoted to prevent possible word splitting. 

The argument list may contain wild cards . 



If do is on same line as for, there needs to be a semicolon after list, 
for argin [list] ; do 



Example 11-1. Simple for loops 

#! /bin/bash 
# T.i sting the planets. 

fStSSc- planet Mercury Vends Mars Jupiter Set Or’V Uranus Neptune Plu.fcp 

do 

echo $planet # Each planet on a separate line. 
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echo; echo 

for planet in "Mercury Venus Earth Mars Jupiter Saturn Uranus Neptune Pluto" 

# All planets on same-\Sine. 

# Entire 'list' enclosed in quotes creates a single variable. 

# Why? Whitespace incorporated irtit# the variable, 
do 

echo $planet 

echo; echo "Whoops! Pluto is no longer a planet b* 
exit 0 



Each [list] element may contain multiple parameters. This is useful when processing parameters 
in groups. In such cases, use the set command (see Example 15-16) to force parsing of each [ list ] 
element and assignment of each component to the positional parameters. 



Example 11-2 .for loop with two parameters in each [list] element 



# ! /Mn/bash 

# Planets revisited. 

# Associate the name of each planet with its distance from the sun. 

for planet in "Mercury 36" "Venus 67" "Earth 93" "Mars 142" "Jupiter 483" 
dc 

set — $planet # Parses variable "planet" 

#+ and sets pcs i tiohaJ parameters. 

# The " — " prevents nasty surprises if $planet is null or 
#+ begins with a dash. 

# May need ig-jaf;- save original ooslllp&fe • parameters, 

#+ since they gfet overwritten. 

# One way of doing tftiKs. is t© use an atray, 

# original_params= ("$@") 

echo "$1 S2, CCO, 00C miles from the sun" 

# two tabs concatenate zeroes onto parameter $2 

# (Thanks, S.C., for additional clarification.) 
exit 0 



A variable may supply the [list] in a for loop. 



Example 11-3. Fileinfo: operating on a file list contained in a variable 



# ! /bln /bash 
# fileinfo.-sh 

FILES="/usr/sbin/aceept 
/usr/ sbin/pwck 
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/usr/sbin/chroot 
/usr/bin / fakcf'llo 
/sbin/badblocks 

/sfi^/ypbind" # List o;£ lies are curious about. 

# Threw in a dummy file, /usr/bin/f akef ile . 

echo 

for file in $FILES 
do 

3[ ! -e "$file" ] # Check bf,''-£il.e exists. 

echo "$-^l|e does not exist."; ech-p' 
continue # On to next. 

is -1 SfEle | awk '{ print $8 " file sin,#: " $5 } ' # Pifejlit 2 fields . 

whatis ' base name $file' # File info. 

# Note that the whatis database needs to have been set up this to work. 

# To do this, as root run /usr/bin/makewhatis . 

done 
exit 0 



The [ list ] in a for loop may be parameterized. 



Example 11-4. Operating on a parameterized file list 



# ! /bl n/basr. 

®iLename=" *txt " 

‘file in $ filename 
do 

echo "Contents of fJ8|,'le" 
cat "S fi le" 



If the [list] in a for loop contains wild cards (* and ?) used in filename expansion, then globbim 
takes place. 



Example 11-5. Operating on files with a for loop 



# ! /bin /bash 

# list-glob . sh : Generating [list] in a for-loop, using "globbing" ... 

# Globbing = filename expansion • 

f Q^.:^le/:j[ti, '* 

# A Bash performs filename expansion 

#+ ■fill expressionb- 'that globbing recognizes, 

do 
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Is -1 "$file" # Lists all files in $PWD (current directory) . 

# Recall that the w i Xd ca rc.i character matches every filename, 

#+ however, in "globbing, " it doesry't match dot-files. 

# If the pattern matches ho file, it is expanded to itself.. 

# To prevent this, set the nullglob optfepif 
#+ (shopt -s nullglob) . 

# Thanks, S.C. 

echo; echo 

for file in [jx]* 
do 

rm -f S f : la # Removes only files beginning with Wor "x" in $PWD. 
echo "Removed file \ " $ f i ! o \ " " . 

echo 
exit 0 



Omitting the in [ list ] part of a for loop causes the loop to operate on $@ — the positional 
parameters . A particularly clever illustration of this is Example A- 15 . See also Example 15-17 . 



Example 11-6. Missing in [list] in a/or loop 



#! /bin/bash 

# Invoke this script both with and without arguments, 

#+ and see what happens. 

M 

do 

echo -n "$a " 
done 

# Thft *:in list' missing, therefore the loop operates on ' $ @ ' 
#+ (command-line argument ; 3»i,st, . i&cldSshg whitespace) . 

echo 

exit 0 



It is possible to use command substitution to generate the [ list ] in a for loop. See also Example 
16-54 . Example 11-11 and Example 16-48 . 



Example 11-7. Generating the [list] in a for loop with command substitution 



#! /bin/bash 

# fdir-loopcmd . sh : for-loop wit h [list] 

#+ generated by command substitution. 

NUMBERS="9 '7 ',3 8 37. o3" 

for number in 'echo $ NUMBERS' # for number in 9 7 3 8 3f»J S 
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do 

echo — n. ’^number " 

echo 

ex|||<';0 

Here is a somewhat more complex example of using command substitution to create the [ list ] . 



Example 11-8. A grep replacement for binary files 



# ! /bi n/bash 

# bin-grep.sh: Locates matching strings in a binary file. 

# A "grep" replacement for binary i Les . 

# Similar effect to "grep -a" 

E_B AD ARG S = 6 5 
E_NOFILE=66 

if [ $# -ne 2 ] 

echo "Usage: 'basename $0' search_string filename" 
exit $E_BADARGS 
fi 

if [ ! -f " $2 " ] 
then 

echo "File \"$2\" does not exist." 
exit $E_NOFILE 
fi 



•I?S=$ ' \0§|r # Per suggestfi^B:, bC Anton Fj|ii|ppov. 

# was: IFS="\n' r 

for word, In $( stffiijigs "$2" | grep "$1" ) 

# The "strings" command lists strings in binary files. 

# Output then piped to "grep", which tests for desired sbffeg. 
do 

echo $word 

# As S.C. points out, lines 23 - 30 could be replaced with the simpler 

# stbiogs "$2" I grep "$l" |; -s "$IFS" 



# Try something like "./bin-grep.sh mem /bin/ls" 
#+ to exercise t'fjfS scfci|3t . 

exit 0 

More of the same. 



Example 11-9. Listing all users on the system 



# ! /bin/bash 
# user ! i st. . sh 

PAS SWORD_F I LE= / et c /pa s swd 
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n=l # User number 

for name in $ (awk ' BEGIN{ FS=" :"} {print $1}' < " $PASSWORD_FILE" ) 

# Field separator = : aaaaaa 

# Print first field aaaaaaaa 

# Get inpyt^-^om password Hie /efjS/'passwd aaaaaaaaaaaaaaaaa 
do 

echo "USER #$n = $name" 
let "n += 1" 



# USER #1 m root 

# USER #2 = bin 

# USER #3 = daemon 

# . . . 

# USER #33 = bozo 
exit $? 

# Discussion: 

# 

# How is it that an ordinary user, or a script run by same, 

#+ dan read /etc/passwd? (Hint: Check the /etc/passwd .file perr. i ssiqn,s . ) 

# Is this a security hole? Why or why not? 

Yet another example of the [list] resulting from command substitution. 



Example 11-10. Checking all the binaries in a directory for authorship 



#! /bin/bash 

# fihdstring. sh: 

# Find a particular string in the binaries in a specified directory, 
direct ory=/usr /bin/ 

f string="Free Software Foundations" # See sp.es ^<#9. from the FSF. 

in $( flail Sd : rectory -type f -name '*' | soft. ._) 

do 

strings -f $file | grep " SSSIS^itig" I sed -e "s%$directory%%" 

# In the "sed" expression, 

#+ ipbjife necessary to substitute f%£'':t,he normal. '*/" delimiter 
#+ because "/" happens to be Of the characters filtered out. 

# Fai ! u r:e to do so gives an error message. (Try if.) 
done 

exit $? 

# Exercise (easy) : 

# 

# Convert this script to take command-line parameters 
#+ for $directory and $fs^|ping. 

A final example of [list] / command substitution, but this time the "command" is a function . 



qcr.er aue_.l 1st () 

{ 

echo "one two three" 

} 

for word in $ (generate_list) # Let "word" grab output of function. 
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do 

echo "$word" 

# one 

# two 

# three 

The output of a for loop may be piped to a command or commands. 



Example 11-11. Listing the symbolic links in a directory 



# ! /'p in /bash 

# symlinks.sh: Lists symbolic links in a directory. 



directory=$^J.»' pwd' } 

# Defaults to current working directory, 

#+ ;SP» not otherwise specified. 

# Equivalent to code block below. 

# 

# ARGS=1 # Expect one command-liish. argument. 

# 

# if [ $# -ne " $ARGS " ] # If not 1 arg. . . 

# then 

# directory=' pwd' # current working directory 

# else 

# directory=$l 

# & 

# 

echo "symbolic links in directory \" $directory\ " " 

for file in "$( find $directory -type 1 )" # -type 1 = symbolic links 

do. 

echo "S f : le" 

done | s@J6^- # Otherwise file list is unsorted. 

# Strictly speaking, a loop isn't really necessary here, 

#+ jjpjhce the output of the "Ifjlihd" command is expanded ilifo , Single word. 

# However, it's easy to understand and illustrative this way. 

# As Dominik 'Aeneas' Schnitzer points out, 

#+ failing to quote $( find $directory -type-; : % ; ) 

#+ will choke on filenames with embedded whitespace. 

# cpntajl^fig whitespace. 

exit. 0 



# 

# Jean Helou proposes the following alternative : 

echo " symbolic, 'jilafts in directory \"$directofy\"" 

# Backup of the current IFS. One can never be too cautious. 
01DTFS $IFS 

IFi#?- 

for file in $ (find $directory -type 1 -printf "%p$IFS") 
do # 
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echo " $ f' i : e ” 
done | soi® 

# And, James "Mike" Conley suggests si©i^i'fj;ing Helou's code thus 1 y : 

OLDIFS=$IFS 

IFS=' ' # Null IFS means no word breaks 

in $( find $ directory -type 1 ) 
do 

echo Affile 
done | sort 

# This works in the "pathological" case of a directory name having 
#+ embedded colon, 

# "This also fixes the pathological case of the directory name having 
#+ a colon (or space i-h earlier example) as well.'’' 

The stdout of a loop may be redirected to a file, as this slight modification to the previous example 
shows. 



Example 11-12. Symbolic links in a directory, saved to a file 



#! /bin/bash 

# syBil’fhk s . sh r jglll i&hs symbolic links ih ** directory. 

OUTFILE=symA±®ks . list # save- f i to 

:dfrectory=$';|3!,* r ' pwd' } 

# Defaults to current working directory, 

not otherwise specified. 



echo "symbolic links in directory \ " $directory\ " " > "$OUTFILE" 
echo " " » " $OUTFILE" 

ile in "$( find $directory -type 1 )" # -type symbolic limits 

do 

echo "Sf.i 1 e" 

done | sort >> "$OUTFILE" # stdout of loop 

# a aa aa aa aa aa aa redirected to save file. 

# echo "Output ille = $OUTFILE" 
exit $? 



There is an alternative syntax to a for loop that will look very familiar to C programmers. This 
requires double parentheses . 



Example 11-13. A C-style for loop 



#! /bin/bash 

# Multiple ways to count up to 10 i 

# Standard syntax. 

for a in 1 2 3 4 5 6 7 8 9 lft 
do 
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echo -n "$a " 
done 

echo; ech© 

# +==========================================+ 

# Using "seq" . . . 

£q.r a in 'seq 10' 
do 

echo -n "$a " 
done 

echo; echo 

# +==========================================+ 

# Using brace expansion . . . 

# Bash, version 3+. 
for 1 in {1. .10} 

do 

echo; echo 

# Now, let's do the same, using C-like syntax. 

LIMIT=1 0 

for ((a=l; a <= LIMIT ; a++) ) # Double parentheses, and naked "LIMIT" 

do 

echo -n "$a " 

done # A construct, borrowed from ksh93 . 

echo; echo 

# +======================.==,=============================.==================+ 

# Let's the C "comma operator" t® ..increment two variables Sijjp®taneou.S%. 

; :^r ((a=§i|b=l; a <= LIMIT ; a++, b++) ) 
do # The comma concatenates operations. 

echo -n "$a-$b " 
done 

echo; echo 
exit 0 

See also Example 27-16 . Example 27-17 . and Example A-6 . 



Now, a for loop used in a "real-life" context. 



Example 11-14. Using efax in batch mode 
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#! /bin/bash 

# Faxing (must have 'efax' packages? ;‘i^f®3§felled) . 

EXPECTED_ARGS=2 
E_B AD ARG S = 8 5 

MODEM_? CRT- " / do v / 1 1 y S 2 " # May be different on your mach i no . 

# aaaaa PCMCIA modem card default port. 

if [ $# -ne $EXPECTED_ARGS ] 

# Check ilf^ifjji'oper number of command-line args . 

echo "Usage: 'basename $0' phone# text-file" 
exit $E_BADARGS 



if [ ! -f " $2 " ] 
then 

echo "File $2 is not a text fileV* 

# File is a regular file, or does exist, 

exit $E_BADARGS 



fax make $2 # Create fax-formatted files from text files. 

for file in $ (Is $2 # Concatenate the converted files. 

# Uses wild card (filename "globbing") 

#+ in variable list, 
do 

f il=" $f il $f ile” 
done 

efax -d " $MODEM_PORT " -t "T$l" $fif5L # Finally, do the work. 

# Trying adding -ol if above line fails. 



# As S.C. points out, the for-loop can be elimi^|®ed with 

# efax -d / dev/ ttyS2 -ol -t "T$l" $2.0* 

#+ tali fit ' s;^t quite as inst;ifi^t.ive [gbi#] . 

exit. $? # Also, efax sends diagnostic messages to stdcut . 



The keywords do and done delineate the for-loop command block. However, these 
may, in certain contexts, be omitted by framing the command block within curly 
brackets 



£o%(fr-l; n4=$0; 

# No do! 

{ 

•Scho -n "* $n *" 

} 

# No done! 








# Outputs: 


# * ! ** 2. ** 3 ** 4 ** 5 ’ 


** 6 ** 7 ** g 


** 9 ** Ip * 




# And, echo $? returns 0, : 


so Bash does nc 


3t req i.ster a 





Chapter 1 1 . Loops and Branches 



147 






Advanced Bash-Scripting Guide 



echo 

# But, note that in a c 1 assfjS/ fox - 1 oop : fox n in [list] ... 

#+ a terminal semicolon is required. 

for n in 1 2 3 
{ rMpSji-n "$n. } 



# Thank you, YongYe, 'llifex pointing this out. 

while 

This construct tests for a condition at the top of a loop, and keeps looping as long as that condition is 
true (returns a 0 exit status') . In contrast to a for loop , a while loop finds use in situations where the 
number of loop repetitions is not known beforehand. 

while [ condition ] 

do 

command (s ) ... 

done 

The bracket construct in a while loop is nothing more than our old friend, the test brackets used in an 
if/then test. In fact, a while loop can legally use the more versatile double-brackets construct (while [[ 
condition ]]). 



As is the case with for loops , placing the do on the same line as the condition test requires a 
semicolon. 

while [ condition ]; do 

Note that the test brackets are not mandatory in a while loop. See, for example, the getopts construct . 



Example 11-15. Simple while loop 



# ! /isitir/jjash 










var0=0 










LIMIT=1 0 










while, I "$varO" -It 


$LIMIT 


] 






# Spaces, because these are 


"test-brackets" . 






do 










echo -n "$varO " 


# 


-n suppresses newl 


me 




# 




Space, to separate 


printed numbers . 


varO-' expr $varO + 


1' # 


va r0-$ ( ($varC.+ ‘. ) ) 


als 


o works. 




# 


varO=$ ( (varO + 1) ) 


als 


o works. 




# 


let "Varf ■#= 1" 


als 


o works. 


done 


# 


Various other methods 


also work. 


echo 
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exit 0 

Example 11-16. Another while loop 



#! /bin/bash 

# E^j|$sj;ent to : 

while [ "$varl" != "end" ] # while Ites# *$varl" != "end" 

do 

echo "Input variable #1 (end to exit) " 

read veil, # Not 'read $var:l ' (why?) . 

echo "variable #1 = $varl" # Need quotes because of "#" . . . 

# ifr.'lhput is 'end', echoes it here. 

# Does not test for termination condition unti«/iop of loop, 
done 

exit 0 



A while loop may have multiple conditions. Only the final condition determines when the loop 
terminates. This necessitates a slightly different loop syntax, however. 



Example 11-17. while loop with multiple conditions 



# ! /pin /bash 
previous=$varl 

while echo "previous-variable *= $previous" 
previous=$varl 

[ "$vart " != end ] # Keeps track of .what. $varl was previously. 

# Four conditions on *while*, but only the final one controls loop. 

# The *last* exit statjf$|i -is the one that counts, 
do 

echo "Input variable #1 (end to exit) " 
echo "variable #1 = $varl" 

# Try^W''-£4qh.f e out how this all works. 

# It's a wee bit tricky. 

exit 0 



As with a for loop, a while loop may employ C-style syntax by using the double-parentheses construct 
(see also Example 8-51 . 



Example 11-18. C-style syntax in a while loop 



# ! /h in /bash 

# wh-loopc.sh: Count to 0 in a "whif#^ loop. 
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Similar to the if-test construct, a while loop can omit the test brackets. 

while fcer.d : t. : on 
do 

command (s) ... 



By coupling the power of the read command with a while loop, we get the handy while read construct, 
useful for reading and parsing fries. 



'^filename | # Supply- input from a file . 

while read line # As long as there is another -line to read . . . 

do 

# =========== Snippet from "sd.sh" example script ========== # 

while read value- # Read one data pail^ at a time, 
do 

rt=$ (echo "scale=$SC; $rt + rSyaili#*' I be) 

( ( ct++ ) ) 

am=$ (echo %pale=$SC|;p4te ! ‘i/ $ct" I be) 

echo $am; return $ct # This function "returns" TWO values! 

# Caution: This little trick will not work if $ct > 25j§T ; 

# To handle a larger number jap-'- data points, 

#+ simply comment Out the "return $ct" above. 

} <"$data.f ile" # Feed in datajfjle. 



© A while loop may have its stdin redirected to a file by a < at its end. 

A while loop may have its stdin supplied bv a pipe . 

until 

This construct tests for a condition at the top of a loop, and keeps looping as long as that condition is 
false (opposite of while loop). 

until [ condition-is-true ] 

do 

command (s ) ... 

done 

Note that an until loop tests for the terminating condition at the top of the loop, differing from a 
similar construct in some programming languages. 

As is the case with for loops, placing the do on the same line as the condition test requires a 
semicolon. 

until [ condition-is-true ]; do 



Example 11-19. until loop 
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#! /bin/bash 
END_CONDITION=end 

[ " $varl " = "$END_CONDITION" ] 

# Tests condition here, at top 3^1' l;0op. 
do 

echo "Input variable #1 " 
echo " ($END_CONDITION to exit) " 
read varl’ 

echo "variable #1 = $varl" 

# — # 

# As with "for" and "while" loops, 

#+ loop permits C-like test constructs. 

LIMIT=10 

var-C 

until- ( ( var > LIMIT ) ) 

do # A A No brackets, no $ prefisliK) variables, 

echo -n " $var " 

(( var-+ ) ) 

done # 0 1 2 3 4 5 6 7 8 9 10 



exit 0 



How to choose between a for loop or a while loop or until loop? In C, you would typically use a for loop 
when the number of loop iterations is known beforehand. With Bash, however, the situation is fuzzier. The 
Bash for loop is more loosely structured and more flexible than its equivalent in other languages. Therefore, 
feel free to use whatever type of loop gets the job done in the simplest way. 



1 1 .2. Nested Loops 

A nested loop is a loop within a loop, an inner loop within the body of an outer one. How this works is that 
the first pass of the outer loop triggers the inner loop, which executes to completion. Then the second pass of 
the outer loop triggers the inner loop again. This repeats until the outer loop finishes. Of course, a break 
within either the inner or outer loop would interrupt this process. 



Example 11-20. Nested Loop 

# ! /bin /bash 

# nested-loop . sh : Nested "for" loops. 

outer=l # Set outer loop counter. 

# Beginning of outer loop, 
for a in 1 2 3 4 5 

do 

echo "Pass $outer «S>'&ter loop." 
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innef#Jf.' # Reset inner loop counter. 



# Beginii-M of inner loop, 
for b in 1 2 3 4 5 

do 

echo "Pass $inner in inner loop." 
let "inner+=sl;"' # IncremenSSglnner loop counter, 
done 

# End of 1 ’ iSjatS loop. 



let "outer+=l" # Increment Outer loop counter. 

echo # Space between output blocks in pass of duteh ’loop. 

# End of outer loop, 
exit'. 0 

See Example 27-11 for an illustration of nested while loops , and Example 27-13 to see a while loop nested 
inside an until loop . 



11.3. Loop Control 



Tournez cent tours, tournez mille tours, 
Toumez souvent et tournez toujours . . . 
—Verlaine, "Chevaux de bois" 



Commands affecting loop behavior 
break, continue 

The break and continue loop control commands T531 correspond exactly to their counterparts in other 
programming languages. The break command terminates the loop ( breaks out of it), while continue 
causes a jump to the next iteration of the loop, skipping all the remaining commands in that particular 
loop cycle. 



Example 11-21. Effects of break and continue in a loop 



#! /bin/bash 

LIMIT=1 9 # Upper limit, 

echo 

echo " P r|p|%l':B^ Numbers 1 through 20 (but not 3 and .11) . " 
a=0 

while [ $a -le "$LIMIT" ] 
do 

a=$ ( ($a+l) ) 

if [ "$a" -eq 3 ] | | [ "$a" -eq 11 ] # Excludes 3 aii ; d: ;Il.H| 

.continue # skip rest, of this paiticular loop ite< . 
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fi 

echo -n "$a " # This will not execute for 3 and 11. 

done 

# Exel||4se : 

# Why does kite loop print up to 20? 
echo; echo 

echo Printing Numbers 1 through 20, but something happens after 2.. 

################################################################## 

# Sljjiie loop, but substituting 'break' for 'continue'. 
a=0 

while [ "$a" -le "$LIMIT" ] 
do 

a=$ ( ($a+l) ) 

if [ "$a" -gt 2 ] 
then 

break # Skip entire rest of loop. 



echo -n "$a " 
done 

echo; echo; echo 
exit 0 



The break command may optionally take a parameter. A plain break terminates only the innermost 
loop in which it is embedded, but a break N breaks out of N levels of loop. 



Example 11-22. Breaking out of multiple loop levels 



#! /bin/bash 

# break-levels . sh : Breaking out' of loops. 

# "break N" breaks GUfc'dS N level loops. 

jfEgjr outerloop 4Jt. 1 2 3 4 5 
do 

echo -IJiSGroup $Outerloop: " 

# 

for inherloop in 1 2 3 4 §r 
do 

echo -n "$ inner loop " 

if [ "$innerloop" -eq 3 ] 

break # Try break 2 to see what happens. 

# ("Breaks" out of both inner and outer loops.) 
fi 
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echo 
exit 0 

The continue command, similar to break, optionally takes a parameter. A plain continue cuts short 
the current iteration within its loop and begins the next. A continue N terminates all remaining 
iterations at its loop level and continues with the next iteration at the loop, N levels above. 



Example 11-23. Continuing at a higher loop level 



# ! /pin /bash 

# The "continue N" command, continuing at the Nth level loop. 

for outer in I II III IV V # outer loop 

do 

echo; echo -n "Group $outer: " 



for inne£,.in 1 2 3 H 7 8 9 10 # iisher loop 

do 

if [ [ "$inner" -eq 7 && "$outer" = "III" ] ] 
then 

continue 2 # Continue afe .f oop on 2nd that is "outer loop". 

# Replace above lifl^ with a simple "co$tC;MKp£" 

# to see normal loop behavior. 



echo -n " # 7 8 9 Sll'will not echo on "Group 111.%' 

done 

# 

echo; echo 

# Exehoijse : 

# up with a meaningful use for "continue N" in a script, 
exit 0 



Example 11-24. Using continue N in an actual task 



# Albert Reiner gives an example of how to usjjk- ’■Pcontinue N" : 

# 

# Suppose I have a large number of jobs that need to be :Xtin, with 
#+ any data that is to be treated in files of a giveii name pattern 

# + -aSjfe a directory. There are several machines that access 

#+ this directory, and I want to distribute the work over these 
#+ different boxen. 

# Then I usually nohup something like the following on every box: 
while 
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do 

for n m .iso.* 
do 

[ "$n" = ".iso. opts" ] &£ continue 
beta=${n#.iso. } 

[ -r .Iso.$beta ] &£ continue 

[ -r ,lock.$beta ] && sleep 10 && continue 

locktile -rO .lock.$beta I I continue 

echo -n "$beta: " 'date' 

run- Isotherm $beta 

date 

Is -alF .Xso.$beta 

[ -r . l*o.$beta ] && rm -f *Ji£>ck . $beta 
cont inue 2 

done 
exit 0 

# The details, in particular the sleep N, are particular to my 
#+ applicatiba, but the general pattern.’.^: 

while, true 
do 

for job in {pattern} 
do 

{job already done or reaniog} && continue 
{mark job as running, do job, mark job as done} 
cont inue 2 

break # Or something like 'sleep 600' to avoid termination. 

# This way the script will stop only when there are no mare jobs to do 
#+ (including jabs that were added during runtime) . Through the use 

#+ of appropriate lockfiles it can be run on several machines 
#+ concurrently without duplication of calgllLatians [which run a couple 
#+ of hours in my case, so I really want to avoid this] . Also, as search 
#+ always start# agai® from the beginning, one can encode priorities in 
#+ the file names. Of course, one spuld also do this without 'continue 2' 
#+ but then one would have to actually check whether or hot some job 
#+ was done (so that we should immediately look for the next job) or not 
#+ (in which case we terminate at sleep a long time before checking 
#+ for a new job) . 



| > The continue N construct is difficult to understand and tricky to use in any 
meaningful context. It is probably best avoided. 



11.4. Testing and Branching 

The case and select constructs are technically not loops, since they do not iterate the execution of a code 
block. Like loops, however, they direct program flow according to conditions at the top or bottom of the 
block. 

Controlling program flow in a code block 
case (in) / esac 
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The case construct is the shell scripting analog to switch in C/C++. It permits branching to one of a 
number of code blocks, depending on condition tests. It serves as a kind of shorthand for multiple 
if/then/else statements and is an appropriate tool for creating menus. 

case " Svariable " in 

"$ conditionl " ) 
command... 



''$condition2 '' ) 
command... 



esac 



0 



0 

0 

0 



0 



Quoting the variables is not mandatory, since word splitting does not take 
place. 

Each test line ends with a right paren ). f541 
Each condition block ends with a double semicolon 

If a condition tests true, then the associated commands execute and the case 
block terminates. 

The entire case block ends with an esac ( case spelled backwards). 



Example 11-25. Using case 



#! /bin/bash 

# Testing Ranges Of, characters . 

echo; ©6h0[ "Hit' key, then jpg* jc^turn." 
read Keypress 

case "$Keypress" in 

[[slower:]] ) echo "lowercase letter";; 

[[:upper:]] ) echo "Uppercase letter";; 

[0-9] ) edhd, "Digit" ; ; 

* ) echo "Punctuation, whitespace, or other";; 

esac # Allows ranges O0j;§ha',#a.igters in [square brackets], 

#+ or POSIX ranges in [ [double square brackets. 

# In the first version of this example, 

#+ the tests for lower-case and uppercase characters were 
#+ [a-z] and [A-Z] . 

# .tttri'iS ‘ ipKSsV-longer works -in c©iiiit|th locales and/or Linux distrps. 

# POSIX is:- jiKjre portable. 

# Thanks to Frank Wang for pointing this opt. 

# Exercise : 

# 

# As the script stands, it. -accepts a si'n^le keystroke, then teiattihates . 

# Change the script so it accepts repeated input, 

#+ reports T each keystroke,- and. term: nates only when "X" ih; ft®. 

# Hint: enclose everything in a "while" loop. 
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exit 0 

Example 11-26. Creating menus using case 



#! /bin/bash 

# Crude address database 

clear # Clear the screen, 
echo " Contact List" 

echo "Choose one of the following persons:" 

echo "[E]vans, Roland" 
echo "[J]ones, Mildred" 
echo "[S]mith, Julie" 
echo "[Z]ane, Mori's" 
echo 

read person 

case "$persan* 1 ii® 

# Note vjetiablft £#, ^gfteted. 

"E" | "e" ) 

# Accept upper or lowercase input. 

echo "Roland Evans" 

echo "4321 Flash Dr." 

echo "Hardscrabble, CO 80753" 

echo "(303) 734-9874" 

echo "(303) 734-9892 fax" 

echo " r cvar.s6xzy . net " 

echo "Business partner & old friend" 

# Note double semicolon to terminate each option. 

echo "Mildred Jones" 
echo "2-49 E. 7th St., Apt. 19" 
echo "New York, NY 10009" 
echo "(212) 533-281#' 
echo "(212) o33-9972 fax" 
echo j 0 loisaida . com" 

echo "Ex-girlfriend" 
echo "B.i rthday : Feb . 



# Add info for Smith & Zane labor. 



# Default option. 

# Empty input (hitting RETURN) fits here, too. 
echo 

echo "Not yet in database." 
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# Exercise: 

# 

# Change the script so it accepts multiple inputs, 

#+ 'instead sef terminating after displaying 'jrtgt one addre: 

exit. 0 



An exceptionally clever use of case involves testing for command-line parameters. 



case "$1" 

"") echo "Usage: ${0##*/} <filename>"; exit $E_PARAM; ; 

# No command-line paftaifteters, 

# or first parameter empty . 

# Note tsftalt $10##*/} is $ { var##pattern } substitution . 

# Net result is $0. 

-*) F I LENAME= . / $ 1 ; ; # If filename passed as argument ($1) 

#+ Sfc&rts with' a dash, 

#+ replace it with . /$1 

#+ so further commands don't i^ierpret 

#+ as an optioij.* 

* ) FILENAME=$1; ; # Otherwise, $1. 

esac 

Here is a more straightforward example of command-line parameter handling: 



# ! /bin/bash 



while [ $# -gt 0 ] ; do # Until Opt df parameters . . . 

case "$1" in 
-d | — debug) 

# "-d" or " — debug" parameter? 

DEBUG-1 

-e-| — coni') 

CONFFILE=" $2 " 

shift 

if [ ! -f $CONFFILE ] ; then 

echo "Error: Supplied file doesn't exist!" 
exit $E_CONFFILE # File not found error. 

'ill. 

shift # Check next set of parameters. 

# From Stefano Fa 1 set col s "Log2Rot" 

#+ part of his "rottlog" package. 

# Used with permission. 



Example 11-27. Using command substitution to generate the case variable 



#! /bin/bash 

# case-cmd.sh: Using command subsf|.%!^J;ssi -to generate a "case" variable. 
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case $ ( 


) 


§#• # $( aieh ) returns jtfaphine afcqhitecture . 






# Equivalent to 1 ur.ar.e -mHL. . 


1386 


echo 


" 8C 3 8 6-based machine"; ; 


i486 


echo 


"00486-based machine";; 


1586 


echo 


"Pentium-based machine";; 


i686 ) 


echo 


"Pentium2+-based machine";; 


* ) 


echo 


"Other type of machine";; 


esac 






exit 0 







A case construct can filter strings for globbing patterns. 



Example 11-28. Simple string matching 



# ! /'bin /bash 

# match-string. sb: Simple string matching 

# using a 'case 1 

$Bateh_s thing () 

{ # Exact string match. 

MATC$a<i 

E_NOMATCH=90 

PARAMS=2 # Function, requires 2 arguments . 

E_BAD_PARAMS= 9 1 

[ $# -eq $P ARAMS ] | | return $E_BAD_P ARAMS 



" $2 ") 
* > 

sw 



b=two 

d=two 



ar.atch_sL r i r.g $a 
^toh^string $& $b 
ir.atch_sL r i r.g $b $d 



# wrong number of pa r ameters 

# 91 

# no match 
.# 90 

# match 

# 0 



"$1" in 

rdfc pin $MATCH ; ; 
return $E_N0MATCH; ; 



exit 0 



Example 11-29. Checking for alphabetic input 

#! /bin/bash 
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digit_check () # Front-end to isdigit (). 

{ 

if isdigit 
then 

echo contains only digits [0 - 9]." 

else 

echo has at least one non-digit character." 



Bh 



,gssS3skidoo 

b=H311o 

c=-What? 

d=What? 

e=$ (echo $b) # Command substifeatiij^ . 

f=AbcDef 

g=27234 

h=27a34 

8 ^ 7.34 



check_var 

# 



#§*, 

$b 

fc 

$d 

$e 

$f 

# No argument passed. 



digit_check $g 
digit_check $h 
digit_check $h 



whf^tiiappens ? 



exit 0 # Script improved by S.C. 

# Exercise: 

# 

# Write an 'isfloat ()' function that tests for floating point numbers. 

# |pjpt: The functiojju duplicates ' isdi 0 i%, i ) ' $■ 

#+ but adds a test for a mandatory decimal point. 



The select construct, adopted from the Korn Shell, is yet another tool for building menus. 

select variable [in list ] 

do 

command... 

break 

done 

This prompts the user to enter one of the choices presented in the variable list. Note that select uses 
the $PS3 prompt (# ? ) by default, but this may be changed. 



Example 11-30. Creating menus using select 
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#! /bin/bash 

PS3=' Choose your favorite vegetable: ' # Sets the prompt string. 

# Otherwise "it. defaults to #? . 

select vegetable in "bear.:;" "carrots" "potatoes" "onicr.s" "rutabagas" 
do 

echo "Your favorite veggie is $vegetable." 
echo "Yuck ! " 

break # What happens if there is .JJp;- ’’ break ' here? 

# Exercise: 

# 

# Fix this script to accept user input itpfc specified in 
#+ the "select" statement. 

# For example;, if the user inputs "peas," 

#+ the sfeBfpt WOhld respond "Sorry. That iS' ij^.jon the menu." 



If in list is omitted, then select uses the list of command line arguments ($ @) passed to the script 
or the function containing the select construct. 

Compare this to the behavior of a 

for variable [in list ] 

construct with the in list omitted. 

Example 11-31. Creating menus using select in a function 



#! /bin/bash 

PS3=' Choose your favorite vegetable: ' 

cho i ce_cf () 

{ 

select vegetable 

# fin list] omitted, so 'select' uses arguments passed to, fU^^tion. 
do 

echo "Your favorite veggie is $vegetable." 
echo "Yuck ! " 

} H 

cho±de_of beans rice cahtet-S: Radishes rutabaga spinach, 

# $1 $2 $3 $4 $f $6 

# passed to choice_of ( )^^nction 
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exit 0 

See also Example 37-3 . 
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Chapter 12. Command Substitution 

Command substitution reassigns the output of a command T551 or even multiple commands; it literally plugs 
the command output into another context. f561 

The classic form of command substitution uses backquotes Commands within backquotes (backticks) 
generate co mm and-line text. 



script_name=' basename $0' 

echo "The name of this script is $script_name . " 

The output of commands can be used as arguments to another command, to set a variable, and even for 
generating the argument list in a for loop. 



rm 'cat filename' # "filename" contains a list of files to delete. 

# 

# S. C. points out that "arg list too long" error might result. 

# Better is xargs ads » < filename 

# ( — covers those cases where "filename" begins with a ) 

textfile_listing=' Is *.txt' 

# Variable caniatins names of all * .txt files in current working directory, 
echo $textfile_listing 

textfile_listing2=$ (Is *.txt) # The alternative form of command substitution, 
echo $textfile_listing2 

# Same result . 

# A possible problem with putting a list of files into a single string 

# is that a newline may creep i®* 

# 

# A safer way ft©' assign a list of files to a parameter is with an array. 

# shopt -s nullglob # If no match, filename expands to nothing. 

# textf.iie_lisl;ing= ( *.txt ) 

# 

# Thanks, S.C. 



■ Command substitution invokes a subshell . 



I y Command substitution may result in word splitting . 



COMMAND 'echo a b' 
COMMAND " ' echo a b ' " 
COMMAND 'echo' 
COMMAND "'echo'" 

# Thanks, S.C. 



# 2 args : a and b 

# 1 arg: "a b" 

# one empty arg 



Even when there is no word splitting, command substitution can remove trailing newlines. 

# cd "'pwd'" # This should always work. 

# However . . . 
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mkdir T dir with trailing newline 



cd 'dir with trailing newline 



cd " ' pwd' " # Error message : 

# bash: cd: /tmp/file with trailing newline: No such file or directory 
cd " $PWD" # Works fine. 



old_tty_setting c =$ (stty -g) # Save old terminal setting, 

echo "Hit a key " 

stty -icanon -echo # Disable "canonical" mode for terminal. 

# Also, disable *local* echo. 

key=$ (dd bs=l count=l 2> /dev/nullf # Using 'dd' to get a keypress, 
stty "$old_tty_setting " # Restore old setting.: 

echo "You hit ${#key} key." # ${#variable} = number of characters in $variable 
# 

# Hit any key except RETURN, and the output is "You hit 1 key." 

# Hit RETURN, and it's "You hit 0 key." 

# The newline gets eaten in the command substitution. 

#Code snippet by Stephane Chazelas. 



! ► Using echo to output an unquoted variable set with command substitution removes trailing newlines 
characters from the output of the reassigned command(s). This can cause unpleasant surprises. 



dir_listing=' Is -1' |H 

echo $dir_listing # unquoted 

# Expecting a nicely ordered directory listing. 

# However, what you get is: 

# total 3 -rw-rw-r — 1 bozo bozo 30 May 13 17:15 ||jtxt -rw-rw-r — 1 bozo 

# bozo 51 May 15 20:57 ta.sh -rwxr-xr-x 1 bozo iozcSB? Mar 5 21:11 wi.sh 

# The newlines disappeared. 



echo "$dir_listing" # quoted 

# -rw-rw-r — 1 bozo 30 May 13 17:15 l.txt 

# -rw-rw-r— 1 bozo 51 May 15 20:57 t2.sh 

# -rwxr-xr-x 1 bozo _ fl 7 Mar 5 21:13 wi.sh 

Co mm and substitution even permits setting a variable to the contents of a file, using either redirection or the 
cat command. 



vari«blel= ,L £filel ' # Set "variablel" to content* sdf *£ilel" . 

variable2=' cat file2' # Set "variable2" to contents of "file2". 

# This, however, forks a new process, 

#+ so the line of code executes slower than the above version. 

# Note that the variables may contain embedded whitespace, 

#+ or even (horrors), control characters. 
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# It is not necessary to explicitly assign a variable. 

echo <$0'" # Echoes the script itself to stdout . 

# Excerpts from system file, /etc/rc . d/rc . sysinit 
#+ (on a Red Hat Mnux installation) 



if [ -f /fsckoptions ]; then 

1f#eltoptions=' cat /fsckoptions' 



# 

# 

if [ -e "/proc/ide/$ {disk [$device] } /media" ] ; then 

hdmedia='cat /proc/ide/${disk[$device] }/media' 



# 

# 

if [ ! -n "'uname -r | grep — ]; then 

ktag=" ' cat /proc/versidfi' " 



# 

# 

if [ $usb = "1" ]; then 

mouseoutput=' cat /proc/bus/usb/ devices 2>/dev/null | grep -E " A I . *Cls=Q3 . *Prot=02 " ' 
kbdoutput=' cat /proc/bus/usb/devices 2>/dev/Mill | grep -E " A I . *Cls=03 . *Prot=01" ' 



I y Do not set a variable to the contents of a long text file unless you have a very good reason for doing so. 
Do not set a variable to the contents of a binary file, even as a joke. 



Example 12-1. Stupid script tricks 



# ! /bin/bash 

# stupid-script-tiicks . sh : Dottifc try this at home, folks. 

# From "Stupid Script Tricks," Volume I. 

exit 99 ### Comment out this line if you dare. 

dangerous_variable=' cat /boot/vmlinuz ' # The compressed Linux kernel itself. 

echo "string-length of \$dangerous_variable = $ { #dangerous_variable } " 

# ^lifing-length of $ danger ous_v$riatsle = 7 94151 

# (Newer kernels are bigger.) 

# Does not give same count as 'wc -c /boot/vmlinmsE ' . 

# echo "$dangerous_variable" 

# Don't try this! It would hang the script. 



# The document author is aware of ho useful applioia.fc.io 0 s for 
#+ setting a variable to the contents of a binary file. 
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exit 0 

Notice that a buffer overrun does not occur. This is one instance where an interpreted language, such as 
Bash, provides more protection from programmer mistakes than a compiled language. 

Command substitution permits setting a variable to the output of a loop . The key to this is grabbing the output 
of an echo command within the loop. 



Example 12-2. Generating a variable from a loop 



#! /bin/bash 

# c subloop . s'r. : Settilf# a variable ‘M the output of a loop. 


variablel=' for i in 1 2 3 4 5 
do 


# The 'echo' command is <jk4.fe’ieal 
#+ to command substitution here. 


echo "variablel = $variablel" 


# variablel = 12345 


i-'o 

variable2 = ' while [ "$i" -It |)| 
d6 

echo -n "$i" 
jLet *4 +=; 


] 

# Again, the neccssa r y 'echo'. 

# increment . 


echo "variable2 = $variable2" 


# variable2 = 0:2345^789 


# Demonstrates that it's possible to embed a loop 
#+ 4j^ide a variable declaratioft* 


exit 0 





Command substitution makes it possible to extend the toolset available to Bash. It is simply a matter of 
writing a program or script that outputs to stdout (like a well-behaved UNIX tool should) and assigning 
that output to a variable. 

#include <stdio.|§Si 

/* "Hello, world." C program */ 

.s6$t •main ( ) 

{ 

prihtf ( "de l.lo, world. \n" ); 
return (0) ; 

} 

|bash$ gcc -o hello hello. c 



# ! /Bin /bash 
# hello. sh 

greet ing=' . /tjei lo" 
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echo $greeting 
bash$ sh hello. sh 

Hello, world. 



c^r i The $(...) form has superseded backticks for command substitution. 

Gutput=$ (sed -n /"$l"/p $file) # From "grp.sh" example. 

# Setting a variable to the contents of a text fitjiijt- 
Fit e ccr.tcn t s 1 -S (cat. Sfl lei) 

File_contents2=$ (<$fil©2.) # Bash permits this also. 

The $(...) form of command substitution treats a double backslash in a different way than 



bash$ echo 'echo W 
bash$ echo $ (echo \\) 



The $(...) form of command substitution permits nesting. f571 

word_count=$ ( wc -w $ (echo * | awk '{print $8}') ) 

Or, for something a bit more elaborate . . . 



Example 12-3. Finding anagrams 



# ! /bin/bash 

# agram2 . sh 

# Example of nested command substitution. 

# Uses "anagram" utility 

#+ that is part d$j!Sfche author’s "yawl" word lggKp package. 

# http : //ibiblio . org/pub/Linux/libs/yawl-0 .3.2. tar . gz 

# http : / /bash. deta . in/yawl-0 . 3 . 2 .tar . gz 

E_N OARG S = 8 6 
E_BAD ARG= 8 7 
MINLEN=7 

if [ -z "$1" ] 
t hen 

echo "Usage $0 LETTERSET" 

exit $E_NOARGS # Script needs a command-line argument . 

el iff [ ${#1} -It $MINLEN ] 

echo "Argument must, have at least $MlNf7E$t letters . " 
exit $ E_BAD ARG 

B8 



FILTER= ' ' # Must have at least 7 letters. 

# 1234567 

Anagrams= ( $ (echo $ (anagram M | grep $FILTER) ) ) 
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# $( $( nested command sub. ) ) 

# ( assignment ) 



echo "${#Anagrams [*] } 7+ letter anagrams found" 

echo $ {Anagrams [0] } # First anagram, 

echo S {Anagrams'il ] ) # Second anagram. 

# Etc. 



# echo "$ {Anagrams [*]} " # To list a 1.1 the anagrams in a 



# Look ahead to the Arrays chapter for enlightenment on 
#+ what's going or. here. 



# See also the agram.sh scfipt fair 




exit §§! 

Examples of command substitution in shell scripts: 



1. Example 11-8 

2. Example 11-27 

3. Example 9-16 

4. Example 16-3 

5. Example 16-22 

6. Example 16-17 

7. Example 16-54 

8. Example 11-14 

9. Example 11-11 

10. Example 16-32 

11. Example 20-8 

12. Example A- 16 

13. Example 29-3 

14. Example 16-47 

15. Example 16-48 

16. Example 16-49 






.■finding . 
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Chapter 13. Arithmetic Expansion 

Arithmetic expansion provides a powerful tool for performing (integer) arithmetic operations in scripts. 
Translating a string into a numerical expression is relatively straightforward using backticks, double 
parentheses, or let. 

Variations 

Arithmetic expansion with backticks (often used in conjunction with cxpr) 

;|=' expr $z + 3' # The ' expr ' Command perfcessas the expansion,,. 

Arithmetic expansion with double parentheses , and using let 

The use of backticks ( backquotes ) in arithmetic expansion has been superseded by double parentheses 
— ((...)) and $((...)) — and also by the very convenient let construction. 



z=$ ( ($z+3) ) 
|8|$ ( (z+3 ) 1 




# Also, correct . 

# Within doubt e parentheses, 
#+ parameter do re f'e roncing 

#+ is optional. 


# $ ( (EXPRESSION) ) is arithmetic expansion:.. # Not to be confused with 

#+ command substitution. 


# loia may als 


so use operations Within 


double parentheses without assignment . ■ 


' j 


pn" 


# n = 0 


( ( n += 1 ) 
# ( ( $n += 1 


' ) 

) ) ^^t^Scorrect ! 


# Increment. 


echo "n s 


?n" 


# n = 1 


let z-z+3 


iz += 3" 


# Quotes permit the u 

# The 'let' operator 
#+ rather than expansi 


se of spaces in variable assignment, 
.actually performs arithmetic evaluation. 



Examples of arithmetic expansion in scripts: 



1. Example 16-9 

2. Example 11-15 

3. Example 27-1 

4. Example 27-11 

5. Example A- 16 



Chapter 13. Arithmetic Expansion 



171 






Chapter 14. Recess Time 

This bizarre little intermission gives the reader a chance to relax and maybe laugh a bit. 



Fellow Linux user, greetings! You are reading something which 
will bring yog jluck and good fortune. Just e-mail a copy of 
this document to 10 of your friends. Before making the copies, 
send a 100-|^ie Bash script to the first person on the list 
at the bottom of this letter. Then delete their name and add 
yours to the bottom of the list. 

Don't break the chain! Make the copies within 48 hours. 
Wilfred P. of Brooklyn failed to send out his ten copies and 
woke the next morning to find his job description changed 
to "COBOL programmer." Howard L. of Newport News sent 
out his ten copies and within a month had enough hardware 
to build a 100-node Beowulf cluster dedicated to playing 
Tuxracer. Amelia V. of Chicago: laughed at this letter 
and broke the chain. Shortly thereafter, a fire broke out 
in her terminal and she now spends her days writing 
documentation for MS Windows. 

Don't break the chain! Send out your ten copies today! 



Courtesy 'NIX "fortune cookies", with some alterations and many apologies 
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Mastering the commands on your Linux machine is an indispensable prelude to writing effective shell scripts. 
This section covers the following commands: 

• . (See also source) 

• ac 

• adduser 

• agettv 

• agrep 

• ar 

• arch 

• at 

• autoload 

• awk (See also Using awk for math operations) 

• badblocks 

• banner 

• basename 

• batch 

• be 
•bg 

• bind 

• bison 

• builtin 

• bzgrep 

• bzip2 

• cal 

• caller 

• cat 

• cd 

• chattr 

• chfn 

• chgrp 

• chkconfig 

• chmod 

• chown 

• chroot 

• cksum 

• clear 

• clock 

• cmp 

• col 

• colrm 

• column 

• comm 

• command 

• compgen 
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du 

dump 

dumpe2fs 



e2fsck 

echo 

egrep 

enable 



env 

eqn 

eval 

exec 

exit (Related topic: exit status') 

expand 

export 

expr 

factor 

false 

fdformat 

fdisk 

t& 

fgrep 

file 
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• groups (Related topic: the SGROUPS variable) 

• gs 

• gzip 

• halt 

• hash 

• hdparm 

• head 

• help 

• hexdump 

• host 

• hostid 

• hostname (Related topic: the SHOSTNAME vari 

• hwclock 



• id (Related topic: the $UID variable) 

• ifconfig 

• info 

• infocmp 
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mkdir 

mkdosfs 

mke2fs 

mkfifo 

mkisofs 

mknod 

mkswap 

mktemp 

mmencode 



modinfo 

modprobe 
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openssl 

passwd 

paste 

patch (Related topic: diff) 
pathchk 



ptx 

pushd 

pwd (Related topic: the $PWD variable) 
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rlogin 

rmdir 

rmmod 

route 

rpm 

rpm2cpio 

rsh 

rsvnc 

runlevel 

run-parts 

rx 



scp 

script 

sdiff 

sed 

seq 

service 



setserial 

setterm 

shalsum 

shar 

shopt 

shred 

shutdown 
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true 

tset 

tsort 

tty 

tune2fs 

type 

typeset 

ulimit 

umask 

umount 

uname 

unarc 

unari 



unexpand 

uniq 

units 

unlzma 

unrar 

unset 

unsq 

unzip 

uptime 

usbmodules 



useradd 

userdel 

usermod 



users 

usleep 
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• uucp 

• uudecode 

• uuencode 

• uux 

• vacation 

• vdir 

• vmstat 

• vrfv 

• w 

• wait 

• wall 

• watch 

• wc 

• wget 

• whatis 

• whereis 

• which 

• who 

• whoami 

• whois 

• write 

• xargs 

• xrandr 

• xz 

• vacc 

• yes 

• zcat 

• zdiff 

• zdump 

• zegrep 

• zfgrep 

• zgrep 

• zip 

Table of Contents 

15. Internal Commands and Builtins 

15.1. Job Control Commands 

16. External Filters. Programs and Commands 

16.1. Basic Commands 

16.2. Complex Commands 

16.3. Time / Date Commands 

16.4. Text Processing Commands 

16.5. File and Archiving Commands 

16.6. Communications Commands 

16.7. Terminal Control Commands 

16.8. Math Commands 

16.9. Miscellaneous Commands 

17. System and Administrative Commands 

17.1. Analyzing a System Script 
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Chapter 15. Internal Commands and Builtins 

A builtin is a command contained within the Bash tool set, literally built in. This is either for performance 
reasons — builtins execute faster than external commands, which usually require forking off [58] a separate 
process — or because a particular builtin needs direct access to the shell internals. 



When a command or the shell itself initiates (or spawns ) a new subprocess to carry out a task, this is called 
forking. This new process is the child, and the process that forked it off is the parent. While the child 
process is doing its work, the parent process is still executing. 

Note that while a parent process gets the process ID of the child process, and can thus pass arguments to it, 
the reverse is not true. This can create problems that are subtle and hard to track down. 



Example 15-1. A script that spawns multiple instances of itself 

# ! /fein/bash 
# spawn. sh 



? IDS - $ (pi.dbf sh $0) # Process IDs ; hhe var i ous instances of this sc rj pt. . 

P_array= ( $PIDS ) # Put them in an array (why?) . 

echo $P IDS # Show process ID® of parent and child processes, 

"instances = $ { #P_array [ * ] } - 1" # Count elements* less 1. 

# Why subtract 1? 

echo "$instances instance (s) of this script running." 
echo " [H§|a,Ctl-C to exit*]"; echo 



sleep 1 # Wait,*? 

sh $|(1 # Play it agdih*. S#*#. 

exit 0 # Not necessary; script will never get to here. 

# Why not? 

# After exiting with a Ctl-C, 

#+ do all the spawned instances of the script die? 

# If so, why? 

# Note: 

# 

# Be careful not to run this script too long. 

# It will eventually eat up tod ttlxtfty system resbftjtces. 

# Is having a spfiipt spawn, r^ulitipie instances ,djf', itself§> 

#+ an advisable scripting technique . 

# Why or why not? 

Generally, a Bash builtin does not fork a subprocess when it executes within a script. An external system 
command or filter in a script usually will fork a subprocess. 

A builtin may be a synonym to a system command of the same name, but Bash reimplements it internally. For 
example, the Bash echo command is not the same as /bin/echo, although their behavior is almost 
identical. 
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#! /bin/bash 

echo "This line uses the V'echoV builtin." 

/bin/echo "This line uses the /bin/echo system command." 

A keyword is a reserved word, token or operator. Keywords have a special meaning to the shell, and indeed 
are the building blocks of the shell's syntax. As examples, for, while, do, and / are keywords. Similar to a 
builtin. a keyword is hard-coded into Bash, but unlike a builtin, a keyword is not in itself a command, but a 
subunit of a command construct. T591 

I/O 

echo 

prints (to stdout) an expression or variable (see Example 4-1) . 

echo Hello 
echo $a 

An echo requires the -e option to print escaped characters. See Example 5-2 . 

Normally, each echo command prints a terminal newline, but the -n option suppresses this. 



y An echo can be used to feed a sequence of commands down a pipe. 



if echo " $VAR" | grep -q txt # if [ [ $VAR = '*£xt* ]] 
■then 

[ -pcho "$VAR contains the substring sequence: %;'%xt\"" 

1 §| 



© An echo, in combination with command substitution can set a variable. 

a='echo "HELLO" | tr A-Z a-z' 

Be aware that echo 'command' deletes any linefeeds that the output of command generates. 

The SIFS (internal field separator) variable normally contains \n (linefeed) as one of its set of 
whitespace characters. Bash therefore splits the output of command at linefeeds into arguments to 
echo. Then echo outputs these arguments, separated by spaces. 



bash$ Is -1 /usr/share/apps/kjezz/sounds 

-rw-r — r — 1 root root 1401’ NoV 7 Jtf)00 reflect.au 

-rw-r — r — 1 root root 362 Nov 'jft 2000 seconds.au 



bash$ echo 'Is -1 /usr/share/apps/kjezz/sounds' 

total 40 -rw-r — r — % root root 716 Nov 7 2000 reflect.au -rw-r — r — 1 root root ... 



So, how can we embed a linefeed within an echoed character string? 



# Embedding a linefeed? 

echo "Why doesn't this s-triag: \n split' • qtt -two- iLitnes?" 

# Doesn't split. 
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# Let's try something else. 

echo $ " A.-’J|pdie .of text mmbgM 
a linefeed." 

# as two disinfect lines (embedded linefeed) . 

# But, is the "$" variable prefix really necessary? 

echo "This string splits 
on two lings . " 

# No, the "$" is not needed. 

echo -n $ "Another line of text containing 
a linefeed." 

# Prints as two distinct lines (embedded linefeed) . 

# Even the -n option fails to suppress the .linefeed here. 

# However, the following doesn't work as expected. 

# Why not? Hint: Assignment to a variable. 
sthf1s|igl=$ " Yet another 3fi,f|e ©l§f*»ext contarthingf' 
a linefeed (maybe)." 

echo $stringl 

# Yet another line of’-fext containing' a linefeed (maybe) . 

# 

# hihefeed becomes a space. 

# Thanks, Steve Parker,; -fSbr pointing .this out. 



y This command is a shell builtin, and not the same as /bin/echo, although its 
behavior is similar. 



bash$ type -a echo 

echo, M/i-a shell, builtin 
echo is /bin/echo 



printf 

The printf, formatted print, command is an enhanced echo. It is a limited variant of the C language 
printf () library function, and its syntax is somewhat different. 

printf format-string... parameter... 

This is the Bash builtin version of the /bin/printf or /usr/bin/printf command. See the 
printf manpage (of the system command) for in-depth coverage. 
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I y Older versions of Bash may not support printf. 



Example 15-2. printf in action 



# ! /bin/bash 

# pxlnftS 1 demo 

declare -r PI=3 . 14159265358979 # Read-only vf#§able, i.e., a constant, 

declare -r Dec : ma 1 Constar.t=31373 

Messagel="Gr@etings, " 

Message2="Eartfai.i,ng . " 

echo 

printf "Pi to 2 deciifcsll places = %1.2f" $PI 
echo 

printf "Pi to 9 decimal places = %1 . 9f " $pi # It even rounds gif' correctly. 

printf "\n" # Prints a line feed, 

# Equivalent to 'echo' . . . 

printf "Constant = \t%d\n" $DecimalConstant # Inserts tab (\t) . 

printf "%s %s \n" $Messagel $Message2 

echo 

# simulation of C futtetion, spriist; f ( ) • 

# Loading a variable with a formatted string. 



Pil2=$ (printf "%1.12f" $PI) 

echo "Pi to 12 decimal places = $Pii2" # Roundoff error! 



Msg=' printf "%s %s \n" $Messagel $Message2' 
echo $Msg; echo $Msg 



# As it happens, the 'sprintf' function can now be accessed 
#+ as a loadable module to Bash, 

#+ but this is not portable. 



exit 0 



Formatting error messages is a useful application of printf 



E_BADDIR=85 

var=nonexistent_directory 

-erro*0 

mi 

pr " $ 0 " > S 2 

# Formats positional params passed, and sends them to stderr. 
echo 

exit $E_BADDIR 

} 

cd $var I | error $"Can't cd to %s." "$var" 



Chapter 15. Internal Commands and Builtins 



184 





Advanced Bash-Scripting Guide 



# Thanks, S.C. 

See also Example 36-17 . 

read 

"Reads" the value of a variable from stdin, that is, interactively fetches input from the keyboard. 
The -a option lets read get array variables (see Example 21-6) . 



Example 15-3. Variable assignment, using read 



#! /bin/bash 

# "Reading'* variables. 

echo -n "Enter the value of variab Ij e 'varl': " 

# The -n option to echo suppresses newline. 

# Note no '$' front -of’ varl, since it is being set. 
echo "varl = $var 1 " 



# A single 'read' statement can set. multiple variables, 

echo -n "Enter,' ilia values of variables ' vas$f* ahQ " 

echo =n " (separated by a space or tab) : " 

read var2 var3 

echo "var2 = $var2 var3 = $var3" 

# If ycriat input only one value, 

#+ the other variable (s) will,, jremain unset (null) . 
exit 0 

A read without an associated variable assigns its input to the dedicated variable SREPLY . 



Example 15-4. What happens when read has no variable 



#! /bin/bash 




# read-nova r . sh 


echo 




echo -n "Enter 


a value : " 


echo "\"var\" = 


- " $var " " 


# Everything as 


; expected here. 


# 


# 


echo 




# 


# 


echo -n "Enters 


r^iigther value : " 


read 


# No variable supplied for 'read', therefore... 

#+ Input to 'read' assigned to deficit variable, $ REPLY . 


var="$REPLY" 




echo "\"var\" = 


= "$vgr"" 


# This is equivalent to the first code block. 
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# # 



# This example i» :sJjn|^6?-#dr- the "reply, sh" . 

# However, this one shows that $ REPLY is available 

#+ even after a 'read' to a variable in the conventibsal way. 



# In.! SijBea instances, you might wish to discard the first value read. 

# Jilt Such cases* sjsMjfly -ignore the $ REPLY variable. 

{ # Code block. 

read # Line 1, to be discarded, 

read line2 # tJSfii 2,. saved in vi||§;flable . 

} <$0 

echo "Li-ife, 2 of this sB*^s%, is:" 

echo "$line2" # # read-novar . sh 

echo # # !/^i,h/bash line discarded. 

# See also the soundcard-on . sh 'gfgfcipt . 
ex|8|io 

Normally, inputting a \ suppresses a newline during input to a read. The -r option causes an 
inputted \ to be interpreted literally. 



Example 15-5. Multi-line input to read 

#! /bin/bash 

echo "Enter a string terminated by a \\, then press <ENTER> . " 

echo "Then, enter. a second sfbfW#:' ( n ° \\ this, time) , and aqwgify press <ENTER> . 

read verlfe, # The "\" suppresses. the newline, when reading $varl . 

# first line \ 

# second llCftfe 

echo "varl = $varl" 

# varl = first line second line 

# For each line terminated by a "\" 

#+ you get a p#olffp;|, on the next line to cotttinu,e feeding Characters £|i^o: 'Var® 
echo; eehb 

echo "Enter another string terrftbhated by a \\ , then press <ENTER> . " 
read -r var2 # The -r opt I on causes the "\" to be read literally. 

# p|rs tj \ 

echo "var2 = $var2" 

# var2 = first line \ 
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# Data entry terminates with the first <ENTER> . 

echo 

exit 0 



The read command has some interesting options that permit echoing a prompt and even reading 
keystrokes without hitting ENTER. 



# Read a keypress without hitting: ENTER. 


read -s -nl -p "fllph a 


key " keypress 


echo; echo "Keypress v 


/as "\"$keypress\" " . " 


# -s option means do r 


lot echo input . 


# -n N optiiSfphmeans ac 


:cept only N characters of fhput . 


# -p option means echo the following prompt bef'ere reading input. 


# Using these options 


is tricky, since thd^' heed to be in the correct order. 



The -n option to read also allows detection of the arrow keys and certain of the other unusual keys. 



Example 15-6. Detecting the arrow keys 



# ! /i> in /bash 

# arrow-detect . sh: Detects the arrow keys, and a few more. 

# Thank you, Sandro Magi, for showing me how. 

# 

# Character codes generated by the keypresses, 
arrowup- ' \ [A 1 

arrowdown= ' \ [B ' 
arrowrt-- ' \ [ C ' 
arrowleft= ' \ [tSS 
insert= ' V|2 ' 
do :.ete-’A [3 ' 

# 

SUCCESS-# 

OTHER=65 

echo -n "Press a key... " 

# May need to also press ENTER a key:j|Sfe listed above pressed, 
read -n3 key # Read 3 characters. 

echo -n "$key" | grep "$arrowup" “Check if character code detected. 
£f' [ "$?" -eq $SUCCESS ] 

eg he "Up-arrow key pressed." 
exit $SUCCESS 



echo -n "$key" | grep " $atrOwdown" 
if [ "$?" -eq $SUCCESS ] 

echo "Down-arrow key pressed." 
exit $SUCCESS 
fi 
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echo -n "$key" I grep "$a£r«<fit" 
if [ "$?" -eq $SUCCESS ] 

echo "Right-arrow key pressed." 
exit $SUCCESS 
fi 

echo -n "$key" | grep "$arrowleft" 
liff [ "$?" -eq $SUCCESS ] 

echo "Left-arrow key pressed." 
exit $SUCCESS 



echo -n "$key" | grep "$insert" 
if [ "$?" -eq $SUCCESS ] 

echo "V'lnsertV key pressed." 
exit $SUCCESS 
fi 

echo -n "$key" | grep "$delete" 
« [ "$?" -eq $SUCCESS ] 

echo "\"Delete\" key pressed." 
exit $SUCCESS 



echo " Some other key pressed." 
exit $OTHER 

# Mark Alexander came up with a simplified 
#+ vefsion o-f the above script (Thank you!). 

# It eliminates the need for grep. 

#! /bin/bash 

uparrow=$ ' \xlb [A' 
downarrow=$ ' \xlb[B ' 
lef tarrow=$ ' \xlb [D ' 

.right::afrow=$ ' \xlb [C ' 

read -s -n3 -p "Hit an arrow key: " x 
$uparrow) 

echo "You pressed up-arrow" 

Sdowr.arirow) 

echo "You pressed down-arrow" 
$leftarrow) 

echo "You pressed 1 eft-arrow" 

Sr : q'r.Lar row) 

echo "You pressed right-arrow" 
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esac 
exit $? 

# Antonio Macchi has a simpler alternative. 

#! /bin/bash 

while 

do 

read -snl a 

finest "$a" == 'echo -en "\e"' | | 

read -snl a 
I* Jjtest "$a" == "[" || 
read -snl a 

A) echo "up";; 

B) echo "down";; 

C) echo "right";; 

D) echo "leiiS(j|; 
esac 

# ========================================= # 

# Exercise; 

# 

# 1) Add dete:dfci.^cfe' of the "Home," "End," "PgUp," and "PgDn" keys. 



i[j The -n option to read will not detect the ENTER (newline) key. 



The -t option to read permits timed input (see Example 9-4 and Example A-41 ) . 
The -u option takes the file descriptor of the target file. 



The read command may also "read" its variable value from a file redirected to st din. If the file 
contains more than one line, only the first line is assigned to the variable. If read has more than one 
parameter, then each of these variables gets assigned a successive whitespace-delineated string. 
Caution! 



Example 15-7. Using read with file redirection 



#! /bin/bash 

read varl <data-file 
echo "varl = $varl" 

# varl set to the entire first line of the input file "data-file" 

read var2 var3 <data-file 

echo "var2 = $var2 'va r3 = $var3" 

# Note non-intuitive behavior of "read" here. 

# 1) Rewinds back, lie the beqinfu r.g o'f input5|8i:e. 

# 2) Each variable As now set to a corresponding string, 

# separated by whitespace r jfather thftJi jto an enti-te line of text. 
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# 3) The final variable gets the remainder of the tine. 

#4) If there are more variables to be set than wh : tespace-Le rmihated strings 

# on the first line of the file, then the excess variables remain empty. 

# How to resolve the above problem with a loop: 
while read .ljjie 

do 

echo "S'ifcjne" 
done <data-file 

# Thanks, Heiner Steven £sf. pointing this out. 

echo " " 

# Use $ IFS (Internal Shield Separator variable) to split/'® input .to 

# "read", if you do not want the default to be whitespace. 

echo "List Of all users:" 

OIFS=$IFS; IFS=: # /etc/passwd uses for. field separate;*, 

while read name passwd uid gid fullname ignore 

:$$>' 

echo "$name ($fullname)" 
done </etc/passwd # I/O redirection. 

IFS=$OIFS # Restore original $IFS. 

# This code snippet also by He.) n,e.r Steven. 



# Setting the $IFS variable within the loop itself/ 
#+ eliminates the need for storing the Original $IFS 
#+ in a temporary variable. 

# Thanks, Dim Segebart, for pointing this Out. 
echo "List Of all users:" 

while IFS=: read name passwd uid gid fullname ignore 
do 

echo "$name ($fullname)" 
done </etc/passwd # I/O redirection. , 

echo 

echo "\$IFS still $IFS" 
exit 0 



Piping output to a read, using echo to set variables will fail . 



Yet, piping the output of cat seems to work. 



cat filel file! I 
while read line 
do 

echo 'ifline 
done 

However, as Bjon Eriksson shows: 
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Example 15-8. Problems reading from a pipe 



# ! /bin/sh 

# readpipe.sh 

# This example contributed by Bjorn Eriksson. 

### shopt -s lastpipe 

last=" (null) " 
cat $0 I 

while read lih^- 
do 

echo " { $line } " 

Last-S 1 .! ne 

echo 

printf " \nAll done, last: $last\n" # The output of this line 

#+ changes if V 5. 

# (Bash, version -ge 4.2 required.) 

exit I’. 4 End of code. 

# (Partial) gu.tput of scrj^'h./f®iLlows . 

# The 'echo' supplies extra brackets. 

############################################# 

. /readpipe . sh 

{ » ! /b : n/sh} 

{ last=" (nuli)." ( 

{cat $0 | } 

{while read line} 

{do} 

{echo " { $line } " } 

{last=$line} 

{done} 

{printf "nAll done, last: $lastn"} 



All done, last: (null) 

The v||jj^able (last) set withiii' the loop/subshell 
but its value does not persist outside the loop. 

The gendiff script, usually found in /usr/bin on many Linux distros, pipes the 
output of find to a while read construct. 



find $1 \( -name "*$2" -o name ",*$2" \) -print | 
while read f; do 



\ It is possible to paste text into the input field of a read (but not multiple lines!). See 
Example A-38 . 



Filesystem 

cd 
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The familiar cd change directory command finds use in scripts where execution of a command 
requires being in a specified directory. 

(cd /source/directory && tar of - . ) I (cd /dest/directary && tar xpvf -) 

[from the previously cited example by Alan Cox] 

The -P (physical) option to cd causes it to ignore symbolic links, 
cd - changes to SOLDPWD . the previous working directory. 



♦ 



The cd command does not function as expected when presented with two forward 
slashes. 



bash$ cd // 
bash$ pwd 
# 



The output should, of course, be / . This is a problem both from the command-line and 
in a script. 

pwd 

Print Working Directory. This gives the user's (or script's) current directory (see Example 15-91 . The 
effect is identical to reading the value of the builtin variable SPWD . 

pushd, popd, dirs 

This command set is a mechanism for bookmarking working directories, a means of moving back and 
forth through directories in an orderly manner. A pushdown stack is used to keep track of directory 
names. Options allow various manipulations of the directory stack. 

pushd dir-name pushes the path dir-name onto the directory stack (to the top of the stack) and 
simultaneously changes the current working directory to dir-name 

popd removes (pops) the top directory path name off the directory stack and simultaneously changes 
the current working directory to the directory now at the top of the stack. 

dirs lists the contents of the directory stack (compare this with the SDIRSTACK variable). A 
successful pushd or popd will automatically invoke dirs. 

Scripts that require various changes to the current working directory without hard-coding the 
directory name changes can make good use of these commands. Note that the implicit $DIRSTACK 
array variable, accessible from within a script, holds the contents of the directory stack. 



Example 15-9. Changing the current working directory 



# ! /jstin/bash 

dtEt,**/usii/ local 
dir2=/ var/ spool 

pushd $dirl 

# Will do an automatic 'dirs' ($»i#t directory stack to stdout) . 
echo "Now in directory 'pwd'." # Uses back-quoted 'pwd'. 
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# Now, do seme stuff in directory 'dirl'. 
pushd $d|^: 

echo "Now in directory 'pwd'." 

# Now, do softie Stuff in directory 'dir2'. 

echo "The top entry ^ the DIRS TACK asjspiy is $DIRSTACK . " 
popd 

echo "Now back iiSv^irectory 'pwd' . " 

# Now, do softte more st^0f iii directory ,! dirl' . 

echo "Now back in, Qsigihal working directory 'pwd' ." 
exit 0 

# What happens? /ipnjpu dohi'l.' 'popd' — then ex^fthe script? 

# Which directory do you end up in? Why? 



Variables 

let 

The let command carries out arithmetic operations on variables. T601 In many cases, it functions as a 
less complex version of expr . 



Example 15-10. Letting let do arithmetic. 



# ! /bin /bash 










echo 










a=ll 


# 


Same as ' a=ll' 






a- a+5 


# 


Equivalent to 


let "a = a 


r . 




# 


(Double quotes 


and spaces 


make nonsense readable . ) 


echo "11 + 5 = $a" 


# 


16 






•Si^l "a <<= 3" 


# 


Equivalent to 


let "a = a 


■**. 3" 


echo "\"\$a\" (=16) 


left-shifted 3 places = $a" 






# 


128 






"a /= 4" 


# 


Equivalent to 


let "a = a 


/ 4" 


echo "128 / 4 = $a" 


# 


32 






let "a -= 5" 


# 


Equivalent to 


let "a = a 


- 5" 


echo "32 - 5 = $a" 


# 


27 






Jg®| "a *= 10” 


# 


Equivalent to 


let "a = a 


* 10" 


echo "27 * tij |= $a" 


# 


27$ 






let "a %= 8" 


# 


Equivalent to 


let "a = a 


% 8” 


echo "270 modulo 8 


= $a (270 / 8..*fe 
# # 


33, remainder $a) " 


# Does "Igfc" permit 


q- 


-style operators? 




# Yes r jjws't as the 


( ( 


... ) ) double- 


parentheses 


construct does . 


let a++ 


# 


C-style (post) 


increment . 




echo "6++ = $a" 


# 


6++ =?#; 






let a-- 


# 


C-style decrement. 
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echo "7 — = $a" # 7— = 6 

# Of coarse, ++a, etc., also allowed . . . 



# Trinary operator . 

# Note that $a is 6, see above. 

"t = a<7?7 : 11" # True 

echo It #7 

let a++ 

iffifc. "t = a<???:ll* # False 

echo It # * 



I y The let command can, in certain contexts, return a surprising exit status . 



# Evgeniy 


Ivanov points out : 






var«B 
echo $? 


# 0 

# As expected. 






let var++ 
echo $? 


# 1 

# The command was 

# Anomaly! 


successful, so 


why iaft’t $?=0 ??? 


let var++ 
echo $? 


# 0 

# As expected. 






# Likewise 








let var=0 
echo $? 


# 1 

# The command was 


successful, so 


why i#fc'*t $?=0 ??? 


# However, as Jeff Gorak, points out, 

#+ this is part of the design spec for 'let' . . . 

# "If the last ARG evaluates to 0, let returns 1; 

# let returns 0 otherwise." ['help let'] 



eval 

eval argl [arg2] . . . [argN] 



Combines the arguments in an expression or list of expressions and evaluates them. Any variables 
within the expression are expanded. The net result is to convert a string into a command. 



© 



The eval command can be used for code generation from the command-line or wi t hin 
a script. 



bash! command_string="ps ax" 
bash$ process="ps ax" 

bash! eval "$command_string" | grep "Iprocess" 

26973 pts/3 R+ 0:00 grep — color ps ax 
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Each invocation of eval forces a re-evaluation of its arguments. 



a= ' $b ' 
b= ' $c ' 
c=d 



echo $a 
eval echo $a 
oval eval echo $a 



# $b 

# First level.:* 

# $ c 

# Second level. 

# d 

# Third 



# Thank you, E. Choroba. 



Example 15-11. Showing the effect of eval 



#! /bin/bash 

# Exercising "eval" . . . 



y='eval ^jfe.j5-l' # Similaillto y='ls -1' 

echo $y #+ but 1 : no feeds removed because "echoed" variable is unquoted, 

echo "$y" # Linefeeds preserved when variable is quoted, 

echo; echo 



y='eval df' # Similar to y^'df' 

echo $y #fv|>Ufc linefeeds removed. 



# When LF’s not preserved, it may make easier to parse output, 
#+ using utilities such as "awk" . 






eval "'seq 3 | sed -e 's/.*/echo var&=ABCDEFGHI J/ ' ' " 

# varl=ABCDEFGHIJ 

# vafP.-ABCDEFGKTJ 

# var3=ABCDEFGHIJ 






# Now, shdWirjfij how to do somethj&gj useful with "eval* .. . . 

# (Thank you, E. Choroba!) 

version=3.4 # Can we split the version into major and minor 

#+ pari one command? 
echo "version? = $version" 

eval ma j o r—$ { ve rsioh / . / ; m i her- } # Replaces 1 . ,L ||if version by '’ ; |^i:i|or= 1 

# The substitution yields '3; minor=4 ' 
#+ so eval docs •Jftlhot—4 , majofe=3; 
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echo Major: $major, minor: $minor # Major: 3, minor: 4 



Example 15-12. Using eval to select among variables 



# ! /bin /bash 

# arr-choice . sh 

# Passing arguments to a function to select 

#+ one parti cular variable group. 

arrO^t.^ 11 1^3 14 15 ) 

arrl= ( 20 21 22 23 24 25 ) 

arr2-( 30 31 3t 33 34 35 ) 

# .'ft 1 2 & 4 5 Element number (zero-indexed) 



choose_a fray ( ) 

|J| 

eval ;a.r^y_niember-\$:f;;ar:r${^|S^ay_number } [element_nuffiber] } 

# Csir.g eval (to construct the name of a variable, 

#+ in this particular case, an array name. 

echo "Element §’element_number of array $array_number is $array_member " 
} # Function;' -.call be rewritten to take parameters. 



- ; tttay_humber=0 
element_number=3 
oho o s e_a t«43r 

^^ay_number=2 
element_number=4 
choc s e_a bray 



# First array. 

# lS. 

# Third array. 

# II 



iasray_humber=3 # Null array (a rr3 hot allocated) . 

element_number=4 

choose_af:ray # (null) 



# Thank you, Antohsfro Macchl, for pointing-' this but.: 



Example 15-13. Echoing the command-line parameters 



# ! /bin /bash 

# echo-params . sh 

# Call this script with a few command-; Lne parameters. 

# For example: 

# sh echo-params . sh first second third fourth fifth 

params=$# # Number of command-line panaijeters . 

pa ram-1 # Start at f.irgt, command-line param. 

while [ "$param" -le "$params" ] 
do 

echo -ji "Command-lg^he paraifteber " 

echo -ft \$$param # Gives only the A name*' of variable. 

# AAA # $1, $2, $3, etc. 

# Why? 

# \$ escapes the first. "$" 
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#+ 


so it echoes literally. 






#+ 


and $param dereferences "$param" . . . 






#+ 


. . . as expected. 


echo -n " 








eval echo 


\$$param 


# 


Gives the *va Lug* of variable. 


# AAAA 


AAA 


# 


The "eval" forces the *evalu^%i'S#K’ 






#+ 


of \$$ 






# + 


as anitiidirect Variable reference. 


( ( pa ram ++ 


'11 


# On to the next . 


done 








exit $? 








$ sh echo-params . sh first 


second third fourth fifth 


Command- line 


3 parameter 




first 


Command-line 


3 parameter 


$2 


= second 


Command- line 


3 parameter 


$3 


= third 


Command-line 


3 parameter 


$4 


fourth 


Command- line 


3 parameter 


$5 


= fifth 



Example 15-14. Forcing a log-off 



# ! /bin /bash 

# Killing ppp to. force a log-off. 

# For dialup connect icr. , of course. 

# Script Shffitijtd be rise' as root user. 

SERPORT=ttyS3 

# Depending on the hardware and even the kernel version, 
#+ ttiie modem port on your machine may be different — 

#+ /dev/ttySl or /dev/ttyS2 . 



killppp="eval kill -9 ' ps ax | awk '/ppp/ { pi;3ifit $1 } ' ' " 

# process ID of ppp 

$killppp # This variable is now a command. 



# The fallowing operations mu-st be done as root user. 

chmod 666 /dev/$SERPORT # Restore r+w peimiSsi&i^, or else what-? 

# Since doing a SIGKILL on ppp changed the permissions on the serial port, 
#+ we restore permissions td previous state. 

rm /var/lock/LCK . . $SERPORT # Remove the serial port lock file. Why? 
exit $? 

# Exercises: 

# 

# 1) Have s-dfeipt check whether root 'laser i 4 invoking it. • 

#2) Do a check on whether tits® process to be kil||$g| 

#+ is actually ®^Pining before attempting to 'RJH it. 

# 3) Write an alternate version of this script based on 'fuser': 

#+ ®t^’[ fuser -s /dev/modem ]; then . . . 
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Example 15-15. A version of rotl3 



# ! /bin/bash 

# A versJLgf) of "rotl3" using 'eval'. 

# Compare to "rotl3.sh" example. 



setvar_rot_13 () 



# "rotl3" scrambling 



local varname=$l varvalue=$2 

eval $varname= ' $ (echo "$varvaiue" l| tr a-z n-za-m) ' 



setvar_rat_13 var "foobar" 
echo $var 



# Run "foobar" through sot 13. 

# sbbone 



®etvar_rot_13 var 



" $var" 



# Run "sbbone" through rot 13. 

# Back to original variable. 

# foobar 



echo $var 



# This example by Stephane Chazelas. 

# Modified by document author. 

exit. 0 

Here is another example of using eval to evaluate a complex expression, this one from an earlier 

version of YongYe's Tetris game script . 

eval ${1}+=\"${X} $ (y } \" 

Example A-53 uses eval to convert array elements into a command list. 

The eval command occurs in the older version of indirect referencing . 

eval var=\$$var 

\ i The eval command can be used to parameterize brace expansion . 

1)> The eval command can be risky, and normally should be avoided when there exists a 
reasonable alternative. An eval $ COMMANDS executes the contents of COMMANDS, 
which may contain such unpleasant surprises as rm -rf *. Running an eval on 
unfamiliar code written by persons unknown is living dangerously. 



The set command changes the value of internal script variables/options. One use for this is to toggle 
option flags which help determine the behavior of the script. Another application for it is to reset the 



can then parse the fields of the command output. 



Example 15-16. Using set with positional parameters 

# ! /bSn/bash 

# ex34.sh 

# Script "set-test" 

# Invoke this script with three command-line parameters, 

# for example, "sh ex34.sh aifte two three". 



set 
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More fun with positional parameters. 



Example 15-17. Reversing the positional parameters 
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for i # Omitting the "in list" sets the variable — i — 

#+ to the positional parameters, 
do 

echo $£X# Display new posi^rjohal p&rsjifters . 
done 

IFS=$OIFS # Restore IFS . 

# Qtjpstion: 

# Is «Jii necessary to set an new IFS, jthteEna.1 f 1 ’ey'd separates?,, 
#+ in order for this script to work properly? 

# What happens if you don't? Try 

# And, why use the new IFS — a colon — in line 17, 

#+ to append to the loop variable? 

# What is 'the purpose of this? 

exit 0 

$ . /revposparams . sh 

### kO = 

### k = a b 

### kO = a b 
### k = c a b 

### kO = c a b 
### k = d e e; a b 



d e 
a b 

Invoking set without any options or arguments simply lists all the environmental and other variables 
that have been initialized. 



bash$ set 

AUTHORCOPY=/home /bozo/posts 
BASH= /bihlba sh 

BASH_VERSION=$ ' 2. 5.5 . 8 (1) -release' 

XAUTHORITY=/home/bozo/ .XauthOfity 

_=/ etc/bashrc 

variable22=abc 

'Variable23=xzy 



Using set with the — option explicitly assigns the contents of a variable to the positional parameters. 
If no variable follows the — it unsets the positional parameters. 



Example 15-18. Reassigning the positional parameters 



# ! /bin/bash 
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variable="one two three four five" 
sisfe , — $variable 

# Sets pogt^iaxial parameters to the contents of "$variable". 

||i-re t_p a r am= $ 1 
second_param=$2 

shlf shift- # Shift past first two positional params . 

# sh : f •_ 2 also works. 

rema|^Sng_params=" $ * " 

echo "first parameter = $f irst_param" # one 

echo "second parameters* $second_param" # two 

echo "remaining parameters = $remaining_params " # three four five 

echo; echo 

# Again. 

set — $variable 
f irst_param=$l 
s e c on d_p a r am* § 2 

echo "first parameter = $f irst_param" 
echo "second parametejfSip $second_param 

# ==================================== 

# Unsets positional parameters if no variable specifies!. 

f irst_param=$l 
second_param=$2 

echo "first parameter = $f irst_param" # (null .Value) 

echo "second parameter# $second_param" # (null value) 

exit 0 

See also Example 11-2 and Example 16-56 . 

unset 

The unset command deletes a shell variable, effectively setting it to null. Note that this command 
does not affect positional parameters. 




bash$ unset PATH 
bash$ echo $PATH 



|bash$ 



Example 15-19. "Unsetting" a variable 




# ! /fain /bash 




# uns#s|i 


sh: Unsetting a variable. 




variable 


=hello 


# Initialized, 


echo "va 


riable = ^variable" 




unset va 


riable 


# Unset. 

# In this particular context, 

#+ same effect as : var i ab 1 e= 


echo 11 (u 


nset) variable = $variable" 


# $variable is nu|^ ' 
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export 



if [ -z "$variable" ] # Try a string-length test, 

then 

echo "\$variable has zero length." 



exit 0 



i In most contexts, an undeclared variable and one that has been unset are equivalent. 
However, the $lparameter:-default) parameter substitution construct can distinguish 
between the two. 



The export rbll command makes available variables to all child processes of the running script or 
shell. One important use of the export command is in startup files , to initialize and make accessible 
environmental variables to subsequent user processes. 

lj> Unfortunately, there is no wav to export variables back to the parent process, to the 
process that called or invoked the script or shell. 



Example 15-20. Using export to pass a variable to an embedded awk script 



# ! /bln /bash 

# Yet ahb-Cher version of the "column totaler" s©£ipt (col-totaler.sh) 
#+ that adds up a specified column (of numbers) in the target filfc* 

# This uses the environment to pass a script variable to 'awk' . . . 
#+ and places the awk script in a variable. 



ARGS=2 

E_WRONGARGS=8 5 

if [ S# -ne "$ARGS" ] # Check for proper number of command-line args . 

echo "Usage: 'basename $0' filename column-number" 
exit $ E_WRON GARGS 
fi 

filename=$l 
co ! umn_n„mbe r = $ 2 

#===== Same as original script, up to this, point =====# 
export column_number 

# Export column number to environment, so it's available for retrieval. 



# 

awkscript='{ total += $ENVIRON [ "column_number" ] } 

END { priest total } ' 

# Yes, a variable can hold an awk script. 

# 

# Now, run the awk script . 
awk "Sawkscript 1 * "$filename" 



# Thanks, Stephane Chazelas. 
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exit 0 



© 



It is possible to initialize and export variables in the same operation, as in export 
varl=xxx. 



However, as Greg Keraunen points out, in certain situations this may have a different 
effect than setting a variable, then exporting it. 



bash$ 


export var= (a b) ; 


echo $ {var [0] } 


(a b) 






bash$ 


var= (a b) ; export 


var; echo ${var[0]} 


a 







,r A variable to be exported may require special treatment. See Example M-2 . 

declare, typeset 

The declare and typeset commands specify and/or restrict properties of variables. 

readonly 

Same as declare -r . sets a variable as read-only, or, in effect, as a constant. Attempts to change the 
variable fail with an error message. This is the shell analog of the C language const type qualifier. 

getopts 

This powerful tool parses command-line arguments passed to the script. This is the Bash analog of the 
getopt external command and the getopt library function familiar to C programmers. It permits 
passing and concatenating multiple options T621 and associated arguments to a script (for example 

scriptname -abc -e /usr/local). 



The getopts construct uses two implicit variables. $OPTIND is the argument pointer ( OPTion INDex ) 
and $OPTARG (OPTion ARGument) the (optional) argument attached to an option. A colon following 
the option name in the declaration tags that option as having an associated argument. 

A getopts construct usually comes packaged in a while loop , which processes the options and 
arguments one at a time, then increments the implicit $OPTIND variable to point to the next. 

@ 

1 . The arguments passed from the command-line to the script must be preceded 
by a dash (-). It is the prefixed - that lets getopts recognize command-line 
arguments as options. In fact, getopts will not process arguments without the 
prefixed -, and will terminate option processing at the first argument 
encountered lacking them. 

2. The getopts template differs slightly from the standard while loop , in that it 
lacks condition brackets. 

3. The getopts construct is a highly functional replacement for the traditional 
getopt external command. 



while getopts abode :fg" Opt i oh 

# Initial declaration,. 

# a, b, c, d, e, f, and g are the options (flags) expected. 
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# The : after option 'e' shows it will have an argument passed with it. 
dc 

case $Option in 

a ) # Do something; with va riab ! e ' a 1 , 
b ) # Do something with variable 'b'. 

e) # Do something with , and also with $OPTARG, 

# whigia Ad; the associated argument passed with opti©& 'e'. 

g ) # Do something' With variable ’g’ . 

shift $ ( ($0PTIND - 1) ) 

# Move argument po-intep '%o next. 

# A 1 : thi s ,l;s. not nearly as complicated as : , .At looks 

Example 15-21. Using getopts to read the options/arguments passed to a script 

# ! /bin/bash 

# ex33.sh: Exercising getopts and OPTIND 

# gtilpt modified 10/09/03 at the suggestidW' Of BitjtGradwohl . 



# Here we observe how 'getopts' processes command-line argument® to scrip 

# The arguments are parsed as "optioJj^r* (flags) and associated arguments*,. 



# 

# 

# 

# 

# 

# 

# 

# 

# 

# 

# 

# 

# 

# 



Try .inVo1fi|ig this script with: 

'scriptname -mn ' 

'' Scriptname -oq qOpti'S^i' (qOpt : ob.-t'an be some arbitrary skiing . ) 
'scriptname -qXXX -r» 



'scriptname -qr ' 

- Unexpected 
'scriptname -q -r* 

- Unexpected re 
'scriptname -mnop -mnop ' 
(OPTIMO is untenable at. 



takes "r" as the argument to option 

same as above 
- Unexpected result 
stating where 'Sif. option came from.) 



"q" 



iff' ah opfcibh expects an argument ("flag:"), than it will grab 
+ whatever is next on the command-line. 



NO_ARGS=j|'. ' > 
E_OPTERROR=85 



if [ $# -eq "$NO_ARGS" ] # Script invoked witfi-j}© command-line args? 

echo "Usage: 'basename $0' options (-mnopqrs)" 
exit $E_OP TERROR # Exit and explain usage. 

# Usage: scriptname -options 

# Note: dash (-) necessary 



while getopts ":mnopq:rs" Option 



case $Option in 





) echo 


"Scenario 


#1: 


optior 


-m- [OPTljjS=$ (OPTIND } ] " ; ; 


yj£ 


o ) echo 


"Scenario 


#2: 


opt i or 


-$Option- [OPTIND=$ (OPTIND } ] 


p 


) echo 


"Scenario 


#3: 


optior 


i -p- [OPTTND=$ (OPTIND) ]"; ; 


q 


) echo 


"Scenario 


#4: 


optior 


i -q-\ 
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with argument \"$OPTARG\" [OPTIND=$ {OPTIND } ] " ; ; 

# Note that option ' q ' must have an associated argument, 

#+ otherwise it falls through to the default. 

t I s ) echo "Scenario #5: option -$Opt ion-" ; ; 

* ) echo "Unimplemented option chosen.";; # Default. 

shift $ ( ($OPTIND - 1) ) 

# Decrements the argument pointer so At points to next argument-. 

# $1 now references the first non-option item supplied on the command-line 

#+ on© m m 

exit $? 

# As BUd Gradwohl states, 

# "The getopts mechani;#® allows one to specify: scriptname -mnop -mnop 

#+ but there is no reliable way to differentiate what came 

#+ from where by using OPTIND." 

# There are, however, wo Jifejarounds • 



Script Behavior 
source, . (dot command) 

This command, when invoked from the command-line, executes a script. Within a script, a source 
file-name loads the fde file-name. Sourcing a fde (dot-command) imports code into the script, 
appending to the script (same effect as the #include directive in a C program). The net result is the 
same as if the "sourced" lines of code were physically present in the body of the script. This is useful 
in situations when multiple scripts use a common data file or function library. 



Example 15-22. "Including" a data file 



# ! /bin/bash 

# Note that this example must be invoked with bash, i.e., bash ex38.sh 
#+ hot sh ex38 . sh ! 

. data-file # Load a data?'.$!$le . 

# Same effect as "source data-file", but more portable, 

# The file "data-file" must be present in current working directory, 

#+ since it is referred to by its basen^ife. 

# Now, jet's reference some data fragi i that-^flille . 

echo "varlablel (iBjsbig data-f'iSte) = $va riablol " 
echo "variables (from data-file) = $variable3" 

"sum = $variable2 + $variable4" 
echo "SuRfc iff -ya:rAable2 + va£iable4 (fitbin data-file) = $sum" 
echo "messagel (from data-file): is \ " $messagel\ " " 

# Escaped quotes 
echo "message2 (from data-file) is \ " $message2\ " " 

print_message This is the message-print function in the data-file. 



ex i t $? 
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File data-f ile for Example 15-22 . above. Must be present in same directory. 



# This is a data file loaded by a script. 

# Files of %t$is type may contain.- • v&tiables Bp lunctiQns, etc. 

# It loads with a 'source' or '.' command from a shell script. 

# Let's initialize some variables. 

variablel=23 
variab i c2 4 74 
variableSM§: - 
variab: c4-97 

mossaqel "Greetings '£ rom *** i.4ne ^MlNENO *** of the data f i : c 1 " 
inessage2="Enough for now. Goodbye." 

print_message () 

{ # Echoes any message passed tdi'Jefc. 

if [ -z "$1" ] 

.return 1 # Er'Bgry A'# ' argument missing. 



until [ -z "$1" ] 

do # Step through arguments passed to function. 

echo -n "$1" # Echo args one at a Suppressing line feeds, 

echo -n " " # Insert spaces between words . 

shift # Next one. 

don^, 

echo 

return 0 

} 

If the sourced file is itself an executable script, then it will run, then return control to the script that 
called it. A sourced executable script may use a return for this purpose. 



Arguments may be (optionally) passed to the sourced file as positional parameters . 

source $i|£iename $argl arg2 

It is even possible for a script to source itself, though this does not seem to have any practical 
applications. 



Example 15-23. A (useless) script that sources itself 



#! /bin/bash 

# self-source . sh : a script souf'ding. itself "recursively." 

# From "Stupid Script Tricks," Volume II. 

MAXPASSCNT=1 0 0 # Maximum number of execution passes, 

echo -n "$pass_count " 

# At .■ gSlfgsSt executicr. pass,, this just echoes two blank spaces. 
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#+ since $pass_count stiiil uninitialized. 

Mi'%)ass_coua : t += 1" 

# Assumes the uninitialized variable Spass_coun.t 
#+ can be incremented the first time around. 

# Th i s works Kith Bash and pdksh ,. but: 

#+ it relies on non-portable (and possibly dangerous) behavior. 

# Better would be to initialize $pass_count to 0 before incrementing. 

while [ "$pass_count " -le $MAXPASSCNT ] 
do 

. $0 # £js:£ipt "sources" itself, rather than .caliiing itself. 

# ./$0 (which would be true recursion) doesn't work here. Why? 

# What occurs here •.$(31 not actually recurs’$o% 

#+ since the script effectively "expands" itself, i.e., 

#+ generates a new section pSl-pode 

#+ with each pass through the 'while' loop', 

# ijB^th each In line 20.. 

# 

# j§f« 'Coarse, the script interprets each newly 'sourced' "#!" ;l : #ae 
#+ as a comment, and not as the start of a new script. 

exit 0 # The net effect is counting from 1 to IOC . 

# Very impressive. 

# Exe^gifse: 

# 

# Write a script that uses this tpjS'k to ac^piily do something useful. 

Unconditionally terminates a script. T631 The exit command may optionally take an integer argument, 
which is returned to the shell as the exit status of the script. It is good practice to end all but the 
simplest scripts with an exit 0, indicating a successful run. 



i If a script terminates with an exit lacking an argument, the exit status of the script is 
the exit status of the last command executed in the script, not counting the exit. This is 
equivalent to an exit $?. 



0 An exit command may also be used to terminate a subshell . 

This shell builtin replaces the current process with a specified command. Normally, when the shell 
encounters a command, it forks off a child process to actually execute the command. Using the exec 
builtin, the shell does not fork, and the command exec's d replaces the shell. When used in a script, 
therefore, it forces an exit from the script when the exec'ed command terminates. T641 



Example 15-24. Effects of exec 



# ! /'bin /bash 

exec echo "Exi^^g \"$0\" at. .fine ‘^^tNENO. " # Exit from script here . 

# $LINENO is an internal Baste Variabifeytet to the line number it's oh. 

# 
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# The following lines 


never execute. 




echo "This echo fails 


to echo . " 




exit 99 


# This script wiEp 

# Check ex it -value 
#+ with an 'echo $?' 

# J§! will *r.ot * be 


not exit here. 

after script terminates 

99. 


Example 15-25. A script that exec's itself 



# ! /bin/bash 
# self-exec. sh 



# Note: Set permissions on this script tq. $|>5 or 

# then call it with . /self-exec . sh sh . /self-exec. sh. 

echo "This line appear# ONCE in the script, yet it keeps echoing." 
echo "The PID of this instance of the script is still $$." 

# Demonstrates that... a subshell is not forked off,. 

echo "==================== ctl-C to exit ====================" 

sleep 1 

exec $0 # Spawns another distance of this same script 

#+ that replaces the previous one. 

echo "This line will never echo!" # Why not? 

exit 99 # Will not exit here! 

# Exit code wil|. riot be 99! 

An exec also serves to reassign file descriptors . For example, exec <zzz-f ile replaces stdin 
with the file zzz-file. 

cxri The -exec option to find is not the same as the exec shell builtin. 

shopt 

This command permits changing shell options on the fly (see Example 25-1 and Example 25-2) . It 
often appears in the Bash startup files , but also has its uses in scripts. Needs version 2 or later of Bash. 



shopt -s cdspell 

# Allows miftb;fe- misspejililt#^ directory names with 'cd' 

# Option -s sets, -u unsets. 

cd /hpme # Oops! Mistyped '/home', 

pwd # /home 

# The shell corrected the misspelling. 

caller 

Putting a caller command inside a function echoes to stdout information about the caller of that 
function. 



# ! /biii/bash 

Itflaacti^fll () 
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# Inside 


function] 


■ 


caller o 

} 


# Tell 


me about, . ■ 


function! 


# Line 


9 of script. 


# 9 Siain test . sh 




# A 




Line number that the was called fjr'SSsi. 


# AAAA 
# 




Invoked from "main" part of script. 
Name of, .caij-jsiag script . 


caller 0 


# Has i 


10 ef fect because ■11;? s not Inside a . 



A caller command can also return caller information from a script sourced within another script. 
Analogous to a function, this is a "subroutine call." 

You may find this command useful in debugging. 

Commands 

true 

A command that returns a successful (zero) exit status , but does nothing else. 



bash$ true 
bash$ echo $? 

l a 



# Endless loop 

while tfue # alias for " : 

do 






operation-1 






# Need a way to break or 


it of loop 0 


r script will hang. 


done 







false 

A command that returns an unsuccessful exit status , but does nothing else. 



bash$ false 
bash$ echo $? 



# Testing "false" 
if false 

echo "false evaluates 


rheS" 1 " 


else 

echo "false evaluates 


V'falseV" 


fi. 

# false evaluates "false 




# Looping while "false" 


(null loop) 


while false 
do 

# The following code 


will not execute. 
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operation-1 
# Nothing happens! 

type [cmd] 

Similar to the which external command, type cmd identifies "cmd." Unlike which, type is a Bash 
builtin. The useful -a option to type identifies keywords and builtins, and also locates system 
commands with identical names. 



bash$ type * [ ' 

[ is a shell builtin 
bash$ type -a ' [ ' 

[ is a shell builtin 
[ is /usr/bAn/ t 



bash$ type type 

type is a shell builtin 



The type command can be useful for testing whether a certain command exists . 

hash [cmds] 

Records the path name of specified commands — in the shell hash table T651 — so the shell or script 
will not need to search the SPATH on subsequent calls to those commands. When hash is called with 
no arguments, it simply lists the commands that have been hashed. The -r option resets the hash 
table. 

bind 

The bind builtin displays or modifies readline f661 key bindings. 

help 

Gets a short usage summary of a shell builtin. This is the counterpart to whatis . but for builtins. The 
display of help information got a much-needed update in the version 4 release of Bash. 



bash$ help exit 
exit: ex^||' [n]jf ‘ . 

Exit the shell with a status of N. If N is omitted, the exit status 
•its tjiat: of the last command executed. 



15.1. Job Control Commands 



Certain of the following job control commands take a job identifier as an argument. See the table at end of the 
chapter. 

jobs 

Lists the jobs running in the background, giving the job number. Not as useful as gs. 



■ It is all too easy to confuse jobs and processes. Certain builtins. such as kill, disown, 
and wait accept either a job number or a process number as an argument. The fg, bg 
and jobs commands accept only a job number. 



bash$ sleep 100 & 

[ 1 ] 1384 
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bash § jobs 

[1]+ Running sleep 100 & 

" 1 " is the job number (jobs are maintained by the current shell). "1384" is the PIP or 
process ID number (processes are maintained by the system). To kill this job/process, 
either a kill %1 or a kill 1384 works. 

Thanks, S.C. 

disown 

Remove job(s) from the shell's table of active jobs. 

fg, bg 

The fg command switches a job running in the background into the foreground. The bg command 
restarts a suspended job, and runs it in the background. If no job number is specified, then the fg or bg 
command acts upon the currently running job. 

wait 

Suspend script execution until all jobs running in background have terminated, or until the job number 
or process ID specified as an option terminates. Returns the exit status of waited-for command. 

You may use the wait command to prevent a script from exiting before a background job finishes 
executing (this would create a dreaded orphan process') . 



Example 15-26. Waiting for a process to finish before proceeding 



#! /bin/bash 

ROOT_UID=0 # Only users with $UID 0 have root privileges . 

E_NOTROOT- 6 5 

E_NOPARAMS=66 

if [ n $UgS* -ne "$ROOTjgjjp" ] 

mmm 

echo "Must be root to run this script." 

# "Run along kid* -iJUs' s past yfeft'i bedtiiftgr. " 
exit $E_NOTROOT 



if [ -z "$1" ] 

echo "Usage: ' basename $0' ;)find-string" 
exit $E_NOPARAMS 



echo "Updating 'locate' database..." 

echo "Th|iS;.,:may take a while." 

updatedb /usr & # Must be run as root. 

# Qbli’t run the rest of the script uht-ij 'updatedb'- f. inished . 

# You want the the database updated before looking up the fild name. 

locate $1 

# Without the 'wait' command, in the worse case scenario, 

#+ the sgt|pt would exit while 'updatedb' was st|3jj ruftfe±flgf>' 

#+ leaving it as an orphan process. 
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exit. 0 

Optionally, wait can take a job identifier as an argument, for example, wait%l or wait $PPID. 
r671 See the iob id table . 



\ Within a script, running a command in the background with an ampersand (&) may cause the script to har 
ENTER is hit. This seems to occur with commands that write to stdout. It can be a major annoyance. 

# ! /bin/bash 
# test.sh 



Is -1 & 
echo "Done." 



bash$ ./test.sh 






[bozoilocaihost test-s 


:cripts ] $ tota 1 1 




-rwxr-xr-x 1 bozo 


bozo 


34 Oct 11 J;j|:09 test.sh 



As Walter Brameld XV explains it : 

As far as I can tell, such scripts don't actually hang. It ju 
seems that they do because the background command writes text 
the console after the prompt. The user gets the impression th 
the prompt was never displayed. Here's the sequence of events 

1. Script launches background command. 

2. Script exits. 

3. Shell displays the prompt. 

4 . Background command continues running and writing text to t 
console . 

5. Background command finishes. 

6. User doesn't see a prompt at the bottom of the output, thi 
is hanging. 

Placing a wait after the background command seems to remedy this. 



#! /bin/bash 
# test.sh 

Is -1 & 
echo "Done." 
wait 

bash$ ./test.sh 

[bozo@localhost test-scripts] $ total 1 

-rwxr—xr-x -'jjp; bo|^ bozo 34 0<e|£ 11 15:09 test.iJt 



Redirecting the output of the command to a file or even to /dev/null also takes care of this problem. 

suspend 

This has a similar effect to Control-Z, but it suspends the shell (the shell’s parent process should 
resume it at an appropriate time). 
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logout 

Exit a login shell, optionally specifying an exit status . 

times 

Gives statistics on the system time elapsed when executing commands, in the following form: 

[omO .020s OmO . 020s | 

This capability is of relatively limited value, since it is not common to profile and benchmark shell 
scripts. 

kill 

Forcibly terminate a process by sending it an appropriate terminate signal (see Example 17-6) . 



Example 15-27. A script that kills itself 



#! /bin/bash 

# self-desta^igit . sh 

kill $$ # Script kills its own process here. 

# Recall that "$$" is the script's PID. 

echo "This line will not echo." 

# Instead, the shell sends a "Terminated" message up scdout. 

exit 0 # Normal exit? No! 

# After this script t@dm£S&.tes prematurely, 

#+ what exit status does it return? 

# 

# sh self-destruct . ah 

# echo $?' 

# 143 

# 

# 143 = 128 + 15 

# TERM signal 



V kill -1 lists all the signals (as does the fde /usr/include/asm/signal .h). 

A kill -9 is a sure kill, which will usually terminate a process that stubbornly 
refuses to die with a plain kill. Sometimes, a kill -15 works. A zombie process, 
that is, a child process that has terminated, but that the parent process has not (yet) 
killed, cannot be killed by a logged-on user — you can't kill something that is already 
dead - but init will generally clean it up sooner or later. 

killall 

The killall command kills a running process by name, rather than by process ID . If there are multiple 
instances of a particular command running, then doing a killall on that command will terminate them 
all. 

d 'This refers to the killall command in /usr/bin, not the killall script in 

/etc/rc . d/ init . d. 

command 

The command directive disables aliases and functions for the command immediately following it. 



bash$ command Is 
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I/? ' This is one of three shell directives that effect script command processing. The others 
are builtin and enable . 

builtin 

Invoking builtin BUILTIN_COMMAND runs the command BUILTIN_COMMAND as a shell 
builtin . temporarily disabling both functions and external system commands with the same name. 

enable 

This either enables or disables a shell builtin command. As an example, enable -n kill disables 
the shell builtin kill, so that when Bash subsequently encounters kill, it invokes the external command 

/bin/kill. 

The -a option to enable lists all the shell builtins, indicating whether or not they are enabled. The -f 
filename option lets enable load a builtin as a shared library (DLL) module from a properly 
compiled object file. [681. 

autoload 

This is a port to Bash of the ksh autoloader. With autoload in place, a function with an autoload 
declaration will load from an external file at its first invocation. T691 This saves system resources. 

Note that autoload is not a part of the core Bash installation. It needs to be loaded in with enable 
-f (see above). 



Table 15-1. Job identifiers 



Notation 


Meaning 


%N 


Job number [N] 


is 


Invocation (command-line) of job begins with string S 


%?s 


Invocation (command-line) of job contains within it string S 


%% 


"current" job (last job stopped in foreground or started in background) 


%+ 


"current" job (last job stopped in foreground or started in background) 


%- 


Last job 


$ ! 


Last background process 
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Commands 



Standard UNIX commands make shell scripts more versatile. The power of scripts comes from coupling 
system commands and shell directives with simple programming constructs. 



16.1. Basic Commands 

The first commands a novice learns 
Is 

The basic file "list" command. It is all too easy to underestimate the power of this humble command. 
For example, using the -R, recursive option, Is provides a tree-like listing of a directory structure. 
Other useful options are -S, sort listing by file size, -t, sort by file modification time, -v, sort by 
(numerical) version numbers embedded in the filenames, f701 -b, show escape characters, and -i, 
show file inodes (see Example 16-4) . 



bash$ 


Is -1 

r-r— 1 


bozo bozo 0 


Sep 14 : 


L8:44 chapterl0.txt 


-rw-r 


w-r— 


L bozo 


bozo ( 


1 Sep 


14 


18:44 


chapter 11 . txt 


-rw-r 


w-r — 


L bozo 


bozo ( 


3 Sep 


14 


18:44 


chapter 12 . txt 


-rw-r 


w-r— 


L bozo 


bozo ( 


3 Sep 


14 


18:44 


chapter 1 .txt 


-rw-r 


w- r — 


L bozo 


bozo ( 


3 Sep 


3 4 


18:44 


chapter? .lx: 


-rw-r 


w-r— 


L bozo 


bozo ( 


3 Sep 


14 


18:44 


chapter3 .txt 


-rw-r 


w- r— 


L bozo 


bozo ( 


3 Sep 


14 


18:49 


Chapter_headings . txt 


-rw-r 


:w-r— 


L bozo 


bozo ( 


3 Sep 


14 


18:49 


Preface.txt 


bash$ 

total 


Is -lv 

0 


L bozo 


bozo ( 


3 Sep 


14 


18:49 


Chapter_headings . txt 


-rw-r 


w-r — 


L bozo 


bozo ( 


3 Sep 


14 


18:49 


Pro face. txt. 


-rw-r 


w-r— 


L bozo 


bozo ( 


3 Sep 


14 


18:44 


Chapter 1 .txt 


-rw-r 


w-r— 


L bozo 


bozo ( 


3 Sep 


14 


18:44 


chapter2 .txt 


-rw-r 


w-b~i» ; 


L bozo 


bozo ( 


3 Sep 


14 


18:44 


cfeapLer3 .txt 


-rw-r 


w-r— 


L bozo 


bozo ( 


3 Sep 


14 


18:44 


chapterlO . txt 


-rw-r 


w-r — - 


L bozo 


bozo ( 


3 Sep 


14 


18:44' 


chapter 11 . txt 


-rw-r 


w-r— 


L bozo 


bozo ( 


3 Sep 


14 


18:44 


chapterl2 . txt 



\ i The Is command returns a non-zero exit status when attempting to list a non-existent 
file. 



bash$ Is abc 

Is: abc: No such fil^h^r directory 



bash$ echo $? 



Example 16-1. Using Is to create a table of contents for burning a CDR disk 
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#! /bin/bash 

# ex4 0.sh (JfUtn-cd. sh) 

# Script to automate burning a CDR. 



SPEED=10 # May use higher speedlfip your hardware supports; it. 

IMAGEFILE=cdimage . iso 

CONTENTSFILE=contents 

# DEVICE=/dev/cdrom For older versions of cdrecord 

DEVICE-"!, 0, 0" 

DEFAULTDIR=/opt # This is the' directory containing the data to be burned. 

# Make sure it exists. 

# Exercise: Add a test for this. 

# Uses Joerg Schilling's "cdrecord" package: 

# http : / /www. fbigtis . fhg.de/usr/ schilling/ cdrecord. htsil 

# tfeJCfl; s cfiMpt : nvc.kcd as an ordi nary user, may need to sui d cdrecord 
#+ chmod u+s /usr/bin/cdrecord, as root. 

# 1$# cotit^e, this creates a segUfiiy hole, though a relatively at-hor one. 

if [ -z "$1" ] 
then 

IMAGE_DIRECTORY=$DEFAULTDIR 

# Default directory, if not specified on command-line, 
else 

IMAGE_DIRECTORY=$l 



# Create a "table of contents" file. 

Is -1RF $IMAGE_D I RECTORY > $IMAGE_DIRECTORY/$CONTENTSFILE 

# The "1" option gives a " Ighijff '.iftXo listing. 

# The "R" option makes the listing recursive. 

# The "F" option marks the file types (ditedt'df'Jr'eS get a tS|^i;4.ng /) . 
echo "Creating table of contents." 

# Create an image file preparatory to burning it onto the CDRl 
mkisof's- -h -p STYAGEFTTE $ I MAGE_D I RE C T ORY 

echo "Creating ISO9660 file system image ($IMAGEFILE) ." 

# Burn the CDR. 

echo "Burning the disk . " 

echo "Please be patient, this will take a while." 
w^diiS »v -isosize dev=$DEVICE $IMAGEFILE 

# In newer Linux distros, the "wodiht* utility assumes the 
#+ functionality of "cdrecord." 

exitcode=$? 

echo "Exit code = $exitcode" 
exit $exitcode 

cat, tac 

cat, an acronym for concatenate, lists a file to stdout. When combined with redirection (> or »), it 
is commonly used to concatenate files. 



# Uses of 'cat' 

■SdmEliJjfename # :Lists the file. 

. 1 SXile . 2 file . 3 > file. 123 # Combines three files into one. 

The -n option to cat inserts consecutive numbers before all lines of the target file(s). The -b option 
numbers only the non-blank lines. The -v option echoes nonprintable characters, using A notation. 
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The -s option squeezes multiple consecutive blank lines into a single blank line. 



See also Example 16-28 and Example 16-24 . 

9 In a pipe , it may be more efficient to redirect the st din to a file, rather than to cat 
■ ' the file. 



'Bat IffEjjlename | ijji; .a-z A— Z 

tr a-z A-Z <(|p|lename # Same effect*- 3paf. starts one less process, 

#+ and also dispenses with the pipe, 
tac, is the inverse of cat, listing a file backwards from its end. 

reverses each line of a file, and outputs to stdout. This does not have the same effect as tac, as it 
preserves the order of the lines, but flips each one around (mirror image). 



bash$ cat filel.txt 

3?his is line 1. 

This is line 2. 



bash$ tac filel.txt 

This is line 2. 

This : s line 1. 



bash$ rev filel.txt 

.1 or. it si sihT 
.2 enil si sihT 



This is the file copy command, cp filel file2 copies f ilel to f ile2, overwriting f ile2 if 
it already exists (see Example 16-61 . 

1 J Particularly useful are the -a archive flag (for copying an entire directory tree), the 
-u update flag (which prevents overwriting identically-named newer files), and the 
-r and -R recursive flags. 



cp -u source_dir/* dest_dir 
# "Synchronize" dest_dir to source_dir 

#+ by copying over all newer and not previously ox 1 Sting files . 

This is the file move command. It is equivalent to a combination of cp and rm. It may be used to 
move multiple files to a directory, or even to rename a directory. For some examples of using mv in a 
script, see Example 10-11 and Example A-2 . 

© When used in a non-interactive script, mv takes the - f (force) option to bypass user 
input. 

When a directory is moved to a preexisting directory, it becomes a subdirectory of the 
destination directory. 



bash$ mv source_directory target_directory 
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bash$ Is -IF target_directory 

total 1 

drwxrwxr-x 2 bozo bozo J.024 May 28 19:20 source_directory/ 



Delete (remove) a file or files. The -f option forces removal of even readonly files, and is useful for 
bypassing user input in a script. 

® 

The rm command will, by itself, fail to remove filenames beginning with a dash. 

Why? Because rm sees a dash-prefixed filename as an option. 



bash$ rm -badname 

invalid option — b 

Try ' rm — help 1 _Jl&:f_§tore inf ormatibO»_ _ _ _ _ _ _ 

One clever workaround is to precede the filename with a " - " (the end-of-options 
flag). 

|bash$ rm — -badname | 

Another method to is to preface the filename to be removed with a dot-slash . 

|bash$ rm . /-badname J 



When used with the recursive flag -r, this command removes files all the way down 
the directory tree from the current directory. A careless rm -rf * can wipe out a big 
chu nk of a directory structure. 

rmdir 

Remove directory. The directory must be empty of all files — including "invisible" dotfiles f711 - for 
this command to succeed. 

mkdir 

Make directory, creates a new directory. For example, mkdir -p 

pro ject/programs/December creates the named directory. The -p option automatically 
creates any necessary parent directories. 

chmod 

Changes the attributes of an existing file or directory (see Example 15- 141 . 



chmod -x filename 

# Makes "filename" executable for all users, 
chmod u+s filename 

# Sets "suid" bit on "filename" permissions. 

# An ordinary user may execute "filename" with same privileges as the file's owner. 

# (This does not apply to shell scripts.) 



chmod 644 filename 

# Makes "filename" readable/writable to owner, readable to others 
#+ (octal mode) . 

chmod 444 filename 

# Makes "filename" read-only for al^l, . 

# Modifying the file (for example, with a text editor) 

#+ not allowed for a user who does not own the file (except for root), 
#+ and even the file owner masti^&rce a file-save 
#+ if she modifies the file. 
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# Same restrictions apply for deleting the file. 



chmod 1.7'?7 directory-name 

# Gives everyone read, write, and exefis&e permis s i on in directory, 

#+ however also sots the "sticky bit". 

# This means that QP'ly the owner Of the directory, 

#+ owner of the file, and, 0„f cot rsc, root 

# + can delete any parSlldy&r file in that, ^rectory. 

chmod l>Slj.- directory-name 

# Gives everyone execute-only permission in a directory. 

# .This means that you can. execute and READ the 'files 4n that d i rectory 
#+ (execute permission necessarily includes read permission 

#+ because you can't execute $ fiift without beijSgf able to read it) . 

# But you can't list the files or search for them with the "find" command. 

# These restrictions do not apply to root . 

chmod 000 directory-name 

# No permissions at all for that directory. 

# Can't read. White, or execute J41es^S§|.4k • 

# Can't even list files in it or "cd" to it. 

# But, you can rename (mv) the directory 
#+ Or delete' it (rmdir) if it is empty. 

# You can even symlinfe to . jff.i J e s in the directory, 

#+ but you can't read, write, or execute the symlinks. 

# These restrictions do not apply to root . 

chattr 

Change file attributes. This is analogous to chmod above, but with different options and a different 
invocation syntax, and it works only on ext2/ext3 filesystems. 

One particularly interesting chattr option is i. A chattr +i filename marks the file as immutable. 
The file cannot be modified, linked to, or deleted, not even by root. This file attribute can be set or 
removed only by root. In a similar fashion, the a option marks the file as append only. 



root# chattr +i filel.txt 
root. » rm filel.txt 

rm: remove write-protected regulai^-^le 'filel.txt'? y 
rm: cannot remove 'filel.txt': Operation not permitted 



If a file has the s (secure) attribute set, then when it is deleted its block is overwritten with binary 
zeroes. f721 

If a file has the u (undelete) attribute set, then when it is deleted, its contents can still be retrieved 
(undeleted). 

If a file has the c (compress) attribute set, then it will automatically be compressed on writes to disk, 
and uncompressed on reads. 

k-j? u The file attributes set with chattr do not show in a file listing (Is -1). 

In 

Creates links to pre-existings files. A "link" is a reference to a file, an alternate name for it. The In 
command permits referencing the linked file by more than one name and is a superior alternative to 
aliasing (see Example 4-6) . 
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The In creates only a reference, a pointer to the file only a few bytes in size. 



The In command is most often used with the -s, symbolic or "soft" link flag. Advantages of using the 
-s flag are that it permits linking across file systems or to directories. 

The syntax of the command is a bit tricky. For example: In -s oldf ile newf ile links the 
previously existing oldf ile to the newly created link, newf ile. 

J]> If a file named newf ile has previously existed, an error message will result. 



Which type of link to use? 

As John Macdonald explains it: 

Both of these [types of links] provide a certain measure of dual reference — if you edit the contents 
of the file using any name, your changes will affect both the original name and either a hard or soft 
new name. The differences between them occurs when you work at a higher level. The advantage of 
a hard link is that the new name is totally independent of the old name — if you remove or rename 
the old name, that does not affect the hard link, which continues to point to the data while it would 
leave a soft link hanging pointing to the old name which is no longer there. The advantage of a soft 
li nk is that it can refer to a different file system (since it is just a reference to a file name, not to 
actual data). And, unlike a hard link, a symbolic link can refer to a directory. 



Links give the ability to invoke a script (or any other type of executable) with multiple names, and 
having that script behave according to how it was invoked. 



Example 16-2. Hello or Good-bye 



# ! /bin/bash 

# hello. sh: Saying "hello" or "goodbye" 

#+ depending on how script is invoked. 

# Make a link in current working directory ($PWD) to this script: 

# In -s hello. sh goodbye 

# Now, try invoking this script both ways: 

# . /hello. sh 

# ./goodbye 



BILLO_CALL=65 

GOODBYE_CALL=66 

if [ $0 = "./goodbye" ] 
then 

echo "Good-bye!" 

# Some: other goodbye-type commands, as appropriate, 
exit $ GOODBYE_CALL 



echo "Hello!" 

# Spas other hello-type commands, as appropriate, 
exit $HELLO_CAi»X> 
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man, info 

These commands access the manual and information pages on system commands and installed 
utilities. When available, the info pages usually contain more detailed descriptions than do the man 
pages. 

There have been various attempts at "automating" the writing of man pages. For a script that makes a 
tentative first step in that direction, see Example A-39 . 



16.2. Complex Commands 

Commands for more advanced users 
find 



-exec COMMAND \; 

Carries out COMMAND on each file that find matches. The command sequence terminates with ; (the 
is escaped to make certain the shell passes it to find literally, without interpreting it as a special 
character). 



bash$ find ~/ -name '*.txt' 

/home/bozo/ . kde/ share/ apps/karm/karmdata . txt 
/home/bozo./misc/irmeyc . txt 
/bOpe/bozo/test-scfi|tts/l .txt 



If COMMAND contains { }, then find substitutes the full path name of the selected file for "{ }". 



find -/ -name 'core*' -exec rm {} \; 

# Removes all core dump files from user Is hope direct QSrjk. 
find /'r.or.c/'ooy.o / projects -mtime -1 

# A Note minus sign! 

# 'jSpisfes all ip /home/bczc/p rejects directory tree 

#+ that were modified within the last day (current_day - 1) . 

# 

find /boise/bozo/pro jests -mtime 1 

# Same as above, but modified *exactly* one day ago. 

# 

# mtime = laejt ^dAftfcatioa time of the target :jSi.|Le 

# ctime = last status change tripe (via 'chmod' or otherwise) 

# atime = last Recess time 

DlR=/home/bozo/ juryOCiles 

find " $DIR" -type f -afipp 45 -exec rm (} \; 

# 

# Curly brackets are placeholder for the path name output by "find." 

# 

# Deletes all files in "/home/bozo/ junk_files" 

#+ thalt have not been accessed *at leasj^h days (plus slfft' ... +5). 

# 

# "-type filetype", where 

# f = regular file 

# d = d:|^eto : iry 

# 1 = symbolic link, etc. 
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# 

# (The manpage and page have ^fSpldte opttd^^-g%ings . ) 



find /etc -exec grep ' [0-9] [0-9] * [ . ] [0-9] [0-9] * [ . ] [0-9] [0-9] * [ . ] [0-9] [0-9] * ' (} \ 

# Finds a 1 •• lit 3 addresses (xxx.xxx.xxx.xxx) .||S /etc directory files. 

# There a few extraneous hits. Can they be filtered out? 

# Possibly by: 

find /etc -type f -exec cat '{}' \; I tr -c '.[: digit:]' '\n' \ 

I grep ' A r .] r .] *\ .[" .][-.] *\ . r .] r .] *\ .[" .][-.]*$ ' 

# 

# [: digit:] is one of the character classes 
#+ introduced with the POSIX 1003.2 standard. 

# Thanks, Stephane Chazelas. 

© The -exec option to find should not be confused with the exec shell builtin. 

Example 16-3. Badname, eliminate file names in current directory containing bad characters 
and whitesnace . 



# ! /bin /bash 

# badname. sh 

# Delete»3ff|lenames to cut-rent directory contatotof bad characters. 

filename to- * 
do 

badname=' echo "$f it eraro" | sed -n / [ \+\ { \; \"\\\=ti#h\ (\) \<\>\&\*\ I \$] /p' 

# badname=' echo "$filename" I sed -n 1 /[+{; "\=?~ ()<>&* | $] /p 1 ' also works. 

# Deletes files containing, these nasties : + {;"\ = ?~()<>&*|$ 

# 

rm $badname 2>/dev/ndlJ-'.' _ 

# aaaaaaaaaaa Error. '^ssages deep-sixed. 

# Now, take care of ''S§A3Les containing all maftnpf.'of whitespace, 
find . -name "* *" -exec rm -f {} \; 

# The path name of the pile that ^find_'i||ihds replaces the ?'{}". 

# The ' \ ’ ensures that the is interpreted literally, as end of command. 

exit & 

# 

# Commands below this line wfpa/lfeat execute because of _exit_ cbmffiaiad . 

# An alternative to the above script : 

find . -name '*[+{;" \\=?~ ()<>&* | $ ]*' -maxdepth 0 \ 

-exec rm -f ' { } ' \; 

# The "-maxdepth 0" option ensures that _find_ will not search 
#+ subdi rector i os below $pwd. 

# (Thanks, S.C.) 



Example 16-4. Deleting a file by its inode number 

# ! /bin/bash. 
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# idelete.sh: Delating a file by its inode number. 

# This is useful when a filename starts with an illegal character, 

#+ as ? or 

ARGCOUKT-1 # Filename arg r^Etgt be passed to script. . 

E_WRONGARGS=70 

E_F I LE_NOT_EX I S T= 7 1 

E_CHANGED_MIND=72 

if [ $# -ne " $ARGCOUNT" ] 

echo "Usage: 'basename $0' filename" 
exit $ E_WRON GARG S 
fi 

if [ ! -e "$1" ] 

echo "File \""$1"\" does not exist." 
exit $ E_F I LE_NOT_EX I S T 
fi 

inum=' Is -i | grep "$1" | awk '{print $1}'' 

# tiitim = inode (index node) numbey-^fc^ile 

# 

# Every #|5|.e has an/f^ode, a record, that holds its physical address 'jiff o . 

# 

echo; echo -n "Are you absolutely sure you want to delete \"$1\" (y/n) ? " 

# The 1 -v" opt i od ;b.c 'ns' also asks this, 
read answer 

case "Sar.swe r " ii€\ < 

[nN] ) echo "Changed your mind, huh?" 
exit $E_CHANGED_MIND 

*) ec^{ "Deleting file \"$1\".";; 
esac 

find . -inum $inum -exec rm { } \; 

# 

# Curly brackets are placeholder 

#+ for text output by "fi no . " 

echo *F® $ 1 " \ " deleted ! " 

exit 0 

The find command also works without the -exec option. 



# ! ^diin/bash 

# Find suid root files. 

# A strange suiddfile might indicate a seettlifey hole, 

#+ or even a system inftusiop;,* . ' 

directory="/usr/ sbin" 

# Might also try /sbin, /bin, /usr/bd#^ /usr/local/bin, etc. 
permissions="+4000" # gtiid root (dangerous!) 



"^directory" -perm "$permissjt'p^)s" ) 
do 

j (|ts, -ltF — author "$file" 
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See Example 16-30 . Example 3-4 . and Example 11-10 for scripts using find. Its manpage provides 
more detail on this complex and powerful command. 

xargs 

A filter for feeding arguments to a command, and also a tool for assembling the commands 
themselves. It breaks a data stream into small enough chunks for filters and commands to process. 
Consider it as a powerful replacement for backquotes . In situations where command substitution fails 
with a too many arguments error, substituting xargs often works. f731 Normally, xargs reads from 
stdin or from a pipe, but it can also be given the output of a file. 

The default command for xargs is echo . This means that input piped to xargs may have linefeeds and 
other whitespace characters stripped out. 



bash$ Is -1 
tgtai, 0 

-rw-rw-r — 1 bozo bozo $ -Jan 2 9 23:58 filel 

-rw-rw-r— 1 bozo bobo $ f&fe-29 23 : 58 -f4ie2 



bash$ Is -1 | xargs 

total 0 -rw-rw-r — 1 bozo bozo 0 Jan 29 23:58 filel -rw-rw-r — 1 bozo bozo 0 Jan... 



bash$ find -/mail -type f | xargs grep "Linux" 

. /misc :User-Agent : slrn/0.9.8.1 (Linux) 

. /sent -mail- jul-2005 : hosted by the Linux Documentation Project. 

. /sent-ffletil - jul-2005 : (Linux Documeitfca&iejh Pfbjieot Site*. jpg® VecSpn) 

. /sent -mail- jul-2005 : Subject:. CriticiSfn of Bozo's Windows/Linux article 
. /sent -Higil- jul-2005 : while menti£$£$9 that the Lirttlx ext2/ext3 f ilesystem 



Is | xargs -p -1 gzip gzips every file in current directory, one at a time, prompting before 
each operation. 



L£ri Note that xargs processes the arguments passed to it sequentially, one at a time. 



bash$ find /usr/bin | xargs file 

/usr/bin: directory 

/usr/bin/foomatic-ppd-options : perl script text executable 



j i An interesting xargs option is -n NN, which limits to NN the number of arguments 
passed. 



Is | xargs -n 8 echo lists the files in the current directory in 8 columns. 



© 



Another useful option is -0, in combination with find -printO or grep -1Z. 
This allows handling arguments containing whitespace or quotes. 



find / -type f -printO | xargs -0 grep -liwZ GUI | xargs 
-0 rm -f 
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grep -rliwZ GUI / | xargs -0 rm -f 

Either of the above will remove any file containing "GUI". (Thanks, S.C.) 
Or: 



cat /proc/"$pid"/"$OPTION" | xargs -0 echo 

# Formats outjSftt : 

# From Han 'loll ' s fixup of "get-commandline . sh" 
#+ script ig£$/dev and /prod" chapter. ^ 






The -P option to xargs permits running processes in parallel. This speeds up 
execution in a machine with a multicore CPU. 



#! /bin/bash 

Is *gif | xargs -t -nl -P2 gif2png 

# Converts all the gif, images; -isurreht directory to png. 

# Opt|aiss: 

# ====jH|= 

# -t command to stderr. 

# -nl At most 1 argument per command line. 

# -P2 Run up to 2 processes simu 1 tar.eous 1 y . 

# Thank you, Roberto Polli, for the inspiration . 



Example 16-5. Logfile: Using xargs to monitor system log 



# ! /bin/bash 

# Generates a log fijjl: .'it* .current directory 

# from thfe. tail end of /var/! oq/messagcs . 

# Note: /var/log/messages must be world readable 

# if this script invoked by an ordinary .laser . 

# #root chmod 644 /var/log/messages 

LINES=5 

( date; uname -a ) >>logfile 

# ■f.iftd- jand. machi no name 

echo >>logfile 

[— n $LINES /var/log/messages | xargs | >>logiil.fe 

echo >>logfile 
echo >> 1 og file 

exit .0 

# Note: 

# 

# As Frank Wang points out, 

#+ unmatched quotes (e : ther single or double quotes) in the source file 
#+ may give xargs indigestion. 

# 

# He suggests the following subst~S}iOtidh for ^ne 15: 

# tail -n $LINES /var/log/messages | tr -d | xargs | fmt -s >>logfile 
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# ExerciS© : 

# 

# Modi Qr tfeis script track changes ^^;/va;|^iog/messages at?, intervals 
#+ of 20 minutes. 

# ;SSnt: Use the "watch" command. 

As in find , a curly bracket pair serves as a placeholder for replacement text. 



Example 16-6. Copying files in current directory to another 



#! /bin/bash 

# copydir.sh 

# Copy (verbose) ail files directory ($PWD) 

#+ to directory specified on command-line. 

?._NCARGS— 85 

if [ -z "$1" ] # Exit if no argument given. 

echo "Usage: 'basename $0' directory-to-copy-to" 
exit $E_NOARGS 
fi 

Is . | xargs -i -t cp ./{} $1 

# AA AA 

# -t is "verbose" (output command-line to stderr) option,. 

# -i is "replace strings" option. 

# ( } is a placeholder fob Output text. 

# This is similar to the use of i? dte&iy-bracket- pair JSt, "f iijiS. " 

# 

# ®J^3fc.?the-‘ StileS .ifi 'current directory (Is .), 

#+ pass the output of "Is" as arguments to "xargs" (-i -t options) , 
#+ then copy (cp) these arguments ({}) to new directory ($1). 

# 

# The net result is the exact equivalent of 
#+ cp * $1 

#+ ifjSless any of the filenames has embedded "whitespace" characters, 
exit 0 



Example 16-7. Killing processes by name 



# ! /bin/bash 

# kill-byname . sh : Killing processes by name. 

# Compare tBis script with kill-process . sh . 

# F o r instanc e , 

#+ try ". /kill-byname . sh xterm" — 

#+ and watch all the xterms on your desktop disappear. 

# Waipljhg: 

# 

# litis .a fairly dangefoiis script. 

# Running it carelessly (especially as root) 
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#+ can cause data loss and other undesirable effects. 
E_B AD ARG S = 6 6 

if test -z "$1" # No command-line arg supplied? 

echo "Usage: ' basename $0' Process (es) _to_kill" 
exit $E_BADARGS 
fi 



PROCESS_NAME= " $ 1 " 

ps ax | grep "$PROCESS_NAME" | awk '{print $1} ' I xargs -i kill {} 2&>/dev/null 

# 

# 

# Notes: 

# -i is the "replace strings" opt ion to xargs. 

# The curly brackets are the placeholder for the replacement. 

# 2&>/dev/nulh Suppresses unwanted esgffiSe messages. 

# 

# Can grep "$PROCESS_NAME" be replaced by pidof "$PROCESS_NAME"? 

# 

exit $? 

# The "killall" command has the same effect as this script, 

#+ but using hot quite as educational . 



Example 16-8. Word frequency analysis using xargs 



# ! /bin /bash 




# wf2.sh: Crude word frequency analysis on a text file. 


# Uses 'xargs' to decompose lines of text into single words. 


# Compare this example to the "wf.sh" script, later on. 


# Check for input : 


file -011 command-! Lne. 


ARGS=1 




E_B AD ARG S = 8 5 




E_NOFILE=86 




if. [ $# -ne "$ARGS' 


" ] 


# Correct number o: 


f arguments passed to script? 


then 




echo "Usage: 'basename $0' filename" 


exit $E_BADARGS 




fi 




if [ ! -f "$1" ] 


# Does file exist? 


then 




echo "File \"$1V 


" does not exist . " 


exit $E_NOFILE 




fi 




##################################################### 


" I xargs -i 


II 1 \ 


# List the file, < 


one word per line. 
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tr A-Z a-z | A 

# Shift characters lowercase . 

sed ~e ' s/\ . //g ' -e 's/\,//g' -e 's/ /\ 

/g' l\; 

# Filter out periods and commas, and 

#+ change space between words linefeed, 

# Fishily remove duplicates, prefix o^S'rren.ce count 
#+ and sort .-numerically. 

##################################################### 

# This does the same 1 Job as the "wf.sh" example, 

#+ but a bit more ponderously, and it runs more slowly (why?) . 

exit $? 

expr 

All-purpose expression evaluator: Concatenates and evaluates the arguments according to the 
operation given (arguments must be separated by spaces). Operations may be arithmetic, comparison, 
string, or logical. 

expr 3+5 
returns 8 
expr 5 % 3 
returns 2 
expr 1/0 

returns the error message, expr: division by zero 

Illegal arithmetic operations not allowed. 

expr 5 \* 3 

returns 15 

The multiplication operator must be escaped when used in an arithmetic expression with 
expr. 

y='expr $y + 1' 

Increment a variable, with the same effect as let y=y+l and y=$ ( ( $y+l ) ) . This is an 
example of arithmetic expansion . 
z='expr substr $string $position $length' 

Extract substring of $length characters, starting at Sposition. 

Example 16-9. Using expr 



# ! /fthn/bash 

# Demonstrating some of the uses of 'expr 1 

# Jgj- — „ 

# Arithmetic Operators 

# 

echo "Arithmetic Operators" 

a='expr 5+3' 
echo "S' + 3 = $a" 
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a='expr $a + 1' 
ec’no 

echo "a + 1 = $a" 

echo " ( i ncrerr.ersting. a variable) " 

a='expr 5 % 3' 

# modulo 

echo "‘5 ;»<sd 3 = $a" 

# Logical Operators 

# 

# Returns 1 if true, 0 if false, 

#+ opposite of normal Bash convention. 

echo "Logical Operators" 

x=24 

y=25 

b='expr $x = $y' # Test equality, 

echo "b = $b" #0 ( $x -ne $y ) 



b-' expr $a \> 10' 

echo ’b='expr $a \> Ip 1 ', therefore . . . ’ 

echo "If a > 10, b = 0 (false) " 

echo "b = $b" #0(3! -gt *8 ) 

echo 

b=' expr $a \< 10' 

echo "If a < 10, b = 1 (true)" 

echo "b = $b" #1 ( 3 -It 10 ) 

# Note escaping of operators, 

b='expr $a \<= 3' 

echo "If a <= 3, b = 1 (true)" 

echo "b = $b" #1 ( 3 -le 3 ) 

# There is also a "\>=" operator (greater than or equal to) . 






# String Operators 

# 

echo "String Operators" 
a=1234 zipper4 323l 

echo "The string beih^ operated upon is \"$a\"." 
# length: length of s L itih g 
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b='expr length $a' 

echo "Length of \"$a\" is $b." 

# index: position -of first character in substring 

# that matches a character in string 
b=' expr index $a 23' 

echo “Numerical position of first \"2\" in ||I$a\" is \"$b\"." 

# substr: extract substring, starting position & length specified 
b=' expr substr |a 2 6' 

echo "Substring of \"$a\", starting at position 2,\ 
and 6 chars long is \"$b\"." 



# The default behavior fif the 'match' operations is to 

#+ search for the specified match at the BEGINNING <©(' the string. 

# 

# Us! ng Regular Expressions . . . 

b='expr match "$a" ' [ 0— 9 ] * ’ ' # Numerical count, 

echo Number of digits at the beginning qfc \"$a\" is $b. 

b='expr match "$a" 1 \ ( [0-9] *\) 1 ' # Note that escaped parentheses 

# == = #+ tirigger substring match, 

echo "The digits at the beginning of \"$a\" are \"$b\"." 

echo 

exit 0 



f ) The : (null) operator can substitute for match. For example, b= ' expr $ a : [ 0 - 9 ] * ' is 
the exact equivalent of b= ' expr match $a [ 0- 9 ] * ' in the above listing. 



# ! /bin/bash 



echo "String operations using V’expr \$string : \" eottstruct" 



a=1234zipperSFLIPPER43231 



echo "The string being operated upon is V'expr "$a" 
# Escaped parentheses grouping operator. 



Escaped parentheses 
match a substring 






# If no escaped parentheses . . . 

#+ then 'expr' converts the string operand to an integer. 

echo "Length of \"$a\" is 'expr "$a" : # Length of string 

echo "Number of digits at the beginning of \"$a\" is 'expr "$a" : 'fO-9]* 1 '." 



echo 

echo "The digits at the beginning of \"$a\" are 'expr "$a" : ' \ ( [ 0-9] *\ ) ' ' . " 
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echo "The first 7 characters of \"$a\" are ' expr "$a" : ’\( 

# AgaJii^, escaped parentheses? J|rce a substring match. 

echo "The last 7 characters |Ht(\"$a\" are 'expr "$a" : '.*\( X) 1 '." 

# end of string operator AA 



# (In fact* means skip over one or more of any characters unt^t. ^specified 
#+ substring found.) 

echo 

exit 



The above script illustrates how expr uses the escaped parentheses — \( ... \) - grouping operator in tandem 
with regular expression parsing to match a substring. Here is a another example, this time from "real life." 



# Strip the whitespace from the beginning and end. 

LRFDATE=' expr " $LRFDATE" : 1 [[: space :]] *\ (. *\ )[[: space :]]*$ 1 ' 

# From Peter Knowles' "booklistgen . sh" script 

#+ for Converting files to Sony T. i.br.: e/FRS-bCX format. 

# (http: / /booklistgensh.peterknowles.cqm) 

Perl , sed . and awk have far superior string parsing facilities. A short sed or awk "subroutine" within a script 
(see Section 36.21 is an attractive alternative to expr. 

See Section 10.1 for more on using expr in string operations. 



16.3. Time / Date Commands 

Time/date and timing 
date 

Simply invoked, date prints the date and time to stdout. Where this command gets interesting is in 
its formatting and parsing options. 



Example 16-10. Using date 



# ! /bin /bash 

# Exercising the 'date' command 

echo "The number of days since the year's beginning is 'date +%j'." 

# Needs a leading 1 + 1 bo .invoke format ting. 

# %j gives day of year. 

echo "The number of seconds elapsed since 01/01/5.^0 is 'date +%s'." 

# %s yields number of seconds since "UNIX epoch" began, 

#+ but how is this useful? 

pref ix=temp 

suf fix=$ (date +%s) # The "+%s" option to ’ date ’ is GNU-sped||Pic . 

f ilename=$pref ix . $ suf fix 

echo "Temporary' filename = $|pi|sename" 

# It's great for creating "unique and random" temp filenames, 

#+ even better than '■gding $$. 
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# Read the 'date' man page for. more 'formatti'ng cpt : 6ns . 



ex it 0 




# date-calc. sh 

# Author: Nathan Coulter 

# Used in ABS Guide with permission (thanks!). 

MPHR=60 # Minutes per hour. 

KPD-24' # Hours per day. 

d i ?f () { 

printf '%s' $(( $ (date -u -d" $ TARGET" +%s) - 
$ (date -u -d " $ CURRENT " +%s) ) ) 

# %d = day of month. 

} 



CURRENT=$ (date -u -d '2007-09-01 17:30:24' ' +%F %T.%N %Z ' ) 

TARGET=$ (date -u -d' 2007-12-25 12:30:00' ' +%F %T . %N %Z') 

# %F = full date, %T = %H: %M: %S, %N = nanoseconds, %Z = time zone. 

printf ' \nln 2007, %s ' \ 

"$ (date -d" $CURRENT + 

$(( $ (dif f ) / $MPHR /$MPHR /$HPD / 2 )) days" ' +%d %B')" 

# %B = name of month A ha 1 f wa y 

printf 'was halfway between %s ' "$ (date - d " $ CURRENT " '+%d %B ' ) " 
prifttf 'and %s\n' "$(date -d"$TARGET" ' +%d %B')" 

pftlitf *■'' \nOn %s at %s, there were\n' \ 

$ (date -u -d " $ CURRENT " +%F) $ (date -u -d" $ CURRENT" +%T) 
DAYS=$ ( ( $ (diff ) / $MPHR / $MPHR / $HPD ) ) 

CURRENT=$ (date -d" $CURRENT +$DAYS days" '+%F %T.%N %Z ' ) 

H0URS=$ ( ( $ (diff) / $MPHR / $MPHR ) ) 

CURRENT=$ (date -d" $CURRENT +$HOURS hours" '+%F %T.%N %Z ' ) 
kfNUTES=$ ( ( $ ^i-ff) / $MPHR ) ) 

CURRENT=$ (date -d" $CURRENT +$MINUTES minutes" '+%F %T.%N %Z ' ) 

*%s days, %s hours, ' "$DAYS" "$HOURS" 
printf '%s minutes, and %s seconds ' "$MINUTES" "$(diff)" 

'ptfthtf 'until ChristtMi'S Dinner !\n\n' 

# Exercise : 

# 

# Rewrite the diff, () ftpctio® to accept passed parameters. 
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#+ rather than using global variables. 

The date command has quite a number of output options. For example %N gives the nanosecond 
portion of the current time. One interesting use for this is to generate random integers. 



date +%N | sed -e 's/000$//' -e 's/ A C//'- 

# Stfaip off leading and zeroes, Jjftipresent . 

# Length of generated integer depends gsi 
#+ how many zeroes stripped off. 

# 11528lfi#. 

# 634087®: 

# 394504284 

There are many more options (try man date). 



date +%j 

# Echoes day of the year (days elapsed since January 1) . 
date +%k%M 

# Echoes hoiif arid mfynate in 24-hour £#finat, as a. slfifflJLe digit string. 



# The ' TZ' parameter permit;# overrjdtfitj- the defaa$3S| time zone, 

date # Mon Mar 28 21:42:16 MST 200$:’^“' 

TZrFST date # Mon Mar 28 23:42 : 3 6 ESI 2005 

# Thanks, Frank Kannemann and Pete Sjoberg, for the tip. 



SixDaysAgo=$ (date — date='6 days ago') 

OneMonthAgo=$ (date — date*Al month ago') # Four weeks back (not a month!) 
OneYearAgo=$ (date — date='l year ago') 

See also Example 3-4 and Example A-43 . 

zdump 

Time zone dump: echoes the time in a specified time zone. 



bash$ zdump EST 

EST Tue Sep 18 22:09:22 2oiKt..'E§'R 



Outputs verbose timing statistics for executing a command, 
time Is -1 / gives something like this: 



real OmO.OSVs 
user 0m0.004s 

sys OmO .005s 



See also the very similar times command in the previous section. 



© As of version 2.0 of Bash, time became a shell reserved word, with slightly altered 
behavior in a pipeline. 

touch 

Utility for updating access/modification times of a file to current system time or other specified time, 
but also useful for creating a new file. The command touch zzz will create a new file of zero 
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length, named zzz, assuming that z z z did not previously exist. Time-stamping empty files in this 
way is useful for storing date information, for example in keeping track of modification times on a 
project. 



© The touch command is equivalent to : >> newfileor» newfile (for 
ordinary files). 



© 



Before doing a cp -u ( copy/update ), use touch to update the time stamp of files you 
don't wish overwritten. 



As an example, if the directory /home/bozo/tax_audit contains the files 
spreadsheet-05160 6 . data, spreadsheet-051706 . data, and 
spreadsheet-05180 6 . data, then doing a touch spreadsheet*. data will protect 
these files from being overwritten by files with the same names during a cp -u 

/home/bozo/financial_info/spreadsheet*data/home/bozo/tax_audit. 

The at job control command executes a given set of commands at a specified time. Superficially, it 
resembles cron , however, at is chiefly useful for one-time execution of a command set. 



at 2pm January 15 prompts for a set of commands to execute at that time. These commands 
should be shell-script compatible, since, for all practical purposes, the user is typing in an executable 
shell script a line at a time. Input terminates with a Ctl-D . 



Using either the -f option or input redirection (<), at reads a command list from a file. This file is an 
executable shell script, though it should, of course, be non-interactive. Particularly clever is including 
the run-parts command in the file to execute a different set of scripts. 



bash$ at 2:30 am Friday < at- jobs. list 

job 2 at 2000-10-27 02:30 



batch 

The batch job control command is similar to at, but it runs a command list when the system load 
drops below . 8. Like at, it can read commands from a file with the -f option. 



The concept of batch processing dates back to the era of mainframe computers. It means running a 
set of commands without user intervention, 
cal 

Prints a neatly formatted monthly calendar to stdout. Will do current year or a large range of past 
and future years. 

sleep 

This is the shell equivalent of a wait loop. It pauses for a specified number of seconds, doing nothing. 
It can be useful for timing or in processes running in the background, checking for a specific event 
every so often (polling), as in Example 32-6 . 

sleep 3 # Pauses 3 seconds . 

© The sleep command defaults to seconds, but minute, hours, or days may also be 
specified. 



Chapter 16. External Filters, Programs and Commands 



234 






Advanced Bash-Scripting Guide 



sleep 3 h # Pauses 3 hours! 

© The watch command may be a better choice than sleep for running commands at 
timed intervals. 

usleep 

Microsleep (the u may be read as the Greek mu, or micro- prefix). This is the same as sleep, above, 
but "sleeps" in microsecond intervals. It can be used for fine-grained timing, or for polling an ongoing 
process at very frequent intervals. 

gsleep 3|} # Pauses 30 microseconds. 

This command is part of the Red Hat initscripts / rc-scripts package. 

f The usleep command does not provide particularly accurate timing, and is therefore 
unsuitable for critical timing loops. 

hwclock, clock 

The hwclock command accesses or adjusts the machine's hardware clock. Some options require root 
privileges. The / etc/ rc . d/rc . sysinit startup file uses hwclock to set the system time from 
the hardware clock at bootup. 

The clock command is a synonym for hwclock. 



16.4. Text Processing Commands 

Commands affecting text and text files 
sort 

File sort utility, often used as a filter in a pipe. This command sorts a text stream or file forwards or 
backwards, or according to various keys or character positions. Using the -m option, it merges 
presorted input files. The info page lists its many capabilities and options. See Example 11-10 . 
Example 11-11 . and Example A- 8 . 

tsort 

Topological sort, reading in pairs of whitespace-separated strings and sorting according to input 
patterns. The original purpose of tsort was to sort a list of dependencies for an obsolete version of the 
Id linker in an "ancient" version of UNIX. 

The results of a tsort will usually differ markedly from those of the standard sort command, above. 

uniq 

This filter removes duplicate lines from a sorted file. It is often seen in a pipe coupled with sort . 



cafc||ist-l list-2 list-3 | sort I tiiSfet > f loal . IJfcjstJ; 

# Concatenates the list files, 

# sorts them, 

# removes duplicate lines, 

# and finally writes the result to an output file. 

The useful -c option prefixes each line of the input file with its number of occurrences. 



bash$ cat testfile 

This line occurs only once . 
This lim occurs twice. 

This "3ljine occurs twice . 

This line, occurs three times. 
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This line occurs three times. 
This lathe occurs three times. 



bash$ uniq -c testfile 

1 JJpSS line occur-s Ohiy once. 

2 This line occurs twice. 

S This ijire': occurs three times. 



bash$ sort testfile | uniq -c | sort -nr 

3 5!fci;is line occurs three times. 

2 This line occurs twice. 

1 This- line Occurs only ottise. 



The sort INPUTFILE | uniq -c | sort -nr command string produces a frequency of 
occurrence listing on the INPUTFILE file (the -nr options to sort cause a reverse numerical sort). 
This template finds use in analysis of log files and dictionary lists, and wherever the lexical structure 
of a document needs to be examined. 



Example 16-12. Word Frequency Analysis 



# ! /bin/bash 

# wf.sh: Crude word frequency analysis on a text file. 

# This is efftjgient version bC- the 'iwf2.sh" sc&iigat . 



# Check for input fillp- qtt command-.: ine, 

ARGS=1 

E_B AD ARG S = 8 5 
E_NOFILE=86 

[ $# -ne " $ARGS " ] # CorreCfe number of arguments passed to script? 

echo "Usage: ' basename $0' .filename" 
exit $E_BADARGS 



] # Check fpjj^ ile exists. 

echo "File V®\" does not exist." 
exit $E_NOFILE 



######################################################## 

# main () 

sed -e ’ s/\ . //g ' -e 's/\,//g' -e 's/ /\ 

/g' "$1" | tr 'A-Z' 'a-z' | sort |; uniq -c | sort -nr 

# ======================== 

# Frequency of occurrence 

# Filter out periods and commas, and 

#+ change space between words tg; 'linefeed, 

#+ then shift characters to lowercase, and 

#+ finally prefix occurrence;. and s o rt numerically. 

# Arun Gi.r i dha r suggests modifying the abovei/frig : 
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# ... I sort | uniq -c | sort +1 [-f] | sort +0 -nr 

# (Jhds adds a secondary sort key, so instances of 
#+ equal occurrence are sorted alphabetically, 

# As he explains- , | : t .' 

# "This is effectively a radix sort, first on the 
#+ least :fi'jjlif&ant co 1 umn 

#+ (word or string, optionally case-insensitive) 

#+ atfS .f&sSs on the most sign|§|||eahj6 (frequency) . " 

# 

# As Frank Wang explains;, the above is equivalent to 

#+ ... | sort | uniq -c | sort +0 -nr 

#+ ;in$'!fehe following also works: 

#+ ... | sort | uniq -c | sort -klnr -k 

######################################################## 

exit 0 

# F.xehciscs : 

# 

# 1) Add 'sed' commands to,- ff3p§er out other punctuation, 

#+ such as semicolons. 

# 2) Modify the scri pt to also filter out multiple spaces and 
#+ other whitespace. 



bash$ cat testfile 

S|(a_s line occurs only once. 
This lift© occurs twice. 

-(Ehis Jhine occurs twice. 

This lifts?; occurs three times. 
3thi s ■ .[Jljne' occurs three times. 
This line occurs three times. 



bash$ ,/wf.sh testfile 

6 this 
6- 

3 times 

2 twice 
1 only 



expand, unexpand 

The expand filter converts tabs to spaces. It is often used in a pipe . 

The unexpand filter converts spaces to tabs. This reverses the effect of expand, 
cut 

A tool for extracting fields from files. It is similar to the print $N command set in awk . but more 
limited. It may be simpler to use cut in a script than awk. Particularly important are the -d (delimiter) 
and -f (field specifier) options. 

Using cut to obtain a listing of the mounted filesystems: 

cut -d ' ' -fl,2 /etc/mtab 

Using cut to list the OS and kernel version: 

uname -a | cut -d" " - : 1 , 3, ll.y 2. 
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Using cut to extract message headers from an e-mail folder: 



bash$ grep ,A Subject:' read-messages | cut -cl0-80 

Re: Linux suitable fiesc .jytsslon-crifc^Eal apps? 

MAKE MILLIONS WORKING AT HOME! ! ! 

Spam coS\p|ai:n£ 

Re: Spam complaint 

Using cut to parse a fde: 



# List a ; iil the users i 


Ln /etc/passwd. 


FILENAME= 


/ etc/passwd 




f ofeser 

do 


in $ (cut -d: 


^FILENAME) 


echo $u 


ser 




done 






# Thanks, 


Oleg Philon 


for suggesting this. 



cut -d ' ' -f2,3 filename is equivalent to awk -F ' [ ] ' '{ print $2, $3 }' 

filename 

© It is even possible to specify a linefeed as a delimiter. The trick is to actually embed a 
linefeed (RETURN) in the command sequence. 



bash$ cut -d' 

' -f3, 7, 19 testfile 

This is line 3 of test f : 1 o', 
ffiji® is line 7 i^'te stifle . 
This is line 19 of testfile. 



Thank you, Jaka Kranjc, for pointing this out. 

See also Example 16-48 . 

paste 

Tool for merging together different files into a single, multi-column file. In combination with cut, 
useful for creating system log files. 



bash$ cat items 

alphabet blocks 
building blocks 
cables 

bash$ cat prices 

$1.. M/ dozen 
$2.50 ea. 

$ 3.75 

bash$ paste items prices 

alphabet blocks $1. 00/dozen 
building blocks $2.50 ea. 
cables $3.75 



Consider this a special-purpose cousin of paste. This powerful utility allows merging two files in a 
meaningful fashion, which essentially creates a simple version of a relational database. 
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The join command operates on exactly two files, but pastes together only those lines with a common 
tagged field (usually a numerical label), and writes the result to stdout. The files to be joined 
should be sorted according to the tagged field for the matchups to work properly. 



File: l.data 

IDO Shoes 
200 Laces 
300 Socks 

File: 2. data 
jt|)0 $4 0 f |5 : 

200 $ 1 . jpjj| 

300 $2.00 



bash$ join l.data 2. data 

gj$p|!Le: l.data 2. data 

100 Shoes $40.0Cfi, 

200 Laces $1.00 
300 Socks $2.00 



@ The tagged field appears only once in the output. 

head 

lists the beginning of a file to stdout. The default is 1 0 lines, but a different number can be 
specified. The command has a number of interesting options. 

Example 16-13. Which files are scripts? 



# ! /bln /bash 

# script-detector . sh : Detects scripts within a directory. 

TESTCHARS=2 # Test first 2 characters. 

SHABANG='#!' # Sc$||£ts begfyjjfwith a " sha-bang . " 

i^§fe$^i.le in * # Traverse a:l 1 the files direefbasy , 

do 

j|i fpfr i[ [ 'head -c$TESTCHARS "ffile"' = " $SHABANG" ]] 

# head -c2 #! 

# The ' -c ' option to "head" outputs a spec|'^ed 

#+ number of characters, rather than lines (the default) . 

echo "FSSjS K*$fiS^eA" is a script . " 
else 

echo "F'|j)§ \*$fi)£e\" is *not* a script." 

.f-t 

done 
exit 0 

# Exercises: 

# 

# 1) Modify this script to take as an optional argument 

#+ the directory to scan |§K§ scripts 

#+ (rather than just the current working directory) . 
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# 

# 2) As staru^s, this scr$gfc gives "false poi jit 

#+ Perl, awk, and other scripting language scripts. 

# Correct s . 



Example 16-14. Generating 10-digit random numbers 



# ! /bi n/bash 

# rnd.sh: Outputs a 10-digit random number 

# Script by Stephane Chazelas. 

head -c4 /dev/urandom | od -N4 -tu4 | sed -ne 'Is/.* //p' 



# =================================================================== # 

# Analyst#. 

# 

# head: 

# -c4 option takes |i^®t 4 bytes . 

# ad: 

# -N4 option limits output to 4 bytes. 

# -tu4 opti^p;. selects unsigned decimal format for. output. 

# sed: 

# -n option, in combination with "p" flag to the "s" command, 

# outputs only matched lines . 



# The author of this ..sctjspi. explains the a^j£j|bn of 'sed', as follows. 

# head ydev/urandom | od -N4 H}#4 | sed -ne 'Is/.* //p' 

# > | 

# Assume output up to "sed" > | 

# is 0000000 1 ". 9819b:.bl\ri 

# sed begins reading characters: 0000000 119819blb4\n. 

# Here it finds a newline character, 

#+ so Afe is ready to process the first l :.ne (0000000 119819blb4) . 

# It looks at its <range><action>s . The first and only one is 

# range action 

# Bffl s/ . * //p 

# The line; number in t her Hinge, so it executes the action: 

#+ tries to substitute the longest string ending with a space in the line 

# ("0000000 ") with nothing (//), : and if ' ‘it succeeds, prints the result; 

# ("p" is a flag to the "s" command here, this is different 
#+ from the "p" command) . 

# sed is now ready to continue reading its. input. (Note that before 

#+ continuing, if -n option had not been passed, sed would have printed 
#+ tte line once again) • 

# Now, sed reads the rorr.a'nder of the characters, and' ~'f : i nds the 
#+ end of the filMy 
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# It is now ready to process its 2nd line (which is also numbered '$' as 

# Hfcd the last one). 

# It sees it is not matched by any <range>, so its job is done. 

# In few word this sed commmand means : 

# "On the latest line only, remove say Character up to thes^ght-most space, 

#+ then print it." 

# A better way to do this would have been: 

# sed -e 's/.* //;q' 

# Here, two <Eahge><agg'|on>s have been writte®'^' 

# sed -e ' s/ . * II' -e q) : 

# range action 

# |i^fiihg (matches line) s /.* // 

# noth : nq (matches line) q (quit) 

# Here, sed only reads its first line of : nput .. 

# It performs both, actions, and the line (substituted) before 

#+ quitting (because of the "q" action) since- the "-n" option is not passed. 

# An even simpler altenative to the above one-line script would be: 

# head -c4 / dev/ ur$ri*pMti | od -An 

exit 

See also Example 16-39 . 

tail 

lists the (tail) end of a file to stdout . The default is 1 0 lines, but this can be changed with the -n 
option. Commonly used to keep track of changes to a system logfile, using the - f option, which 
outputs lines appended to the file. 



Example 16-15. Using tail to monitor the system log 



# ! /bin/bash 
M|ename=sys . log 

:dbt /dev/null >.$ filename; echo "Creating / cleaning out :$$3.e . " 

# Creates the file if it does not already exist, 

#+ and truncates Slpi to £et8b; length* does. 

# : > filename and > filename so work. 

tail /var/log-/messages > $filename 

# /var/log/messages must have world read permissive for this to work, 
echo " S fit fen a me contains tail end -of system log." 

exit 0 



i) To list a specific line of a text file, pipe the output of head to tail -n 1. For example 

head -n 8 database . txt | tail -n 1 lists the 8th line of the file 

database . txt. 

To set a variable to a given block of a text file: 
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var=$ (head -n $m $filename | tail -n $n) 

# filename = name of file 

# m = from beginnsisg of f : 1 e , number of lines to end of block 

# n = number of lines to set variable to (trim from end of block) 



t/? i Newer implementations of tail deprecate the older tail -$LINES filename usage. The 
standard tail -n $LINES filename is correct. 

See also Example 16-5 . Example 16-39 and Example 32-6 . 

grep 

A multi-purpose file search tool that uses Regular Expressions . It was originally a command/filter in 
the venerable ed line editor: g/re/p - global - regular expression - print. 

grep pattern [file...] 

Search the target file(s) for occurrences of pattern, where pattern may be literal text or a 
Regular Expression. 



bash$ grep ' [rst] ystem. $ ' osinfo.txt 

The GPL governs the distribution of the Linux operating system. 



If no target file(s) specified, grep works as a filter on stdout, as in a pipe . 



bash$ ps ax | grep clock 

765 ttyl S 0:00 x.cloek 

901 pts/1 S 0:00 grep clock 

The -i option causes a case-insensitive search. 

The -w option matches only whole words. 

The -1 option lists only the files in which matches were found, but not the matching lines. 

The -r (recursive) option searches files in the current working directory and all subdirectories below 
it. 

The -n option lists the matching lines, together with line numbers. 



bash$ grep -n Linux osinfo.txt 

2:This is a file containing information about Linux. 

6 : The GPL govern^: f he disffijastion of t.he2K£nux operating system. 



The -v (or — invert -match) option filters out matches. 



grep patteEfsj) * .txt I grep -v pattern^. 

# Matches all .il&es^Jifi "* .txt" jp|§-es ednta^Jte^- "patternflV 

# but ***not*** "pattern2". 

The -c ( — count) option gives a numerical count of matches, rather than actually listing the 
matches. 



grep -c txt * . sgml # (number of occurrences of "txt" in "*.sgml" files) 
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# grep Siz 










# A dot 








# means count; 


( — c ) zero-separated ( — z ) items matching " . 






# that is, noi 


l-empty ones (containing at least 1 character) . 






printf 'a b\nc 


d\n\n\n\n\n\000\n\000e\Ot)Q\000\nf ' 


' | grep -cz . 


# 


3 


pfietf 'a b\nc 


d\n\n\n\n\n\000\n\000e\.0fi’0\000\nf 1 


1 | grep -cz '$' 


# 


S 


printf 'a b\nc 


d\n\n\n\n\n\000\n\000e\MQ\000\nf 1 


1 | grep -cz ,A ' 


# 


Is* 


printf 'a b\nc 


: d\n\n\n\n\n\Q0:Q\n\OOOe\:0’QD\OOO\nf 1 


' | grep -c ' $ ' 


# 


9 


# By default. 


newline chars (\n) separate items tc 


) match. 






# Note the -z opt wait is GNU "grep" spediftf . 








# Thanks, S.C, 











The — color (or — colour) option marks the matching string in color (on the console or in an 
xterm window). Since grep prints out each entire line containing the matching pattern, this lets you 
see exactly what is being matched. See also the -o option, which shows only the matching portion of 
the line(s). 



Example 16-16. Printing out the From lines in stored e-mail messages 



# ! /'Oi : n /bash 
# from.sh 






# Emulates the a 


seful ’from' 


utility in Solaris, BSD, etc. 


# Echoes the "From" header Id 


Lne }&.p: a 1 1 messages 


#+ in your e-mail 


directory. 




MAI LD I R= ~ / mail./ * 




# No quoting of variable. Why? 


# Maybe check if- 


exists $MAILDIR: if [ -d $MAILDIR ] . . . 


GREP_OPTS="-H -A 


5 — color" 


# Show(;®|le, plus exists context lines 
#+ and display "From" in color. 


TARGETSTR= " A F|rom" 




# "From" at begihajj-ng of line. 


for file in $MAILDIR 
do 


# No quoting of variable. 


grep $GREP_OPTS 


" $TARGETSTR' 


' "gfiie" 


echo 




# Again, do not quote this variable. 


exit $? 


# You might wish 


to pipe the 


output of this script to imprc ' 


#+ OT? redirect :M 


'id a file . 





When invoked with more than one target file given, grep specifies which file contains matches. 



bash$ grep Linux osinfo.txt misc.txt 

osinf o . txt : This is a file containing information about Linux. 
oSiihf o . txt : The GPL governs the distribution of the Linux operating system. 
misc.txt:The Linux operating system is steadily gaining in popularity. 
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j) To force grep to show the filename when searching only one target file, simply give 
/dev /null as the second file. 



bash$ grep Linux osinfo.txt /dev/null 

osinfo.txt: This is a flife containing information about Linux, 
osirif o . txt : The governs the dist£$&U£3.oxi of the operating system. 



If there is a successful match, grep returns an exit status of 0, which makes it useful in a condition test 
in a script, especially in combination with the -q option to suppress output. 



SUCCESS^: # if grep lookup succeeds 

wor d— L ihti'3? 
f ilename=data . fiwj 

grep -q "$word" "$filename" # The "-q" option 

#+ jJHas.e-s ncsfteijsg to echo to stdotit . 

if [ $? -eq $ SUCCESS ] 

# iff .grep -q "$word" "^.filename" .can replace fjkilfes 5-7. 

©oho "$word $-f i.lcr.ar.e" 

echo *$word not found- M filename " 
fi 

Example 32-6 demonstrates how to use grep to search for a word pattern in a system logfile. 



Example 16-17. Emulating grep in a script 



# ! /bin/bash 

# grp.sh: Rudimentary reimplementation of grep. 

E_B AD ARG S = 8 5 

if [ -z "$1" ] # Check for argument to script. 

echo "Usage: 'basename $0' pattern" 
exit $ E_B AD ARG S 
fi 

echo 

for file in * # Traverse all files in $PWD . 

do 

output=$(sed -n /"$l"/p $file) # Command substitution. 

if [ ! -z "$output" ] # What happens if "$output" is not quoted? 

echo -n "$file:'#- 
echo "$output" 

fi # sed -ne " /$l/s | A | $ { f ile } : |p" is equivalent 'fed above. 

echo 
exit 0 

# Exe|sfe|,'ses : 
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# 

# 1) Add newlines to output, if mwre th.au one match, 'io !®hy given ..Pile. 

# 2) Add features. 

How can grep search for two (or more) separate patterns? What if you want grep to display all lines 
in a file or files that contain both "pattern 1" and "pattem2"? 

One method is to pipe the result of grep patternl to grep pattern2. 

For example, given the following file: 



# Filename: tstfile 

This is a sample f : Le . 

‘ifpJsjLs is an ordinary text (tie. 

This file does not contain any unusual text. 
’Jilts file is not unusual . 

Here is some text. 




# cw-solver.sh 

# This, is actually a wrapper around a one-lirvpjr (lino 46). 

# Crossword puzzle and anagramming word game solver. 

# You know *some* of the letters in the word you're looking for, 

#+ so you need a list of a t i v.at i d words 

#+ with the known letters in given positions. 

# For example: w...i....n 

# *|.???5????10 

# w in posijiidfk unknowns, i in the 5th, 4 Unknowns, n the end. 

# (See comments at end off script.) 



E_N0PATT=7 1 

DICT=/usr/share/dict/word. 1st 

# aaaaaaaa jpoks fo£ word lil^fe .hfere. 

# ASCII word list, one word per line. 

# you happen to need an appropriate list, 

#+ download the author's "yawl" word list package. 

# http : //i&i&iio . org/pub/Linux/ libs /yawl- 0 .3.2 .tar . gz 

# or 

# http : //bash . deta . in/yawl-0 .3.2 .tar . gz 
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if [ 
fi 



# Jf no word pattern specified 
#+ as a command-line argument . . 
#+ . . . then . . . 

#+ Usage message. 



""$0" V'pattern, \"" 
"where \"patt<?,rrt\" i 



"The x's represent known letters, " 

"and the periods are- unknown letters (blanks) , 
"Letters and periods can be in any position." 
"For example, try: sh cw-solver.sh w...i...| 



$E_NOPATT 



# =============================================== 

# This is where all the work gets done . 
grep A ” $ T " $ " $DTCT" # Yes, only one line! 

# I I 

# start-rtdf-word regex anidfcor . 

# $ is end-of-word regex anchor. 

# From _Stupid Grep Tricks_, 1, 

#+ a book the ABS Guide author may yet get around 
#+ to writing . . . one of these days . . . 

# =============================================== 



exit. $? # Script terminates here. 

# If there are too many words generated, 
#+ redirect the output to -a'-file . 

$ sh cw-sc ji vor . sh w...i....n 

weiljjigt on 
workingman 
workingmen 



egrep — extended grep - is the same as grep -E. This uses a somewhat different, extended set of 
Regular Expressions , which can make the search a bit more flexible. It also allows the boolean I (or) 
operator. 



bash $ egrep 1 matches | Matches 1 file.txt 

Line 1 matches . 

Line 3 Matches . 

Line 4 contains matches, but also Matches 



fgrep — fast grep — is the same as grep -F. It does a literal string search (no Regular Expressions'! 
which generally speeds things up a bit. 

© On some Linux distros, egrep and fgrep are symbolic links to, or aliases for 
grep, but invoked with the -E and -F options, respectively. 

Example 16-19. Looking up definitions in Webster's 1913 Dictionary 
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#! /bin/bash 

# d.i ct- 1 ocxup . sh 

# 'tEJiis script looks up definitions in the 1913 Webster's Dictionary. 

# This Public Domain dictionary is available for download 
#+ from various sites, yi^cluding 

#+ Project Gutenberg (http://www.gutenberg.org/etext/247). 

# 

# Convert it from DOS to UNIX format (with only LF at end of line) 

#+ before usi'iid it with this . 

# Store the file in plain, uncompressed ASCII text. 

# Set DEFAULT_DICTFILE variable below to path/ filename. 



E_B AD ARG S = 8 5 

MAXCONTEXTLINES=50 # Maximum number §f';li»es to show. 

DEFAULT_DICTFILE=" /usr/ share /diet /webster 1 913-dict .txt " 

# Def ajii."t<d.x>ctionary<.^fflle pathname. 

# Change this as necessary. 

# Note: 

# 

# This particular edition o*. the 1§13 WebstejEif 
#+ begins each entry with an uppercase letter 

#+ (lowercase for the regaining characters) . 

# Only the ‘very firsfc.Jfine* of an entry begins this way? 

#+ and why the seaidfe algorithm below works . 



if [[ -z $ (echo "$1" | sed -ff|/ A | A-7, | /p ' ) ]] 

# Must at least specify word to look up, and 
#+ if must starf wiffi in uppercase letter. 

echo "Usage: ' basename $0' Wo rd-uc-def J.ne [dictiohftfty^iiie] " 

echo "Note: Word to look up must start wfft capital letter," 
echo "with the rest of the word in 1 owercase. " 

echo "Examples: Abandon, Dictionary, Marking, etc." 
exit $E_BADARGS 
fi 



m [ -z i 

then 

dictfiif#$DEFAULT_DICTFILE 

else 

dictfi$ik*ti2" 



# 

Definition=$ (fgrep -A $MAXCONTEXTLINES "$1 V\" "$dictfile") 

# Def iaitiohS? f orm "Word \..." 

# 

# And, yes, "fgrep" is fast enough 
#+ to search ever, a very large text file. 



# Now?. iShip out just the def§pp||$n block, 
echo " $Def ifeifeioE" | 



# May specify different dictionary 
#+ as an argument to this script. 



Chapter 16. External Filters, Programs and Commands 



247 





Advanced Bash-Scripting Guide 



sed -n ' 1, / A [A-Z] /p ' | 

# Print first line c>f output 

#+ to the first line of the next entry, 
sed '$d' | sed '$d' 

# Delete last two lines of output 

#+ (blank lijSsb and first line of next entry) . 

# 

exit $? 

# Exercises: 

# 

# 1) Modify the script to accept any type -Sf alphabetic input 

# + (uppercase, lowercase, mixed case) , and' -’Convert st. 

# + to an acceptable format for processing. 

# 

# 2) Convert the script to a GUI application, 

# + using something^ ..like 'gdialog' 'zeftfty' . . . 

# The script w: Pi-then no longer take its argument (s) 

# + from the command-line. 

# 

# 3) Modify the script to parse one Of the other available 

# + Public Domain Dictionaries, such as the U.S. Census Bureau Gazetteer. 



L£r i See also Example A-41 for an example of speedy fgrep lookup on a large text file. 

agrep ( approximate grep ) extends the capabilities of grep to approximate matching. The search string 
may differ by a specified number of characters from the resulting matches. This utility is not part of 
the core Linux distribution. 



© 



To search compressed files, use zgrep, zegrep, or zfgrep. These also work on 
non-compressed files, though slower than plain grep, egrep, fgrep. They are handy 
for searching through a mixed set of files, some compressed, some not. 



To search bzipped files, use bzgrep. 

look 

The command look works like grep, but does a lookup on a "dictionary," a sorted word list. By 
default, look searches for a match in /usr/dict/words, but a different dictionary file may be 
specified. 



Example 16-20. Checking words in a list for validity 



# ! /bin /bash 

# lookup: Does a dictionary lockup on each word in a data fflfts, 
f ile=words . data # Data file from which to read words to Lest. 

echo "Testing p|i|e $^Jle" 

while [ "$word" ! = end J # Last word in data fij§j|k v 
do # aaa 
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read word # From data file, because Of redirection at end of loop. 

Aook $word > /dev/nul'l # Don't wfSsfjfc to display l-J^fes it}' "dictionary file. 
# Searches for words in th® .file /usr/share/dict/words 
#+ (us^Ily a link to 1 infix. words) . 
lookup=$? # Exit status of 'look' command. 

if [ "$lookup" -eq 0 ] 

. '^jthen 

echo *\"$word\" is valid." 
else 

echo "\"Sword\" is invalid." 

.ft 

done <’’$ stifle " # Redirects .#f;dift to Sfilo, SO "reads" come . 

echo 

exit. 0 

# 

# Code below line will not execute because Of "exit" command above. 



# Stephans Chazelas proposes the 'fallowing, more concise alternative: 

while read word && [[ $word != end ]] 
do if look "$word" > /dev/null 

then echo "\"$word\" ;Jh|. valid. " 
else echo "\"Sword\" is invalid." 

Bi 

done <"$file" 

exit 0 

sed, awk 

Scripting languages especially suited for parsing text files and command output. May be embedded 
singly or in combination in pipes and shell scripts. 
sed 

Non-interactive "stream editor", permits using many ex commands in batch mode. It finds many uses 
in shell scripts. 

awk 

Programmable file extractor and formatter, good for manipulating and/or extracting fields (columns) 
in structured text files. Its syntax is similar to C. 
wc 

wc gives a "word count" on a file or I/O stream: 



bash $ wc /usr/share/doc/sed-4 . 1.2/README 

15' 70 447 README 

[13 lines 70 words 447 characters] 

wc -w gives only the word count. 

wc -1 gives only the line count. 

wc -c gives only the byte count. 

wc -m gives only the character count. 

wc -L gives only the length of the longest line. 
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Using wc to count how many . txt files are in current working directory: 



$ Is *.txt | wc -1 

# Will work as long as none of the "* . txt?^,'"Jfiles 
#+ have a linefeed embedded in their name. 

# Alternative ways of doing this are: 

# fisd . -maxdeptb. % -name \*.txt -prisstO | grep -cz . 

# (shopt -s nullglob; set — *.txt; echo $#) 

# Thanks, S.C. 

Using wc to total up the size of all the files whose names begin with letters in the range d - h 



bash$ wc [d-h]* | grep total | awk '{print $3}' 

71832 



Using wc to count the instances of the word "Linux" in the main source file for this book. 



bash$ grep Linux abs-book . sgml | wc -1 

138 



See also Example 16-39 and Example 20-8 . 

Certain commands include some of the functionality of wc as options. 



... | grep foo | wc -1 

# This frequently used construct can be more concisely rendered. 

... | grep -c foo 

# Just use the "-c" (or " — count") option of grep. 

# Thanks, S.C. 

tr 

character translation filter. 



J Must use quoting and/or brackets , as appropriate. Quotes prevent the shell from 
reinterpreting the special characters in tr command sequences. Brackets should be 
quoted to prevent expansion by the shell. 



Either tr "A-Z" "*" < filename or tr A-Z \* < filename changes all the uppercase 
letters in filename to asterisks (writes to stdout). On some systems this may not work, but tr 

A-Z ' [**] ' will. 



The -d option deletes a range of characters. 



echo "abcdef" # abcdef 

echo "abcdef" | ti -d b-d # aef 

tr -d 0-9 <filename 

# Deletes all digits fisa the file "filename". 

The — squeeze-repeats (or -s) option deletes all but the first instance of a string of 
consecutive characters. This option is useful for removing excess whitespace . 
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bash$ echo "XXXXX" | tr — squeeze-repeats 'X' 

[x | | 

The -c "complement" option inverts the character set to match. With this option, tr acts only upon 
those characters not matching the specified set. 



bash$ echo "acfdebl23" | tr -c b-d + 

|+c+d+b++++ 

Note that tr recognizes POSIX character classes . r741 



bash$ echo "abcd2efl" | 


tr V[: alpha:] 


’ - 


2—1 







Example 16-21. toupper: Transforms a file to all uppercase. 



#! /bin/bash 

# Changes a^ffile to all uppercase. 

E_B AD ARG S = 85 

if [ -z "$1" ] # Standard check rn command-line arg. 

echo "Usage: ' basename $0' .’filename" 
exit $E_BADARGS 



f*- a-z A-Z <"$1" 

# Same effect as above, but • ?0sTX character set no-fatfeibh : 

# tr 1 [slower:] 1 '[supper:] 1 <"$1" 

# Thanks, S.C. 

# Or even . . . 

# cat "$1" | tr a-z A-Z 

# Or dozens of other ways . . . 

exit 0 

# Exercise : 

# Rewrite this script to give the option of changing a file 
#+ to *either* upper or lowercase. 

# Hint: Use e ; t hex the "case" or "select" command. 



Example 16-22. lowercase : Changes all filenames in working directory to lowercase. 



#! /bin/bash 
# 

# Changes every filename in working directory to all lowercase. 

# 

# Inspired by a script of John Dubois, 

#+ which was translated intp Bash by Chet Ramey, 

#+ and considerably simplified by the author of the ABS Guide. 



•f§®-_y3§i-lename in * # Traverse all ipytes 4lj?. directory . 

do 

fname=' basename $filename' 

n='echo $fname | tr A-Z a-z' # Change name to lowercase. 
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Example 16-23. du : DOS to UNIX text file conversion. 
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# 

# Change the above C#. convert jttibm .UNIX to DOS . 



Example 16-24. rotl3: ultra-weak encryption. 



# ! /feih/bash 

# rotl3.sh: Classic rotl3 algorithm, 

# encryption th&t.'ftight fool a 3-year old 

# for about 10 minutes. 

# Usage: . /rotl3.sh filename 

# or ./ rot 13. sh /WlSilename 

# or </rotl3 . sh and supply keyboard input (stdin) 

cat "$0" | tr 'a-zA-Z' •ft-za-mN-ZA-M' # "a" goes to "n", "b" to "o" ... 

# The cat. "S3" construct 

#+ permits input either from stdin or from files, 
exit 0 



Example 16-25. Generating "Crypto- Quote" Puzzles 



# ! /Mn/bash 

# crypto-quote. Sh: Encrypt quotes 

# Will encrypt famous quotes in a simple monoalphabetic substitution,. 

# The result is -si#|.lhr to the "Crypto Quote" puzzles 
#+ seen in the Op Ed pages of the Sunday paper. 



key ETAOINSHRUT.UHCFGJMQPVKZYXK 

# The "key" is nothing more than a scrambled alphabet. 

# Changing the "key" changes the encryption . 

# The T cat " $ 3 " ' construction gets*, 'ipput either- 3Saki>m abdij^sr .from fiijes. 

# If using stdin, terminate :: hpu t w i th a Cont^J-D .£' . > 

# Otherwise, specify filename as command-line parameter, 

cat "$8" I tr "a-z" "A-Z" | tr "A-Z" "$key" 

# I to uppercase | encrypt 

# Will work on lowercase, uppercase, or mixed-case quotes. 

# Passes non-alphabetic characters through unchanged . 



# Try this script with something like: 

# "Nothing so needs refoiming as other people's habits." 

# — Mark Twain 

# 

# Output is: 

# "CFPHRCS QP CI70Q MINFMBRCS EQ FPHIM GIFGUI'Q HETRPQ . " 

# — BEML PZERC 

# To reverse the encryption: 

# cat "$3" | tir- *'$key" "A-Z" 



# This simple-minded cipher can be broken by an average 12-year old 
#+ us i n.q on 1 y perjpil and paper. 

exit 0 
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# Exorci so : 

# 

# Modify the script so that. jst n 1 i l' either encrypt or decrypt, 
#+ depending on command-line argument (s) . 

Of course, tr lends itself to code obfuscation. 



# ! /:'o l n/oasn 
;;abh . sh 

x="wftedskaeb jgdBstbdbsmn jgz" 

echo $x | tr "a-z" 'oh, turtleneck F h ra.s e Jar ! ' 

# Based on the Wikipedia "Just Spfijther Perl hacker" article. 



tr variants 

The tr utility has two historic variants. The BSD version does not use brackets (tr a-z A-Z), but 
the SysV one does (tr ' [a-z] ' ' [A-Z] ' ). The GNU version of tr resembles the BSD one. 

fold 

A filter that wraps lines of input to a specified width. This is especially useful with the - s option, 
which breaks lines at word spaces (see Example 16-26 and Example A-lt 

fmt 

Simple-minded file formatter, used as a filter in a pipe to "wrap" long lines of text output. 



Example 16-26. Formatted file listing. 

#! /bin/bash 

WIDTH=40 # 40 columns wide. 

b='ls /usr/local/bin' # Get a file listing... 

echo $b | fmt -w $WIDTH 

# Could also have been done by 

# echo $b | fold - -s -w $WIDTH 

exit 0 

See also Example 16-5 . 

1 i A powerful alternative to fmt is K a mil Toman's par utility, available from 
http://www.cs.berkeley.edu/~amc/Par/ . 

col 

This deceptively named filter removes reverse line feeds from an input stream. It also attempts to 
replace whitespace with equivalent tabs. The chief use of col is in filtering the output from certain text 
processing utilities, such as groff and tbl. 

column 

Column formatter. This filter transforms list-type text output into a "pretty-printed" table by inserting 
tabs at appropriate places. 
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Example 16-27. Using column to format a directory listing 



# ! /bin/bash 

# calms . sh 

# A minor modification of the example fjjbft in the "column" man page. 



(printf "PERMISSIONS LINKS OWNER GROUP SIZE MONTH DAY HH:MM PROG-NAME\n" \ 

; Is -1 | sed Id) | column -t 

# The "sed let* the pipe deletes the ficft line of' output, 

#+ which would be "total N", 

#+ where "N" is the tpC#! number of ilfcles found by "Is -1". 

# The -t option to "column" pretty-prints a table, 
exit 0 

colrm 

Column removal filter. This removes colu mn s (characters) from a file and writes the file, lacking the 
range of specified columns, back to stdout. colrm 2 4 <f ilename removes the second 
through fourth characters from each line of the text file filename. 



nl 



> If the file contains tabs or nonprintable characters, this may cause unpredictable 
behavior. In such cases, consider using expand and unexpand in a pipe preceding 

colrm. 



Line numbering filter: nl filename lists filename to stdout, but inserts consecutive numbers 
at the beginning of each non-blank line. If filename omitted, operates on stdin . 



The output of nl is very similar to cat -b, since, by default nl does not list blank lines. 



Example 16-28. nl: A self-numbering script. 



# ! /bin/bash 

# line-number . sh 

# ThJ|# script echoes itself twice to stdout with its lines numbered. 

echo " 'line numbed $LINENO" # 'niP' sees this as line 4 

# (nl does not number blank lines) . 

# 'cat -n' sees it correctly as line #6. 

nl 'basename $0' 

echo; echo # Now, let's try it With 'cat -n ' 
cat -n 'basename $0' 

# The difference is that 'cat -n' numbers the blank lines. 

# Note that 'nl -ba' will also do so. 

exit 0 

# 

pr 

Print formatting filter. This will paginate files (or stdout) into sections suitable for hard copy 
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printing or viewing on screen. Various options permit row and column manipulation, joining lines, 
setting margins, numbering lines, adding page headers, and merging files, among other things. The pr 
command combines much of the functionality of nl, paste, fold, column, and expand. 

pr -o 5 — width=65 fileZZZ | more gives a nice paginated listing to screen of 
f ileZZZ with margins set at 5 and 65. 

A particularly useful option is -d, forcing double- spacing (same effect as sed -G). 

gettext 

The GNU gettext package is a set of utilities for localizing and translating the text output of programs 
into foreign languages. While originally intended for C programs, it now supports quite a number of 
programming and scripting languages. 

The gettext program works on shell scripts. See the info page. 

msgfmt 

A program for generating binary message catalogs. It is used for localization . 

iconv 

A utility for converting file(s) to a different encoding (character set). Its chief use is for localization . 

# Convert a string from UTF-8 '$ 0 $, UTF-16 and jgtrinfc ;§p- the BookList 
function write_utf 8_string { 

STRING=$ 1 rf 
BOOKLIST=$2 

echo -n "$STRING" | .iconv -f UTF8 -t UTF16 | \ 
cut -b 3- | tr -d \Yh » "$BOOKLIST" 

} 

# From Peter Knowles' "booklistgen . sh" script 

#+ for converting files to Sony Librie/PRS-50X format. 

# (hftp : / /booklistgensh . peterkWowles • 

recode 

Consider this a fancier version of iconv, above. This very versatile utility for converting a file to a 
different encoding scheme. Note that recode is not part of the standard Linux installation. 

TeX, gs 

TeX and Postscript are text markup languages used for preparing copy for printing or formatted 
video display. 

TeX is Donald Knuth's elaborate typsetting system. It is often convenient to write a shell script 
encapsulating all the options and arguments passed to one of these markup languages. 

Ghostscript (gs) is a GPL-ed Postscript interpreter. 

texexec 

Utility for processing TeX and pdf files. Found in / usr/bin on many Linux distros, it is actually a 
shell wrapper that calls Perl to invoke Tex. 



texexec — pdf arrange — result^CohiSSfenated . pdf *pdf 

# Concatenates all the pdf tiles |n the current working directory 
#+ into the merged file, Concatenated.pdf , . . 

# (The — pdfiarrange option repaginates a pdf file. See also — pdfegfifetfee . ) 

# The above command-line could be parameterized and put into a shelj, script. 

enscript 

Utility for converting plain text file to PostScript 
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For example, enscript filename.txt -p filename.ps produces the PostScript output file 
filename . ps. 

groff, tbl, eqn 

Yet another text markup and display formatting language is groff. This is the enhanced GNU version 
of the venerable UNIX roff/troff display and typesetting package. Manpages use groff. 

The tbl table processing utility is considered part of groff, as its function is to convert table markup 
into groff commands. 

The eqn equation processing utility is likewise part of groff, and its function is to convert equation 
markup into groff commands. 



Example 16-29. manview: Viewing formatted manpages 



# ! /bili^bash 

# manview. sh: Formats the source of a man page for viewing. 

# This script is useful when writing man page source. 

# It lets you Look at the .i:p..t o r rood :i a L o results on the fi|f- 
#+ while working on it. 

E_WRON GARG S = 8 5 

if [ -z "$1" ] 

echo "Usage: 'basename $0' filename" 
exlljfk.. $E_WRONGARGS 
fi 

# 

giWp^Tag^lsi. -man §1 | less 

# From the man page for groff. 

# 

# I&'lhe roan page includes tables and/or equations, 

#+ then the above code will barf. 

# The following lira©’ ilifsd JisaiHfile cases. 

# 

# gtbl < "$1" | geqn -Tlalihl | groff -Tlatinl -mtuy-char -man' 

# 

# Thanks, S.C. 

exit $? # See also the "maned, sh" script. . 

See also Example A-39 . 
lex, yacc 

The lex lexical analyzer produces programs for pattern matching. This has been replaced by the 
nonproprietary flex on Linux systems. 



The yacc utility creates a parser based on a set of specifications. This has been replaced by the 
nonproprietary bison on Linux systems. 
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16.5. File and Archiving Commands 

Archiving 

tar 

The standard UNIX archiving utility. r751 Originally a Tape ARchiving program, it has developed into 
a general purpose package that can handle all manner of archiving with all types of destination 
devices, ranging from tape drives to regular files to even st dout (see Example 3-4) . GNU tar has 
been patched to accept various compression filters, for example: tar czvf archive_name.tar.gz *, 
which recursively archives and gzips all files in a directory tree except dotfiles in the current working 
directory ($PWD). [761 

Some useful tar options: 

1. -c create (a new archive) 

2. -x extract (files from existing archive) 

3. — delete delete (files from existing archive) 

I . This option will not work on magnetic tape devices. 

4. -r append (files to existing archive) 

5. -A append ( tar files to existing archive) 

6. -t list (contents of existing archive) 

7. -u update archive 

8. -d compare archive with specified filesystem 

9. — after-date only process files with a date stamp after specified date 

10. -z gzip the archive 

(compress or uncompress, depending on whether combined with the -c or -x) option 

1 1 . - j bzip2 the archive 

1 It may be difficult to recover data from a corrupted gzipped tar archive. When 
archiving important files, make multiple backups. 

shar 

Shell archiving utility. The text and/or binary files in a shell archive are concatenated without 
compression, and the resultant archive is essentially a shell script, complete with #!/bin/sh header, 
containing all the necessary unarchiving commands, as well as the files themselves. Unprintable 
binary characters in the target file(s) are converted to printable ASCII characters in the output shar 
file. Shar archives still show up in Usenet newsgroups, but otherwise shar has been replaced by 
tar/gzip. The unshar command unpacks shar archives. 

The mailshar command is a Bash script that uses shar to concatenate multiple files into a single one 
for e-mailing. This script supports compression and uuencoding . 

ar 

Creation and manipulation utility for archives, mainly used for binary object file libraries. 

rpm 

The Red Hat Package Manager, or rpm utility provides a wrapper for source or binary archives. It 
includes commands for installing and checking the integrity of packages, among other things. 

A simple rpm -i package_name.rpm usually suffices to install a package, though there are many 
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more options available. 

\ rpm -qf identifies which package a file originates from. 

bash$ rpm -qf /bin/ls 

coreutils-5 . 2 . 1-31 



\ rpm -qa gives a complete list of all installed rpm packages on a given system. An 
rpm -qa package_name lists only the package(s) corresponding to 

package_name. 



bashi? rpm -qa 
redhat-logos-1 . 1 . 3-1 
gl|pc-2.2.4-13 
cracklib-2 . 7-12 
dosf stools-2 . 7-1 
gdbm-1 . 8 . 0-10 
ksymoops-2 . 4 . 1-1 
mktemp-1 . 5-11 
perl-5.6.0-17 
reiserf s-utils-3 . x. 0 j-2 



bash$ rpm -qa docbook-utils 

docbook-yfcils-0 . 6 . 9-2 



bash$ rpm -qa docbook | grep docbook 

docbook-dtd31-sgml-l . 0-10 
docbook-style-dsssl-1 . 64-3 
docbook-dtd30-sgml-l . 0-10 
docbook-dtd40-sgml-l . 0-11 
docbook-utils-pdf-0 . 6 . 9-pi 
docbook-dtd41-sgml-l . 0-10 
dccbock-ut.it s-C . 6 . 9-2 



This specialized archiving copy command (copy input and output) is rarely seen any more, having 
been supplanted by tar/gzip. It still has its uses, such as moving a directory tree. With an appropriate 
block size (for copying) specified, it can be appreciably faster than tar. 



Example 16-30. Using cpio to move a directory tree 



# ! /bin /bash 

# Copy! ng a directory tree using cpio. 

# Advantages bfyS^lahg 'cpio 1 : 

# Speed of copying. It's faster than 'tar' with pipes. 

# Well suited :©§# copying speci^i’&ies (named pipes, etc.) 
#+ that 'cp' may choke on. 

ARGS=2 

E_B AD ARG S = 6 5 
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if' [ $# -ne " $ARGS " ] 

echo "Usage: ' basename $0' source destitiajcion" 
exit $E_BADARGS 



source="$l" 

destination="$2" 

################################################################### 

find "$source" -depth | cpio -admvp "$ destination" 

# Read the 'fand’ Slid, ’ pages to decipher these opt jPftjjs . 

# The above works only relative to $PWD (current directory) . . . 
#+ gft^ll pathnames are specified. 

################################################################### 



# Exercise : 

# 

# Add code to check the exit status ($?) of the 'find | cpio ' pipe 
#♦ and output appropriate erroif .messages if anything went wrong. 

exit $? 

rpm2cpio 

This command extracts a cpio archive from an rpm one. 



Example 16-31. Unpacking an rpm archive 



pax 



#! /bin/bash 

# de— rpm.sh: Unpack an 'rpm' .^iditjve 

: ${l?"Usage: 'basename $0' target-file"} 

# Must specify 'rpm' archive name as an argument. 



TEMPFILE=$$ . cpio # Tempfijje wi th‘- r. i q u e " name. 

# $$ is process ID of script. 

# Converts rpm archive into 
#+ cpio: 4ft<3fcive . 

i # Unpacks cpio archive. 

# Deletes cpio arch ive . 

exit C 



rpm2cpio < $i > $ TEMP FILE 

cpio — make-directories -F $TEMPFILE - 
rm ^ $TEMPFILE 



# Exercise: 

# Add check for whether 1) "target-file" exists and 

#+ 2) flliis an rpm additive. 

# Hint: Parse output of 'file' command. 



The pax portable archive exchange toolkit facilitates periodic file backups and is designed to be 
cross-compatible between various flavors of UNIX. It was designed to replace tar and cpio . 



pax -wf daily_backup.pax ~/linux-server/f iles 
# Creates a tar afephive of all^Jff-les in the target directory. 
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# Note that the options to pax must be in the correct order — 

#+ pax -fw has an- entirely different effifeest. 

pax -f dailyjoackup .pax 

# Lists the files in the archive. 

pax -rf daily_backup.pax ~/bsd-server/f iles 

# Restores the backed-up fries, from the Linux. machine 
#+ onto a BSD one. 

Note that pax handles many of the standard archiving and compression commands. 

Compression 



The standard GNU/UNIX compression utility, replacing the inferior and proprietary compress. The 
corresponding decompression command is gunzip, which is the equivalent of gzip -d. 



y The -c option sends the output of gzip to stdout. This is useful when piping to 
other commands. 



The zcat filter decompresses a gzipped file to stdout, as possible input to a pipe or redirection. This 
is, in effect, a cat command that works on compressed files (including files processed with the older 
compress utility). The zcat command is equivalent to gzip -dc. 

J On some commercial UNIX systems, zcat is a synonym for uncompress 
not work on gzipped. files. 

See also Example 1-1 . 

bzip2 

An alternate compression utility, usually more efficient (but slower) than gzip 
files. The corresponding decompression command is bunzip2. 

Similar to the zcat command, bzcat decompresses a bzipped2-ed file to stdout. 

Newer versions of tar have been patched with bzip2 support, 
compress, uncompress 

This is an older, proprietary compression utility found in commercial UNIX distributions. The more 
efficient gzip has largely replaced it. Linux distributions generally include a compress workalike for 
compatibility, although gunzip can unarchive files treated with compress. 



-c, and will 



, especially on large 



sq 



(T) The 



znew command transforms compressed files into gzipped ones. 



Yet another compression (squeeze) utility, a filter that works only on sorted ASCII word lists. It uses 
the standard invocation syntax for a filter, sq < input-file > output-file. Fast, but not nearly as 
efficient as gzip . The corresponding uncompression filter is unsq, invoked like sq. 



| j The output of sq may be piped to gzip for further compression. 

zip, unzip 

Cross-platform file archiving and compression utility compatible with DOS pkzip.exe. "Zipped" 
archives seem to be a more common medium of file exchange on the Internet than "tarballs." 

unarc, unarj, unrar 
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These Linux utilities permit unpacking archives compressed with the DOS arc.exe, arj.exe, and 
rar.exe programs. 

lzma. unlzma, lzcat 

Highly efficient Lempel-Ziv-Markov compression. The syntax of lzma is similar to that of gzip. The 
7-zip Website has more information, 
xz, unxz. xzcat 

A new high-efficiency compression tool, backward compatible with lzma, and with an invocation 
syntax similar to gzip. For more information, see the Wikipedia entry . 

File Information 

file 

A utility for identifying file types. The command file file-name will return a file specification 
for file-name, such as ascii text or data. It references the magic numbers found in 
/usr/share/magic, /etc/magic, or /usr/lib/magic, depending on the Linux/UNIX 
distribution. 

The - f option causes file to run in batch mode, to read from a designated file a list of filenames to 
analyze. The - z option, when used on a compressed target file, forces an attempt to analyze the 
uncompressed file type. 



bash$ file test. tar. gz 

test. tar. gz: gzip compressed data, deflated, 
last modified: Sun Sep 16 13:34:51 2001, os: tittdjfc 

Ibash file -z test. tar. gz 

test. tar. gz: GNU tar archive (gzip compressed data, deflated, 
last modified: Sun Sep 16 13:34:51 2001, os: Un: x) 



# Find sh and Bash scripts ; 



. given directory: 



D IRECTORY=/ us r/ local /bin 
KEYWORD— Bourne 

# Bourne and Bourne-Again shell scripts 
file $DIRECTORY/* | fgrep $ KEYWORD 



# Output : 

# /usr/local/bin/burn-cd: 

# /usr/local/bJ.n/bu±nit : 

# /usr/local/bin/cassette . sh : 

# / us r/ I oca 1 /bin/ copy-cd : 



Bourne-Again shell script text executable 
Bourne-Again shell script text executable 
Bourne shell script text executable 
Bourne-Again she©.', script text executable 



Example 16-32. Stripping comments from C program files 



#! /bin/bash 

# strip-comment . sh : Strig& ©lite the comments (/* COMMENT */) jgjjj a C program. 

E_N 0 ARG S = 0 
E_ARGERROR= 6 6 
E_WRONG_F I LE_T YP E= 6 7 

Lf [ $# -eq "$E_NOARGS" ] 
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echo "Usage: ' basename $0' C-program-file" >&2 # Error message to stderr. 
exit $E_ARGERROR 



# Test for Correct file type. 

type-' I awk •{ print $2, $3, $4,, 05 } ’ ' ■ 

# *4pjle -f'fj. echoes file type . . . 

# Then awk removes the first field, the filename . . . 

# Then the result is fed into the variable "type." 
correct_type="ASCII C program text" 

if [ "$type" != "$correct_type" ] 

echo "5paijs script works oh C program files only." 
echo 

exit $ E_WRON G_F ILE_TYPE 
fi 



# Rather cryptic sed sCS^pt:- 

# 

sed 1 

/ A \A*/d 

/.*\*\//d 
' $1 

# 

# Easy to understand if you take several hours to learn sed fundamentals. 



# Need to add one more line to the sed to deal with 

#+ case where lip# C f code has a comment following it on same line, 

# Th'.i s S ; S: left as a non-t riv i a 1 exercise. 

# Also, the above code deletes non-comment lines with a "*/" . . . 
#+ not a desirable .result. 

exit 0 



# 

# Code below this line will pet execute because of 'exit O' above. 

# Stephane Chazelas suggests the following alternative: 

usage () { 

echo "Usage: 'basename $0' C-program-file" >&2 
exit 1 

} 

WEIRD=' echo m -e '\37V' # or WEIRD=$ ’ \377 ’ 

[ [ $# -eq 1 ] ] || usage 

case 'file "$1"' in, 

program text"*) sed-e "s%/\*%$ {WEIRD } %g; s%\*/%$ {WEIRD } %g" "$1" \ 
I tr '\377\n» ' \n\377 ' \ 

| tr -d ' \n ' | tfc ' \377 ' ' ; ; 

*) usage; ; 

# ^tis g&vstiHS: fooled by things like: 



Chapter 16. External Filters, Programs and Commands 



263 





Advanced Bash-Scripting Guide 



# print f ("/*") ; 

# op 

# buggy embedded comment */ 

# 

# To handle all special cases (comments; in strings, comments in string 
#+ whb re there is a. \", \\" . . .) , 

#+ tfe.#' only way is to write a C parser (using lex or yacc perhaps?) . 
exit 0 

which 

which command gives the full path to "command." This is useful for finding out whether a particular 
command or utility is installed on the system. 

$bash which rm 

| /usr/bin/rm | 

For an interesting use of this command, see Example 36-16 . 

whereis 

Similar to which, above, whereis command gives the full path to "command," but also to its 



$bash whereis rm 

|rm: /bin/rm /usr /share/man/manl /rm . 1 . bz2 | 

whatis 

whatis command looks up "command" in the whatis database. This is useful for identifying system 
commands and important configuration files. Consider it a simplified man command. 



$bash whatis whatis 

|whgfcts (1) 



- search the whatis database for complete words 



Example 16-33. Exploring /usr/XHR6/bin 



# ! IJjjjn/bash 

# What are all. those mysterious binaries in /usr/X". IRS/bin? 
DIRECTORY="/usr/XllR6/biti’* 

# Try also "/bin", "/usr/bin", " /usr/local/bin" ,.-’%tc . 

for file in $ DIRECTORY/* 
do 

whatis 'basename $file' # Echoes info about the binary, 
done 

exiifi'-O 

# Note: For thif to work, you iftH'ijshpreate a "whatis" database 
#+ with /usr/sbin/makewhatis . 

# You may wlgh to redirect output script, Md so: 

# ./what.sh >>whatis.db 

# or view it a page at a tiiob &n stdout, 

# ./what.sh | less 

See also Example 11-3 . 
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vdir 

Show a detailed directory listing. The effect is similar to Is -lb . 
This is one of the GNU file utils. 



bash$ vdir 
totpl 10 




bash Is -1 
total. 10 




1 bozo bozo 
1 bozo bozo 
1 bozo bozo 



1 bozo bozo 
1 bozo bozo 
1 bozo bozo 



4034 M 18 22 : 04 data! .xrolo 
4602 May 25 13:58 datal . xrolo . bak 
877 Dec 17 ftOOh employment .xrolo: 



4034 Jal 18 22:04 da Lai. xrolo 
4602 May 25 13:58 da Lai .xrdio.bak 
877 Dec 17" 'JtQOO employment . xrolo 



locate, slocate 

The locate command searches for files using a database stored for just that purpose. The slocate 
command is the secure version of locate (which may be aliased to slocate). 



$bash locate hickson 

|/ us r / 1 : b/ xcphem/ cataloqs/h.i ckson . edb | 

getfacl, setfacl 

These commands retrieve or set the file access control list — the owner, group, and file permissions. 



bash$ getfacl * 

# file: testl.txt 

# owner: bozo 

# group: bozgrp 

other : : r — 

# file: test2.txt 

# owner : bozo 

# group: bozgrp 



bash$ setfacl -m u:bozo:rw yearly_budget . csv 
bash$ getfacl yearly_budget . csv 

# file: yearly budget . csv 

# owner: accountant 

# group: budgetgrp 

user :bozo : rw- 
user : accountant : rw- 



readlink 

Disclose the file that a symbolic link points to. 
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bash$ readlink /usr/bin/awk 

. . / . . /bin/gawk 



strings 

Use the strings command to find printable strings in a binary or data file. It will list sequences of 
printable characters found in the target file. This might be handy for a quick 'n dirty examination of a 
core dump or for looking at an unknown graphic image file (strings image-file | more 
might show something like JFIF, which would identify the file as a jpeg graphic). In a script, you 
would probably parse the output of strings with grep or sed. See Example 11-8 and Example 11-10 . 



Example 16-34. An "improved" strings command 

# ! /bin/bash 

# wstrings.sh: "word-strings" (enhanced "strings" command) 

# 

# This script filters th,ig, output of "strings" by checking it 
#+ against a standard word 

# This effectively eliminates gibberish and noise, 

#+‘--|c|td -outputs: only reeoghiSed words, 

# „========================================================= 

# Standard Check for Script Argument (s) 

ARGS=1 

E_B AD ARG S = 8 5 
E_NOFILE=8 6 

(if 1 ' '(„.$# -ne $ARGS ] 

echo "Usage: ' basename $0' filename" 
exit $E_BADARGS 



'ift;' [ ! *$1" ] # Check if file exiapis . 

then 

echo "File \"$1\" does, not exist." 
exit $E_NOFILE 

„ — - --- 



:lilllSTRLEN=3 # Minimum'. ;'shi?|shg length . 

WORDFILE=/usr/share/dict/linux. words # 3 : ct i ona ry file. 

# May speqt^y a different word list file 
#+ Of one-word-per-line format. 

# For example, the "yawl" word-list package, 

# http : //bash . deta . in/yawl-0 , 3 . 2 . tar . gz 



wlist=' s£hjt*ngs "$l" | tr A-Z a-z |! fit : space :] 1 Z I \ 

tr -cs 1 [ : alpha : ] 1 Z | tr -s >\173-\377’ Z | tr Z ’ •' 

# Translate output Of 'strings' command with multiple passes of 'tr'. 

# "tr A-Z a-z : “ converts --kd lowercase . 

# "tr '[:space:]'" converts whitespace characters to Z's. 

# "tr -cs ' [: alpha:] ' ?.”■ converts noh-a 1 phabet ic characters fd' Z's, 
#+ and squeezes multiple consecutive Z's. 

# "tr -s '\173-\377' Z" £0j&j#rts- ill '^SijEacters past fco Z's 
#+ and squeezes multiple consecutive Z's, 

#+ which gets hid of all the weird characters that the previous 
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#+ translation failed 


to deal with. 






# F :;nal 2 y, "tr' Z 1 ' ' 


' converts afi ' 


thos 


e Z's fed; whitespace. 


#+ which will be seen* 


as word separators 


in the loop below. 


# Note the technique 


of feeding/piping 


the output. $0'.' ;, tr' back' 'J|jt sel||gJj 


#+ but with different 


arguments and/ 


or options dn.each successive pass. 


for word in $wlist 




# 


Important : 






# 


$wl :i st must not be quoted here. 






# 


"$wlist" does not work. 






# 


Why hot'#' 


do 








st r 1 en-$ { #word} 




# 


S g length. 


if [ "$strlen" -It ' 


1 $MINSTRLEN" ] 


# 


Skip over short strings. 


then 








continue 
















grep -Fw $word "$WORDFILE" 


# 


Match whole words only. 


# 




# 


"Fixed strings" and 






#+ 


"whole words" options. 


done 








exit $? 









Comparison 
diff, patch 

diff: flexible file comparison utility. It compares the target files line-by-line sequentially. In some 
applications, such as comparing word dictionaries, it may be helpful to filter the files through sort and 
uniq before piping them to diff. diff file-1 file-2 outputs the lines in the files that differ, 
with carets showing which file each particular line belongs to. 

The — side-by-side option to diff outputs each compared file, line by line, in separate columns, 
with non-matching lines marked. The -c and -u options likewise make the output of the command 
easier to interpret. 

There are available various fancy frontends for diff, such as sdiff, wdiff, xdiff, and mgdiff. 

( | i The diff command returns an exit status of 0 if the compared files are identical, and 1 
if they differ (or 2 when binary files are being compared). This permits use of diff in a 
test construct within a shell script (see below). 

A common use for diff is generating difference files to be used with patch The -e option outputs 
files suitable for ed or ex scripts. 



patch: flexible versioning utility. Given a difference file generated by diff, patch can upgrade a 
previous version of a package to a newer version. It is much more convenient to distribute a relatively 
small "diff file than the entire body of a newly revised package. Kernel "patches" have become the 
preferred method of distributing the frequent releases of the Linux kernel. 

pag^Hj| -pi <patch-».ff’le 
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# Takes all the changes listed in 'patch-file* 

# and applies them Up the files referenced therein. 

# This upgrades to a newer version of the package. 

Patching the kernel: 



cd ..//ii.Sr/sfJS 

gzip -cd patchXX.gz | patch -pO 

# Upgrading kernel source us£n=g 'patch'. 

# From the Linux kernel docs "README", 

# by anQhyfflpu& jftuiftpr (Alan Cox?). 



The diff command can also recursively compare directories (for the filenames 
present). 



bash$ diff -r ~/notesl ~/notes2 

Only in /home/bozo/notesl : f:J/ke02 
Only in /home/bozo/notesl: |Hfe03 
Only in /home/bozo/notes2 : file04 



® 



Use zdiff to compare gzipped fdes. 



® 



Use diffstat to create a histogram (point-distribution graph) of output from diff. 



diff3, merge 

An extended version of diff that compares three files at a time. This command returns an exit value of 
0 upon successful execution, but unfortunately this gives no information about the results of the 
comparison. 



bash$ diff 3 file-1 file-2 file-3 



1:1c 

This is line 1 of "fllfe-l". 
2 :£«. 

This is lind 1. of "f iljg-2" . 
3 : 1c 

This is line 1 of " f ile-3" 



The merge (3-way file merge) command is an interesting adjunct to diff3. Its syntax is merge 
Mergef ile f ilel f ile2. The result is to output to Mergef ile the changes that lead from 
fileltofile2. Consider this command a stripped-down version of patch. 

sdiff 

Compare and/or edit two files in order to merge them into an output file. Because of its interactive 
nature, this command would find little use in a script. 

cmp 

The cmp command is a simpler version of diff, above. Whereas diff reports the differences between 
two files, cmp merely shows at what point they differ. 

(0) Like diff, cmp returns an exit status of 0 if the compared files are identical, and 1 if 
they differ. This permits use in a test construct within a shell script. 

Example 16-35. Using cmp to compare two files within a script. 
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#! /bin/bash 
# file -comp arisen . sh 

ARGS=2 # Two args to script expected. 

E_B AD ARG S = 8 5 
E_UNREADABLE=8 6 

'if- [ $# -ne " $ARGS " ] 

echo "Usage: ' basename $0' f U.cBpS I r v ”, 
exit $E_BADARGS 



if [ [ — r "$1" | | i -r " $2 " ] ] 

echo files to be compared must exist and be readable." 

exit $E_UNREADABLE 



cmp $1 $2 &> /dev/n^tji:'. 

# Redirection to /dev/null buries the output of the "cmp" command. 

# cmp -s fi. $2 has same result ("-s" silent flag to "cmp") 

# Thank you, Anders Gustavsson for pointing this out. 

# 

# Also works with 'diff', i.e.ggR 

#+ diff $1 $2 &> /dev/ittiil 

[ $? -eq 0 ] # Test exit Stati|^.'j^# command. 

echo "file |*. identUgipp. tgt file \"$2\" . " 

echo "Pile difi^is ifli^m file \"$2\" . " 

fi 

exit 0 



(J) Use zcmp on gzipped files. 

comm 

Versatile file comparison utility. The files must be sorted for this to be useful. 

comm -options first-file second-file 

comm file-1 file-2 outputs three columns: 

0 column 1 = lines unique to f ile-1 
0 column 2 = lines unique to file- 2 
0 column 3 = lines common to both. 

The options allow suppressing output of one or more columns. 

0-1 suppresses column 1 
0-2 suppresses column 2 
0-3 suppresses column 3 
0-12 suppresses both columns 1 and 2, etc. 

This command is useful for comparing "dictionaries" or word lists — sorted text files with one word 
per line. 
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basename 

Strips the path information from a file name, printing only the file name. The construction 
basename $0 lets the script know its name, that is, the name it was invoked by. This can be used 
for "usage" messages if, for example a script is called with missing arguments: 



echo "Usage: 'basename $0' argl arg2 ... argn" 

dirname 

Strips the basename from a filename, printing only the path information. 



basename and dirname can operate on any arbitrary string. The argument does not 
need to refer to an existing file, or even be a filename for that matter (see Example 
Az7). 



Example 16-36. basename and dirname 



# ! /bin/bash 

addr ess /home/bozc/ da i t y- ;j ournal , t x t 

echo "Basename of /home/bozo/daily- journal . txt = ' basename $address' " 
echo "Dirname of /hbme/bozo/daily- journal . txt = 'dirname $address' " 

echo "My own home is 'basename "/'. " # 'basename -' also works, 

echo "The home of my home is 'dirname -/' ." # 'dirname ~ also works. 

exit 0 

split, csplit 

These are utilities for splitting a file into smaller chunks. Their usual use is for splitting up large files 
in order to back them up on floppies or preparatory to e-mailing or uploading them. 

The csplit command splits a file according to context, the split occuring where patterns are matched. 



Example 16-37. A script that copies itself in sections 



#! /bin/bash 
# sp 1 itcopy . sh 




# A scrtf-i that sp&|^£' itself ^jpto chunks,, 

#+ then reassembles the chunks into an exact copy 
#+■ .'(sif. 'the otig : na 1 script. 


CHUNKS I ZE=4 # Size of* -£4#s(t chunk 

OUTPREFIX=xx # csplit prefixes, by 

#+ files with "xx" . . . 


eC splsfrl^.'lffkles . 
default. 


csplit "$0" "$ CHUNKS I ZE" 




# Some comment lines for padding . . 

# Line 15 

# L i no 16 

# Line 17 

# Mpe 18 

# Line 1 9 
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# Line 20 

cat " $OUTPREFIX" * > "$0.copy" # Concatenate the chunks, 

rm "$OUTPREFIX" * # Get rid of the chunks. 

exit; $? 



Encoding and Encryption 
sum, cksum, md5sum, shalsum 

These are utilities for generating checksums. A checksum is a number 1771 mathematically calculated 
from the contents of a file, for the purpose of checking its integrity. A script might refer to a list of 
checksums for security purposes, such as ensuring that the contents of key system files have not been 
altered or corrupted. For security applications, use the md5sum (message digest 5 checksum) 
command, or better yet, the newer shalsum (Secure Hash Algorithm). 1781 



bash$ cksum /boot/vmlinuz 

WO 05 4 2 M 804083 /boot/vm.) ir.uz 

bash$ echo -n "Top Secret" | cksum 

3391003827- 10 



bash$ md5sum /boot/vmlinuz 

0 r 4 3eccea8 :"'09eCa0b2b5cf Idcf 333ba /bocu/vm.T ir.uz 

bash$ echo -n "Top Secret" | md5sum 

8babc97a6f 62a4649716f 4df 8d61728f - 



\ijr\ The cksum command shows the size, in bytes, of its target, whether file or stdout. 

The md5sum and shalsum commands display a dash when they receive their input 
from stdout. 

Example 16-38. Checking file integrity 



# ! /bin /bash 

# file-integrity . sh : Checking whether files in a given directory 

# have been tampered with. 

E_D I R_N OMATC’H^ 8 0 
E_BAD_DBFILE=81 

dbf ile=File_record.md5 

# Filename fbb sfbbtttSt records (database file) . 



set_up_database () 

{ 

echo ""$directory"" > "$dbfile" 

# Wb&ifce directory name to -<$£. 'file . 

md5sum "$directory"/* >> "$dbfile" 

# Append md 5 checksums and filenames . 
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# main ( ) 



if [ -z "$1" ] 
then 

directory="$PWD" # iip-iiot specified, 

else #+ use current working directory. 

direct ory= " $ 1 " 
fi 

clear # Clear screen. 

echo " Running 41,1© ^piegsfiSy check on $directory" 

# # 



if [ ! -r "$dbfile" ] # Need to create database ig||e? 
then 

echo "Setting up database file, \""$directory"/"$dbfile"\" . e'dtip 
set Jlf>_dat aba s e 



# # 

check_database # Do the actual work. 



# You may wish to redirect the stdotlt of this script td a file, 

#+ espedftfPLly 4JJ the directory checked has many ;JJJ.es 3^ : fiSL 

exit 0 

# Fo«ag ' 0 l much more bbpfsb&gh Jple integrity check, 

#+ consider the "Tripwire" package, 

#+ http : / / Saur.Ceforge . net/projects/tripwire/ . 

Also see Example A- 19 . Example 36-16 . and Example 10-2 for creative uses of the md5sum 
command. 

iifh There have been reports that the 128-bit md5sum can be cracked, so the more secure 
160-bit shalsum is a welcome new addition to the checksum toolkit. 



bash$ md5sum testfile 

el81e2c8720c60522-c4c4c981108e367 testfile 



bash$ shalsum testfile 

bd/4 25a9cQ8a 66c31 77 ft e3 2. 8 6 f'a4 0986 f f'c996 tes|f|le 



Security consultants have demonstrated that even shalsum can be compromised. Fortunately, newer 
Linux distros include longer bit-length sha224sum, sha256sum, sha384sum, and sha512sum 
commands. 

uuencode 

This utility encodes binary files (images, sound files, compressed files, etc.) into ASCII characters, 
making them suitable for transmission in the body of an e-mail message or in a newsgroup posting. 
This is especially useful where MIME (multimedia) encoding is not available. 

uudecode 

This reverses the encoding, decoding uuencoded files back into the original binaries. 
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Example 16-39. Uudecoding encoded files 



#! /bin/bash 

# Uudecodes aliJ.T'^iuencoded £i,les in &ti£3rent wotffetng directory. 

lines=35 # Allow 35 lines for the header (very generous) . 

File in * # Test all the in $PWD. 

do 

sea£dhi,l=' head -n $lines $File I grep begin. | wc -w' 

search2=' tail -n $lines $File | grep end | wc -w' 

# Uuersddded files have a "begirt* lifter the beginning* 

#+ and an "end" near the end. 

Jtff. | "Ssearphl " -gt 0 ] 

if [ "5 search?." -gt C. ] 

echo : "uudecoding - $File 
uudecode $File 



# Note that running this script updit* .^tse if ,, fools it; 

#+ into thinking it is a uuencoded file, 

#+ because it 'cofttaiks* both "begin" and "end" . 

# Exercise : 

# 

# Modify this script to check each file for a newsgroup headefi 
#+ and skip to next if not found. 

exit 0 



| i The fold -s command may be useful (possibly in a pipe) to process long uudecoded 
text messages downloaded from Usenet newsgroups. 

mimencode. mmencode 

The mimencode and mmencode commands process multimedia-encoded e-mail attachments. 
Although mail user agents (such as pine or kmail ) normally handle this automatically, these particular 
utilities permit manipulating such attachments manually from the command-line or in batch 
processing mode by means of a shell script. 

crypt 

At one time, this was the standard UNIX file encryption utility. f791 Politically-motivated government 
regulations prohibiting the export of encryption software resulted in the disappearance of crypt from 
much of the UNIX world, and it is still missing from most Linux distributions. Fortunately, 
programmers have come up with a number of decent alternatives to it, among them the author's very 
own cruft (see Example A-4) . 

openssl 

This is an Open Source implementation of Secure Sockets Layer encryption. 



# To encrypt a file: 




openssl aese®8-ecb -salt 


-ii| -tile . txt -ouffidPlSS • encrypted \ 


-pass pass :my_password 




# AAAAAAAAAAA 


User-selected password. 


# aes-128-ecb 


is the encryption method chosen. 


# To decrypt an openssl-e 


ncrypted file: 
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openssl aes-128-ecb -d -salt -in file. encrypted -out file.lfcxt \ 
-pass pass :my_password 

# aaaaaaaaaaa Us e r- se le ct ed password. 

Piping openssl to/from tar makes it possible to encrypt an entire directory tree. 



# To encrypt a directory: 

soureedir=" /home/bozo/test files" 
encrf ile="encr-dir . tar . gz" 
password=my_secret_password 

tar czvf - "$sourcedir" | 

openssl des3 -salt -out "§encrfil#* -pass pass : "$password" 

# a a a a uses des3 encryptipft. 

# Writes encrypted file "encr-dir . tar . gz " in current working directory. 

# To decrypt the resulting tarball: 

openssl des3 -d -salt -ia ^$encrflle" -pass pass : "$password" | 
tar — x z v 

# Decrypts and unpack# into current working directory. 

Of course, openssl has many other uses, such as obtaining signed certificates for Web sites. See the 
info page. 

shred 

Securely erase a file by overwriting it multiple times with random bit patterns before deleting it. This 
command has the same effect as Example 16-61 . but does it in a more thorough and elegant manner. 

This is one of the GNU fileutils. 

# Advanced forensic technology may still be able to recover the contents of a file, even 
after application of shred. 

Miscellaneous 

mktemp 

Create a temporary file T801 with a "unique" filename. When invoked from the command-line without 
additional arguments, it creates a zero- length file in the /tmp directory. 



bash$ mktemp 
/tmp/tmp. zzsvql3154 



PREFIX=f ilename 

tempfile=' mktemp $PREFIX . XXXXXX' 

# a a a a a a N eec } a t least 6 placeholders 

#+ M the filename template. 

# If no filename template supplied, 

#+ " tmp . XXXXXXXXXX " is the default. 

echo "tempfiie name = Stomp file" 

# tempfit# name = filename . QA2ZpY 

# or something similar,,,. 

# Creates a file of that name ia the current working directory 
#+ with 600 file permissions. 

# A "umask '3.1 7" is therefore unnecessary, 

#+ but it's good programming practice nevertheless. 
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make 

Utility for building and compiling binary packages. This can also be used for any set of operations 
triggered by incremental changes in source files. 

The make command checks a Makefile, a list of file dependencies and operations to be carried out. 

The make utility is, in effect, a powerful scripting language similar in many ways to Bash, but with 
the capability of recognizing dependencies. For in-depth coverage of this useful tool set, see the GNU 
software documentation site . 

install 

Special purpose file copying command, similar to cp, but capable of setting permissions and attributes 
of the copied files. This command seems tailormade for installing software packages, and as such it 
shows up frequently in Makefiles (in the make install : section). It could likewise prove 
useful in installation scripts. 

dos2unix 

This utility, written by Benjamin Lin and collaborators, converts DOS-formatted text files (lines 
terminated by CR-LF) to UNIX format (lines terminated by LF only), and vice-versa . 

ptx 

The ptx [targetfile] command outputs a permuted index (cross-reference list) of the targetfile. This 
may be further filtered and formatted in a pipe, if necessary, 
more, less 

Pagers that display a text file or stream to stdout, one screenful at a time. These may be used to 
filter the output of stdout ... or of a script. 

An interesting application of more is to "test drive" a command sequence, to forestall potentially 
unpleasant consequences. 



Is /tome/bozo | awk '{print "rm -rf " $1}' | more 

# AAAA 

# Testiff0' : :the of the ^Alowing (disastrous) command^ple : 

# Is /home/bozo | awk '{print "rm -rf " $1}' | sh 

# Hand off to the sh#:fi to execute . . . AA 

The less pager has the interesting property of doing a formatted display of man page source. See 
Example A-39 . 



16.6. Communications Commands 

Certain of the following commands find use in network data transfer and analysis, as well as in chasim 
spammers . 

Information and Statistics 
host 

Searches for information about an Internet host by name or IP address, using DNS. 

bash$ host surfacemail.com 

surfacemail.com. has address 202.92.42.236 

ipcalc 
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Displays IP information for a host. With the -h option, ipcalc does a reverse DNS lookup, finding the 
name of the host (server) from the IP address. 



bash$ ipcalc -h 202.92.42.236 

HOSTNAME=surf acemail . com 



nslookup 

Do an Internet "name server lookup" on a host by IP address. This is essentially equivalent to ipcalc 
-h or dig -x . The command may be run either interactively or noninteractively, i.e., from within a 
script. 

The nslookup command has allegedly been "deprecated," but it is still useful. 



bash$ nslookup -sil 66.97.104.180 

nslookup kuhleersparnis . ch 
Server: 135.116.137.2 

Address: 135 . 116 . 137 . 2#53 

Non-authoritative answer: 

Name : kuh 1 ee r sparp.i s . ch 



Domain Information Groper. Similar to nslookup, dig does an Internet name server lookup on a host. 
May be run from the command-line or from within a script. 

Some interesting options to dig are +time=N for setting a query timeout to N seconds, +nof ail for 
continuing to query servers until a reply is received, and -x for doing a reverse address lookup. 

Compare the output of dig -x with ipcalc -h and nslookup. 



bash$ dig -x 81.9.6.2 

;; Got answer: 

;; -»HEADER«- opcode: QUERY, status: NXDOMAIN, id: 11649 
; j^fgtLags : qr rd ra; QUERY: l r ANSWER: 0, AUTHORITY: 1, ADDITIONAL: t§t; 

;; QUESTION SECTION: 

; 2 . 6 , 9 . 81 . in-addr . arpa . IN PTR 

;; AUTHORITY SECTION: 

6 . 9 . 81 . in-addr . arpa . 36(M. IN SOA ns.eltel.net. npc.eltel.net. 

2002C31.ri,6 900 600 86400 3600 

; ; Query tjrf^ : 53? ttsec 

;; SERVER: J.35 . 116 . 137 . 2#53 ( 135 . 11 6 . 137 . 2 ) 

;; WHEN: Wed Jun 26 08:35:24 2002 
;; MSG SIZE rdvd: 91 



Example 16-40. Finding out where to report a spammer 



#! /bin/bash 

# spam-lookup . sh : Look up abuse contact to report a spammer. 

# Thanks, Michael Zick. 

# Check for command-line arg. 
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ARGCOUNT= 1 

E_WRON GARG S = 8 5 

if [ $# -ne " $ARGCOUNT" ] 

echo "Usage: 'basename $0' domain-name" 
exit $ E_WRON GARG S 
fi 



dig + short $1 . abuse . net -c in -t txt 

# Also try: 

# -dig +ns search $1 

# Tries to find "authoritative name servers" and display SOA records. 

# The following also works: 

# whois -h whpBfi® . abuse . net Sit 

# aa aa aa aa aa aa aa a Specify host. 

# Can even lookup multiple spa r.me r s wi t h this, i.e." 

# whois -h whois.abuse.net $spamdomainl $spamdomain 2 . . . 



# Exercise : 

# 

# Expand the functionality of fefcis sOf|pt 

#+ so that it automatically e-mails a notification 
#+ to the responsible ISP's contact address (es). 

# Hint: use the "mail" command. 

exit $? 

# spam-lookup . sh chinatietong. cb^i. 

# A known spats' dbifidttt* 

# "crnet_mgr@cfedf£$|jiet 0 hg:. cojf^ 

# "crnet_tec 0 chinatietong:»dd*i* 

# "postmaster @chinat3^?i:ong . com" 



# For a more elaborate version of this script, 

#+ see the SpamViz home page, http://www.spaffiVfliiS.net/index.html. 



Example 16-41. Analyzing a spam domain 



# ! /bin/bash 

# is-spammer . sh : Identifying spaffi domains 

# $Id: is-spammer^ y 1.4 2004/0 9/0:1. 19:37:52 mszj,^ Exp $ 

# Above line is RCS iff info . 

# 

# This is a simplified version of the' "is_spammer . bash 
#+ dddipt in the Contributed Scripts appendix. 

# is-spammex <dorna:!'h . name> 

# Uses an external program: 'dig' 

# Tested with version: 9.2.4rc5’ 

# Uses functions. 

# Uses IFS to parse strings by assignment into arrays . 

# And even does something useful: checks e-mail blacklists. 
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echo ' Found address: ' $ { dns_reply } 

# A valid reply is at least 4 digits plus 3 dots. 
it [ ${#ijp_adr} -gt 6 ] 

declare query 

# Parse by assignment at the dots, 
declare -a dns 

IFS=$ADR_IFS 
dns- ( $:{ipypd:r| ) 

IFS=$WSP_IFS 

# Reorder octets into dns query order. 

rev_dns="${dhS [3] ' . "'${dns[2] }'" . "'$(dns[l] } . "'${dns[0] } ' 

# See: http://www.spamhaus.org (Ccr.servar i ve, well maintained) 

echo -n 'spamhaus.org says: ' 

echo $(chk_adr ${rev_dns} 'sbl-xbl.spamhaus.org') 

# See: http://ordb.org (Open mail relays) 

echo -n ' ordb.org says: ' 

echo $ (chk_adr ${rev_dns} 'relays.ordb.org') 

# See: http://www.spamcop.net/ (You can report spammers here) 

echo -n ' spamcop.net says: ' 

echo $(chk_adr ${rev_dns} 'bl.spamcop.net') 

# # # other blacklist operations # # # 

# See: http://cbl.abuseat.org. 

echo -n ' abuseat.org says: ' 

echo $ ( chk_ap r ${rev_dns} 'cbl.abuseat.org') 

# See: http://dsbl.org/usage (Various mail relays) 

echo 'Distributed Server; 'Jilstings ' 
echo -n ' list . dsbl^rg says: ' 

echo $(chk_adr ${rev_dns} ' : |)|^t . dsbi.org' ) 

echo -n ' . .-^'ftihop . dsbl . org says: 1 

echo $(chk_adr ${rev_dns} 'multihop.dsbl.org') 

echo -n ' unconfirmed . dsbj^rg says: ' 

echo $(chk_adr ${rev_dns} ' unconfirmed . dsbl .org ' ) 

else 

echo 'Could t use that address.' 
fi 

exit 0 

# Exercises: 



# 1) Check arguments to script, 

# and exit with appropriate error message if necessa r y . 

# 2) Check if on-line at invocation of script, 

# and exit with appropriate erriMp!. message if .fiecessary . 
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# 3) Substantiate genera®, variitDles £4j£ "hard-coded" BHL domains. 

# 4) Set a time-out f;dr the script using the "+time=" option 

to the 'dig' command. 

For a much more elaborate version of the above script, see Example A-28 . 

traceroute 

Trace the route taken by packets sent to a remote host. This command works within a LAN, WAN, or 
over the Internet. The remote host may be specified by an IP address. The output of this command 
may be filtered by grep or sed in a pipe. 



bash$ traceroute 81 


.9.6.2 






traceroute to 81.9.1 


5.2 (81.9.6.2), 30 


hops max. 


38 byte packets 


1 tc43.xjbnnbrb.ee 


3% '(136. 30. 178. 8) 


191.303 m: 


3 179.400 ms 179.767 ms 


2 orO .x jbnnbrb . coi 


n (136.30.178.1) 


179.536 ms 


179.534 ms 169.685 ms 


3 ^2..i6sSB-.iora| 


(192. 168. 11. Si!) , 


189,471 ms 


189.556 ms * 



Broadcast an ICMP ECHO_REQUEST packet to another machine, either on a local or remote 
network. This is a diagnostic tool for testing network connections, and it should be used with caution. 



bash$ ping localhost 

PING localhost . localdomain (1,27.0.0.1) from ,127.0.0.1 : 56 (84) bytes of data. 

64 bytes from localhost . localdomain ( 127 . • 1 ) : icmp_seq=0 Ltl-’2S5 time=709 usee 
64 bytes from localhost . (127.0.0.1): ic(ttp_seq=|. -fc§^255 time=286 usee 

localhost . localdomain ping statiAiil.cS 

2 packets transmitted, 2 packets received^* .0% packet loss 
hound-trip: sgin/avg/mdx/mdev = 0 .286/0 . 497/0 . 709/0 ms 



A successful ping returns an exit status of 0. This can be tested for in a script. 



HNAME=news-15 .nef. i# Notorious spammer. 

# HNAME=$HOST # Debug: test for localhost. 

ddS§&rf! # Send only two pings . 

,;|jf [[ 'ping -c $ccunb "$HNAME"' ]] 
then 

echo. ""$HNAME" still up and broadca#j£i^3 spam your way." 

""$HNAME" seems to be down. Pity." 
fi 

whois 

Perform a DNS (Domain Name System) lookup. The -h option permits specifying which particular 
whois server to query. See Example 4-6 and Example 16-40 . 

finger 

Retrieve information about users on a network. Optionally, this command can display a user's 

~ / . plan, ~ / . project, and ~/ . forward fdes, if present. 



bash$ 

T.cqih 




Tty 


Idle Ldgir 


Time ptfige 


p'ffifie Phone 


bozo 


Bozo Bozeman 


ttyl 


8 Jun 


25 16:59 


(:0§ 


bozo 


'’IlSt&o Bozeman 


■ttypO 




25 16:59 


. ( : 0 . 0) 


bozo 


Bozo Bozeman 


ttypl 


dun 


25 17:07' 


. (:0,0) 
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Out of security considerations, many networks disable finger and its associated daemon. T8 11 



chfn 

Change information disclosed by the finger command. 

vrfy 

Verify an Internet e-mail address. 

This command seems to be missing from newer Linux distros. 

Remote Host Access 
sx, rx 

The sx and rx command set serves to transfer files to and from a remote host using the xmodem 
protocol. These are generally part of a communications package, such as minicom. 

sz, rz 

The sz and rz command set serves to transfer files to and from a remote host using the zmodem 
protocol. Zmodem has certain advantages over xmodem, such as faster transmission rate and 
resumption of interrupted file transfers. Like sx and rx, these are generally part of a communications 
package. 

ftp 

Utility and protocol for uploading / downloading files to or from a remote host. An ftp session can be 
automated in a script (see Example 19-6 and Example A-4) . 

uucp, uux, cu 

uucp: UNIX to UNIX copy. This is a communications package for transferring files between UNIX 
servers. A shell script is an effective way to handle a uucp command sequence. 

Since the advent of the Internet and e-mail, uucp seems to have faded into obscurity, but it still exists 
and remains perfectly workable in situations where an Internet connection is not available or 
appropriate. The advantage of uucp is that it is fault-tolerant, so even if there is a service interruption 
the copy operation will resume where it left off when the connection is restored. 



uux: UNIX to UNIX execute. Execute a command on a remote system. This command is part of the 
uucp package. 



cu: Call Up a remote system and connect as a simple terminal. It is a sort of dumbed-down version of 
telnet . This command is part of the uucp package. 
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Utility and protocol for connecting to a remote host. 

| The telnet protocol contains security holes and should therefore probably be avoided. 

Its use within a shell script is not recommended. 

wget 

The wget utility noninter actively retrieves or downloads files from a Web or ftp site. It works well in 
a script. 



wget -p http: //www. xyz23 . com/fileOl .html 

# The -p or — page-requisite option causes wget to fetch all files 
#+ required to display the specified page. 

wget -r ftp://ftp.xyz24.net/~bozo/project_fiies/ -0 SSAVEFTLE 

# The -r option recursively follows and retrieves all links 
#+ on the specified site. 

wget -c ftp://ftp.xyz25.net/bozoflles/filename.tar.bz2 

# The -c option lets wget resume an interrupted download. 

# This works with ftp servers and many HTTP sites . 



Example 16-42. Getting a stock quote 



# ! /bin /bash 

# quote-fetch. sh : Download a stock quote. 



E_N0PARAMS=8 6 

if [ -z "$1" ] # Must specify a stock (symbol) to fetch, 

then echo "Usage: 'basename $0' stock-symbol" 
exit $E_NOPARAMS 
fi 

stock_symbol=$ 1 
f i 1 e_s u f f ix= . html 

# Fetches an HTML file, so name it appropriately. 

URL= ' http :// finance . yahoo . eoa/q? s= ' 

# Yahoo fi&ance board, with stock query suffix. 

# 

wget -0 ${stock_symbol}${file_suffix} " $ {URL } $ { stock_symbol } " 
# 



# To look up stuff on http://search.yahoo.soa: 

# 

# URL="http : // search . yahoo . com/ search? fr=ush-news&p=$ {query} " 

# wget -0 "$s ave f llfen ame " " $ { URL } " 

# 

# Saves a list Of relevant URLs . 

exit $ ? 

# Exercises : 

# 

# 

# 1) Add a test to ensure the user running the script is on-line. 
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# (Hint: parse the output of 'ps -ax' for "ppp" or "connect." 

# 

# 2) Modify this script to fetch the local weather report, 

#+ taking the jiaer ' code '^. argument . 

See also Example A-30 and Example A-3 1 . 

lynx 

The lynx Web and file browser can be used inside a script (with the -dump option) to retrieve a file 
from a Web or ftp site noninteractively. 

lynx -d'UIBp http : //www . xyz23 . com/fileOl . html >$SAVEFILE 

With the -traversal option, lynx starts at the HTTP URL specified as an argument, then "crawls" 
through all links located on that particular server. Used together with the -crawl option, outputs 
page text to a log file. 

rlogin 

Remote login, initates a session on a remote host. This command has security issues, so use ssh 
instead. 

rsh 

Remote shell, executes command(s) on a remote host. This has security issues, so use ssh 
instead. 

rep 

Remote copy, copies files between two different networked machines. 

rsync 

Remote synchronize, updates (synchronizes) files between two different networked machines. 



bash$ rsync -a ~/sourcedir/*txt /nodel/subdirectory/ 



Example 16-43. Updating FC4 



#! /bin/bash 

# fc4upd.sh 

# Script aufisbr: Eraaik Wang. 

# Slight stylistic modifications by ABS Guide author. 

# Used in ABS Gui do with permi.ss.: or. . 



# Download Fedora Core 4 update from mirror site using rsync. 

# Should also work MS® newer Fedora Cores — 5,6,... 

# Only download latest package if multiple versions exist, 

#+ to save space. 

URL=rsync : //distro . ibiBJho . org/fedora-lihux-core /updates/ 

# URL=rsync : // ftp . kddilabs . jp/ fedora/ core/updates/ 

# URL=rsync : / / rsync .planetmiS^&r . com/ fedora-linux-core/updates/ 

DEST=$ { 1 : -/y§r/www/html/ fedora/updates/ } 

LOG=/tmp/repo-update-$ (/bin/date +%Y-%m-%d) .txt 
PID_FILE=/var / ruii/%1 0##*/ } .pid 

E_RETURN=85 # Something unexpected happened. 



# Genera'!' bsync options 

# -r: recursive download 

# -t : reserve time 
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# -v: verbose 

OPTS="-rtv — delete-excluded — delete-after — partial" 

# rsync include pattern 

# Leading slash causes abf&iute path name match. 
INCLUDE= ( 

"/ 4/ i386/kde-il8n-Chinese*" 

# 

# Quoting' -is necessary to prevent globb|$Sj. 



# rsync exclude pattern 

# Temporarily comment out unwanted pkgs using "#" . . . 

EXCLUDE^ ( 

/I 

h 

/$ 

/testing 
/4/SRPMS 
■j&4/ppc 
/ 4 / x8 6_64 
/ 4/i386/debug 
"/4/i386/kde-il8n-*" 

"/ 4/i386/opendSi:ice. org-langpack-* " 

"/4/i386/*i586. rpm" 

" /4/i386/GFS-* " 

" / 4 / i 3 8 6 / cman- * " 

"/4/1386/ dim-* " 

"74/i386/gnbd-*" 

"/|^.386/kernel-Sm|3* " 

# V4/i386/kernel-xen*" 

# " 74/1386/ xer-.- * " 



j$$-t ( ) { 

# Let pipe command return possibly rsync error, e. g., stalled network, 
set -o p : petal 1 # Newly introduced in Bash, version 3 . 

TMP=$ {TMPDIR: -/tiftp'} /$ { 0##*/ } . $$ # Store refifiifd download list . 

trap "{ 

rm ^jf1$TMP 2>/dev/nu|pK 

}" EXIT # Clear temporary file on exit. 



check_pid () { 

# Check asSfuprocess exists. 

if [ -s " $PID_FILE " ]; then 

echo "PID file exists. Checking ..." 

PID=$ (/bin/egrep -o " A [[: digit :]] +" $PID_FILE) 

*'j^^|/bin/p s — pid $PID &>/dev/nuJjfc|- then 

echo "Process SP ^a j found. ${0##*/} seems to be running!" 
.^t/bin/logger -t ${0##*/} \ 

"Process $pf||>>f ound . ${0##*/} seems to be running!" 
exit $E_RETURN 
fi 

echo "Process hot found. Start hew process ..." 

fi 

} 
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# Set overall file update range starting from root or $URL, 
#+ accord i r.q to above patterns.. 
set_range () { 

j?o r: p in " $ { iSCWtfiS [ 0 ] } " ; do 

include="$include — include \"$p\"" 

if or: p in " S ( EXCT.UDF. [ @ ] } "| do 

exclude="$exclude — exclude \"$p\"" 



# Retrieve and refine, rsync update'' .Ifjsfe. 
get_list () { 

echo $$ > | | ( 

echo "Can't write to pid file 
exit $E_RETURN 



echo -n "Retrieving and refining update list ..." 

# Retrieve list — ' eval ' is needed to run rsync as a single command. 

# $3 and $4 '|5i; tfie date and time gsf; |jile creation. * ^ 

# $5 is the full package name. 
prdvi.ous= 

pre_f ile= 
pre_date=0 

eval /bin/nic©- v^dsr/bin/rsync V 

$^pltide $exclude $URL | \ 
egrep ' A dr.x| A -r' | \ 
awk '{print $3, $.4, $5}' | \ 

sort -k3 | \ 

{ while read line; do 

# Get seconds since epoch, to filter out obsolete pkgs . 
cur_date-$ (date -d "S (echo $line | awk ' {prfdt $1, $2}')" +%s) 

# echo $cur_date 

# Get file name. 

«WrjJ$lle=$ (echo Slide I awk ' {p^fe'43} ' ) 

# echo $cur_file 

# Get rpm pkg name from file name, if poss i a . ©$, 

[ [ $eu;Stjfile == *rpm ] ] ; theft- 
pkg_name=$ (echo $cur_file | sed -r -e \ 

's/< A (I A _-] + [_- ] ) if n : :] / j«jH 

pkg_name= 

fi 

# echo $pkg_name 

J||h [ -z "$pkg_name" ]; then # If it©,t a fpti file, 

echo $cur_f Hip- S> $TMP #+ then append to download list, 
elif [ "$pkg_name" != " Spiteirfipiss " ]; then # A new pkg i6d.dnd. 

echo $pro_f'i e » $TMP # Output latest file. 

ptSSW.60s=$pkg_pa®SS # Save . 

pre_date=$cur_date 
p re^ji i le= $ cur_f i 1 e 
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elif [ "$cur_date" -gt "$pre_date" ]; then 

# if Same pkg, but newer, 

pre_date=$cur_date #+ then update latest pointer. 

P i 1 e = $ cur_f 1 1 e 

fi 

done 

echo $pre_f£jkit >> $TMP # IMP contains ALL 

refined list now. 

# echo "subshell=$BASH_SUBSHELL" 

} # Bracket required here to let final "echo $pre_file » $TMP" 

# Remained in' the same subshell ( 1 ) with the entire loop. 

RET=$ ? # Get return code of the pipe command . 

[ " $RET" -ne 0 ] && { 

echo "List retrieving failed with code $RET" 
exit $E_RETURN 



echo "done" ; echo 

} 

# Real rsync download part . 
get_i\i 1 e () { 

echo "Downloading..." 

/hih/iiice /usr/o; n/ rsync \ 

$OPTS \ 

— filter "merge, +/ $TMP" \ 

— exclude ' * ' \ 

$URL. $DEST \ 

I / usr /bin/tee $LOG 

RET=$ ? 

# — filter merge, +/ is crucial for the intention. 

# -fhfeo&t^ler means -iaclude and / meaW-S' absolute path . 

# Then sorted list in $TMP will contain ascending dir r.ame and 

#+ prevent the following — exclude from "shortcutting the circuit." 

echo "Done" 

rm -f fRpJjPJM 2>/de^^^, 
return $RET 



# 

# Main 

check_pid 
set_range 
get^jL-ist 
get_f i ; e 
RET=$? 

# 

if [ "SRET" -eq $ 1;; then 

/usr /bin/logger -t ${0##*/} "Fedora update ir|Jig?jfored succesS.failj' . " 
/usr/Jjift^logger -t $ { 0##*/ }r %, 



Chapter 1 6. External Filters, Programs and Commands 



287 





Advanced Bash-Scripting Guide 

"Fedora update mirrored with failure code: $RET" 



exjfe?$RET 

See also Example A-32 . 

® Using rep, rsvnc . and similar utilities with security implications in a shell script may 
not be advisable. Consider, instead, using ssh, scp . or an expect script. 

Secure shell, logs onto a remote host and executes commands there. This secure replacement for 
telnet, rlogin, rep, and rsh uses identity authentication and encryption. See its manpage for details. 



Example 16-44. Using ssh 



# ! ^ifelii/bash 

§■ remote . ba sh : Using ssh. 

# This example Joy Michael Zick. 

# Used wiSfh permission.. 



# Presumptions: 

# 

# fd-2 isn't being captured ( ' 2>/dev/null ' ). 

# ssh/sshd presumes stderr ('2'), display to user. 

# 

# sshd is ruitliiA® on your, ftja.chi.ne. 

# For any 'standard' distribution, it probably is, 

#+ and without any filnky ssh-keygen haVJtig been done. 

# Try sst|vfrO you r mach i no from the command-line: 

# 

# $ SSh $HOSTNAME 

# Without extra set-up you'll be asked for your password. 

# enter password 

# when done, $ exit 

# 

# Did that work? If so, you're ready for more fun. 

# Try ssh to your machine as 'root': 

# 

# $ ssh -1 root $ HOSTNAME 

# When asked for password, or: ter ...root ' s, not yours. 

# Last login: Tue Aug $&.20r-25:49 2004 from localhost . localdomain 

# Einteii '-exilj;* when done . 

# The above gives you att Aiiter&ctive shell. 

# It is possible for sshd to be set up in a 'single command' mode, 

#+ but fchifj; IsS beyonduthe scope of; ®his> example. 

# The only thing to note is that the following will work in 
#+ 'single command' SiOde, 



# A basic, write stdout (local) command. 

Is 

# Now the saftse basic command on a ^jeidte machine. 
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# Pass a different 'USERNAME' 'HOSTNAME' if desired: 

USER=$ { USERNAME : -$ (whoami) } 

HOST=$ { HOSTNAME :-$ (hostname) } 

# Now excute the above command-line on the remote host, 

#+ with all transmissions encrypted. 

ssh -1 $ {USER} $ {HOST} " Is -1 " 

# The expected result is a listing of yauff •tisername ' s home 
#+ directory on the remote machine.* 

# To see any .difference, .raft fthis script from somewhere 
#+ other than your home directory. 

# In other words, the Bash command is passed as a quoted line 
#+ to the rettata shell, which executes it on the remote machine. 

# In this case, sshd does ' bash -c "Is -1" ' on your behalf. 

# For information on topics such as not having to enter a 
#+ passward/passphrase for every command-line, see 

#+ man ssh 

#+ man ssh-keyqcn 

#+ man sshd_config. 

exit 0 



J Within a loop, ssh may cause unexpected behavior. According to a Usenet post in the 
comp.unix shell archives, ssh inherits the loop's stdin. To remedy this, pass ssh 
either the -n or -f option. 

Thanks, Jason Bechtel, for pointing this out. 

scp 

Secure copy, similar in function to rep, copies files between two different networked machines, 
but does so using authentication, and with a security level similar to ssh. 

Local Network 

write 

This is a utility for terminal-to-terminal communication. It allows sending lines from your terminal 
(console or xterm) to that of another user. The mesg command may, of course, be used to disable 
write access to a terminal 

Since write is interactive, it would not normally find use in a script. 

netconfig 

A command-line utility for configuring a network adapter (using DHCP). This command is native to 
Red Hat centric Linux distros. 



Mail 

mail 

Send or read e-mail messages. 

This stripped-down command-line mail client works fine as a command embedded in a script. 
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Example 16-45. A script that mails itself 



# ! /bin/sh 

# self-mailer . sh : Self -mailing schipt 

adr=$ { 1 : whoami' } # Default to current user, if not specified. 

# Typing ' self-mailer . sh wiseguy@superdupergenius.com' 

#+ sends this script to that, addressee . 

# Just ' self-mailer . sh ' (no argument) sends the script 

#+ to the pe rson invoking - -it*: for example, bozo@localhost.localdomain. 

# 

# : or. more on the $ {parameter : -default } const ru.c.t> 

#+ sg - © the "garawieter Substitution" section 

#+ o|£lihe "Varlab 1 es Revisited" chapter. 

# ============================================================================ 

cat $0 | mail -s "Script \" ' baser.ame $0'\" has mailfegt itself to you." "$adr" 

# ============================================================================ 

# 

# Greetings from the self-mailing script. 

# A mischievous person has run this sfejript, 

#+ which has caused it to mail itself to you. 

# Apparently, some people have nothing better 
#+ to do with their time. 

# 

echo "At 'date', sehffefc V'basename $0'\" mailed to "$adr"." 
exit 0 

# Note that the "mailx" command (in "senif® -mode) may be substituted 
#+ for "mail" ... but with somewhat different options. 

mailto 

Similar to the mail command, mailto sends e-mail messages from the command-line or in a script. 
However, mailto also permits sending MIME (multimedia) messages. 

mailstats 

Show mail statistics. This command may be invoked only by root. 



root# mailstats 
Statistics from Tue Jan ] 
M msgsf.r byces_f rom 

4 1682 24118K 

9 211. 6 4 OK 


. 20:32:08 
0 

1894 


2008 

bytes_to 

OK 

25131K 


msgsrej r 
0 
0 


nsgsdis msgsqur? 
0 0 

0 0 


trailer 

esmtp 


T |§Bl 894 24 7 58K 

C 414 


1894 


25131K 


0 


0 0 





vacation 

This utility automatically replies to e-mails that the intended recipient is on vacation and temporarily 
unavailable. It runs on a network, in conjunction with sendmail, and is not applicable to a dial-up 
POPmail account. 
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16.7. Terminal Control Commands 

Command affecting the console or terminal 
tput 

Initialize terminal and/or fetch information about it from terminfo data. Various options permit certain 
terminal operations: tput clear is the equivalent of clear : tput reset is the equivalent of reset . 



bash$ tput longname 

xterm terminal emulator (X Window System) 



Issuing a tput cup X Y moves the cursor to the (X,Y) coordinates in the current terminal. A clear to 
erase the terminal screen would normally precede this. 

Some interesting options to tput are: 

0 bold, for high-intensity text 
0 smul, to underline text in the terminal 
0 smso, to render text in reverse 

0 sgrO, to reset the terminal parameters (to normal), without clearing the screen 
Example scripts using tput: 

1. Example 36-15 

2. Example 36-13 

3. Example A-44 

4. Example A-42 

5. Example 27-2 

Note that sttv offers a more powerful command set for controlling a terminal. 

infocmp 

This command prints out extensive information about the current terminal. It references the terminfo 
database. 



reset 



clear 



resize 



bash$ infocmp 

# Reconstructed via nalccmp from file: 

/usr/ share/terminf o/x/rxvt 

rxvt | rxvt terpiin^L emulator (X Window Systeift) , 
am, bee, eo, km, mir, msgr, xeni f xon, 
d61ors#8, cols#80, it#8, lines#24, pairs#64, 
acsc=' ' aaf fgg j jkkllmmnnooppqqrrsstfeUuvvwwxxyyzz { { | | } } — , 
bel= / 'G, #link=\E[5m, bold=\E[lm, 
civis=\E [ ?251, 

C’:ear-\E [H\E [2J> cnorrrrAE [ ?25h, dr= A M, 



Reset terminal parameters and clear text screen. As with clear, the cursor and prompt reappear in the 
upper lefthand corner of the terminal. 

The clear command simply clears the text screen at the console or in an xterm. The prompt and cursor 
reappear at the upper lefthand corner of the screen or xterm window. This command may be used 
either at the command line or in a script. See Example 11-26 . 
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Echoes commands necessary to set $TERM and $TERMCAP to duplicate the size (dimensions) of the 
current terminal. 



bash$ resize 
set noglob; 
setenv COLUMNS '80'; 
setenv LINES '24 ' ; 
unset noglob; 



script 

This utility records (saves to a file) all the user keystrokes at the command-line in a console or an 
xterm window. This, in effect, creates a record of a session. 



16.8. Math Commands 

"Doing the numbers" 
factor 

Decompose an integer into prime factors. 

bash$ factor 27417 

27417: 3 37 



Example 16-46. Generating prime numbers 



#! /bin/bash 

# primes2.sh 

# Generating 1 ' prime numbers the quick-and-easy way, 

#+ without resorting to fancy algorithms. 

CEILING=10000 # 1 to 10000 

PRIME=0 

E_NOTPRIME= 

is_prime () 

{ 

local factors 

factors ( S (factor $1) ) # Load output of 'factor' jpjto array. 

if [ -z "$ {-factors [2] }" ] 

# Third element of "factors" array: 

#+ ${ factors [2] } is 2nd factor . a rqumer.L . 

# If it is blank, then there is no 2nd factor, 

#+ and the argument i>S therefore prime . 

then 

return $PRIME # 0 

else 

return $E_NOTPRIME # nrill 

fi 

} 

echo 

far :®: in $ (seq $CEILING) 
do 

if is_prime $n 
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“printf 


%5d $h 




fi # 


A Five positions per number suffices. 




done # 


For a higher $CEILING, adjust upward, c 


is necessary. 


echo 







Bash can't handle floating point calculations, and it lacks operators for certain important mathematical 
functions. Fortunately, be gallops to the rescue. 

Not just a versatile, arbitrary precision calculation utility, be offers many of the facilities of a 
programming language. It has a syntax vaguely resembling C. 

Since it is a fairly well-behaved UNIX utility, and may therefore be used in a pipe , be comes in handy 
in scripts. 



Here is a simple template for using be to calculate a script variable. This uses command substitution . 



variable=$ (echo "OPTIONS; OPERATIONS" | be) 



Example 16-47. Monthly Payment on a Mortgage 



# ! /bin /bash 

# monthlypmt . sh : Calculates monthly payment on a mortgage. 



# fjltis is a modificatisga of code in the 
#+ "meat c" (mortgage calculator) package, 

#+ by Jeff. Schmidt 

#+ and 

#+ Mendel Cooper (y dirts tjSpjjy, the ABS Guide autfjbi ) . 

# http : / /www. ibiblio . org/pub/Linux/apps/ f inancial/mcalc-1 . 6 . tar . gz 

echo "Given the principal^. tgnteresi; irate, and term jb'f/ a. ijJQaStgage, " 
echo "calculate the monthly payment." 

bottom=l . 0 

echo 

echo -n "Enter prihbajSal (no commas) " 
read principal 

echo -n "Enter? Interest-, rate (percent) " # If 12%, enter "12"^M^ ".12". 

read interest_r 

echo -n "Enter term (months) " 
read term 



interest_r-$ (echo "scale=9; $interest_r /I CO . 0" | be) # Convert to decimal. 

# aaaaaaaaaaaaaaaaa Divide by 10%.- 

# "scale" determines how many decimal places. 

interest_rate=$ (echo "scale=9; $interest_r/12 + 1.0" | be) 
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top=$ (echo "sca]^|# : 9; $principal*$interest_rate A $terffi" | be) 

# Standard formula for figuring interest. 

4bho; echo "Please be patient. This may take a while." 
let "months = $term - 1" 

# ============================================================= 

for ((x=$months; x > 0; x — )) 
do 

bot=$ (echo "scale=9; $interest_rate A $x" | be) 
bottoT-S (echo "scale=9; $bottom+$bot" i be) 

# bottom $(($bottom + $bot")) 
done 

r - ■— 

# 

# Ricfc -B^AviS pointed but a more effitri.ent rimp J emendation 

#+ Of the above loop, which decreases computation time by 2/3. 

# for ( (x=l; x <= $months; x++) ) 

# do 

# bottom=$ (echo "scale=9; $bottom * $interest_rate + 1" I be) 



# And then he came up with an even more efficient alternative, 

#+ bne that cuts. down, -the- run time by about 95% ! 

# bottom=' { 

# echo "scale=9; bottom=$bottom; interest_rate=$interest_rate" 

# for ( (x=l ; x <= $months; x++) ) 

# do 

# echo 'bottom = bottom * f '4i 1 terest 4r .cate + 1* 

# done 

# echo’ 'bottom' 

# I | be' # Embeds a 'fo.r loop' within command substitutions'* 

# 

# On the other hand, Frank Wang suggests: 

# bottoiiMJ (echo "scale=9; ($interest^rate A $term-l) / ($lnterest_rate-l) " | be) 

# Because . . . 

# The algorithm behind the loop 

#+ is actually a sum of geometric, proportion series. 

# The sum formula is eO ( l-q A n) / ( 1-q) , 

#+ where eO?.-S- the tlggst element and q=e (n+1) /e (n) ‘ 

#+ and n is the number of elements. 

# 



# let "payment: ** $top/$bottom" 

paymer.t-$ (echo "scale=2; $top/$bottom" | be) 

# Use two decimal places for dollars and cents. 

echo "monthly payment p \$$payment" # Echo a dollar sighs d^i ^rohf of- 



exit 0 
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# Exercises: 

# 1) Filler input to permit commas if* prlifesipal affisbfint. 

# 2) Filter input to permit interest to be entered as percent or decimal. 

# 3) If you are really ambS^ous, 

#+ expand this script to print complvgtitte amortization tables. 



Example 16-48. Base Conversion 



# ! /Si p /bash 

########################################################################### 



:ript 



# Shells< 

# Author 

# Date 

# Category 

# $Id: base.s: 

# ==■*? Above 1 



base . sh - pr|ps|' number to dlJSferent bases (Bourne Shell) 
Heiner Steyen (heiner.steven@odn.de) 

.»j7-03-95 
Desktop 

v 1.2 2000/02/06 $|:55:35 heiner Exp $ 
ie is RCS J® info. 

########################################################################### 
# Description 



# Changes 

# 21-03-95 stvy >ftixed error ocduring with Oxb as input (0.2) 

########################################################################### 

# -**& Used in ABS Guide with the script author's permission. 

# ==> Comments added by ABS Guide author . 



NOARGS=85 
PN='basename "$0" 
VER='echo '$Revis: 



Usage () { 

echo "$PN - print number to different bases, $VER (stv '95) 
ijl^age: $PN [number ...] 



Xp. no number is given, the numbers 
A number may be 

binary (base 2) 
bbtal (base 8) 
hexadecimal (base 16) 
decimal 
exit $NOARGS 

} # : H-i> Prints usage message. 



■ read from 

starting witlilOb 
starting with 0 
starting w : th Cx 
otherwise (i.e. 



‘;StSMard input. 

WB.e. Obi 106) 
(i.e. t jffi) 

(i.e. Oxc) 

12 )" >&2 



Msg 



O { 

# ==> in '[list] 
do echo " $PN : $i" >&2 
done 



•ifcis sing. Why ? 



Fats^j. () ( Msg exit 66; } 

PrintBases () f 

# Determine base of the number 
for i # in [list] missing. . . 

do # ==> so operates on command-line arg(s). 

case "$i" in 

.$&**) ;ibase=2;; # binary 

Ox* | [a-f ] * | [A-F] * ) ibase=16;; # hexadecimal 
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C*) ibase=8;; # octal 

[1-9]*) ||jfise=10; ; # decimal 

*) 

Msg "illegal number $i - ignored" 
continue; ; 






# Remove prefix, convert hex digits to uppercase (be needs this) . 

number='echo "$i" | sea -e ’ s : A 0 [bBxX] : : ' | tr ' [a-f] ' ' [A-F] ' ' 

# ==> Uses as sed separappE:#. ; father' thsih 



# Convert number to dei|^^j|.. 

dec='echo "ibase=$ibase; $number" I be' # ==> 'be' is calculator 
case "$dec">ff|ijt 

[0-9]*) ;; # number ok 

*) continue;; # erEest: ighpre 



# Print all 

# ==> 'here 
echo 'be «■! 

obase=16 

obase=10 

obase=2; 



conversions in line . 

document 1 feeds command list to ' be ' . 



"hex="; $dec 
"dec="; $dec 
"oct="; $dec 
"bin="; $dec 




} 

while [ $# -gt 0 j 

# ==> Is a "while loop" really -neccssa r y here, 

# ==>+ s ince ai'i • the cases either break .out of the loop 

# =}•=*! or terminate the script. 

# ==> (Above comment by Paulo Marcel Coelho Aragao.) 
do 

— ) shift; break;; 

-h) Usage;; # ==> Help message. 

-* ) Usage; ; 

*) break;; # Firf^; -humberr 

esac # =Mat;Error checking for illegal input might be appropriate, 
shift 

done 



if t $# -gt f" ] 

then 

PrintBases "$0" 

else # Read from st^gjft. 

while read line 

PrintBases $line 

done 






:ility . 



An alternate method of invoking be involves using a here document embedded within a command 
substitution block. This is especially appropriate when a script needs to pass a list of options and 
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commands to be. 



variable='bc « LIMIT_STRING 

op- ions 

statements 

operat^bill" 

LIMIT_STRING 



variable=$ (be « LIMIT_STRING 

opljidjis 

statements 

operations 

LIMIT_STRING 



Example 16-49. Invoking be using a here document 



# ! /bin /base 

# Invoking 'be' using command substitution 

# in combination. witaS -a 'here documeriifci. 



varl='bc « EOF 
18.33 * 19.78 
EOF 

echo $varl # 362.56 



# $(...) fjptat i,on also works, 

vl -23.5.3. 
v2=17 . 88|| 
v3=83 . 50#.^ 

var2-$ (be « EOF 
scale = 4 
a - ( $v« Sv2 i 
b = ( $v3 * $v4 ) 
a * b + 15.35 
EOF 
) 

echo $var2 # 593487.8452 



var3-$ (be -1 « EOF 
scale = 9 

s p|.7 n 

EOF 

) 

# Returns the s i ne of 1.7 radians. 

# The "-1" option ca : Is the ' be ' math library, 

echo $var3 # .9 91 664 8 if:' ' 



# Now, try it'-xD a ^upc,t4on . . . 

hypotenuse () # Calculate hypotenuse of a right triangle. 
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{ # c = sqrt ( a A 2 + b A 2 ) 

hyp=$ (be. --I « EOF 
scale = 9 

sqrt ( $|» $1 + $2 * $2 ) 

EOF 

) 

# Can't directly return floating point values from a Bash function. 

# But, can echo-a nd-captu re : 
echo "$hyp" 

mm 

hyp=$ (hypotenuse 3.68 7.31) 

echo "hypotenuse = $hyp" # 8.184039344 



exit 0 



Example 16-50. Calculating PI 



#! /bin/bash 

# dsnHO'n. sh: ApprOiX±fi&te&f#g PI -by firing cannonballs . 

# Author : Mendel Coope# 

# License: Public Domain 

# Versioa J&.2, reldate 13oot08. 

# fhi$ is a very simple instance of a "Monte Carlo" simulafeidh: 

#+ a mathematical model of a real-life event, 

#+ using pseuddrs£h4®tt hUffibe-rjj:,:'l!o emulate random chance. 

# Consider , a perfectly square plot of land, 1001JQ' units on a side. 

# This land has a perfectly circular lake in its center, 

#+ with a .diameter Of UOOOO gftjits. 

# The ptof is actually mostly water, except for land in the four corners. 

# (Think Of :i%. #.s a square with art i’ft©bribed;T^teie . ) 

# 

# We will isf&h cannonballs old-style cannon 

#+ at the square. 

# All the sbpts impact somewhere oh. the square, 

#+ either in the lake or on the dry corners. 

# JUfrce the lake takes up most P.#l ifehe area, 

#+ most of the hhbf.s will SPLASH! into the- water. 

# Just a few shots will. THUD! £»|Jo sailll ground 
#+ in the four corners o.f the square. 

# 

# If we take enough random, unaimed shots at the square, 

#+ Then the ratio of SPLASHES tp total sfipts will approximate 
#+ the value of PI/4. 

# 

# The simplified explanation Is that the cannon is actually 

#+ shooting only .at the uppers' right-hand quadrant of the square, 

#+ i . e..» Quadrant I of the Cartesian coordinate plane. 

# 

# 

# Theoretically, the more s|f§|s taken, the better thef.JP-t . 

# However, a shell script, as opposed to a compiled language 

#+ with floating— poi^tJ|; math bui'JJtjf ih,* requires some compromises. 

# This decreases the accuracy Of the simulation. 
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DIMENS I ON=1QQOO # Length of each side off the plot. 

# Also sets ceiling for- random integers generated . 

MAXSKO-S- 1 COG- # Fire this many shots. 

# 10000 dtlfiipie would be better, but would take too long. 

PMULT^|®ER=4 . 0 # Scaling factor. 

dec J are -r M_PI=3 . 141592654 

# Actual 9-place value of PI, for comparison purposes. 



get_random ( ) 

{ 

SEED=$ (head -n 1 /dev/urandom od -N 1 awk ' { print $2 } ' ) 

RANDOM=$SEED # Fr§i|- " seeding-raatidm . sh" 

#+ example script. 

let $ RANDOM % $DIMENSION " # Range less than 10000. 

echo $rnum 

m 

distance= # Declare global variable. 

hypotenuse () # Calculate hypotenuse of a right triangle. 

{ # From "alt-bc.sh" example. 

distance=$ (be -1 << EOF 
scale = & 

sqrt ( $1 + $2 * $2 ) 

EOF 

) 

# Setting "scale" to zero rounds down result tSS integer 
#+ a necessary compromise in this script. 

# It decreases the ^edutaoy of this aimuiiation . 



# ========================================================== 

# main ( ) { 

# "Main" code blodky mimidlcihg 'a C-language maln() function . 

# initialize variables. 
shots=0 

splashes=0 

thuds=0 

?.i~0 

error=0 



while [ "$ shots" -It "$MAXSHOTS" ] # Main loop, 

do 

xCoord=$ (qet._ran.dom) 
yCoord=$ (get_random) 
hypotenuse $xCoord $yCoord 

( (shots++) ) 

"#%4d " $ shots 

printf "Xc = %4d " $xCoord 

pti®i||f "Yc - %4d " $yCoord 

printf "Distance = %5d " $distance # Distance from 

#+ center igl; lake 
#+ — the "origin" — 

#+ coordinate (0,0') . 

.if [ "$distance" -le "$DIMENSION" ] 



# Get random X and Y coords . 

# Hypotenuse of 

#+ right-triangle = distance. 
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then 

echo -n "SPLASH! 
( (splashes++) ) 
else 

echo -n "THUD! 

( (thuds++) ) 



Pi=$ (echo "scales 9; $PMULTIPLIER*$splashes/$shots" | be) 

# Jittitlply hatii# by 4.0. 
echo -n "pj^ $Pi" 
cchb 

echo "After. Sshots shots, PI looks like approximately $Pi" 

# Tends to run a bit: §S|g1ih 

#+ possibly due to round-off error and imperfect randomness of $ RANDOM. 

# But stipjf, usually within p 1 us-cr-rnihus 5% . . . 

#+ a pretty fair rough approximation. 

eiSs|r=$ (echo "scale=9; $Pi - $M_PI" | be) 

pct_error=$ (echo "scale=2; 100.0 * $error / $M_PI" | be) 

echo -n from 'j^hihematif^i. value o® J?I = $eri;hr" 

echo " ($pct_error% error) " 

# End of "ma:^ code block. 

# 1 

# s========================================================= 

exit 0 

# One might well wonder whether a shejlh script. its apprcpr.l ate for 

#+ an application as complex and computation-intensive as a simulation. 

# 

# There are at least two justifications. 

# 1) As a proof Of concept: to show it can be done. 

# 2) To prototype and test the algorithms before rewriting 
#+ it in a csSW&iled high-level language. 

See also Example A-37 . 

dc 

The dc (desk calculator) utility is stack-oriented and uses RPN ( Reverse Polish Notation ). Like be, it 
has much of the power of a programming language. 

Similar to the procedure with be, echo a command- string to dc. 



echo " [Printing a string ... ]P" | dc 

# The P command prints the -String between the preceding brackets. 

# And now for .soS#: (simple arithmetic, 

echo "7 8 * p" | dc #56 

# Pushes 7, then 8 onto the stack, 

#+ multijgij.es ("*" opefator)£,jJLhen prints the result; -("p" operator) . 

Most persons avoid dc, because of its non-intuitive input and rather cryptic operators. Yet, it has its 
uses. 



Example 16-51. Converting a decimal number to hexadecimal 
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#! /bin/bash 

# hexconvc rt. . sh : Convert a decimal number to hexadec : ma l . 

E_NOARGS=85 # Command- line arg mi ssir.q . 

BASE=16 # Hexadecimal. 

if [ -z "$1" ] 

then # Need a command-line argument . 

echo "Usage: $0 number" 
exit $E_NOARGS 

fi # Exercise: add argument validity checking. 



hexcvt ( ) 

{ 

if [ -z "$1" ] 
then 
echo 0 

return # "Return" 0 if ij®. arg passed tfr function. 



echo " " $ 1 " " $BASE" o p" | dc 

# o sets' radix (numerical base) of output. 

# p p|Si%ts the top ol;' stack. 

# For other options: 'man dc' ... 



hexcvt "$1" 
exit 

Studying the info page for dc is a painful path to understanding its intricacies. There seems to be a 
small, select group of dc wizards who delight in showing off their mastery of this powerful, but 
arcane utility. 



bash$ echo "16i [q] sa [lnO=alnlOO%PlnlOO/snlbx] sbA0D68736142snlbxq" | dc 

Bash 



dc 

# 

# 

# 

# 

# 

# 

# 

# 

# 



«<'i:0k5^.42/p # 1.6180339887 

AAA Feed operations to dc using a Here String. 

AAA Pushes 10 and sets that as the precision (10k) . 

AA Pushes 5 and takes its square root 

(5v, V : •*= square root) . 

AA Pushes 1 and adds it to the running total (1+) . 

AA Pushes 2 and divides the runftjCr.g total by that (2/) . 
A Pops and prints the result (p) 

The result is 1.6180339887 ... 

... which happens to be the Pythagorean Golden Ratio, to places. 



Example 16-52. Factoring 



# ! /bin /bash 

# factr.sh: Factor a number 

MIN=2 # Will not work for number smaller than this. 

E_NOARGS=85 

E_TOOSMALL=8 6 
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if [ -z $1 ] 

echo "Usage: $0 number" 
exit $E_NOARGS 
fi 

if [ "$1" -It "$MIN" ] 

echo "Number to factor must be $MIN or greater." 
exit $E_TOOSMALL 
fi 

# Exercise: Add type checking (to reject non-integer arg) . 
echo "Factors of $1:" 

# 

echo "$1 [p] s2 [lip/dli%0=ldvs2SpjL2sid2%0=13sidvsr[dli%0=V 
3,-lrli2+dsi ! > . ]ds.xdl<2" I dc 

# 

# Above code by Michel Charpentier <charpov@cs.unh.edu> 

# (as a one-liner, here broken into two lines for display purposes) . 

# Used in ABS Guide with permission (thanks!) . 

# $ Sh isactr.sh 2pf38 

# 2 

# 3 

# 11 

# 4093 

awk 

Yet another way of doing floating point math in a script is using awk's built-in math functions in a 
shell wrapper . 



Example 16-53. Calculating the hypotenuse of a triangle 



# ! /(bin /bash 

# hypotenuse . sh : Returns the "hypotenuse" of a right triangle,, 

# (square #bft. of sum of squares of the "legs") 

ARGS=2 # SdiKfpt needs sidesfiffljt ifiSSi.arigle passed. 

E_B AD ARG S = 8 5 # Wrong number of arguments. 

if [ $# -ne " $ARGS " ] # Test number of arguments to script, 
then 

echo "Usage: 'basename $0' side_l side_2" 
exit $ E_B AD ARG S 
fi 



AWKSCRIPI=’ { priiSyE( "%3.7f\n", sqrt($l*$l + S2*$2) ) } 

# command (s) / parameters passed to awk 



# Now, pipe the parameters to awk . 

echo -n "Hypotenuse of $1 and $2 = " 
echo $1 $2 | awk "$AWKSCRIPT" 

# An echo-and-pipe is an easy way <o£ passing shell parameters ifptawk. 



Chapter 16. External Filters, Programs and Commands 



302 






Advanced Bash-Scripting Guide 



# Exehtfise : Rewrite this script', tiding' 'be' rather than awk. 

# Which method is wore intuitive? 



16.9. Miscellaneous Commands 

Command that fit in no special category 
jot, seq 

These utilities emit a sequence of integers, with a user- selectable increment. 

The default separator character between each integer is a newline, but this can be changed with the -s 
option. 



bash$ seq 5 



4 

5 



bash$ seq -s : 5 

1 : 2 : 3 : 4 : 5 



Both jot and seq come in handy in a for loo; 



Example 16-54. Using seq to generate loop arguments 



# ! / b :i n/bash 

# Using "seq" 

echo 

for a in 'seq 80' # or for a in $ ( seq 80 ) 

# Samp as Cpr a in 1 2 3 4 5 ... 80' (saves much typing!) . 

# May also use 'jot 1 (if present on system). 

echo -n "$a " 

done # 1 2 3 4 5 ... 80 

# Example of using the output of a command to generate 

# the fi jjflj ] in a "ficsi" loop. 

echo; echo 



COUNT=80 # Yes, 'seq' also accepts a replaceable parameter. 

for a in 'seq $COUNT' # or for a in $ ( seq $COUNT ) 

!|§|| 

echo -n "$a " 

done #12345 ... 80 
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echo; echo 

BEGIN=7 9 
END=80 

& 4h 'seq $BEGIN $END' 

# Giving "seq" two arguments starts the count at the first one, 

#+ and continues unfeilk it reaches the second. 

do 

done # 75 76 77 78 79 80 

echo; echo 

BEGIN=45: 

INTERVAL=5 

END=80 

for a in 'seq $BEGIN $ INTERVAL $END' 

# "seq" three arguments starts the count at the S$i||st one, 
#+ uses the second for a step interval, 

#+ and continues until it reaches the third . 
do 

done # 45 50^‘§-5 60 65 if 5 80 

echo; echo 
exit 0 

A simpler example: 



# Create a set of l|i .files, 

#+ named file.l, file. 2 . . . file , 14 # 
COUNT-'.. 0 
PREFIX=f ile 

for filename in 'seq $COUNT' 

;do 

1 ‘■■jfcouch $PREFIX. $ filename 

# Of, can do other operations, 

#+ such as rm, grep, etc. 



Example 16-55. Letter Count" 



# ! /.bin /bash 

# letter-count. sh: Counting §|§|ter occurrences in a text file, 

# Written by StfeftatEb PaJiijStli. 

# Used in ABS Guide with permission. 

# Slightly modified by document author. 

MINARGS=2 # Sd#4|5t' 'requires at least two arguments. 

E_B AD ARG S = 6 5 
FILE=$ 1 

let LETTERS=$#-1 # How many letters specUlped (as command-line args) . 

# (Subtract 1 from number of command-line args.) 



show_help ( ) { 
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echo Usage: ' basename $0' .tile letters 
echo Note: 'basename $Q' arguments are ca 
echo Example: ' bascr.ame .$£)' foobar.txt G 

} 


se sensitive, 
n V I, : X U x. 


# Checks number of arguments, 
if [ $# -It $MINARGS ] ; then 
echo 

echo "Not enough arguments." 

show_help 
exit $E_BADARGS 
fi 




# Checks it t|le exists, 
if [ ! -f $FILE ] ; then 

echo "File \"$FILE\" does not exist," *■ 
exit $E_BADARGS 




# Cou^jS? letter ocoutttences . 
for n in 'seq $LETTERS' ; do 

sh^M 

if [[ 'echo -n "$1" | wc -c' -eq 1 ]]; theft. 

echo "$1" -\> '||t; $FILE | tr -cd "$1" 

echo "^J!.’'|-S not a single dftar." 


# Checks arg. 
I wc -c' # counting. 


done 




exit $? 




# Stt-is script has exai#lj*- the same f^ffib4bnhj3|$p:y as 
#+ but executes taster. 

# Why? 


1 et.rer-count2 . sh. 



i^ri Somewhat more capable than seq, jot is a classic UNIX utility that is not normally 
included in a standard Linux distro. However, the source rpm is available for 
download from the MIT repository . 



Unlike seq, jot can generate a sequence of random numbers, using the -r option. 



bash$ jot -r 3 999 

1069 

fa 7 2 

Jil 28 

getopt 

The getopt command parses command-line options preceded by a dash . This external command 
corresponds to the getopts Bash builtin. Using getopt permits handling long options by means of the 
-1 flag, and this also allows parameter reshuffling. 
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Example 16-56. Using getopt to parse command-line options 



#! /bin/bash 

# Using getopt 

# Try the following- when invoking script: 

# sh ex33a.sh -a 

# sh ex33a.sh -abc 

# sh ex33a.sh -a -b -c 

# sh ex33a . sh -d 

# sh ex33a.sh -dXYZ 

# sh ex33a . sh -d XYZ 

# sh ex33a.sh -abed 

# sh ex33a.sh -abcdZ 

# sh ex33a.sh -z 

# sh ex33a . sh a 

# Explain the results of each of the above. 

E_OPTERR=65?» 

if [ "$#" -eq 0 ] 

then # S.cS^pfi needs at least one command-line argument . 
echo "Usage $0 -[options a,b,c]" 
exit $E_OPTERR 
fi 

set — ' getopt "abed:" "S3"' 

# Sets posilipjnal parameters to command-line arguments. 

# What happens if you use "$*" instead of "$3"? 

while [ ! -z "$1" ] 

do 

case "SI " in 

-a) echo "Option \"a\"";; 

-b) echo "Option \"b\"";; 

-c) echo "Option \"c\"";; 

-d) echo "Option \"d\" $2";; 

*) break;; 
esac 

shift 

done 

# It is usually better #o use the 'get opt s' bh-iltifj .in a script. 

# See. #ex33 . sh . " 

exit 0 



As Peggy Russell points out: 

It is often necessary to include an eval to correctly process whitespace and quotes. 



args=$ (getopt -o a:bc:d — "$0") 
eval set — "$args" 

See Example 10-5 for a simplified emulation of getopt. 
run-parts 

The run-parts command 1821 executes all the scripts in a target directory, sequentially in 
ASCII-sorted filename order. Of course, the scripts need to have execute permission. 
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The cron daemon invokes run-parts to run the scripts in the /etc/ cron . * directories, 
yes 

In its default behavior the yes command feeds a continuous string of the character y followed by a 
li ne feed to stdout. A control-C terminates the run. A different output string may be specified, as 
in yes different string, which would continually output different string to 
stdout. 



One might well ask the purpose of this. From the co mm and-l in e or in a script, the output of yes can be 
redirected or piped into a program expecting user input. In effect, this becomes a sort of poor man's 
version of expect. 

yes | fsck /dev/hdal runs fsck non-interactively (careful!). 



yes | rm -r dirname has same effect as rm -rf dirname (careful!). 



p Caution advised when piping yes to a potentially dangerous system command, such as 
fsck or fdisk . It might have unintended consequences. 



© The yes command parses variables, or more accurately, it echoes parsed variables. For 
example: 



bash$ yes $BASH_VERSION 

3.1.17 (1) -release 
3 . 1 . 17 (1) -release 
3. 1.17(1) -release 
3.1. £7(1) -release 
3. 1.17(1) -release 



This particular "feature" may be used to create a very large ASCII file on the fly: 



bash$ yes $PATH > huge_file.txt 
Ctl-C 



Hit Ctl-C very quickly, or you just might get more than you bargained for. . . . 
The yes command may be emulated in a very simple script function . 



yes () 

{ # JStelal emulation of "yes" . . . 
local DEFAULT_TEXT="y" 
while [ true ] # Endless loop, 

do 

it | -z "$1" ] 
then 

echo "$DEEAULT_TEXT" 
else # If argument . . . 

echo "$1" # ... expand and echo it. 

fi 

done # The only things missing are the 

} #+ — help and — version options . 

banner 

Prints arguments as a large vertical banner to stdout, using an ASCII character (default '#'). This 
may be redirected to a printer for hardcopy. 
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Note that banner has been dropped from many Linux distros, presumably because it is no longer 
considered useful. 

printenv 

Show all the environmental variables set for a particular user. 



bash$ printenv | grep HOME 

HOME=/home/bozo 



IP 

The lp and lpr commands send file(s) to the print queue, to be printed as hard copy. T831 These 
commands trace the origin of their names to the line printers of another era. T841 

bash$ lp filel . txt or bash lp <f ilel.txt 

It is often useful to pipe the formatted output from pr to lp. 
bash$pr -options filel.txt | lp 

Formatting packages, such as groff and Ghostscript may send their output directly to lp. 

bash$ groff -Tascii file.tr | lp 
bash$ gs -options | lp file.ps 

Related commands are lpq, for viewing the print queue, and lprm, for removing jobs from the print 
queue. 

tee 

[UNIX borrows an idea from the plumbing trade.] 

This is a redirection operator, but with a difference. Like the plumber's tee, it permits "siphoning off 
to a file the output of a command or commands within a pipe, but without affecting the result. This is 
useful for printing an ongoing process to a fde or paper, perhaps to keep track of it for debugging 
purposes. 



( red i rect : on). 

| > to file 



command > command > |tee > command > > output of pipe 



cat listfile* | sort | tfgp check . i Le | uniq > result, file 

# ®he file "check, file" contains the CSltcatenated sorted *lAs%3?43fes, " 

#+ before the duplicate lines are removed by 'uniq.' 

mkfil'o 

This obscure command creates a named pipe, a temporary first-in-first-out buffer for transferring data 
between processes. f851 Typically, one process writes to the FIFO, and the other reads from it. See 
Example A- 14 . 

# ! /bittlbash 
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# This short script by Omair Eshkenazi. 

# Used ABS Guide with per^iis>f#h; (thanks!). 

lakfijfts' pipel # Yes, pipes can be given names, 
tnkfifp pipe2 # Hence tlfte- designation "named pipe. " 

(cut -d' ' -fl | tr "a-z" "A-Z") >pipe2 <pipel & 

Is -1 |; tr — s ' ' | c$fc. -d' ' -f3, 9- | tee pipel | 
cut -d' ' -f2 | paste - pipe2 

rm -f pipel 

# No need it#' kill background processes when Ste-tipt termiiifltes (why not?) . 
exit $? 

Now, invoke the script and explai3%lthe-^(itput : 
sh mkf ifo-example . sh 

4830. tar. gz BOZO 

pipejl-'* ; SOSO 
pipe2 BOZO 

o-example . sh BOZO 

Mixed. msg BOZO 

pathchk 

This command checks the validity of a filename. If the filename exceeds the maximum allowable 
length (255 characters) or one or more of the directories in its path is not searchable, then an error 
message results. 

Unfortunately, pathchk does not return a recognizable error code, and it is therefore pretty much 
useless in a script. Consider instead the file test operators . 

dd 

Though this somewhat obscure and much feared data duplicator command originated as a utility for 
exchanging data on magnetic tapes between UNIX minicomputers and IBM mainframes, it still has its 
uses. The dd command simply copies a file (or stdin/stdout), but with conversions. Possible 
conversions include ASCII/EBCDIC, T861 upper/lower case, swapping of byte pairs between input 
and output, and skipping and/or truncating the head or tail of the input file. 



# Converting a f. i 1 e to all uppercase: 

dd filename conv=ucase > $f ilename . uppercase 

# lease? # For lower case conversion 



Some basic options to dd are: 

0 if=INFILE 

INFILE is the source file. 

0 of=OI JTFTT ,F. 

OUTFILE is the target file, the file that will have the data written to it. 

0 bs=BLOCKSIZE 

This is the size of each block of data being read and written, usually a power of 2. 
0 skip=BLOCKS 
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How many blocks of data to skip in INFILE before starting to copy. This is useful when the 
INFILE has "garbage" or garbled data in its header or when it is desirable to copy only a 
portion of the INFILE. 

0 seek=BLOCKS 

How many blocks of data to skip in OUTFILE before starting to copy, leaving blank data at 
beginning of OUTFILE. 

0 count=BLOCKS 

Copy only this many blocks of data, rather than the entire INF ILL . 

0 conv=CONVERSION 

Type of conversion to be applied to INFILE data before copying operation. 

A dd — help lists all the options this powerful utility takes. 



Example 16-57. A script that copies itself 



#! /bin/bash 

# self-copy. sh 

# This sfH^pt copies itself. 

3||jj.e_subscript=copy 

dd. ; Lip=$0 -idi=$0 . $£itt_subsCiript 2>/dev/nui$- 

# Suppress messages from dd: aaaaaaaaaaa 

exit $? 

# A program whose only output is its own source code 
#+ i.S. called a "quine" per W^^ard Quine. 

# Does this script- qualify as a quine?: 



Example 16-58. Exercising dd 



#! /bin/bash 

# exeffgpjsing-dd. sh 

# Scfipt by Stephane Chazelas. 

# Somewhat modified by ABS Guide author, 

infile=$.& ; # This script. 

jw W B|Le=loq . taa # Output';|5§le left behlhd. 

p=ll 

dd;-^fc$ittSle eC^outf ile bs=l skip=$ ( (n-1) ) tpHnt=$ ( (p-n+t) ) 2S 'iicy 

# Extracts characters n to p (8 to 11) from this script ("bash") . 

# 

echo -n "heltp vertical world" | dd cbs^|'.'\cbnv=unblock 2> /dev/ftull 

# Echoes "hello vert|E$jtl world" verttdSlly downward. 

# Why? A newline follows each character dd emits. 

exit $? 
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To demonstrate just how versatile dd is, let's use it to capture keystrokes. 



Example 16-59. Capturing Keystrokes 



# ! /biii/bash 

# dd-keypress . sh : Capture keystrokes without needing to press ENTER. 



keypresses=4 # Number 40 . keypresses to ca|$$tre . 



old_tty_setting=$ (stty -g) # Save old terminal settings, 

echo "Press $keypresses keys." 

stty - i canon -ecitd # Disable canogH^al mode. 

# Disable local echo. 

keys=$ (dd bs=l count=$keypresses 2> /dev/nfj^) 

# 'dd' uses stdin, if "if" (input file) fept specified. 

stty "$old_tty_setting" # Restore old terminal settings, 

echo ''You pressed the \"$keys\" keys." 

# Thanks, Stephane Chazelas, for showing the way. 
exit 0 



The dd command can do random access on a data stream. 



echo -n . | dd bs=l seek=fy-(|fsf lie 

# The "conv=notrunc" option means that the output file 
* + be truncated. 

# Thanks, S.C. 



The dd command can copy raw data and disk images to and from devices, such as floppies and tape 
drives (Example A-5 ) . A common use is creating boot floppies. 

dd if=kernel-image of=/dev/fd0H1440 

Similarly, dd can copy the entire contents of a floppy, even one formatted with a "foreign" OS, to the 
hard drive as an image file. 

dd if=/dev/fdO of=/home/bozo/pro jects/floppy . img 

Likewise, dd can create bootable flash drives and SD cards. 

dd if=image.iso of=/dev/sdb 



Example 16-60. Preparing a bootable SD card for the Raspberry Pi 



# ! /bin/bash 
# rp.sdcard.sh 
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# Preparing an SD card with a bootabl'e image for the Raspberry Pi. 



# $1 = imagefile name 

# $2 = sdcard (device file) 

# Otherwise defaults to the defaults, see below. 



DEFAULTbs=4M 



DEFAULT i £#^^^§3 -07-26 -whee zy-raspbi c 

DEFAULTsdcard= " /dev/mmcblkO " 

ROOTUSER_NAME=root 

E_NOTROOT=8 1 

E_N 0 1 MAGE = 8 2 






# Block size* 4 mb default. 

# Commonly used d: stro. 

# May be different. Check! 

# MaSt: run as hoot ! 



username=$ (let «£$$) # Who is *£83.s si^ttipt? 

if [ " $username" != " $ROOTUSER_NAME" ] 

then 

echo "This script must run as root or with root privileges." 
exit $E_NOTROQT 
fi 



if [ -n "$1" ] 



else 

image file=" $DEFAULTif " 



if [ -n "$2 " ] 



else 

sdcard=" $DEFAULTsdcard" 
fi 

if [ ! -e $imagefil& | 

echo "Image file \"$imagefile\" not found!" 
exit $E_NOIMAGE 
fi 

echo "Last chance to change your mind!"; echo 

read -s -nl -p "H&fe-'a key tp ’igrite $ image fide is® $ sdcard [Ctl-6 fcp e5pj$<] . " 
echo; echo 

echo "Writing $imagefile to $sdcard ..." 
dd bs=$DEFAULTbs i f = $ imag^Stift 'lps$ sdcard 

exit. $? 

# Exekiases: 

# 

# 1) Provide addrtiQp^l ettfer checking. 

# 2) Have script autodetect device file for -Sp card (difficult!). 

# 3) Have script sutodetect image file (*img) 4*1' $PWD. 



Other applications of dd include initializing temporary swap files (Example 31-2) and ramdisks 
(Example 31-3) . It can even do a low-level copy of an entire hard drive partition, although this is not 
necessarily recommended. 
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People (with presumably nothing better to do with their time) are constantly thinking of interesting 
applications of dd. 



Example 16-61. Securely deleting a file 



# ! ffcf n/bash 

# blot-out, sh: Erase "all" traces of a file. 

# This script overwrites a target file alternately 

#+ yrith random byte $ 5 * .then zeros before /Jliiially deleting 

# After that, even examining the raw disk sectors by conventional methods 
#+ Sjfll not reveal the origins!, -file data. 

PASSES=7 # Numbeir of file-shredding passes. 

# Increasing this slows script execution, 

#+ especially dh large target files . 

BLOCKS I ZE=1 # I/O with /dev/urandom requires unit block siz'^ 

#+ otherwise ybtt get weird results. 

E_B AD ARG S = 7 0 # Various error exit codes. 

E_N0T_F0UND=7 1 
E_CHANGED_MIND=72 

if [ -z "$1" ] # No filename specified. 

echo "Usage: ' basename $0' filename" 
exit $ E_B AD ARG S 
fi 

f ile=$l 

if [ ! -e "$file" ] 

echo "File \"$file\" not found." 
exit $EjSIOT_FOUND 
fi 

echo; echo -n "Are you absolutely sure you want to blot Out \"$file\" (y/n) ? " 

read answer; 

case "$answer" in 

[ nK | ) echo' "Changed your mind, huh?" 
exit $E_CHANGED_MIND 

*) echo "Blotting out file \ " $f ile\ " . " ; ; 
esac 



flength=$ (Is -1 "$file" | awk '{print $5}') # Field 5 is file length, 

pas s_Sdtg:Mt=l 

chmod u+w "$file" # Allow overwriting/ deleting the file, 
echo 

while [ "$pass_cour.L" -le "$PASSES" ] 
do 

echo "Pass 8 5pass_ccunL" 
sync # Flush buffers. 

dd if=/dev/urahdom of=$f.33,e bs=$BLOCKSIZE cgynt=$f length 
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# Fill with random bytes, 

syr.c # Flush buffet's agaift* 

dd if=/dev/zero of=$file bs=$BLOCKSIZE count=$f length 

# ,J3;ll with zeros . 

sync # Flush buffers yet again, 

let "pass_count += 1" 



rm -f $file # Finally, define scrambled and shredded file, 

sync # Flush bii f f'ers a. fiiifel time. 

echo "File \"$file\" blotted out and deleted."; echo 



exit 0 

# This is a fairly secure, if inefficient and slow method 
#+ '■&%' thdioughly "shredding" a file . 

# The "shred" command, part of the GNU "fileutils" package, 

#+ does the same thing, although more efiEfciently . 

# The file cannot not be "undeleted" Or retr i oved by normal methods . 

# However . . . 

#+ simple method Voiiid *ndt* likely w^feJSstand 

#+ sophisticated forensic analysis. 

# This script may not play well with a journaled file .-System,. 

# Exercise (di^feylt) : Fix’ll so it does. 



# Tom Vier's "wipe" f i te-de ; et ion package does a much more thorough job 
#+ of file shredding than this simple script. 

# http ; / /www. ibibCi ; 0.erg/pub/Littfi5|/utils/ file/wipe-2 .0 . 0 .tar ,bz2 

# For jfag in-depth analysis on the topt^j/of |p|i-e deletion: :aftd secur'd |y, 

#+ see Peter Gutmann's paper, 

#+ "Secure Delation of Data From Magnetic and Solid-State Memory". 

# http : / /www. cs . auckland. ac . nz/~pgut001/pubs/secure_del .html 

See also the dd thread entry in the bibliography . 

od 

The od, or octal dump filter converts input (or files) to octal (base-8) or other bases. This is useful for 
viewing or processing binary data files or otherwise unreadable system device files, such as 
/ dev/ urandom, and as a filter for binary data. 



head -c4 / dov/u random | od -N4 -tu4 | sed -ne 'Is/.* //p' 

# Sample output: 132.4721719, 3918166450, 2989231420, etc. 

# From rnd.sh example script, by Stephane Chazelas 

See also Example 9-16 and Example A-36 . 

hexdump 

Performs a hexadecimal, octal, decimal, or ASCII dump of a binary file. This command is the rough 
equivalent of od, above, but not nearly as useful. May be used to view the contents of a binary file, in 
combination with dd and less . 



dd if=/bin/ls | hexdump -C | less 

# The -C option nicely formats thb'#Utput in. tabular £dts|i. 
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objdump 

Displays information about an object file or binary executable in either hexadecimal form or as a 
disassembled listing (with the -d option). 



bash$ objdump -d /bin/ls 

./bijfcjfls : file format elf 32-1386 

i : «sassembly of sect*i^|j .iijit: 




080490bc <.inifr>: 


804 90bc : . 


push %ebp 


80490bd: 89 e5 


mov %esp,%ebp 



mcookie 

This command generates a "magic cookie," a 128-bit (32-character) pseudorandom hexadecimal 
number, normally used as an authorization "signature" by the X server. This also available for use in a 
script as a "quick 'n dirty" random number. 

rar.domCOC-S (mcookie;) 

Of course, a script could use md5sum for the same purpose. 



# Generate md5 checksum on the script itself. 

random001 = ' md5suitt 40 | awk 1 Hjrl}*' E 

# Uses 'awk' to strip off the filename,: 

The mcookie command gives yet another way to generate a "unique" filename. 



Example 16-62. Filename generator 



# ! /bfn/bash 

# t-eicipf ile-name . sh : temp jf i ienarr.e generator 



BASE_STR=' mcookie' 

P0S=11 

LEN=5 



# 32-character magic cookie. 

# Arb l-trary posifeSsii^ jlffi magic cook to 

# Get $LEN consecutive characters. 






prefix=temp # This is, after all, a "temp" file. 

# Fop more "iSSIqueness, " generate the 
#+ filename prefix using the same method 
#+ as the suffix, below. 



suf f ix=$ { BASE_STR: POS : LEN} 

# Extract a 5-character 
#+ starting at position, 



11 . 



temp_f ilename=$pref ix . $suff'ix 

# Construct the filename. 



echo "Temp filename = "$temp_filename"" 

# sh tempf ile-name .sh 

# Temp .filename =. it£mp.el9ea 

# Compare method t3j& generating "unique" 'mmlenames 

#+ with the 'date' method in exSiySh. 



exit 0 
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This utility converts between different units of measure. While normally invoked in interactive mode, 
units may find use in a script. 



Example 16-63. Converting meters to miles 



# ! /Bin /bash 

# unit-conversion . sh 

# Must have 'units' S|fiLlity tailed. 



convert_units () # Takes as arguments the units to convert. 

{ 

cf=$ (units "$1" "$2" | sed — silent -e 'lp' | awk '{print $2}') 

# Strip off.', everything except the actual eonvers|$& factor, 
echo "$cf " 

} 

Un^^=miles 

Unit2=meters 

C;fae'£or=' convert_unih$ $Unitj:l, 
quantity=3 . 73 

result=$ (echo $quantity*$cf actor | be) 

echo "There are $result $Unit2 in $quantity $Unitl." 

# What happens if you pass incompatible units, 

#+■ SiS'iCli as "acres" to the furi^t;ibn? 

exit; '0 

# Exercise: Edit this script to accept command-line para^jers, 

# with appropriate error checking, of course. 

A hidden treasure, m4 is a powerful macro T871 processing filter, virtually a complete language. 
Although originally written as a pre-processor for RatFor, m4 turned out to be useful as a stand-alone 
utility. In fact, m4 combines some of the functionality of eval . tr, and awk . in addition to its extensive 
macro expansion facilities. 

The April, 2002 issue of Linux Journal has a very nice article on m4 and its uses. 



Example 16-64. Using m4 



#! /bin/bash 




# m4.sh: Using the m4 macro processor. 




# St tings 

string=abcdA01 

echo "len (SatAih'f ) " 1 m4 


# 1 


echo "substr ($string, 4) " | m4 


# A01 


echo "regexp ($string, [0-1] [0-1] , \&Z) " | 


# 01Z 


# Arithmetic'. 




var=99 




echo "incr($var)" | f 


# 100 
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echo "eval ( $var / 3) " | Sft#: # 33 

xmessage 

This X-based variant of echo pops up a message/query window on the desktop. 

xmessage Left click to continue -button okay 

zenity 

The zenitv utility is adept at displaying GTK+ dialog widgets and very suitable for scripting purposes . 

doexec 

The doexec command enables passing an arbitrary list of arguments to a binary executable. In 
particular, passing argv [ 0 ] (which corresponds to $0 in a script) lets the executable be invoked by 
various names, and it can then carry out different sets of actions, according to the name by which it 
was called. What this amounts to is roundabout way of passing options to an executable. 

For example, the /usr/local/bin directory might contain a binary called "aaa". Invoking doexec 
/usr/local/bin/aaa list would list all those files in the current working directory beginning with an "a", 
while invoking (the same executable with) doexec /usr/local/bin/aaa delete would delete those files. 

' i The various behaviors of the executable must be defined within the code of the 
executable itself, analogous to something like the following in a shell script: 

case 'basename $0' i)i. 

"namei^' 1 do_something; ; 

"name2" ) do_somethirig_else; ; 

"names’ ) do_yet_another_thing; ; 

* ) bail_©ttt; ; 

dialog 

The dialog family of tools provide a method of calling interactive "dialog" boxes from a script. The 
more elaborate variations of dialog - gdialog, Xdialog, and kdialog - actually invoke X-Windows 
widgets , 
sox 

The sox, or "sound exchange" command plays and performs transformations on sound files. In fact, 
the /usr/bin/play executable (now deprecated) is nothing but a shell wrapper for sox. 

For example, sox soundfiIe.wav soundfile.au changes a WAV sound file into a (Sun audio format) 
AU sound file. 

Shell scripts are ideally suited for batch-processing sox operations on sound files. For examples, see 
the Linux Radio Timeshift HOWTO and the MP3do Project . 
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Chapter 17. System and Administrative Commands 

The startup and shutdown scripts in /etc/rc . d illustrate the uses (and usefulness) of many of these 
comands. These are usually invoked by root and used for system maintenance or emergency filesystem 
repairs. Use with caution, as some of these commands may damage your system if misused. 

Users and Groups 



users 

Show all logged on users. This is the approximate equivalent of who -q. 

groups 

Lists the current user and the groups she belongs to. This corresponds to the SGROUPS internal 
variable, but gives the group names, rather than the numbers. 



bash$ groups 

bozita cdrom cdwriter audio xgrp 
bash$ echo $GROUPS 

501 

chown, chgrp 

The chown command changes the ownership of a file or files. This command is a useful method that 
root can use to shift file ownership from one user to another. An ordinary user may not change the 
ownership of files, not even her own files. f881 



root# chown bozo *.txt 



The chgrp command changes the group ownership of a file or files. You must be owner of the 
file(s) as well as a member of the destination group (or root ) to use this operation. 



chgrp — recursive dunderheads *.data 

# The "dunderheads" group will now own all the. "*.data" files 

#+ all the way down the $PWD directory tree (that's what "recursive" means) . 

useradd, userdel 

The useradd administrative command adds a user account to the system and creates a home directory 
for that particular user, if so specified. The corresponding userdel command removes a user account 
from the system f891 and deletes associated files. 



The adduser command is a synonym for useradd and is usually a symbolic link to it. 



usermod 

Modify a user account. Changes may be made to the password, group membership, expiration date, 
and other attributes of a given user's account. With this command, a user's password may be locked, 
which has the effect of disabling the account. 

groupmod 

Modify a given group. The group name and/or ID number may be changed using this command. 

id 



The id command lists the real and effective user IDs and the group IDs of the user associated with the 
current process. This is the counterpart to the $UID . $EUID . and SGROUPS internal Bash variables. 



bash$ id 






p|d=501 (bozo) gid=5Ql (bozo) qroups-SCl (bozo 


) , 22 (c.dfcosp. 


) , 80 (cdwpJLjer) , 81 (auintli#) 
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bash$ echo $UID 
pQl 



The id command shows the effective IDs only when they differ from the real ones. 

Also see Example 9-5 . 

The lid (list ID) command shows the group(s) that a given user belongs to, or alternately, the users 
belonging to a given group. May be invoked only by root. 



root# lid bozo 
bozo (gid=500) 



root# lid daemon 

l/ln (gid=l) 
daemon (gid=2) 
adm (gid=4 ) 
lp(gid=7) 



who 

Show all users logged on to the system. 



bash$ 


who 




bozo 


ttyl 


Apr 27 17:&|| 


bozo 


pts/0 


Apr 27 17:46 


bozo 


pts/1 


Apr 272^1:47 


bozo 


pts/I 


Apr 27 17:49 



The -m gives detailed information about only the current user. Passing any two arguments to who is 
the equivalent of who -m, as in who am i or who The Man. 



bash$ who -m 

icca" host . 1 oca i doma i r. ! bozo pts/2 Apr 2|®j7:49 



whoami is similar to who -m, but only lists the user name. 



bash$ whoami 



Show all logged on users and the processes belonging to them. This is an extended version of who. 
The output of w may be piped to grep to find a specific user and/or process. 



bash$ w | grep startx 

[bozo^-ttyl - 4:22pm 6:41 4.47s 0.45s startx | 

logname 

Show current user's login name (as found in /var/run/utmp). This is a near-equivalent to 
whoami . above. 



bash$ logname 
bozo 

bash$ whoami 
bozo 
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bash$ su 
Password: 

bash# whoami 
root 

bash# logname 
bozo 



While logname prints the name of the logged in user, whoami gives the name of the 
user attached to the current process. As we have just seen, sometimes these are not the 
same. 

su 

Runs a program or script as a substitute user, su rjones starts a shell as user rjones. A naked su 
defaults to root. See Example A- 14 . 

sudo 

Runs a command as root (or another user). This may be used in a script, thus permitting a regular 
user to run the script. 



#! /bin/bash 
# Some commands . 

sudo cp- /E©i?t/secrgi : 0:ile /home /bozo/ secret 
» Somemorc commands. 

The fde /etc/sudoers holds the names of users permitted to invoke sudo. 

passwd 

Sets, changes, or manages a user's password. 

The passwd command can be used in a script, but probably should not be. 



Example 17-1. Setting a new password 



# ! /bin /bash 

# setnew-password. sh: For demonstration purposes only. 

# Not a good idea to actually this script . 

# This script must be run as root. 

ROOT_UID=0 # Root has 

E_WRON G_U S E R= 6 5 # Not f^St? 

E_N0SUCHUSER=7 0 
SUCCESS=|"' 



iif [ "$Uj3P' -ne "$ROOT_tj;P" ] 
then 

echo; echo "Only root can run this } echo 

exit $ E_WRON G_U S E R 
else 

echo "You should know better than to rtto- tjhis script, root." 
echo "Even root users qet the blues... " 

fi 
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username=bozo 

NEWPASSW0RD=secuMfey_vrt^i^Mc3ii 

# Check Jcf' : boz<3 lives here, 
grep -q "$username" /#t ; e/passwd 
if [ $? -ne $ SUCCESS ] 

echo "User $userna#te does exist." 
echo "No password changed." 
exit $E_NOSUCHUSER 
fi 

echo " $ NEWP AS SWORD " | passwd — stdin "$username" 

# The 1 — stdin' option to 'passwd' perfftifs 

#+ getting a new password from stdin (or a pipe) . 

echo; echo "User $username's password changed!" 

# Using the 'passwd' command in a script is dangerous, 
exit 0 

The passwd command's -1, -u, and -d options permit locking, unlocking, and deleting a user's 
password. Only root may use these options. 

Show users' logged in time, as read from /var/log/ wtmp. This is one of the GNU accounting 
utilities. 



bash$ ac 

total 68.08 



List last logged in users, as read from /var/log/wtmp. This command can also show remote 
logins. 

For example, to show the last few times the system rebooted: 



bash$ last reboot 

reboot system boot 


2. 6. 9-1. 


.667 


Fri Feb 


4 18:18 


(00:02) 


reboot 


system boot 


2.6.9-] 


L.667 


Fri Feb 


4 15:20 


(•ft’:27) 


reboot 


system boot 


2.6.9-: 


L.667 


m&- : Feb 


.12:56 


(0/0:4 9) 


reboot 


system boot 


2.6.9-] 


L.667 


Thu Feb 


3 21:08 


(02:17) 


| wtmp begins Tue Feb 


H|l. 2:50:09 2005 









newgrp 

Change user's group ID without logging out. This permits access to the new group's files. Since users 
may be members of multiple groups simultaneously, this command finds only limited use. 



■ Kurt Glaesemann points out that the newgrp command could prove helpful in setting 
the default group permissions for files a user writes. However, the chgrp command 
might be more convenient for this purpose. 



Terminals 

tty 



Chapter 1 7. System and Administrative Commands 



321 






Advanced Bash-Scripting Guide 



Echoes the name (filename) of the current user's terminal. Note that each separate xterm window 
counts as a different terminal. 



bash$ tty 
l/dev/pts/1 



Shows and/or changes terminal settings. This complex command, used in a script, can control 
terminal behavior and the way output displays. See the info page, and study it carefully. 



Example 17-2. Setting an erase character 



#! /bin/bash 

# erase, sh: Usi ng *si.'fcy" to set an erase character when reading input, 
echo -n "What is ybiijE harne? " 

read name # Try to backspace 

#+ erase Characters pi input . 

# Problems? 

echo "Yo^pl/iname is $name." 

stty erase '#' # Set "hashmark" (#) as erase character . 

echo -n "What is your name? " 

read name # Use # to erase last character typed, 

echo "Your name is $name . " 

exit 0 

# Even after the script exits, the new key value remains set. 

# Exercise: How would you reset the erase character to the default value? 



Example 17-3. secret password: Turning off terminal echoing 



# ! /bin /bash 

# secret-pw.sh: secret password 

echo -n "Enter password " 
read passwd 

echo "password is $passwd" 

echo -n "If someone had been looking over your shoulder, ” 
echo "yo|l||(password would have been compromised." 

echo && echo # Two line-feeds "and list." 



stty -echo # Turns off screen echo. 

# |fey also be done w^s.- 

# read -sp passwd 

# A big Thank You to psi’igh James for pointing this out . 

echo -n "Enter password agailt#^ 
read passwd 

echo "password is $passwd" 

stty echo # Restores screen echo. 
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exit 0 

# Do an 'info stty' f o'i .ftore on this usef ul-but-tricky command. 

A creative use of stty is detecting a user keypress (without hitting ENTER). 



Example 17-4. Keypress detection 



#! /bin/bash 

# keypress. sh: Detect keypress ("Sot keys"). 

old_tty_setfcihgs=$ (stty -g) # Save old settings (why?), 

stty -icanon 

Keypress=$ (head -cl) # or $ (dd bs*=l cq»nt?=l 2> /dev/null) 

# on non-GNU systems 

echo 

echo "Key pressed was \ " " $Keypress" \ " . " 

stty "$old_tty_settings" # Restore old settings. 

# Thanks, Stephane Chazelas. 
exit 0 

Also see Example 9-3 and Example A-43 . 



terminals and modes 

Normally, a terminal works in the canonical mode. When a user hits a key, the resulting character does 
not immediately go to the program actually running in this terminal. A buffer local to the terminal stores 
keystrokes. When the user hits the ENTER key, this sends all the stored keystrokes to the program 
running. There is even a basic line editor inside the terminal. 



bash$ stty -a 

speed 96'fl# (baud; rows 36; columns 96; line: = 0; 
intf - A C; quit = A \; erase = A U; ecf|!i?i^||> eol = <undef>; eolif — <undef>; 

start = A Q; stop = A S; susp = A Z; rprnt = A S; werase = A W; lnext = A V; flush m A 0; 

isig icanon iexten echo echoe echok -echonl -noflsh -xcase -tostop -echoprt 



Using canonical mode, it is possible to redefine the special keys for the local terminal line editor. 



bash$ cat > filexxx 

wha<ctl-W>I<ctl-H>foo bar<ctl-U>hello wo r 1 d<ENTER> 
<ctl— D> 

bash$ cat filexxx 

hello world 

bash$ wc -c < filexxx 
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The process controlling the terminal receives only 12 characters (11 alphabetic ones, plus a newline), 
although the user hit 26 keys. 

In non-canonical ("raw") mode, every key hit (including special editing keys such as ctl-H) sends a 
character immediately to the controlling process. 

The Bash prompt disables both icanon and echo, since it replaces the basic terminal line editor with its 
own more elaborate one. For example, when you hit ctl-A at the Bash prompt, there's no A A echoed by 
the terminal, but Bash gets a \1 character, interprets it, and moves the cursor to the begining of the line. 

Stephane Chazelas 

setterm 

Set certain terminal attributes. This command writes to its terminal's stdout a string that changes 
the behavior of that terminal. 



bash$ setterm -cursor off 



The setterm command can be used within a script to change the appearance of text written to 
stdout, although there are certainly better tools available for this purpose. 



setterm -bold on 
echo bold hello 

setterm -bold 
echo normal Kgi’fa 



Show or initialize terminal settings. This is a less capable version of stty. 



bash$ tset -r 

Tetminal type is xterm-xfree8 6 . 
Kill is control-U ( A U) . 
Interrupt is ejQpt&bl-C ( A C) . 



setserial 

Set or display serial port parameters. This command must be run by root and is usually found in a 
system setup script. 



# From /etc/pcmcia/se§§$l script: 

IRQ=' setserial /dev/$|i.fifE | sed -e 's/.*IRQ: //'' 

Sfefe^erial /dev/$DEVICE irq 0 ; setserial /dev/$DEVICE irq $IRQ 

getty, agetty 

The initialization process for a terminal uses getty or agetty to set it up for login by a user. These 
commands are not used within user shell scripts. Their scripting counterpart is stty. 

mesg 

Enables or disables write access to the current user's terminal. Disabling access would prevent another 
user on the network to write to the terminal. 

\ It can be quite annoying to have a message about ordering pizza suddenly appear in 
the middle of the text file you are editing. On a multi-user network, you might 
therefore wish to disable write access to your terminal when you need to avoid 
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interruptions. 

wall 

This is an acronym for " write all," i.e., sending a message to all users at every terminal logged into the 
network. It is primarily a system administrator's tool, useful, for example, when warning everyone 
that the system will shortly go down due to a problem (see Example 19-1') . 



bash$ wall System going down for maintenance in 5 minutes! 

Sjeoadcast message from boXo (pts/1) Sun Jujf *8 13:53:27 2001... 

System gffiSwjs down fa® maintenance is: : ®.iS)4naEtbes ! 



r If write access to a particular terminal has been disabled with mesg, then wall cannot 
send a message to that terminal. 

Information and Statistics 

uname 

Output system specifications (OS, kernel version, etc.) to stdout. Invoked with the -a option, gives 
verbose system info (see Example 16-5I . The -s option shows only the OS type. 



bash$ uname 
Linux 

bash$ uname -s 
Linux 



bash$ uname -a 

Linux iron. bozo 2.6,15-1 .2Cb4_FCo #1 Tue Mar 14 15:48:33 EST 2006 
i686 i686 i386 GNU/Linux 

arch 

Show system architecture. Equivalent to uname -m. See Example 11-27 . 



bash$ arch 
i686 

bash$ uname -m 

i 68 6 

lastcomm 

Gives information about previous commands, as stored in the / var/ account /pacct file. 
Command name and user name can be specified by options. This is one of the GNU accounting 
utilities. 

lastlog 

List the last login time of all system users. This references the /var/log/lastlog file. 



bash$ lastlog 








root 


ttyl 


Fri Dec 


7.18:43:2 ", -0700 2.031 - 


1 jbtin 




**Never 


logged in** 


daemon 




**Never 


logged in** 


bozo 


ttyl 


Sat Dett 1 


8 21:14:29 -37 CO 2001 
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bash$ lastlog | grep root 

root ttyl f*d Dec 7 18:43:21 -Off® 2081 



J:> This command will fail if the user invoking it does not have read permission for the 

/var/log/lastlog file. 

List open files. This command outputs a detailed table of all currently open files and gives 
information about their owner, size, the processes associated with them, and more. Of course, lsof 
may be piped to grep and/or awk to parse and analyze its results. 



bash$ lsof 
COMMAND FID 




USER FD TYPE 
root mem REG 

root mem REG 

root mem REG 

root mem REG 



3,5 

3,5 

3,5 

3,5 



SIZE 

30748 

73120 

931668 

36956 



NODE NAME 
30303 /sbin/iott 
8«f /lib/ld-2.1.3.so 
80.75 / lib/ libc-2 .1.3.: 
30357 /sbin/cardmgr 



The lsof command is a useful, if complex administrative tool. If you are unable to dismount a 
filesystem and get an error message that it is still in use, then running lsof helps determine which files 
are still open on that filesystem. The -i option lists open network socket files, and this can help trace 
intrusion or hack attempts. 



bash$ lsof -an -i top 

COMMAND PID USER FD TYPE DEVICE SIZE NODE NAME 
firefox 2330 bozo 32u IPv4 9956 TCP 66 . 0 . 118 . 137 : 57596->67 . 112 . 7 . 104 :http ... 

firefox 2330 bozo 38u IPv4 10535 TCP 66 . 0 . 118 . 137 : |7708->216 . 79 . 48 . 24 : http ... 



See Example 30-2 for an effective use of lsof. 

strace 

System trace: diagnostic and debugging tool for tracing system calls and signals. This command and 
ltrace, following, are useful for diagnosing why a given program or package fails to run . . . perhaps 
due to missing libraries or related causes. 



bash$ strace df 

execve ( ",/Mtt/df " , ["df"], [/* 45 vars */]) = 0 

uname ( {sys="Linux", nade="bozq,iecaldomain" , ...}) = 0 

brk(C) = 0x804f 5e4 



This is the Linux equivalent of the Solaris truss command. 

ltrace 

Library trace: diagnostic and debugging tool that traces library calls invoked by a given command. 



bash$ ltrace df 

libc_start_main (0x804a910, 1, 0xbfb589a4^ 0x804 f'b/C, 0x804fb68 Unfinished ...>: 

setlocale (6, "") = "en_US .UTF-8" 

bindtextdomain("coreutils", "/usr/share/locale" ) = "/usr/share/locale" 
textdomain ("coreiitSls") = "coreiitlls" 

cxa_atexit (0x804b650, Q, 0, Qx8052bf0, 0xbfb58908) = 0 

getenv ("DF_BLOCK_SIZE" ) = NULL 
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The nc ( netcat ) utility is a complete toolkit for connecting to and listening to TCP and UDP ports. It is 
useful as a diagnostic and testing tool and as a component in simple script-based HTTP clients and 
servers. 



bash$ nc localhost . localdomain 25 

22|, iocalhost . localdomain ESMTP Sendmail 8.13.1/8.13.1; 
Thu, 31 Mar 2005 15:41:35 -0700 

A real-life usage example . 



Example 17-5. Checking a remote server for identd 



#! /bin/sh 

## Duplicate DaveG's ident-scan thingie using netcat. Oooh, be' 11 be p*ssed. 
## Args : target port [port port' pert ...] 

## Hose stdout _and_ stderr together. 

## 

## Advantages: runs slower than ident-scan, giving remote ihfttd less cause 
##+ fo.r ala^fe srhc t only hitis the few known daemon ports you specify. 

## Disadvantages: requires numeric-only port args, the output .j^eazitude, 
##+ and won't Work for r-services when coming from high source poj^^j . 

# Script author: Hobbit <hobbit@avian . org> 

# Used in ABS Gui do with pe rrnissicr. . 



E_BADARGS=65- 


# Need at least two args. 


TWO_WINKS=2 


# How long ta ■ s eep . 


THREE_WINKS=3 




IBP0RT=113 


# Authenti'e^fcion "tap idebfc^’ port. 


RAND1=999 




RAND2=31337 




TIMEOUTO=9 




TIME0UT1=8 




TIME0UT2=4 





case "${2“} ,, ^S 

"" ) echo "Need HOST and at least one PORT." ; exit $E_BADARGS ;; 

# Ping '’em once and see if" 'they *are*- running identd. 
nc -z -w $TIMEOUT0 "$1" $IDPORT | | \ 

{ echo "Oops, $1 isn't rukl#4ng identd." ; exit 0 ; } 

# -z scans for listening daemons. 

# -w $T:JJlE0t|T - How long to try to connect . 

# Generate a random ish base portt 
RP=' expr $$ % $RAND1 + $RAND2 ' 

TRG=" $ 1 " 

shiij 

while test "$1" ; do 

nc -v -w $TIME0UT1 -p ${RP} " $TRG" ${1} < /dev/null > /dev/null & 
PROC=$ ! 

sleep $THREE_WINKS 

echo "${1},${ RP } " | nc -w $TIME0UT2 -r " $TRG" $IDPORT 2>&1 

sleep $TWO_WINKS 
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# Does this look like a lamer script or what . . . ? 

# ABS Guide author comments: "Aiipj§" really all tfiat bad . . . 

#+ kinda clever, actually." 

kilii,-HUP $PROC 
RP=' expr $ { RP } + 1' 
shift 
done 

exit $? 

# Notes: 

# 

# Try commenting out liftjjt. and running this script 
#+ wfp|| "localfiost . localdomain 25" as arguments. 

# Fip' ,more of Hobbit's *68' example sip^RptS, 

#+ look in the documentation: 

#+ the /usr/share/doe/nc-X.XX/scripts directory. 

And, of course, there's Dr. Andrew Tridgell's notorious one-line script in the BitKeeper Affair: 

echo clone I nc thunk.org Sjjj&i) > e2fsprogs.dat 

free 

Shows memory and cache usage in tabular form. The output of this command lends itself to parsing, 
using grep . awk or Perl. The procinfo command shows all the information that free does, and much 
more. 



bash$ free 

total 

Mem: 30504 

-/+ buffers/cache: 
Swap: 68540 



Used free shared buffers cached 

28624 1880 15820 1608 16376 

10640 19864 

3128 65412 



To show unused RAM memory: 



bash$ free | grep Mem | awk ' { print $4 } ' 

[js 80 | 

procinfo 

Extract and list information and statistics from the /proc pseudo-filesvstem . This gives a very 
extensive and detailed listing. 



bash$ procinfo | grep Bootup 

jicotup : Wed Majf- 21 15:15:50 2001 Toad average: 0 . jfeo . . 34 3/47 6829 

lsdev 

List devices, that is, show installed hardware. 



bash$ lsdev 

Device DMA IRQ I/O Ports 



cascade 

fpu 

ideO 



0080-008:' 

0000 - 001 : 

C0c0-0. C.ci f 
OOfO-OOff 

01fO-OJf7 03f 6-03f 6 
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du 

Show (disk) file usage, recursively. Defaults to current working directory, unless otherwise specified. 



bash$ du -ach 
1,0k ./wi.sh 
1.0k ,/tst.ah 

1.0k . /random. fil||; 

6.0k 

6.0k total 

df 

Shows filesystem usage in tabular form. 



bash$ df 
Filesystem 


lk-blocks 


Used Available Use% trusted on 


/ dev/hda5 


273262 


92.607 


166547 36% / 


/ dev/hda8 


'-^2 52.5 


123951 


870-85 59% /hcAe 


/dev/hda7 


1408796 


", 0757 4 4 


261488 80% /usr 



dmesg 

Lists all system bootup messages to stdout. Handy for debugging and ascertaining which device 
drivers were installed and which system interrupts in use. The output of dmesg may, of course, be 
parsed with grep . sed . or awk from within a script. 



bash$ dmesg | grep hda 

Kernel command line: ro root=/dev/hda2 
hda: IBM-DLGA-23080, ATA DISK drive 

hda: 60|p44 sectors (3080 MB) w/96KiB Cache, CHS=746/128/63 
hda: hdal hda2 hda3 < hdab hda 6 hdaV > hda 4 



stat 

Gives detailed and verbose statistics on a given file (even a directory or device file) or set of files. 



bash$ stat test. 


=ru 




File: 


"Lest . e-r 






Size : 


49970 


Allocated Blocks: 


.100 Filetype: Regular File 


Mode : 


(0664fW 


rw-rw-r— ) ‘ 


1 Sfil/ bozo) Sid: ( '-f|l/ bozo) 


Device : 


3, 8 


Inode: 18185. Links: 


1 


Access : 


Sat Juh 


2. 16:40:24 2001 




Modify : 


Sat Jun 


2 16:40:24 20#1 




Change : 


Sat Jun 


- % $6:40:24 2.001 





If the target file does not exist, stat returns an error message. 



bash$ stat nonexistent-file 

nonexistent-file: No such fi.J#-or directory 



In a script, you can use stat to extract information about files (and filesystems) and set variables 
accordingly. 



# ! /(feih/bash 

# f ileinf o2 . sh 

# Per suggestion of Joel Bourquard and . . . 

# http : / /www. lihuxquestid’ns . org/ questions/ showthread . php?t=41Q7 66 



FILENAME=test file.txt 
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file_name=$ (stat -c%n "$FILENAME") # Same as " $ F I LENAME " of course. 
PLle_owner=$ (stat -c%U " $ F I LENAME " ) 
file_size=$ (stat -c%s " $FILENAME " ) 

# Certain.'. y easier than using "Is -1 $FILENAME" 

#+ and then parsing with sed. 
ptile_inode=$ (Stat -c%i " $ F I LENAME " ) 
file_type=$ (stat -c%F "$FILENAME") 

^Lle_access_rights=$ (jsfcltt -c%A " $ F I LENAME " ) 



echo "File name: 
echo "Ffl:# owner: 
echo "File size: 
echo "FSS^- . (ighode : 
echo "File type: 
echo "Fits access 

exit 0 

sh fileinfo2.sh 



ight: 



$ piie_name " 

$f ile_owner" 
$He_si?fe« 

$f ile_inode" 

$ ji-J;e_type " 

: $f ile_access_rights" 



File name: 
File owner : 
File size: 
File inode: 
File type: 
I'lle access : 



testf ile . txt 

bozo 

418 

■ J^30378 

regular file 
ights: -rw-rw-r — 



Display virtual memory statistics. 



bash$ vmstat 










procs 


memory swap 




io system 


epu 


it b w swpd free 


biitijj cache si so 


bi 


bo in cs 


us sy id 


0 0 0 11040 


2636 3895:2 0 0 


'3# 


7 271 88 


8 3 89 



uptime 

Shows how long the system has been running, along with associated statistics. 



bash$ uptime 














10:28pm upj j|:57. 


3 u 


mm 


load a 


verage : 


0.17, 0.3$* • 


0.2 7 



A load average of 1 or less indicates that the system handles processes immediately. A 
load average greater than 1 means that processes are being queued. When the load 
average gets above 3 (on a single-core processor), then system performance is 
significantly degraded. 

hostname 

Lists the system's host name. This command sets the host name in an /etc/rc . d setup script 
(/etc/rc . d/rc . sysinit or similar). It is equivalent to uname -n, and a counterpart to the 
SHOSTNAME internal variable. 



bash$ hostname 
localhost . localdoma^-r^ 

bash$ echo $HOSTNAME 

localhost . localdomain 

Similar to the hostname command are the domainname, dnsdomainname, nisdomainname, and 
ypdomainname commands. Use these to display or set the system DNS or NIS/YP domain name. 
Various options to hostname also perform these functions. 
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hostid 

Echo a 32-bit hexadecimal numerical identifier for the host machine. 



bash$ hostid 
pfOlOO 



® This command allegedly fetches a "unique" serial number for a particular system. 
Certain product registration procedures use this number to brand a particular user 
license. Unfortunately, hostid only returns the machine network address in 
hexadecimal, with pairs of bytes transposed. 

The network address of a typical non-networked Linux machine, is found in 

/etc/hosts. 



bash$ cat /etc/hosts 

|l27 .0.0.1 localhost . locaf ddtljllii localhost | 

As it happens, transposing the bytes of 127 . 0 . 0 . 1, we get 0 . 127 .1.0, which 
translates in hex to 007 f 0100, the exact equivalent of what hostid returns, above. 

There exist only a few million other Linux machines with this identical hostid. 

Invoking sar (System Activity Reporter) gives a very detailed rundown on system statistics. The 
Santa Cruz Operation ("Old" SCO) released sar as Open Source in June, 1999. 



This command is not part of the base Linux distribution, but may be obtained as part of the svsstat 
utilities package, written by Sebastien Godard . 



bash$ sar 

Linux 2.4.9 (brooks.seringas.fr) (3.9/26/03 



10:30:00 
10:40:00 
1 0 : J5>tJ $ 0 0 
11 : 00:00 
Average : 



CPU %user 

all. 2.21 

alf» 3.36 

aip- i .;Ki?, 

alfe 2.23 



%nice %system %iowait 



10.90 65 

0 .00 72 . 

0.00 80 

3.63 72 



48 O.OB 

36 0 . 0 5. 

77 C.O0; 

87 0.00 



14:32:30 



LINUX RESTART 



15:00:00 
15:10:00 
15:20:00 
15:30:00 
Average : 



CPU %use.r 

all 8.59 

al{"*. 4.07 

all 0.79 

alff- 6.33 



%nice %system %iowait 



2.4:0 17 

1 .00 11 

2.94 7 

1.70: 14 



Mt 0 . Of 

:,fs 0.0 O' 

56 O.ol 

71 0.053 



%idle 

21.41 

24.28 

18.11 

21.27 



%idle 

71.54 

82.98 

88.71 

77.26 



readelf 



Show information and statistics about a designated ^//binary. This is part of the binutils package. 



bash$ readelf -h /bin/bash 

]elf Header: 

Magic: 7f 45 4c 46 01 01. 01 00 00 00 00 00 00 00 00 00 

Class: ELF32 

Data: 21 s <3.dj|.pl6ment, iljtle endian 

Version: 1 (current) 

OS/ABI: , , UNIX - System V 

ABI Version: 0 

Type: EXEC (Executable file) 
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The size [/path/to/binary] command gives the segment sizes of a binary executable or archive file. 
This is mainly of use to programmers. 



bash$ size /bin/bash 

text data bss dec hex filename 

495971 3'2'4 9 6 .17392 535859 82d33 /bin/bash 



System Logs 
logger 

Appends a user-generated message to the system log (/var/log/messages). You do not have to 
be root to invoke logger. 

logger Experiencing instability in network connection at 2.3 : 1 0, C 5 / 2. 1 . 

# Now, do a 'bail /var/log/messages ' . 

By embedding a logger command in a script, it is possible to write debugging information to 

/var/log/messages. 



logger -t $0 -i Logging at line " $LINENO" . 

# The " - t " option specifies the tag She logger entry. 

# The "-i" option records the process ID. 

# tail /var/1 og/messaqe 

# . . . 

# 20:48:58 localhost . /test . sh [1712] : Logging at line 3. 

logrotate 

This utility manages the system log files, rotating, compressing, deleting, and/or e-mailing them, as 
appropriate. This keeps the /var/log from getting cluttered with old log files. Usually cron runs 
logrotate on a daily basis. 

Adding an appropriate entry to /etc/logrotate . conf makes it possible to manage personal log 
files, as well as system- wide ones. 

i£f ■ Stefano Falsetto has created rottlog . which he considers to be an improved version of 

logrotate. 



Job Control 



Process Statistics: lists currently executing processes by owner and PID (process ID). This is usually 
invoked with ax or aux options, and may be piped to grep or sed to search for a specific process (see 
Example 15-14 and Example 29-3 ). 



bash$ ps ax | grep sendmail 

1 2 9.5 ? S 0:00 sendmail: accepting connections or port. 25 

To display system processes in graphical "tree" format: ps afjx or ps ax -forest, 
pgrep, pkill 

Combining the ps command with grep or kill . 
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bash$ ps a | grep mingetty 






2212 tty2 Ss+ 


0:00 /sbin/mingetty tty2 


2213 tty 3 


Ss + 


0:00 


/ sbin/mingetty 


Lty3 


2214 tty4 


Ss + 


0:00 


/ sbin/mingetty 


tty 4 


2215 tty5 


Ss + 


0:00 


/ sbin/mingetty 


tty5 


2216 tty 6 


Ss + 


0:00 


/ sbin/m:nqe'_Ly 


tty 6 


4849 pts/2 


S+ 


0:00 


grep mingetty 




bash$ pgrep mingetty 








2212 mingetty 










2213 mingetty 

2214 mingetty 

2215 mingetty 

2216 mingetty 











Compare the action of pkill with killall . 



pstree 

Lists currently executing processes in "tree" format. The -p option shows the PIDs, as well as the 
process names. 

top 

Continuously updated display of most cpu-intensive processes. The -b option displays in text mode, 
so that the output may be parsed or accessed from a script. 



bash$ top -b 
















8:30pm up 3 


3 u 


sers. 


load 


average: 0.49, 


0.32, 


0.13 




45 processes: 


44 sleeping, 1 


running, 0 zombie, 0 


stopped 




CPU states: 13 


6% user. 


7.3% 


syit'em, -C nice. 


78.9% 


idle 




Mem: 78396K 


av, 65468K used. 


12928K free. 




OK shrd, 2352.K buff 


Swap: 1572C8X 


av. 


OK u 


sed. 


187208K Sxfee 






3724 4K cached 


USER 


PRI NI 


SIZE' 


RSS 


SHARE STAT %CPU 


%MEM 


TIME 


COMMAND 


848 bozo 


if: 0 


996 


996 


800 R 5.6 


1.2 


0 : 0Q 


top 


1. root 


8 0 


512 


'sipi 


A|44 S 0.0 


ft 6 


0:0& 




2 root 


9 0 


P 


0 


0 SW 0.0 


III 0 


0:00 


keventd 



nice 

Run a background job with an altered priority. Priorities run from 19 (lowest) to -20 (highest). Only 
root may set the negative (higher) priorities. Related commands are renice and snice, which change 
the priority of a running process or processes, and skill, which sends a kill signal to a process or 
processes. 

nohup 

Keeps a command running even after user logs off. The command will run as a foreground process 
unless followed by &. If you use nohup within a script, consider coupling it with a wait to avoid 
creating an orphan or zombie process. 

pidof 

Identifies process ID (PID) of a running job. Since job control commands, such as Ml and renice act 
on the PID of a process (not its name), it is sometimes necessary to identify that PID. The pidof 
command is the approximate counterpart to the SPPID internal variable. 



bash$ pidof xclock 

880 
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Example 17-6. pidof helps kill a process 



#! /bin/bash 

# kill-process . slfj 

N0PR0CESS=2! 

proeess=xxxyyyzzz # Use nonexistent process. 

# For demo purposes only... 

# ... dop^ want to actua 1 : y kill any actual process wi th thi s script. 

# 

# If, for example, you wanted to use this script to logoff’ the Internet, 

# process=pppd 

t=' pidof $process' # Find pid (process id) of $process. 

# The pid is needed by 1 ('can't *^.11' by program name) . 

if t -z ■' ]. # Iff process not present,* 'piiiofJ ret^pS- hfeli . 

echo "Process $process was not istiffaing." 
echo "Nothing killed." 
exit $NOPROCESS 
fi 

kill $t # May need ' k : II -9 ' for stubborn process. 

# Need a check here to h^®; |f process allowed itself to be killed. 

# Perhaps another " t='pidof $process' " o% . 



# This entire script could be replaced by 

# kill $ (pidtp? -x pr:ccess_name) 

# or 

# killall prOcess_name 

# but it would not be as instructive. 

exit 0 

fuser 

Identifies the processes (by PID) that are accessing a given file, set of files, or directory. May also be 
invoked with the -k option, which kills those processes. This has interesting implications for system 
security, especially in scripts preventing unauthorized users from accessing system services. 



bash$ fuser 


-u /usr/bin/vim 






/usr/bin/vin 


i: 3^f$e(bozo) 






bash$ fuser 


-u /dev/null 






/ dev/ null : 


3009 (bozo) 3010 (bozo) 


3197 (bozo) 


3199 (bozo) 



One important application for fuser is when physically inserting or removing storage media, such as 
CD ROM disks or USB flash drives. Sometimes trying a umount fails with a device is busy error 
message. This means that some user(s) and/or process(es) are accessing the device. An fuser -um 
/dev/device_name will clear up the mystery, so you can kill any relevant processes. 



bash$ umount /mnt/usbdrive 

umount: /mnt/usbdrive: device is busy 
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bash$ fuser -urn /dev/usbdrive 

/mnt/usbdrive : 1772c (bozo) 

bash$ kill -9 1772 

bash$ umount /mnt/usbdrive 



The fuser command, invoked with the -n option identifies the processes accessing a port. This is 
especially useful in combination with nmap . 



root# nmap localhost . localdomain 

PORT STATE SERVICE 

25/tcp open smtp 



root# fuser -un tcp 25 

25/tcp: 2095 (root! 

root# ps ax | grep 2095 | grep -v grep 

2095 ? Ss 0:00 sendmail: accepting connections 



cron 

Administrative program scheduler, performing such duties as cleaning up and deleting system 
files and updating the slocate database. This is the superuser version of at (although each user 
have their own crontab file which can be changed with the crontab command). It runs as a 
and executes scheduled entries from /etc/ crontab. 

© Some flavors of Linux run crond, Matthew Dillon's version of cron. 

Process Control and Booting 
init 

The init command is the parent of all processes. Called in the final step of a bootup, init determines 
the runlevel of the system from /etc/inittab. Invoked by its alias telinit, and by root only. 

telinit 

Symlinked to init, this is a means of changing the system runlevel, usually done for system 
maintenance or emergency filesystem repairs. Invoked only by root. This command can be dangerous 
— be certain you understand it well before using! 

runlevel 

Shows the current and last runlevel, that is, whether the system is halted (runlevel 0), in single-user 
mode (1), in multi-user mode (2 or 3), in X Windows (5), or rebooting (6). This command accesses 
the / var/ run/ utmp file. 

halt, shutdown, reboot 

Co mm and set to shut the system down, usually just prior to a power down. 

On some Linux distros, the halt command has 755 permissions, so it can be invoked 
by a non-root user. A careless halt in a terminal or a script may shut down the system! 

service 

Starts or stops a system service. The startup scripts in /etc/init . d and / etc/rc . d use this 
command to start services at bootup. 



log 

may 

daemon 
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root# /sbin/service iptables stop 




Flushing f irewall,. '^iles : 


[ OK ] 


Setting chains to policy ACCEPT: filter 


[ OK ] 


Un.l oad i fig iptables taddules: 


[ OK ] 



Network 

nmap 

Network mapper and port scanner. This command scans a server to locate open ports and the services 
associated with those ports. It can also report information about packet filters and firewalls. This is an 
important security tool for locking down a network against hacking attempts. 



# ! /bln/bash 






SERVER=$HOST 




# 1 oca.l host. . localdomain (127.0.0.1) . 


PORT_NUMBER=: 


m 


# SMTP port. 


nmap $ SERVER 


I grep -w 


" $PORT_NUMBER" # Is that particular port open? 


# 


grep -w 


matches whole words JijjJly, 


# + 


so this 


wouldn't match port 1 0 2b, ■ for example. 


exit 0 






# 25/tcp 


open 


smtp 



ifconfig 

Network interface configuration and tuning utility. 



bash$ ifconfig -a 

lo ijjflik cncap : 7. oca 1 Locp'oacfc, 

.fftpt addr : 127 . 0 . 0 . 1 Yask : 2.bb .0.0.0 
UP LOOPBACK RUNNING MTU: 16436 Metric :1 
RX packets: 10 errors : 0 dropped: 0 overruns : 0 frame :0 
TX packets: 10 errors :0 dropped: 0 overruns : 0 carrier :0 
collisions :0 txqueuelen:0 

RX bytes : 70 0 (700.0 b) TX bytes:700 (700.0 b) 

The ifconfig command is most often used at bootup to set up the interfaces, or to shut them down 
when rebooting. 



# Code snippets from /etc/rc . d/init . d/network 

# . . . 

# Check that networking is up. 

[ $ {NETWORKING} = "no" ] && exit 6 

[ -x / sbin#i£^w5iij ] | | exit 0 

# . . . 

: n ^interfaces ; do 

if ifconfig $i 2>/dev/null | grep -q "UP" >/dev/null 2>&1 j : then 
aStiion "Shutting down ..Interface $i: '#*,!. / if down boot 

fi 

# The GNU-spedi®^ "-q" optjs&h to "grep" means "quiet", i.e. , 

#+ producing no output. 

# Redirectingfipbtput h0 /dev/ null, is therefore fjQ0 sib'pJ.ctly necessary. 
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# . . . 

echo "Currently active devices:" 

echo ' /sbiij/|d^DBS:£ig I grep |a-a I awk M print $1} ' ' 

# aaaaa should be quoted to prevent globbing. 

# The following also work. 

# : ®®ho $ (/sbin/ifconfig | awk [a-z] / { print $| Jf) ' 

# echo $ (/sbin/ifconfig | sed -e 's/ .*//') 

# Thanks, S.C., for additional comments. 

See also Example 32-6 . 

netstat 

Show current network statistics and information, such as routing tables and active connections. This 
utility accesses information in /proc/net (Chapter 29) . See Example 29-4 . 

netstat -r is equivalent to route . 



bash$ netstat 

|Active .inte^ifeBsfc .connections (w/o serve: 

Proto Recv-Q Send-Q Local Address 
Active UNIX domain sockets (w/o servers) 

Proto RefCnt Flags Type State 

[ ] DGRAM 

Unix 3 [ ] STREAM CONNECTED 

unix 3 [ ] STREAM CONNECTED 



Foreign Address 

I-Node Path 
906 /dev/log 
4514 /trtip/.Xll-i 
4513 



A netstat -lptu shows sockets that are listening to ports, and the associated processes. 

This can be useful for determining whether a computer has been hacked or 
compromised. 

iwconfig 

This is the command set for configuring a wireless network. It is the wireless equivalent of ifeonfig, 
above. 

ip 

General purpose utility for setting up, changing, and analyzing IP (Internet Protocol) networks and 
attached devices. This command is part of the iproute2 package. 



bash$ ip link show 

1: lo: <LOOPBACK, UP> mtu 16436 qdisc noqueue 

link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:# 

2: ethO: <BROADCAST,MULTICAST> mtu 1500 qdisc pfifo_fast qlen/:(|00 
link/ethear 00 : dO : 59 : ce ; af : da brd Sf: fft : ff :ff : « 

3: sitO: <NOARP> mtu 1480 qdisc noop 
link/ sit 0.0. 0.0 brd 0.0. 0.0 



bash$ ip route list 

169.254.0.0/16 dev lo scope link 



Or, in a script: 



#! /bin/bash 

# Script by Juan Nicolas Rui5;. 

# Used with his kind permission. 

# Setting up (and stopping) a GRE tunnel. 
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# start-tunnel .$:h 

LOCAL_IP=" 1 92 .168.1.17" 

REMOTE_IP=Spjj) .0.5.33" 

OTHER_IFACE="192 .168 . 0 .100" 

REMOTE_NET= " 18&. 168.3.0 • 

/sbi^/lp tunnel add netb mode gre 1 $REMOTE_IP % 

local $LOCAL_IP tfl 2b|>: 

/sbin/ip addr add $OTHER_IFACE dev netb 

/ sbiSwlp link set netb up 

/sbin/ip route add $REMOTE_NET dev netb 

exit 0 ############################################# 

# stop-tunnel . sh 

REMOTE_NET="lif» 168 . 3 . 0/tf!" 

/sbin/ip route del $REMOTE_NET dev netb 
/sb i n/ip link set netb down 
/sbin/ip tunnel del netb 

exit 0 

route 

Show info about or make changes to the kernel routing table. 



bash$ route 

Destination Gateway 


Genmask 


Flags 


MSS Window ii 


:tt Iface 


pm3-67 .bozosisp * 


255.255.255.255 


OH 


40 0 


pppO 


127.0.0.0 * 


255.0.0.0 




40 0 


0 lo 


default pm3-67.bozo 


sisp 0 . 0 . 0 . 0 


UG 


40 0 


If} pppO 



iptables 

The iptables command set is a packet filtering tool used mainly for such security purposes as setting 
up network firewalls. This is a complex tool, and a detailed explanation of its use is beyond the scope 
of this document. Oskar Andreasson’s tutorial is a reasonable starting point. 

See also shutting down iptables and Example 30-2 . 

chkconfig 

Check network and system configuration. This command lists and manages the network and system 
services started at bootup in the /etc/rc? . d directory. 

Originally a port from IRIX to Red Hat Linux, chkconfig may not be part of the core installation of 
some Linux flavors. 



bash$ chkconfig 
atd 


—list 

0 : of f 


1 : of f 2 : of f 


3: on i. 


1 : on 5 


: on 6: off 


Lsfhod 


0:a£f 


l:|l| 2:0M 


3:0:# 


4 : 0# | 


5 : 6 : 0%'; 



tcpdump 

Network packet "sniffer." This is a tool for analyzing and troubleshooting traffic on a network by 
dumping packet headers that match specified criteria. 
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Dump ip packet traffic between hosts bozoville and caduceus : 



bash$ tcpdump ip host bozoville and caduceus 



Of course, the output of tcpdump can be parsed with certain of the previously discussed text 
processing utilities . 

Filesystem 

mount 

Mount a filesystem, usually on an external device, such as a floppy or CDROM. The file 
/etc/f stab provides a handy listing of available filesystems, partitions, and devices, including 
options, that may be automatically or manually mounted. The file /etc/mtab shows the currently 
mounted filesystems and partitions (including the virtual ones, such as /proc). 

mount -a mounts all filesystems and partitions listed in /etc/f stab, except those with a noauto 
option. At bootup, a startup script in /etc/rc . d (rc . sysinit or something similar) invokes this 
to get everything mounted. 



-t iso9660 /dev/cdrom /mnt/cdrom 

# Mounts CD ROM. ISO 9660 is a standard £$£ ROM filesystem*. 

# Shortcut, if /mnt/cdrom listed in /etc/f stab 



The versatile mount command can even mount an ordinary file on a block device, and the file will act 
as if it were a filesystem. Mount accomplishes that by associating the file with a loopback device . One 
application of this is to mount and examine an ISO9660 filesystem image before burning it onto a 
CDR. r901 



Example 17-7. Checking a CD image 



# As root . . . 

mkdir /mnt/cdtest # Prepare a mount point, if not already there. 

mount -r -t iso9660 -o loop cd-image.iso /mnt/cdtest # Mount the image. 

# "-o loop" option ecu i valent to "losetup- ./dcv/:copC" 

cd /mnt/cdtest # Now, check the image. 

Is -alR # List the files tSggpgS directory tree there. 

# And so forth. 



Unmount a currently mounted filesystem. Before physically removing a previously mounted floppy or 
CDROM disk, the device must be umounted, else filesystem corruption may result. 



umount /mnt/cdrom 

# % ou may now press the eject buuton and safely remove the disk. 



@ The automount utility, if properly installed, can mount and unmount floppies or 
CDROM disks as they are accessed or removed. On " multispindle" laptops with 
swappable floppy and optical drives, this can cause problems, however. 

gnome-mount 
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The newer Linux distros have deprecated mount and umount. The successor, for command-line 
mounting of removable storage devices, is gnome-mount. It can take the -d option to mount a device 
file by its listing in / dev. 

For example, to mount a USB flash drive: 



bash$ gnome-mount -d /dev/sdal 

gnome-moi|isi| 0 . 4 

bash$ df 

/dev/sdal 63584 12034 J^|550 19% /media/disk 



sync 

Forces an immediate write of all updated data from buffers to hard drive (synchronize drive with 
buffers). While not strictly necessary, a sync assures the sys admin or user that the data just changed 
will survive a sudden power failure. In the olden days, a sync ; sync (twice, just to make 
absolutely sure) was a useful precautionary measure before a system reboot. 

At times, you may wish to force an immediate buffer flush, as when securely deleting a file (see 
Example 16-61) or when the lights begin to flicker. 

losetup 

Sets up and configures loopback devices . 



Example 17-8. Creating a filesystem in a file 



STZE-l C0C0C0 # 1 meg 

head -c $SIZE < /dev/zero > file # .Set UP file of designated size, 
losetup /dev/loopO^Kle # Set it up as loopback device. 

mke2fs /dev/loopO # Create £ : 1 esystem. 

-o loop /dev/loopO /mnt # 4L. 

# Thanks, S.C. 

mkswap 

Creates a swap partition or file. The swap area must subsequently be enabled with swapon. 
swapon, swapoff 

Enable / disable swap partitition or file. These commands usually take effect at bootup and shutdown. 

mke2fs 

Create a Linux ext2 filesystem. This command must be invoked as root. 



Example 17-9. Adding a new hard drive 



#! /bin/bash 

# Adding a second hard drive to system. 

# Software configuration. Assumes hardware already mounted. 

# From an article by the author of the ABS Guide. 

# In issue #38. '-Of _3|jif|jx Gazette_, http://www.linuxgazette.com. 

ROOT_UID=0 # This script must be #rjgn as root . 

E_NOTROOT=67 # Non-root exit error. 
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if [ -ne "$ROOT_UID" ] 

then 

echo "Must be root to run this script . " 
exit $E_NQTROOT 



# Use with extreme cautibh! 

# If something goes wrong, you may wipe out your current filesystem. 



NEWDISK=/dev/hdb # Assumes /dev/hdb vacant. Check! 

MOUNTPOINT=/moft/Mewdisk # or choose another mount point . 



(disk $NEWDISK 
mke2fs -cv $NEWDISK1 
# Note: 

mkdir $MOUNTPOINT 
chmod 111 S.MOUNTPOIMT 



# Check for bad blacks (verbose Output) . 
/dev/hdbl, *not* /dev/hdb! 

# Makes new drive accessible to all users. 



# Now, test . . . 

# mount -t. ext2: /dev/hdbl /mnt/newdisk 

# Try creating a directory. 

# If it works, Md'Ufrt it>. and proceed. 

# Final step : 

# Add the following line to /etc/fstab. 

# /dev/hdbl /mnt/newdisk ext2 defaults 1 1 

exit 



See also Example 17-8 and Example 31-3 . 

mkdosfs 

Create a DOS FAT filesystem. 

tune2fs 



Tune ext2 filesystem. May be used to change filesystem parameters, such as maximum mount count. 
This must be invoked as root. 



p This is an extremely dangerous command. Use it at your own risk, as you may 
inadvertently destroy your filesystem. 



dumpe2fs 

Dump (list to stdout) very verbose filesystem info. This must be invoked as root. 



root# dumpe2fs 


/ dev/hda7 | 


grep ' ount count ' 


dumpe2fs 1.19, 


13-Jul-200Q 


for EXT2 FS 0.5b, 95/08/09 


Mount count : 




6 


Maximum mount 


count : 


20 



hdparm 

List or change hard disk parameters. This command must be invoked as root, and it may be dangerous 
if misused. 

fdisk 

Create or change a partition table on a storage device, usually a hard drive. This command must be 
invoked as root. 



a Use this command with extreme caution. If something goes wrong, you may destroy 
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an existing filesystem. 

fsck, e2fsck, debugfs 

Filesystem check, repair, and debug command set. 

fsck: a front end for checking a UNIX filesystem (may invoke other utilities). The actual filesystem 
type generally defaults to ext2. 

e2fsck: ext2 filesystem checker. 

debugfs: ext2 filesystem debugger. One of the uses of this versatile, but dangerous command is to 
(attempt to) recover deleted files. For advanced users only! 

| All of these should be invoked as root, and they can damage or destroy a filesystem if 
misused. 

badblocks 

Checks for bad blocks (physical media flaws) on a storage device. This command finds use when 
formatting a newly installed hard drive or testing the integrity of backup media. f911 As an example, 
badblocks /dev/fdO tests a floppy disk. 

The badblocks command may be invoked destructively (overwrite all data) or in non-destructive 
read-only mode. If root user owns the device to be tested, as is generally the case, then root must 
invoke this command. 

lsusb, usbmodules 

The lsusb command lists all USB (Universal Serial Bus) buses and the devices hooked up to them. 
The usbmodules command outputs information about the driver modules for connected USB devices. 



lspci 



bash$ lsusb 
Bus 001 Device ®|1 : 
Device Descriptor: 
bLength 

bDescriptarType 

bcdUSB 

bDeviceClass 

bDeviceSubClass 

bDeviceProtocol 

bMaxPacketSizeO 

idVendtar 

idProduct 



'jg# 0000:0000 



iMo 

9 Hub 



0x0000 

0x0000 



Lists pci busses present. 



bash$ lspci 
00:00.0 Host 
(Brookdale) 
00:01.0 PCI 
(Brookdale) 
00 : Id. 0 USB 
00 : Id. 1 USB 
00 : Id. 2 USB 
OOrle.O PCI 



bridge: Intel Corporation 82845 845 
Chipset Host Bridge (rev 04) 
bridge: Intel Corporation 82845 845 
Chipset AGP Bridge (rev 04) 

Controller: Intel Corporation 82801CA/CAM USB (Hub #1) 
Controller: Intel Corporation 82801CA/CAM USB (Hub #2) 
Controller: Intel Corporation 82801CA/CAM USB (Hub #3) 
bridge: Intel Corporation 82801 Mobile PCI Bridge (rev 



02) 

02) 

02) 
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mkbootdisk 

Creates a boot floppy which can be used to bring up the system if, for example, the MBR (master boot 
record) becomes corrupted. Of special interest is the — iso option, which uses mkisofs to create a 
bootable ISO9660 filesystem image suitable for burning a bootable CDR. 

The mkbootdisk command is actually a Bash script, written by Erik Troan, in the /sbin directory. 

mkisofs 

Creates an ISO9660 filesystem suitable for a CDR image. 

chroot 

CHange ROOT directory. Normally commands are fetched from $PATH . relative to /, the default 
root directory. This changes the root directory to a different one (and also changes the working 
directory to there). This is useful for security purposes, for instance when the system administrator 
wishes to restrict certain users, such as those telnetting in, to a secured portion of the filesystem (this 
is sometimes referred to as confining a guest user to a "chroot jail"). Note that after a chroot, the 
execution path for system binaries is no longer valid. 

A chroot /opt would cause references to /us r /bin to be translated to / opt /us r /bin. 
Likewise, chroot /aaa/bbb /bin/ls would redirect future instances of Is to /aaa/bbb as 
the base directory, rather than / as is normally the case. An alias XX 'chroot /aaa/bbb Is' in a user's 
-/ .bashrc effectively restricts which portion of the filesystem she may run command "XX" on. 

The chroot command is also handy when running from an emergency boot floppy (chroot to 
/ dev/ f dO), or as an option to lilo when recovering from a system crash. Other uses include 
installation from a different filesystem (an rpm option) or running a readonly filesystem from a CD 
ROM. Invoke only as root, and use with care. 

♦ It might be necessary to copy certain system files to a chrooted directory, since the 
normal $PATH can no longer be relied upon. 

Iockfile 

This utility is part of the procmail package ( www.procmail.org') . It creates a Iockfile, a semaphore 
that controls access to a file, device, or resource. 



Definition : A semaphore is a flag or signal. (The usage originated in railroading, where a 
colored flag, lantern, or striped movable arm semaphore indicated whether a particular track was in 
use and therefore unavailable for another train.) A UNIX process can check the appropriate 
semaphore to determine whether a particular resource is available/accessible. 

The lock file serves as a flag that this particular file, device, or resource is in use by a process (and is 
therefore "busy"). The presence of a lock file permits only restricted access (or no access) to other 
processes. 



iliickfile /home/bozo/lsckfiles/ $0 . lock 

# Creates a write-protected lockfi J e prefixed with the name of the script . 

Iockfile /home/bQzo/lockfiles/$ { 0##*/ } .lock 

# A safer version of the above, as pointed out by E. Choroba. 

Lock files are used in such applications as protecting system mail folders from simultaneously being 
changed by multiple users, indicating that a modem port is being accessed, and showing that an 
instance of Firefox is using its cache. Scripts may check for the existence of a lock file created by a 
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certain process to check if that process is running. Note that if a script attempts to create a lock file 
that already exists, the script will likely hang. 

Normally, applications create and check for lock files in the /var/lock directory. f921 A script can 
test for the presence of a lock file by something like the following. 



appname=xyzip 

# AppligaS?tffi ^yzip" created lock file " /var/lock/xyzip . lock" . 

jpf [ -e " /war /lock/ $appname. lock" ] 

then #+ Prevent other programs & scripts 

# from accessing files /resources used by xyz 1 p . 

flock 

Much less useful than the lockfile command is flock. It sets an "advisory" lock on a file and then 
executes a command while the lock is on. This is to prevent any other process from setting a lock on 
that file until completion of the specified command. 



flock $0 cat $0 > lockfile $0 

# Set a lock pn the the above 14:8#. appears Bkj! 

#+ while listing the script to stdout . 



@ Unlike lockfile, flock does not automatically create a lock file. 

mknod 

Creates block or character device files (may be necessary when installing new hardware on the 
system). The MAKEDEV utility has virtually all of the functionality of mknod, and is easier to use. 

MAKEDEV 

Utility for creating device files. It must be run as root, and in the /dev directory. It is a sort of 
advanced version of mknod. 
tmpwatch 

Automatically deletes files which have not been accessed within a specified period of time. Usually 
invoked by cron to remove stale log files. 



Backup 



dump, restore 

The dump command is an elaborate filesystem backup utility, generally used on larger installations 
and networks. f931 It reads raw disk partitions and writes a backup file in a binary format. Files to be 
backed up may be saved to a variety of storage media, including disks and tape drives. The restore 
command restores backups made with dump, 
fdformat 

Perform a low-level format on a floppy disk (/dev/fdO*). 



System Resources 



ulimit 

Sets an upper limit on use of system resources. Usually invoked with the -f option, which sets a limit 
on file size (ulimit -f 1000 limits files to 1 meg maximum). f941 The -t option limits the coredump 
size (ulimit -c 0 eliminates coredumps). Normally, the value of ulimit would be set in 
/ etc/profile and/or ~/ .bash_prof ile (see Appendix Hi . 
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(D Judicious use of ulimit can protect a system against the dreaded fork bomb. 



# ! /bin/bash 

# This script is "illustrative purposes only. 

# Run it at your own peril — it WILL freeze your system. 

while true # Endless loop, 
do 

$0 & # This script invokes itself . . . 

#+ forks art infinite number ©Jf tiaies . . . 

#+ until the system freezes up because all resources exhausted, 
done # This is the notorious "sorcerer's appentice" scenario. 



exit: 'ft # Will not exit here, because this script will never terminate. 



A ulimit -Hu XX (where XX is the user process limit) in / etc/profile would abort this 
script when it exceeded the preset limit. 



quota 

Display user or group disk quotas. 

setquota 

Set user or group disk quotas from the command-li n e. 

umask 



User file creation permissions mask. Limit the default file attributes for a particular user. All files 
created by that user take on the attributes specified by umask. The (octal) value passed to umask 
defines the file permissions disabled. For example, umask 022 ensures that new files will have at 
most 755 permissions {111 NAND 022). f951 Of course, the user may later change the attributes of 
particular files with chmod . The usual practice is to set the value of umask in /etc/profile 
and/or -/ . bash_prof ile (see Appendix Hi . 



Example 17-10. Using umask to hide an output file from prying eyes 



# ! /bin/bash 

# rotl3a.sh: Same as "rot!3.sh" script, but writes output to "secure" file. 

# Usage: ./rotl3a.sh filename 

# or ./rotl3a.sh <filenama 

# or ./ratl3a.sh and supply keyboard input (stair.) 

umask 177 # File creation mask. 

# Files created by this script 
#+ will have 600 permissions. 

OUTFILE=decrypted.txt # Results output. CO file "decrypted.txt" 

#+ which can only be read/written 

# by invoker of script (or root) . 

cat ! tr *a-zA-Z ' 'n-za-mN-ZA-M' > $QUIFILE 

# AA Input from stdin or a fijj^,;.* * AAAAAAAAA Output redirected to fij#* 
exit 0 

rdev 

Get info about or make changes to root device, swap space, or video mode. The functionality of rdev 
has generally been taken over by Iilo, but rdev remains useful for setting up a ram disk. This is a 
dangerous command, if misused. 

Modules 
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lsmod 

List installed kernel modules. 



bash$ lsmod 
Module 
autof s 
opl3 

sb 

ua£t 4 03- 
sound 
sound : ow 
soundcore 
ds 

i 82.36 b 
pcmcia_core 



Size 
9456 
1137 6 
5456 

3 Aim- 

6384 

58368 

464 

2800 

6448 

22928 

45984 



Used by 

2 (adtSilS-itean) 

r p (unused) 

i> 

0 [sb] 

;6- [cp 1 3 sb uart401] 
[sound] 

6 [sb sound] 

2 [ser|^_cs] 

2 

% [serl'ily# ds 182365] 



@ Doing a cat /proc/modules gives the same information. 

insmod 

Force installation of a kernel module (use modprobe instead, when possible). Must be invoked as 
root. 

rmmod 

Force unloading of a kernel module. Must be invoked as root. 

modprobe 

Module loader that is normally invoked automatically in a startup script. Must be invoked as root. 

depmod 

Creates module dependency file. Usually invoked from a startup script. 

modinfo 

Output information about a loadable module. 



bash$ modinfo 


hid 


filename : 


/ lib/modules /2 . 4 . 2 0-6 /kernel /driver s/usb/hid. o 


description : 


"USB %^R®ipport drivers" 


author : 


"Andreas Gal, Vojtech Pavlik <vo jtech@suse . cz>" 


. l-i cense : 


"GPL" 



Miscellaneous 

env 

Runs a program or script with certain environmental variables set or changed (without changing the 
overall system environment). The [ varname=xxx] permits changing the environmental variable 
varname for the duration of the script. With no options specified, this command lists all the 
environmental variable settings. T961 

Li? ' The first line of a script (the "sha-bang" line) may use env when the path to the shell 
or interpreter is unknown. 



# ! /usr/bin/er.v per j. 

print "This Pejj; Script will run,\n"; 

print "even when I don't know where to find Perl.\n"; 
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# Good for portable cross-platform scripts, 

# where the Perl binaries may not be the expected place. 

# Thanks, S.C. 

Or even ... 



# ! /ifcih‘/e'hv bash 

# Queries the $PATH enviromental variable for the location of baslf* 

# Therefore . . . 

# This script will, run where Bash is nbt in its usual place, in /bin. 

ldd 

Show shared lib dependencies for an executable file. 



bash$ ldd /bin/ls 

libc.so.6 => /lib/|±foc.so.6 (Ox^OOCc&OG) 

/lib/ld-linux ■ so . 2 => /lib/ld-linux. so ■ 2 (0x80000000) 

watch 

Run a command repeatedly, at specified time intervals. 

The default is two-second intervals, but this may be changed with the -n option. 

watch -n 5 tail /var/log/messages 

# Shows tail end of system log, /var/log/messages, every .five seconds. 

© Unfortunately, piping the output of watch command to grep does not work. 

strip 

Remove the debugging symbolic references from an executable binary. This decreases its size, but 
makes debugging it impossible. 

This command often occurs in a Makefile , but rarely in a shell script. 

nm 

List symbols in an unstripped compiled binary. 

xrandr 

Command-line tool for manipulating the root window of the screen. 



Example 17-11. Backlight: changes the brightness of the (laptop) screen backlight 



#! /bin/bash 

# backlight . sh 

# reldate C/.dcc/.Cl 

# A bug in Fedora Cor^.)|i6/17 messes up the keyboard backlight controls. 

# Th i s script is a quick-n-dirty workaround, essentially a shell wrapper 
#+ for xrandr. It gives mare control than on-screen sliders and widgets. 

OUTPUT=$ (xrandr | grep LV | awk '{print $1}') # Get display name! 

INCR=.05 # For finer-grained ©Ooltrpl, set INCR to . 03 or .02. 

old_b£dghtness=$ {xrandx — verbose | grep' rightness | awk '{ print $2 }') 



if [ -z "$1" ] 
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bright=l # If no command-line arg, set brightness to 1.0 (default). 

if [ "$1" = "+" ] 

then 

bright=$ (echo ” sea " e~2 ; $old_brightness + $INCR" | be) # +.05 



else 

if [ "$1" = ] 

then 

bright=$ (echo "scai%«2; $old_brightness - $INCR" | be) # -.05 



jfKMl ..[ "$1" = "#" ] # Echoes current hbfgbtness; does not change it. 

bright =$ qld_brightness 



else 

if [ [ "$1" = "h" | | "$1 

eehb "Usage:" 
echo "$0 [No args] 
e^s§ "$0 + 
echo " $ 0 - 
echo "$0 # 
echo "$0 N (number) 
fglpf "$0 h [H] 
echo "$0 any-other 



= "H" ]] 



Sets/resets brightness to default (1.0)." 
Sgitrements brightness by 0.5." 

Decrements brightness by 0.5." 

Echoed bg^snt brightness Without changing £i L 
Secs brightness to N (useful range 17 - 1.2) . 
Echoes Lb i s help message." 

Gives xrandr usage message . " 



bright=$old_brightness 



xrandr — output "$0UTPUT" — brightness "$bright" # See xrandr manpage. 

# As boot ! 

E_CHANGE0=$? 

echo "Current .brightness = $br:ght" 
exit. $E_CHANGEC 



# Or, alternately . . t # 

#! /bin/bash 

# back i.ght2 . sh 

# reldate 20jun2012 

# A bug in Fedora Corg ||)6/17 messes up the keyboard backlight controls. 

# This quick-n— dirty worfeatpund, gh alternate to backlight . sh. 

t a rget_d ig=\ 

/ sy s /devices /pciO 000 :00/0000:00:01. 0/0000:01:00. 0 /backlight /acpi_video0 

# Hardware d: .rectory. 
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^wStual_brightness=$ (cab $target_dir/ab6ual_brightness) 
max_brightness=$ (cat $target_dir/max_brightnass) 
|tipjLghtness=$target_dir /brightness 

let "req^rigfrbrtess =* # Requested brightness, 

if [ "$l" = ] 

then # Decrement brightness 1 notch. 

| /let "req_brightness = $ susfc%j3Jfc(^jj|itne s s - 1" 

if [ "SI" = ] 

then # Increment brightness 1 notch. 

let * , hfq_brig‘htness = $ act ua l_ffeSgltt ness + 1" 
fi 



if [ $ req_b r Lghtr.es s -gt $max_forigjttness ] 

req_brightness=$max_brightness 
fi # Do not exceed max. hardware design brightness. 

echo "Old brightness = $actual_brightness" 
echo "Max ibh-ightness = $max_brisgJitness" 
echo "Requested brightness = $req_brightness " 

# ===================================== 

echo $req_brightness > $Brightness 

# Must be root to take effect. 

E_CHANGE1 = $ ? # Successful? 

# ===================================== 

if [ "$?" -eq 0 ] 

fidfasd' "Changed (Rightness ! " 

fegfib- "Failed to change brightness ! " 
fi 

act_brightness=$ (cat $Brightness) 

echo "Actual brightness = $act_brightness" 

s gale 0=2 

s f ICO 8 Scale factor. 

pdt=$ (echo "scale=$scaleO; $act_brightness / $max_b r i.ghtness * $sf" | be) 
echo "Percentage brightness = $pct%" 

exit $E_CHANGE1 

rdist 

Remote distribution client: synchronizes, clones, or backs up a file system on a remote server. 



17.1. Analyzing a System Script 



Using our knowledge of administrative commands, let us examine a system script. One of the shortest and 
simplest to understand scripts is "killall," \ 91 ~\ used to suspend running processes at system shutdown. 
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Example 17-12. killall, from /etc/rc . d/init . d 



#!/bin/s&, 

# — > Comments added by the author of this document marked by "# — >". 

# — > This is part Q'f the ' rc ' script package 

# — > by Miquel van Smoorenburg, <miquels@&rinkel . nl .mugiiest . org> , 

# — > Thlar -particular script seems to be Red Hat / FC specifttjb 

# — > (may not be present in other distributions) . 

# Bring down all unr.eeded services that are still running 

#+ (there shouldn't, be#py, so this is a sanity check) 

'4mm, sfeft /var/lock/subsys/*; do 

# — > Standard for/in loop, but since "do" is on same linfe,; 

# — > ii: is necessary to add 

# Check if the script is there. 

[ ! -fj && continue 

# — > This is a clever use of an "and list", equivalent to: 

# — > 4# [ ! -f " $ i " ]; then continue 

# Get the subsystem name. 
subsys=$ {i#/vai/lock/subsys/ } 

# — > Match variable name, whisti, in’ this cas^ fcheSfcple name. 

# — > This is the exact equivalent bS subsys=' basename $i' . 

# — > It gets it from the lock file name 

# — >+ (if there is a lock file, 

# — >+ that’s proof the process has been running). 

# — > See the "lockjgjgfe" entry, above. 



# Bring the subsystem down. 

iil [ -f /etc/rc . d/init , d/$subsys . bait ]; then 
/etc/rc . d/init . d/ $subsys . init stop 
else 

/etc/rc . d/init . d/$subsys stop 

# — > Suspend rubbing jobs and daemons. 

# — > Note that "stop" is a positional parameter, 

# — >+ not a shell buiitin. 
fi 

done 

That wasn't so bad. Aside from a little fancy footwork with variable matching, there is no new material there. 

Exercise 1. In /etc/rc . d/init . d, analyze the halt script. It is a bit longer than killall, but similar in 
concept. Make a copy of this script somewhere in your home directory and experiment with it (do not run it as 
root). Do a simulated run with the -vn flags (sh -vn scriptname). Add extensive comments. Change 
the commands to echos . 

Exercise 2. Look at some of the more complex scripts in /etc/rc . d/init . d. Try to understand at least 
portions of them. Follow the above procedure to analyze them. For some additional insight, you might also 
examine the fde sysvinitf iles in / us r/ share /doc/ ini tscri pts ? . ??, which is part of the 
"initscripts" documentation. 
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At this point, we are ready to delve into certain of the difficult and unusual aspects of scripting. Along the 
way, we will attempt to "push the envelope" in various ways and examine boundary conditions (what happens 
when we move into uncharted territory?). 

Table of Contents 

18. Regular Expressions 

18.1. A Brief Introduction to Regular Expressions 

18.2. Globbing 

19. Here Documents 

19.1. Here Strings 

20. I/O Redirection 

20.1. Using exec 

20.2. Redirecting Code Blocks 

20.3. Applications 

21. Subshells 

22. Restricted Shells 

23. Process Substitution 

24. Functions 

24. 1 . Complex Functions and Function Complexities 

24.2. Local Variables 

24.3. Recursion Without Local Variables 

25. Aliases 

26. List Constructs 

27. Arrays 

28. Indirect References 

29. /dev and /proc 

29.1. / dev 

29.2. /proc 

30. Network Programming 

31. Of Zeros and Nulls 

32. Debugging 

33. Options 

34. Gotchas 

35. Scripting With Style 

35.1. Unofficial Shell Scripting Stylesheet 

36. Miscellany 

36.1. Interactive and non-interactive shells and scripts 

36.2. Shell Wrappers 

36.3. Tests and Comparisons: Alternatives 

36.4. Recursion: a script calling itself 

36.5. "Colorizing" Scripts 

36.6. Optimizations 

36.7. Assorted Tips 

36.8. Security Issues 

36.9. Portability Issues 

36.10. Shell Scripting Under Windows 

37. Bash, versions 2. 3. and 4 



Part 5. Advanced Topics 



351 




Advanced Bash-Scripting Guide 



37.1. Bash, version 2 

37.2. Bash, version 3 

37.3. Bash, version 4 
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Chapter 18. Regular Expressions 

. . . the intellectual activity associated with 
software development is largely one of gaining 
insight. 

—Stowe Boyd 

To fully utilize the power of shell scripting, you need to master Regular Expressions. Certain commands and 
utilities commonly used in scripts, such as grep . expr . sed and awk . interpret and use REs. As of version 3 . 
Bash has acquired its own RE-match operator : =~. 



18.1. A Brief Introduction to Regular Expressions 

An expression is a string of characters. Those characters having an interpretation above and beyond their 
literal meaning are called metacharacters. A quote symbol, for example, may denote speech by a person, 
ditto, or a meta-meaning T981 for the symbols that follow. Regular Expressions are sets of characters and/or 
metacharacters that match (or specify) patterns. 

A Regular Expression contains one or more of the following: 

• A character set. These are the characters retaining their literal meaning. The simplest type of Regular 
Expression consists only of a character set, with no metacharacters. 

An anchor. These designate ( anchor ) the position in the line of text that the RE is to match. For 
example, A , and $ are anchors. 

• Modifiers. These expand or narrow (modify) the range of text the RE is to match. Modifiers include 
the asterisk, brackets, and the backslash. 

The main uses for Regular Expressions (REs) are text searches and string manipulation. An RE matches a 
single character or a set of characters — a string or a part of a string. 

• The asterisk — * — matches any number of repeats of the character string or RE preceding it, 
including zero instances. 

"1133*" matches 11 + one or more 3 ' s: 113, 1133, 1133333, and so forth. 

• The dot — . - matches any one character, except a newline. T991 

"13." matches 13 + at least one of any character (including a space): 

1 1 33, 11333, but not 1 3 (additional character missing). 

See Example 16-18 for a demonstration of dot single-character matching. 

• The caret - A — matches the beginning of a line, but sometimes, depending on context, negates the 
meaning of a set of characters in an RE. 

• 

The dollar sign — $ - at the end of an RE matches the end of a line. 

"XXX$" matches XXX at the end of a line. 
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" A $" matches blank lines. 

Brackets — [...] — enclose a set of characters to match in a single RE. 

"[xyz]" matches any one of the characters x, y, or z. 

"[c-n]" matches any one of the characters in the range c to n. 

"[B-Pk-y]" matches any one of the characters in the ranges B to P and k to y. 

"[a-zO-9]" matches any single lowercase letter or any digit. 

"[ A b-d]" matches any character except those in the range b to d. This is an instance of A negating or 
inverting the meaning of the following RE (taking on a role similar to ! in a different context). 

Combined sequences of bracketed characters match common word patterns. "[Yy][Ee][Ss]" matches 
yes. Yes, YES, yEs, and so forth. "[0-9] [0-9] [0-9] -[0-9] [0-9] -[0-9] [0-9] [0-9] [0-9]" matches any 
Social Security number. 

The backslash — \ — escapes a special character, which means that character gets interpreted literally 
(and is therefore no longer special). 

A "\$" reverts back to its literal meaning of rather than its RE meaning of end-of-line. Likewise a 
"\\" has the literal meaning of "\". 

Escaped "angle brackets" — \<...\> - mark word boundaries. 

The angle brackets must be escaped, since otherwise they have only their literal character meaning. 
"\<the\>" matches the word "the," but not the words "them," "there," "other," etc. 



bash$ cat textfile 

This is line 1, of which there is 


only or 


le instance. 


This is the only instance SKMjfivS; 
This is line 3, another line. 
This is line 4 . 


5 2. 




bash$ grep 'the' textfile 

This S-S line 1, of which there is 


only or 


:e instance . 


This is the only instance of line 
this is line 3, another line. 


5 2 . 




bash$ grep ' \<the\> ' textfile 

Tjai's^ is the only instance of 'fine 







The only way to be certain that a particular RE works is to test it. 

TEST FILE: tstfiM* # No match. 

# No match. 
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Run grep ‘fc'%133*" on this file. 



This line cantttiflS'vthe number 113. 

This line contains the number 13. 

line aefeS&fidijMMfche number 133. 

This line contains the number 1133,. 

■SHif-S line' number 113312. 

This line contains the number 1112. 

This line the number 113312312.. 

This line contains no numbers at all. 



# Match. 

# No match. 

# No match. 

# Match. 

# No match. 

# No match. 

# Match. 

# Match. 

# No match. 

# Match. 

# No match. 



bash$ grep "1133*" tstfile 

Run grep "1133*" on this. Ci'le . 

This line contains the number 113. 

This .line. contains the number 1133. 

This line contains the number H3312. 
This IJifie bMttJ^^ns the number 113312312. 



# Match. 

# Match. 

# Match. 

# Match. 

# Match. 



• Extended REs. Additional metacharacters added to the basic set. Used in egrep . awk. and Perl . 

The question mark - ? — matches zero or one of the previous RE. It is generally used for matching 
single characters. 

• 

The plus - + — matches one or more of the previous RE. It serves a role similar to the *, but does not 
match zero occurrences. 



# GNU versions of sed and awk can use 

# but it needs to be escaped. 

echo aitib | sed -ne '/al\+b/p' 
echo alllb | grep 'al\+b' 
echo aijlb | gawk '/al+b/' 

# All, of above are equivalent. 

# Thanks, S.G, 

• Escaped "curly brackets" - \{ \} — indicate the number of occurrences of a preceding RE to match. 

It is necessary to escape the curly brackets since they have only their literal character meaning 
otherwise. This usage is technically not part of the basic RE set. 

"[0-9]\{5\}" matches exactly five digits (characters in the range of 0 to 9). 

0 Curly brackets are not available as an RE in the "classic" (non-POSIX compliant) 
version of awk . However, the GNU extended version of awk, gawk, has the 
AAr e - interval option that permits them (without being escaped). 



bash$ echo 2222 | gawk — re-interval '/2{3}/' 

2222 



Perl and some egrep versions do not require escaping the curly brackets. 

Parentheses — ( ) — enclose a group of REs. They are useful with the following "I" operator and in 
substring extraction using expr . 
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• The — I — "or" RE operator matches any of a set of alternate characters. 



bash$ egrep 're(a|e)d' misc.txt 

People who read seem to be better .Informed than those who do not. 
The clarinet produces sound by the vibration of its reed. 



■ Some versions of sed, ed, and ex support escaped versions of the extended Regular Expressions 
described above, as do the GNU utilities. 



• POSIX Character Classes. [ : class : ] 

This is an alternate method of specifying a range of characters to match. 

• [ : alnum: ] matches alphabetic or numeric characters. This is equivalent to A-Za-zO-9. 

• [ : alpha : ] matches alphabetic characters. This is equivalent to A-Za-z. 

• [ : blank : ] matches a space or a tab. 

• [ : cntrl : ] matches control characters. 

• [ : digit : ] matches (decimal) digits. This is equivalent to 0-9. 

• [ : graph : ] (graphic printable characters). Matches characters in the range of ASCII 33 - 126. This 
is the same as [ : print : ] , below, but excluding the space character. 

• [ : lower : ] matches lowercase alphabetic characters. This is equivalent to a-z. 

• [ : print : ] (printable characters). Matches characters in the range of ASCII 32 - 126. This is the 
same as [ : graph : ] , above, but adding the space character. 

• [ : space : ] matches whitespace characters (space and horizontal tab). 

• [ : upper : ] matches uppercase alphabetic characters. This is equivalent to A-Z. 

• [ : xdigit : ] matches hexadecimal digits. This is equivalent to 0-9A-Fa-f . 

I POSIX character classes generally require quoting or double brackets ([[ ]]). 



bash$ grep [[:digit:]] test. file 

abc=723 



# . . . 

if [[ $arow =~ [[:digit:]] ]] # Numerical input? 

then # POSIX char class 

if [[ $aoal =~ [[:alpha:]] ]] # Number followed by a letter? Illegal! 

# . . . 

# From ktour.sh example script. 

These character classes may even be used with globbing. to a limited extent. 



bash$ Is -1 ? [ [ : digit :]][[: digit : ] ] ? 

-rw-rw-r — 1 bozo bozo 0 Aug 21 |4:47 a33b 



POSIX character classes are used in Example 16-21 and Example 16-22 . 

Sed. awk, and Perl, used as filters in scripts, take REs as arguments when "sifting" or transforming files or I/O 
streams. See Example A- 12 and Example A- 16 for illustrations of this. 

The standard reference on this complex topic is Friedl's Mastering Regular Expressions. Sed & Awk, by 
Dougherty and Robbins, also gives a very lucid treatment of REs. See the Bibliography for more information 
on these books. 
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18.2. Globbing 



Bash itself cannot recognize Regular Expressions. Inside scripts, it is commands and utilities — such as sed 
and awk — that interpret RE's. 

Bash does carry out filename expansion f 1001 — a process known as globbing — but this does not use the 
standard RE set. Instead, globbing recognizes and expands wild cards. Globbing interprets the standard wild 
card characters f 1011 - * and ?, character lists in square brackets, and certain other special characters (such as 
A for negating the sense of a match). There are important limitations on wild card characters in globbing, 
however. Strings containing * will not match filenames that start with a dot, as, for example, .bashrc . f 1021 
Likewise, the ? has a different meaning in globbing than as part of an RE. 



bash$ 


Is -1 










total 


Us 










-rw-] 


w-r — 


1 bozo 


bozo 


0 Aug 


6 18:42 a.l 


-rw-] 


w— r— 


1 bozo 


bozo 


0 Aug 


6 18:42 b.l 


-rw-: 


w-r — 


1 bozo 


bozo 


0 Aug 


6 18:42 c.l 


-rw-: 


w-r— 


1 bozo 


bozo 


466 Aug 


6 17:48 t2 . sh 


-rw-: 


w-r— 


1 bozo 


bozo 


7.S 8 Jul 


30 0 9 : C 2 testl.txt 


bash$ 


Is -1 


t? . sh 










,-r- 


1 bozo 


bozo 


466 Aug 


$, 17: 4:8 t2.Sfli 


bash$ 


Is -1 


[ab]* 








-rw-n 


tf-r — 


1 bozo 


bozo 


0 Aug 


6 18:42 a.l 


-rw-: 




1 bozo 


bozo 


0 Aug 


6 18:42 b.l 


bash$ 


Is -1 


[a-c] * 








-rw-rv 


*-r — 


1 bozo 


bozo 


0 Aug 


6 ,18:42 a.l 


-rw-: 


rw- r— 


1 bozo 


bozo 


0 Aug 


6 18:42 b.l 


-rw-: 


rw-r 


1 bozo 


bozo 


0 Aug 


6 18:42 c.l 


bash$ 


Is -1 


[ A ab] * 








-rw-ri 


f-r — 


1 bozo 


bozo 


0 Aug 


.#'18:42 c.l;*' . 


-rw-: 


rw-r — 


1 bozo 


bozo 


466 Aug 


6 17:48 t2 . sh 


-rw-: 


"w- 1 -— 


1 bozo 


bozo 


758 Jul 


30 09:02 teSfcjt.txt 


bash$ 


Is -1 


{b*,c*,*est*} 






-rw-r; 


tf-r — 


1 bozo 


bozo 


0 Aug 


6. 3 8:42 b.l 


-rw-: 




1 bozo 


bozo 


0 Aug 


6 18:42 'Till 


-rw-: 


rw-r— 


1 bozo 


bozo 


758 Jul 


30 0 9 :-02 testl.txt 



Bash performs filename expansion on unquoted command-line arguments. The echo command demonstrates 
this. 



bash$ echo * 

a.l b.l c.l t2.shtestl.txt 

bash$ echo t* 
t2 . sh testl.txt 

bash$ echo t?.sh 

t2 . sh 
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© It is possible to modify the way Bash interprets special characters in globbing. A set -f command 

disables globbing, and the nocaseglob and nullglob options to shopt change globbing behavior. 
See also Example 11-5 . 

Filenames with embedded whitespace can cause globbing to choke. David Wheeler shows how to avoid 
many such pitfalls. 



IFS="$ '\n\t')" # Remove space. 

# Correct glob use: 

# Always use for-loop, prefix glob, check if exists file, 

fb*: file ti ./* ; do # Use ./* ... NEVER bare * 

if [ -e "$file" ] ; theft # Check whether file exists. 

COMMAND . . . "$file" . . . 
fi 

# This example taken from Pavid Wheeler's site, with permission. 
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Chapter 19. Here Documents 

Here and now, boys. 

— Aldous Huxley, Island 

A here document is a special-purpose code block. It uses a form of I/O redirection to feed a command list to 
an interactive program or a command, such as ftp, cat, or the ex text editor. 

COMMAND « Input Come sFromHERE 
InputComesFromHERE 



A limit string delineates (frames) the command list. The special symbol « precedes the limit string. This has 
the effect of redirecting the output of a command block into the s triin of the program or command. It is 
similar to interactive-program < command-file, where command-file contains 



command #1 
command #2 

The here document equivalent looks like this: 



interactive-program <<LimitString 
command #1 
command #2 

Limitstring 

Choose a limit string sufficiently unusual that it will not occur anywhere in the command list and confuse 
matters. 

Note that here documents may sometimes be used to good effect with non-interactive utilities and commands, 
such as, for example, wall . 



Example 19-1. broadcast: Sends message to everyone logged in 



#! /bin/bash 

wall <<zzz23EndOfMessagezzz23 

E-mail your noontime orders- p i zza'. to the system admiui.^tr&’teftif • 
(Add an extra dollar for anchovy or mushroom topping.) 

# Additional message text goes here. 

# Note: 'wall? prints comment lines. 
zzz23EndOfMessagezzz23 

# Could have beer,, done more ef fic.i cnt 1 y by 

# wall., cr.essage- i" i '.o 

# However, embedding the message ifedSplate • Jift a script 
#+ is a quick-and-dirty one-off solution. 
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Even such unlikely candidates as the vi text editor lend themselves to here documents. 



Example 19-2. dummy file: Creates a 2-Iine dummy file 



# ! /bin /bash 

# Kbgjiiifiera^t'ive use of 'IpjP to edit a file . 

# Emulates 'sed'. 

E_B AD ARG S = 8 5 
if [ -z "$1" ] 

echo "Usage: 'basename $0' filename" 
exit $E_BADARGS 
fi 

TARGETFILE=$1 

# Insert 2 lines in file, then save. 

# Begin here document — # 

vi $TARGETFILE «x23LimitStringx2$ 

This is line 1 of the example file-,-, 

'Sihis is line ffflapC example file. 

A [ 

ZZ 

x23LimitStringx23 

# End here document # 

# Note that J ' [ above is a literal escape 
#+ typed by Control-V <Esc>. 

# Bram Moolenaar points out that this may not work with ' vim.' 

#+ because possible problems with teififtlnai. Interaction . ' t 

exit 

The above script could just as effectively have been implemented with ex, rather than vi. Here documents 
containing a list of ex commands are common enough to form their own category, known as ex scripts. 



# ! /loin /bash 

# Replace all instances of "Smith" with "Junes" 
#+ in files with a " . txt " xj^lename 

ORIGINAL=Smith 
REPLACEMENT= Jones 

for word in $ (fgrep -1 $ORIGINAL *.txt) 
do 



ex $word <<EOF 
: % s / $ ORIGINAL / $REP LACEMENT / g 

EOF 

# :%s "ex" substitution command. 

# :wq is write-and-quit . 

# 
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Analogous to "ex scripts" are cat scripts. 



Example 19-3. Multi-line message using cat 



# ! /bin /bash 

# ' echo;*-&s fine for prinfei-ng single lijjfe messages, 
#+ but somewhat problematic for for message blocks. 

# A *eat ' here document ovei-figitses this i.imitatS<$» . 

'cat «End-of-message 



^iiis is line L Vf the message. 

This is line 2 Of the message. 

:i#is is line 3 of the message. 

This is line 4 of the message. 

is the last line of the message. 



End-of -mess age 

# Replacing line 7, above, with 
#+ cat > $Newfile <<End-of-message 

#+ AAAA A 

#+ writes the output to the file $Newfile, rather than to stdout . 
exit 0 



# 

# Code below disabled, due to "exit 0" above. 

# S.C. points out that the following also works. 

This is line 1 of the message, 
jifttls is line 2 of the; message. 

This is line 3 : df the message. 
npoH is line 4^Sl'‘the message. 

This is the last line of the message. 



# However, text may not include double quotes unless they are escaped. 



The - option to mark a here document limit string («-LimitString) suppresses leading tabs (but not 
spaces) in the output. This may be useful in making a script more readable. 



Example 19-4. Multi-line message, with tabs suppressed 



#! /bin/bash 

# Same as previous example, but...!,, 

# The - option to a here document <<- 

#+ suppresses leading tabs ir. the body df the document, 
#+ bufe spaces. 

’Bat «-ENDOFMESSAGE 

This is line 1 Of the message. 

"Jjhis is line 2.^^ the message. 

This is line. 3 of the message. 
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This is line 4 of the message. 

Tilts is the last line of the message. 

ENDOFMESSAGE 

# The output of the script. w$ifg be flush left. 

# Leading tab in each line will hot show. 

# Above 5 lines of "message" prefaced by a tab, rt'sSfe spaces. 

# Spaces hot affected by <<- 

# Note tiSafi this option has femtftan *embedded* tabs, 

ex it 0 



A here document supports parameter and command substitution. It is therefore possible to pass different 
parameters to the body of the here document, changing its output accordingly. 



Example 19-5. Here document with replaceable parameters 



# ! Ihin/bash 

# Another 'cat'* herb document, using parameter substitution. 

# Try it with no command-line parameters, ./scriptname 

# Try it with one. GGtfflSand-litte parameter, ./scriptname Mortimer 

# Try it with one two-word quoted command-line parameter, 

# ./seriptname "Mortimer Jones" 

CMDLINEPARAM=1 # Expect! least command- ! i no paramete r . 

pfe I pi -ge $ CMD L XNEP ARAM ] 
then 

NAME=$j® # If more than one command-line param, 

#+ then just take the first. 

else 

NAME=" John Doe" # Default, if no command-line parameter. 



RESPONDENT="the author*^ this fine shpipt" 



cat <<Endofmessage 
Hello, there, $NAME. 

Greetings to you, $NAME, from f RESPONDENT . 

# This comment shows u]» ih; the fjffiiput (why?) . 
Endofmessage 

# Note th'at the blank lipas show up iff . the 'output . 

# So does the comment. 



This is a useful script containing a here document with parameter substitution. 



Example 19-6. Upload a file pair to Sunsite incoming directory 
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#! /bin/bash 

# upload. sh 

# Upload file pair (Filename . Ism, Filename. tar .gz) 

#+ to incoming directory at Sunsite/UNC (ibiblio.org). 

# Filename. tar . gg is, .the tarbal ! itself. 

# Filename. Ism is the descriptor fi||gj, • „ 

# IH^'S-ite requires "Ism" -J%le, otherwise will bounce ’^htf.ibui|i©ns . 



E_ARGERR0R=8 5 
if [ -z "$1" ] 

echo "Usage: ' basename $0' Filename-to-upload" 
exit $E_ARGERROR 
fi 



Fxlename=' basename $1' # Strips pathname name. 

Se rve r — " i b,i b 1 i o . org" 

Directory="/ incoming/Linux" 

# These need not be hard-coded into se^jSt, 

#+ but may instead be changed to command-line argument . 

Password="your . e-mail . address" # Change above to suit. 

ftp -n $Server <<End-Of-Session 

# -n opti$$ disables auto-logon 

user anonymous "$Password" # lit' 'Shis does|jp% work, then try: 

# quote user anonymous "$Password" 

binary 

bell # Ring 'bell' after each fild transfer. 

cd $Directory 

put "$Filename . Ism" 

put. ^Filename . tar . gz " 

bye 

End-Of-Sess i on 
exit 0 



Quoting or escaping the "limit string" at the head of a here document disables parameter substitution within its 
body. The reason for this is that quoting/escaping the limit string effectively escapes the $, \ and \ special 
characters, and causes them to be interpreted literally. (Thank you, Allen Halsey, for pointing this out.) 



Example 19-7. Parameter substitution turned off 



#! /bin/bash 

# A 'cat' hero-document. 


but with parameter substi^ 


disabled. 


NAME= "John Doe" 
RESPONDENT="the author of 


this fine script" 




cat; <;< ' Er.dofmessage ' 






Hello, there, $NAME . 
Greetings:- ‘to you, $NAME, 


iSram -^respondent . 
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Endofmessage 

# No parameter subst||$ijti,eft' 'ifhen the "limit string" is quoted or escaped. 

# Either of the following at the head of the here document would have 

#+ the same effect. 

# cat <<"Endofmessage" 

# cat <<\F,r.dofrressaqe 



# And, ^Likewise: 

.SSJi, «f< " SpecialCharTest " 

Directory listing wou.l d (pliow 
if limit string were not quoted. • 

'Is -1' 

A;fcithmet^te5expans,ioh would take place 
if limit string were not quoted. 

$ ( ( 5 + 3 )) 

A a singjfcfe. backs! ash wou Id echo 
if limit string were not quoted... 

i,\i 

Spec : a ". CharTest, 






Disabling parameter substitution permits outputting literal text. Generating scripts or even program code is 
one use for this. 



Example 19-8. A script that generates another script 



#! /bin/bash 

# genehate-spUpi . sh 

# Based on an idea by Albert Reiner^. 

OUTFILE=generated. sh # Name of the file to generate. 



# 

# 'Here document containing the body of the generated script. 

( 

cat << ' EOF ' 

# ! /bin /bash 

echo "Th^his a generated shell script." 

# Note that since we are inside a subshell, 

#+ we access v|p$-ables in the "outside" script. 

echo "Generated, file will be named: 30UTFIT.F. " 

# Above line will not work as normally expected 
#+ because parameter expansion has been disabled. 

# Instead, the result is literal output. 
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b=3 

let "c - $a *■ $b" 
echo "c = $c" 

exit 0 
EOF 

) > $OUTFILE 

# 

# the string' prevents ^Sgiable expan 

#+ withi^K^he body of' the above 'here document . ' 

# This permits outputting literal stiihgs. the output JSlle. 

» [ -f "$OUTFILE" ] 
then 

,'trhtaod 755 SOUTFIT.E 

# Make the generated file executable* 
else 

echo "Problem in creating file: \ " $OUTFILE\ " " 



# This method al&ft works for generating 

#+ C programs, Perl programs, Python programs. Makefiles, 
#+ arid the like. 

exit 0 



It is possible to set a variable from the output of a here document. This is actually a devious form of command 
substitution . 



variable=$ (cat <<SETVAR 
;|l3s|Ls variable 
runs over multipi#4-ines . 
SETVAR 



echo "$variable" 



A here document can supply input to a function in the same script. 



Example 19-9. Here documents and functions 



# ! /bfn /bash 
# here-function . sh 

GetPersonalData () 

{ 

read firstname 
read last name 
read address 
read city 
read state 
read z||p;ode 

} # This certainly appears to be an interactive function, but . . . 
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# Supply input to the above function. 

GetPersojtefiData «RECORD001 

Bozo 

Bozeman 

2726 Nondescript 

■Bozeman 

MT 

21226 

RECORDOOl 



echo "$firstname $lastname" 

echo "$address" 

echo "$city, $state $zipcode" 

echo 

exit 0 



It is possible to use : as a dummy command accepting output from a here document. This, in effect, creates an 
"anonymous" here document. 



Example 19-10. "Anonymous" Here Document 



# ! /bin /bash 
: «TESTVARIABLES 

$ {HOSTNAME? }$ {USER? }$ {MAIL? } # Print error 'SfegiSage if ogg f| the variables ngi set. 

TESTVARIABLES 

exit $? 



1 N ) A variation of the above technique permits "commenting out" blocks of code. 

Example 19-11. Commenting out a block of code 



# ! |^in/bash 

# commentblock . sh 

: «COMMENTBLOCK 

echo "Thjifijllihe will hot echo." 

This is a comment line missing the "f" prefix. 
ijUlLs is another comment line missing the "#" prefix. 

The above line will cause no error message, 
because the Bash interpreter will ignore it. 

COMMENTBLOCK 

echo "Exit value of above \"COMMENTBLOCK\" is $?." # 0 

# No error shown. 



# The above technique also comes jtfi' useful yi-gr commenting dU’t? 
#+ a block of working code for debugging purposes. 

# Tffiis saves having to put a "#" at the beginning jet; each line. 



Chapter 19. Here Documents 



366 






Advanced Bash-Scripting Guide 



#+ then having to go back and dSat^be each "#" later. 

# Note that the use of of colon, above, is optional. 

echo "Just before ccrrmcnted-ouf code block." 

# The lines of code between the double-dashed lines will not execute. 

# =================================================================== 

: «DEBUGXXX 

[p|j|/||ile. in * 
do 

"Sfilo" 

done 

DEBUGXXX 

echo "Just after c omme r t„ e c - c; u t code block." 
ex It 0 



###################################################################### 

# Note, however, that if a bracketed variable is contained within 
#+ the commented-out code blocks 

#+ then this could cause problems. 

# for example : 



#/! /bin/bash 

: «COMMENTBLOCK 

echo "XJtSs line will not echo." 

$ { f oo_bar_bazz7i 
$ (rm -rf /tmp/foobar/) 

$ (td#Ch my_build_directp:ry/cups/Makef ile) 
COMMENTBLOCK 



$ Sh comment ed-bad . sh 

commented-bad. sh : line 3: f oo_bar_bazz : pafcg8Hefe© r null or not set 

# The remedy for this is to strong-quote the 'COMMENTBLOCK' in line 49, above. 
: «' COMMENTBLOCK ' 

# Thank you, Kurt Pfeifle, for pointing this out. 



\ Yet another twist of this nifty trick makes "self-documenting" scripts possible. 

Example 19-12. A self-documenting script 



#! /bin/bash 

# self-document . sh : self-documenting 

# Modification of "colm.sh". 

D0C_REQUEST=7 0 

if [ "$1" = "-h" -o "$1" = " — help" ] # Request help, 

then 

echo; echo "Usage: $0 [directory-name]"; echo 

sed — df/lent -e ' /DOCUMENTATIONXX$/, /"'DOCUMENTATIONXXS/p ' "$0" ] 
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sed -e ' /DOCUMENTATIONXX$/d' ; exit $DOC_REQUEST; fi 




: «DOCUMENTATIONXX 

List the statistics of a specified directory in tabular 


format . 


The command-line parameter gives the directory to be listed. 

If no directory specified or directory specified caUB$t be read, 
then list the current working directory. 


DOCUMENTAT I ONXX 




if [ -z "$1" -o ! -r "$1» ] 

directory=. 

else 

direct o ry= " $ 1 " 
fi 




echo "Listing of "$directory" : echo 

(printf "PERMISSIONS LINKS OWNER GROUP SIZE MONTH DAY HH : MM PROG-NAME\n" \ 
; Is -1 "^directory" | sed Id) | column -t 


exit 0 





Using a cat script is an alternate way of accomplishing this. 



DOC_REQUEST=7 0 

if [ "$1" = "-h" -o "$1" = " — help" ] # Request help, 

then # Use a "cat script" . . . 

cat «DOCUMENTAT I ONXX 

List the statistics Qf a specified directory in tabular format. 



The command-line parameter gives the directory to be listed. 

If no directory specified or directory specified cannot be read, 
then list the current working directory. 

D 0 CUMENTAT I ONXX 
exit $DOC_REQUEST 
fi 

See also Example A-28 . Example A-40 . Example A-41 . and Example A-42 for more examples of 
self-documenting scripts. 



@ Here documents create temporary files, but these files are deleted after opening and are not accessible to 
any other process. 



bash$ bash -c 'lsof -a -p $$ -dO ' « EOF 
> EOF 

lsof 1213 bozo dr REG 3*8 0 30386 /tmp/tl213-0-sh (deleted) 



I t Some utilities will not work inside a here document. 



The closing limit string, on the final line of a here document, must start in the first character position. 
There can be no leading whitespace. Trailing whitespace after the limit string likewise causes 
unexpected behavior. The whitespace prevents the limit string from being recognized. U031 
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# ! /bin/bash 

cat «LimitString 

echo "This is line 1 of the message ioitide the here document." 

echo "This is line 2 of the message inside the here document." 

echo "This is the final line of the message inside the here document." 

Limitstring 

# a *A« jndented limit string. Error! This script will not behave as expected. 

# These comments are outside the 'here document;*' jt 
#+ and should not echo. 

echo "Outside the here document." 

exit !' 

echo "This line had better not echo." # Follows an 'exit' command. 



! ► Some people very cleverly use a single ! as a limit string. But, that's not necessarily a good idea. 



# This works . 
cat «! 

Hello! 

! Three more exclamations ! ! ! 




# But . . . 

cat « ! 

Hello ! 

Single exclamation poisis jJdllows ! 




# Crashes with an error message. 




# However/ the following will work . 

cat «EOF 

Hello! 

Single exclamation point follows! 




EOF 

# It's safer to use a multi-character limit ; 


string. 



For those tasks too complex for a here document, consider using the expect scripting language, which was 
specifically designed for feeding input into interactive programs. 



19.1. Here Strings 



A here 

string can be considered as a stripped-down form of a here 
document . 
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It consists of nothing more than COMMAND «< $WORD, 
where $WORD is expanded and fed to the stdin of COMMAND. 



As a simple example, consider this alternative to the echo-grep construction. 



# Instead of: 

||i| echo " $VAR" | grep -q txt # if [ [ $VAR = *txt* ]] 

# etc. 

# Try: 

grep -q "txt" <<< "$VAR" 
then # AAA 

echo " $VAR the substri r.q sequence V'txtV" 

fi 

# Thank you, Sebastian Kaminskl^'ior the suggest!^ . 



Or, in combination with read : 



':Sfc£ilig="This is a string of words." 



read -r -a Words «< "SSL ring" 

# The -a option to "read" 

#+ assigns the resulting values uc' success : ve members Of an array . 



echo "FisSsfe word in Sti.ijig is: 
echo "Second word in String is: 
echo "Thii^f word in St ring is: 
echo "Fourth word in String is: 
echo "Fiffte' word in St ring is : 
echo "Sixth word in String is: 
echo "Seventh word .String is: 



$ {Words [0]}" # .This 

$ {Words [1] }" # is 

$ {Words [2] }" # a 

$ {Words [3]}" # string 

$ {Words [4] } " # ’dj? 

S {Words | b J } " # words. 

$ {Words [6]}" # (hull) 

# Past end of $String. 



# Thank you, Francisco Lobo, for the suggestion. 



It is, of course, possible to feed the output of a here string into the stdin of a loop . 



# As Seamus points but.. . . 

Ar rayVa r- ( elements elementl el.ement2 {A. .D} ) 

while read element ; do 
echo "$element" 1>&2 
done <« $ (echo $ {ArrayVaiJ*] } ) , 

# elementO elemeht-.l, element2 A B C D 



Example 19-13. Prepending a line to a file 



# ! /bin/bas’r. 

# prepend. sh: Add text at beginning of file. 

# 

# Example-contributed by Kenny Stauffer, 

#+ ar.d slightly jldditt^d by document auttissr. 



E_NOSUCHFILE=85 
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read -p "File: " Side # -p arg to 'read' displays prompt, 
if [ ! -e "$file" ] 
then # Bail our. if no such file . 
echo "File $file not found." 
exit $E_NOSUCHFILE 
fi 

read -p "Title: " title 

cat - $f|iie <<<$tii£le > $§f|le.new 

echo "Modified file* |.f?...^file . new" 

exit: # Ends soj-ipt. execution . 

from 'flian bash': 

Here Strings 

A variant of here documents, the fb®(8lti|>'is : 

«<wo rd 

The word is expanded and supplied ^isfithe command on Jigs standard input. 



Of course, the following also works: 
sed -e iii\ ‘ 

Title: ' $file 



Example 19-14. Parsing a mailbox 



#! /bin/bash 

# ffeript by Francisco Hobo, 

#+ and slightly modified and commented by ABS Guide author. 

# Used fAyABS Guide w|£$[ permission.. (Thank ysfij!) 

# This sftflspt will not"'fg#i undo r Bash verstiftSs -It 3.0. 



E_MI SSI NG_ARG= 8 7 
if [ -z "$1" ] 

echo "Usage: $0 mailbox-file" 
exit $E_MISSING_ARG 



!|Sbox_grep ( ) # Parse mailbox file. 

Ill 

declare -i body=0 match=j|. 
declare -a date sender 
declarey®8g|fc header value 



while IFS= read -r mail 

# Reset $IFS . 

# Otherwise "read" will strip leading & trailing space from its input, 
do 

■if [[ $ma|j|f:§»~ A From ]] # l^jj^'^Froin" 1 ’ ^el<|.i%i message, 

then 

(( body = 0 )) # "Zero out" variables. 

( ( match = 0 ) ) 
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unset date 

.Si if < ( body ) ) 
then 

( ( match ) ) 

# echo "$mail" 

# 3r. comment above line if you want entire body 

message. display.. 

elif.‘ [ [ ] ] ; then 

IFS=: read -r header value <<< "$mail" 

case "$header" ig 

[Ff] [Rr] too] [Mm] ) [[ $vafejer-=m "$2" ]] && (( match++ )) ;; 

# "From" line. 

[Dd] [Aa] [Tt] [Ee] ) read -r -a date «< "$value" ;; 

# 

# Match "Date" line. 

[Rr] [Ee] [Cc] [Ee] [II] [Vv] [Ee] [Dd] ) read -r -a sender <<< "S value" ;; 

# 'IP Address (may be spoofed) . 

( ( body++ ) ) 

( ( match ) ) && 

echo "MESSAGE $ {date : +of : ${date[*]} }" 

# Entire $date array A 

a&agg ^iP address oiSr^ender : ${ sender [ 1 ]} "[ 

# Second field of "Received" line A 



fi 



done < "$3," # Redirect stdout &£ .£ lie 1 nto loop. 



fRbox_g rep "$1" # Send mailbox ,'Siie to fUngt^Jon. 

exit $? 

# Exegeses : 

# 

# 1) Break the |i#fle fj^ttiilon, above, iiito awitlple functions, 

#+ for the sake of readability. 

# 2) Add additional, paring to the SGfftlJpt, 45j%ecklh<J ifdh ystipus keywords. 



$ mailbox_grep . sh scam_mail 

MESSAGE of Thujl# Jan 2006 08:00:56 -0500 (EST) 

IP address of sender: 96 . 3 . 62 . 

Exercise: Find other uses for here strings, such as, for example, feeding input to dc . 
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There are always three default/?/^ IT 041 open, stdin (the keyboard), stdout (the screen), and stderr 
(error messages output to the screen). These, and any other open files, can be redirected. Redirection simply 
means capturing output from a file, command, program, script, or even code block within a script (see 
Example 3-1 and Example 3-2) and sending it as input to another file, command, program, or script. 

Each open file gets assigned a file descriptor, f 1051 The file descriptors for stdin, stdout, and stderr 
are 0, 1, and 2, respectively. For opening additional files, there remain descriptors 3 to 9. It is sometimes 
useful to assign one of these additional file descriptors to stdin, stdout, or stderr as a temporary 
duplicate link, f 1061 This simplifies restoration to normal after complex redirection and reshuffling (see 
Example 20-1) . 



COMMAND_OUTPUT > 

# Redirect stdout to a. .'file. 

# Creates the file if fteB present, otherwise overwrites it. 

Is -1R > dir-tree . list 

# Creates a file a listing of the directory free. 

: > filename 

# The > truncates file "filename" to zero length. 

# rif§6) present, creates zero-length file (same effect as 'touch'). 

# The : serves as a dummy placeholder, producing no output. 

> filename 

# The > truncates .file "filename" to Ws«p2jlength . 

# If file ngt present, creates zero-length file (same effect as 'touch'). 

# (Same result as >", above, but this does ft®t “SfOrk with SoKift: shells.) 

COMMAND_OUTPUT » 

# Redirect stdout to a file, 

# Creates the 3BR& if not present,, dthejjsfise appends to 



# Single-line redirection commands (affect only the line they are on) : 

# 



l>filename 

# Redirect stdout to file "filename." 

1 > >£iTen ame 

# Redirect and append stdout to file "filename." 

2>f ilename 

# Redirect stderr to file "filename." 

2 ».f ileth ame; 

# Redirect and append stderr to file "filename." 

& ^filename 

# Redirect both stdout and stderr to file "filename." 

# S'Kis operat'd!?: is now funcfclort&Tf as of Bash 4, 



release . 



M>N 

# "M" is a file descriptor, which defaults to 1, if not explicitly sefe* 

# "N" is a, filename. 

# File descriptor "M" is redirect to file "N." 

M>&N 

# "M" is a file descriptor, which defaults to 1, if not set. 
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read -n 4 <&3 # 
echo -n . >&3 # 
exec 3>&- # 
cat File # 



# Random access, by golly. 



Read only 4 characters. 
Write a decimal poiisf ' there . 
Close fd 3. 

==> 1234.67890 



# Pipe. 

# General purpose process and command chaining tool . 

# Similar to btfi'lfete general in effect. 

# Useful for chaining commands, scripts, files, and programs together., 
cat *.txt I sort | uniq > result-file 

# Sorts the output of all the .txt files and deletes duplicate lines, 

# filially saves result# : tb "result -f ile" . 



Multiple instances of input and output redirection and/or pipes can be combined in a single command line. 



command < input-file 


>■ output -1 


:ile 




# Or the equivalent : 








< input-file command 


> output-1 


:ile # Although this is ^ 


on-standard. 


commandl | command2 | 


command3 


> output-file 





See Example 16-31 and Example A- 14 . 



Multiple output streams may be redirected to one file. 



Is -yz >> command.log 2>&1 

# Capture result of illegal options "y2# ;j%,\|ji,e "command.log." 

# Because stderr is redirected to the file, 

#+ sSny error messages will also be there. 

# Note, however, that the .following does *not* give the same result. 
Is -yz 2>&1 >> command.log 

# Outputs ittjerriSit message, but does not write to Jraie. 

# More precisely, the command Output (in this case, nul||i; 

#+ write# %o the file, but the erupt- message goes only to stdout . 

# Sit’ redirecting both stdout and stderr, 

#+ the. Order of the commands makes a difference. 



Closing File Descriptors 

n<&- 

Close input file descriptor n. 
0 <&-, <&- 

Close stdin. 

n>&- 

Close output file descriptor n. 
1 >&-, >&- 

Close stdout. 



Child processes inherit open file descriptors. This is why pipes work. To prevent an fd from being inherited, 
close it. 
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# Redirecting only stderr 'ip a pipe. 






exec 3>& ! 


# Save current "value" of stdout. 




-1 2>&1 >&3 3>&- | grep bad 3>&- 


# Close fd 3 jS-^n - *grep' (but 'Is') . 




exec 3>&- 


# Now close it --fot the rema 1 nder of the s 


|i%lpt . 


# Thanks, S.C. 







For a more detailed introduction to I/O redirection see Appendix F . 

20.1. Using exec 



An exec <filename command redirects st din to a file. From that point on, all stdin comes from that file, 
rather than its normal source (usually keyboard input). This provides a method of reading a file line by line 
and possibly parsing each line of input using sed and/or awk . 



Example 20-1. Redirecting stdin using exec 



#! /bin/bash 

# Redirecting stdin .J^fjtng 'exec'. 



exec 6<&J, 



# Link file; descriptor #6 with stdin. 

# Saves stdin. 



exec < data-file # sttlih replaced by fife "data-file" 






# Reads line Of iHJLe "data-iQ^e" . 

# Reads second line of file "data-file." 



echo "Following lines read froms^ggle. " 

echo $ai 
echo $a2 



echo; echo; echo 



exec 0<&6 6<&- 

# Now restore std.itt fjSjtp: fd #6, where it had been saved, 

#+ and close fd #6 ( 6<&- ) to free it for other processes to use. 

# 

# <&6 6<&- also works. 



echo -n "Enter data " 

read bl # Now "read" f'AjiSfjt.ipns as expected, reading -rtormal stdin. i 

echo "Input read from stdin." 

echo " " 

echo "bl = $bl" 






exit 0 



Similarly, an exec >filename command redirects stdout to a designated file. This sends all command 
output that would normally go to stdout to that file. 
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J exec N > filename affects the entire script or current shell. Redirection in the PIP of the script or shell 
from that point on has changed. However . . . 

N > filename affects only the newly-forked process, not the entire script or shell. 

Thank you, Ahmed Darwish, for pointing this out. 

Example 20-2. Redirecting stdout using exec 



# ! /bln/bash 
# reassign-stdout . sh 

LOGFILE=logf ile . txt 



exec 6>&|. # Link file descriptor #6 with stdout. 

# Saves stdout . 

exec > $LQGFILE # stdout replaced with jfiile "loffile.txt". 

# # 



# All output from commands ijj. ’this block sent to file $LOGFILE. 
echo -n "Logfile: " 

date 

echo "Output of \"ls -al\" command" 

l). 8 -al 
echo; echo 

echo "Output of \"df\" command" 



df 

# # 

exec 1>&6 6>&- # Restore stdout and close file descriptor #6. 

©obo 



echo stdout now restored to default = " 

Is -al 
echo 

exit 0 



Example 20-3. Redirecting both stdin and stdout in the same script with exec 



# ! /bin/bash 

# upperconv.sh 

# Converts a specified input file 't*» uppercase . 

E_FILE_ACCESS=7 0 
E_WRONG_ARGS=7 1 

if [ ! -r "$1" ] # Is specified input file readable? 

echo "Can't read from input file!" 
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echo "Usage: $0 input-file output-file" 
exit $E_FILE_ACCESS 

fi # Will exit with same error 

#+ even. iffiJSiput :file ($1) specified (why?) . 

if [ -z "$2" ] 

echo "Need to spcci £y output fit e . " 
echo "Usage: $0 input-file output-file" 
exit $E_WRONG_ARGS 
fi 



exec 4<&0 

exec < $1 # Will read from input file, 

exec 7>&1 

exec > $2 # Wii;i dabs' outpu|8®JUkg . 

# Assumes output fjid writable (add check?) . 

# 

cat - a-z A-Z # Uppercase cotve|Son. 

# # Reads from stdin. 

# AAAAAAAAAA # Writes ibh stdout. wj 

# However, both stdin and stdout were redirected. 

# Kobe tSS^;, jtlie 'cat' gigjgji be omitted. 

# 

exec 1>&7 7>&- # Restore stout, 

exec 0<&4 4<&- # Restore stdin. 

# After restorafcipii, the following %in& prints to stdout as expected, 
echo "File- writfchfe ifP \"$2\" as uppercase conversion." 

exit 0 

I/O redirection is a clever way of avoiding the dreaded inaccessible variables within a subshell problem. 



Example 20-4. Avoiding a subshell 



#! /bin/bash 

# avo i d-subshe ! 1 . sh 

# Suggested by Matthew Walker. 




Lines=0 




echo 




cat my i lei Lxt. | while read line; 
do { 

echo $line 
( < hi fies+- ) ) ; 


# Incremented values of this Variable 
#+ inaccessible outside loop. 

# Subshell problem. 


done 




echo "Number of 1 i nos read = $Trih< 


2S" # 0 

# Wrong! 


echo " " 
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exec 3<> myfile.txt 
while read 1 i no <&3 
do { 

echo "Sn'e! 

( ( Lines++ ) ) ; # Incremented values of this variable 

#+ accessible outside loop. 

# No subshell* no problelh. 

} 1 

exec 3>&- 

echo "Number .df- lines read = $T.:i ncs" # 8 

ocho 

exit 0 

# 1,1 ncs below not seen by script . 
f& bat myppie . txt 

Line 2. 

Line 4. 

Line 5 . 

Line 6. 



20.2. Redirecting Code Blocks 

Blocks of code, such as while , until , and for loops, even if/then test blocks can also incorporate redirection of 
stdin. Even a function may use this form of redirection (see Example 24-1 1) . The < operator at the end of 
the code block accomplishes this. 



Example 20-5. Redirected while loop 



# ! /bih /bash 

# redir2.sh 

if [ -z "$1" ] 

Filename=names . data # Default, if no filename specified, 

else 

Filename=il 

pi r ' f ' ! 

#+ Filename=$ { 1 : -names . data} 

# can replace the above test (parameter s cost.: t a. t-1 o r. ) . 

:ebiint=0 

while. [ "$narrte" != JjfcJbth ] # Why is variable $name in -quotes? 

do 
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read name # Reads from $Filenape*. rather than stdin. 

echo $name 

let "count +#' jjj* 

done <"$Filename" # Redirects stdih to file $Filename. 

echo; echo "$count names read"; echo 
exit 0 

# Note that in some older shell scripting languages, 

#+ the redirected loop wouldhifin- as a subshell. 

# Therefore, $count would return 0, the initialized value outside the loop. 

# Bash and ksh avoid sta-gtSeng a subshell ‘whenever possible*, 

#+ so that this script, for example, runs correctly. 

# (Thanks to Heiher Steven SbSjSj pointing this out.) 

# However . . . 

# Bash *can* sometimes start a sub shell .1 in a PIPED "while-read" loop, 

#+ as distinct from a REDIRECTED "while" loop. 

echo -e "I\n2\n3" | while read 1 
do abc="$l" 
echo $abc 

echo $abc 

# Thanks, Bruno de Oliveira Schneider, for demonstrating this 
#+ with the above snippet of code. 

# And, thanks, Brian Onn, for correcting an annotation error. 



Example 20-6. Alternate form of redirected while loop 



#! /bin/bash 

# This is an alternate form of the preceding script. 

# Suggested by Heiner Steveft: 

#+ as a workaround fptihose situations when a redirect loop 
#+ runs as a subshe£&- and therefore variables inside the loop 

# +do not keep their values upon loop terminates 11 - 



if [ -z "$1" ] 

Filename=names . data # Default, if ho filename specified, 

else 

Filename=$l 



exec 3<&t- # Save stdin to file descriptor 3. 

exec 0<"|Filename" # Redirect standard input. *' 

count=o 



while [ "$name" != S® jfc h ] 
do 
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read name # Reads from redirected stdin ($Filename) . 

echo $name 

let "count +;% 1" 

done # Loop reads .fSjiom ijfifie $Filename 

#+ because of line 20. 

# The original version of this script terminated the "while" loop with 

#+ done <"$Filename" 

# Exercise: 

# Why is- this unnecessary? 



exec 0<&3 # Restore old stdin. 

exec 3<&- # Close temporary id 3 . 

echo; echo "S count names read"; echo 

exit 0 



Example 20-7. Redirected until loop 

# ! /bin /bash 

# Same as previous bxaffiplfe but with "until" loop, 
if [ -z "$1" ] 

Filename=names . data # Default, if no filename specified, 

else 

Filename=$\l 



# while [ "$name" != Smith 
until [ "$name" = Smith ] 
do 

read name 
echo $name 
done <"$Filename" 

# Same resultis as with "while" loop in previous example, 
exit 0 



# Change != to =. 

I .Reads from $Filename, rather than stdin. 

# Redirects stdin to file $Filename. 



Example 20-8. Redirected for loop 



# ! /ni n/bash 
if [ -z "$1" ] 

Filename=names . data # Default* , if no Qdename specified. 

Filename=$l 

fi 

line_count=' wc $Filename | awk '{ print $1 }'" 

# Number o|S iljties |3|iftarget 

# 

# Very contrived and kludgy, nevertheless shows that 
#+ it's possible to redirect stdin within a "for" loop... 

#+ clever enough. 
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# 

# More cdhe iise -is : Sii}'te_count=$ (wc -1 < "$Filename") 



for name in ' seq $line_count' 
# While [ "$name" != Smith ] 
do 

read name 
echo $name 

|: "3-f [ "$name" = Smith ] 

break 

fi 

done <"$Filename" 



# Recall that "seq" prints sequence of numbers. 
— -•♦‘jwjjlGfce complicated t-ftSH: » "while" loop — 

# Reads from SF.i .1 ename, rather than std in. 

# Need all this extra baqqaqe here. 



# Redist^cts stdin td.-^lle $Filename. 



exit 0 



We can modify the previous example to also redirect the output of the loop. 



Example 20-9. Redirected for loop (both stdin and stdout redirected) 



#! /bin/bash 




if [ -z "$1" ] 

Filename=names . data # 

else 

Filename=$l 

■ 


Default, if no filename specified. 


Sav©#ile=$Filename . new # 

FinalName=Jonah # 


F-i ;i ename-. :t a save results in.. 
Name t© terminate "read" on. 


line_c.Ount=' wc $Filename | awk '■ 


( print: fl } ’ ' # Number of lines in target file. 


name in ' seq 'Slin©_count ' 
do 

read name 
echo "$name" 

l> "$name" = "$F’i-HalName" ] 

break 




done < "^Filename" > "SSavef i. le" 


# Redirects stdin to file $Filename, 
and saves it to backup f'iSt®.* 


exit 0 





Example 20-10. Redirected if/then test 



# ! /Bin /bash 
if [ -z "$1" ] 

Filename=names . data # Defalt filename specified. 

Filename^! 

fi 
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TRUE=1 








[ " $ TRUE " ] 

read name 
echo $name 
#$£ <" $? i 1 er'.ame'' 


# if. true 


and ylpf : also work. 




# Reads only first line 

# An "if/Lr.er." test has 


of file. 


iterajfjttoii ilhiess embedded i: 




exit, C 









Example 20-11. Data file names. data for above examples 



Aristttfle 
Arrhenius 
Bell sarins' 

Capablanca 

Dickens 

Euler 

Goethe 

Hegel 

ijpnah 

Laplace 

Xarccxy 

Purcell 

Schmidt 

Schopenhauer 

Semmelweiss 

Smith. 

SLe i r.motz 
Tukhashevsky 

Venn 

Warshawsk i 
Znosko-Borowski 

# This is a data file for 

#+ "redir2.sh", "red£r3.sh", "redir4.sh", "redir4a . sh" , "redir5.sh". 

Redirecting the stdout of a code block has the effect of saving its output to a file. See Example 3-2 . 

Here documents are a special case of redirected code blocks. That being the case, it should be possible to feed 
the output of a here document into the stdin for a while loop. 



# This example by Albert. Siersema 

# Used with permission (thanks!) . 

function doesOutputO 

# Could be an exterfsal command too, Of course. 

# Here we show you can use a function as well. 

{ 

Is -al * . jpg | awk ' {print $9 } ' 

{■I 



nr— 0 # We want the while loop to be able to manipulate these and 

SiafcalSlze-0 #+ to be able to see the changes after the ' while ' fthished. 
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while read j^|LeSi|a , d''itiieName ; do 
echo "$fileName is $fileSize bytes" 
jLet hr-ii 

*totalSize=$ ( (totalSize+f ileSize) ) # Or: "let totalSize+=f ileSize" 

done<<EOF 
$ (doesOutput) 

EOF 

echo "Snr -files rota 1 i ng ShbtafSiize bytes" 



20.3. Applications 

Clever use of I/O redirection permits parsing and stitching together snippets of command output (see Example 
15-7) . This permits generating report and log files. 



Example 20-12. Logging events 



# ! /bin /bash 

# logevents . sh 

# Author: SLcphane Chazelas. 

# Used in ABS Guide with permission. 

# Event logging to a file. 

# Must be ruh as fsbpt (for write access /var/log) . 

ROOT_UID=0 # Only users stfifth $UID 0 have foot privileges . 

E_NOTROOT=67 # Non-root exit error. 



p|' [ "SU-B9» -ne "$ROOT_UID" ] 
then 

echo "Must be root to run this " 

exit $E_NOTROOT 



FD_DEBUGiS=3 

FD_DEBUG2=4 

FD_DEBUG;i=sW' 

^^¥1 Uncomment one of two lines below to activate script., 

# LOG_EVENTS=l 

# LOG_VARS=l 



log() # Writes time and date to log iJJfpLe . 

{ 

echo "$ (date) $*" >&7 # This *appends* the date to the-^-le. 

# aaaaaaa command substitution 

# See below. 



case $LOG_LEVEL in 

1) exec 3>&2 4> /dev/null 5> /dev/null; ; 

2) exec 3>&2 4>&2 5> /dev/null;; 
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3) exec 3>&2 4>&2 5>&2 ; } 

*) exec 3> /dev/null 4> /dev/null 5> /dev^a^Ll; ; 
esac 

FD_L0GVARS=6 

if [ [ $EOG_VARS ] ] 

then exec 6>> /var/log/vars . log 

else exec 6> /dev/null # Bury output, 

fl 



FD_L0GEVENTS=7 

if [ [ $T;OG_EVEKTS ] ] 

then 

# exec 7 > (exec gawk ' strftimeO, $0}' >> /var /log/ event . log) 

# Above lice fails in versions of Bash more recent than 2 . Wk , . Why? 

exec 7>> /var /log/ event. log # Append to "event.log". 

log # Write time and date. 

else exec 7> /dev/null- # Bury output, 

fi 



echo "DEBUG3 : beginning" >&$ {FD_DEBUG3 } 

Is -1 >&5 2>&4 # commandl >&5 2>&4 



echo "Don© 1 ' 



# command2 



echo "sending mail" > & $ { FD_LOGEVENT S } 

# Writes "sending mail" descriptoa? #7. 



exit 0 
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Running a shell script launches a new process, a subshell. 



| Definition : A subshell is a child process launched by a shell (or shell script). | 

A subshell is a separate instance of the command processor — the shell that gives you the prompt at the 
console or in an xterm window. Just as your commands are interpreted at the command-line prompt, similarly 
does a script batch-process a list of commands. Each shell script running is, in effect, a subprocess ( child 
process) of the parent shell. 

A shell script can itself launch subprocesses. These subshells let the script do parallel processing, in effect 
executing multiple subtasks simultaneously. 



# ! /bin /bash 
# subshell-test . sh 



# Inside parentheses, and therefore a subshell . . . 
while [ 1 ] # Endless loop, 

do 

echo "Subshell running ..." 



# Script will run forever, 

#+ ®r at least, until terminated by a 

ex;t $? # End of script (but will never get here) . 



Now, the 

sh subshell-test . sh 

And, whi|i®;-'the script is running, from a different xterm: 
ps -ef | grep subshell-test . sh 

UID PID PP ID C STIME TTY TIME CMD 

500 2698 2.502 0 14:26 pts/4 00:00:00 sh subshell-test . sh 

500 4 69 9 2698 2® 4 : 2 6 pts/4 00:00:24 sh subshell-test . sh 



Analysis : 

PID 2698, the script, launched PID 2699, the subshell , 

Note: The "bill . " line would be filtered out by the "grep" command, 
bug.,^|s shown here for illustrative purposes. 

In general, an external command in a script forks off a subprocess, H071 whereas a Bash builtin does not. For 
this reason, builtins execute more quickly and use fewer system resources than their external command 
equivalents. 

Command List within Parentheses 
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( commandl; command2; command3; ... ) 

A command list embedded between parentheses runs as a subshell. 

Variables in a subshell are not visible outside the block of code in the subshell. They are not accessible to the 
parent process , to the shell that launched the subshell. These are, in effect, variables local to the child process. 



Example 21-1. Variable scope in a subshell 



# ! /iain/bash 

# subshol i . sh. 

echo "We are outside the subshell , " 

echo "Subshell level OUTSIDE subshell = $ BASH_SUBSHE LL " 

# Bash, version 3, adds the new $BASH_SUBSHELL variable, 

echo; echo 

puler_variab 1 c-Outer 
global_variable= 

# Define global variable .<dr "stopd-ge" of 
#+ value of subshell variable. 



echo "We are inside the subshell." 

echo "Subshell level INSIDE subshell = $BASH_SUBSHELL" 

| nne r_var i.ab ; c — Tnner 

echo "From ins : do subshell, \ "i33^er_'vabfl,§^le\ " = $;.n,rier._v.a.f i ab ! e " 
echo "From inside subshell, \"outer\" = $outer_variable" 

global_variable="$innhr_variable" # Will this allow "exporting" 
#+ a subshell variable? 



echo; echo 

echo "We are outside the subshell." 

echo "Subshell level OUTSIDE s-ftbfllajtaaH $BASH_SUBSHELL" 
echo 

'!$$: [ -z " " ] 

then 

echo " inner_vatiable undefined in. Main body of shell" 

dcfeb "Ihher_vaf iable defined i^^jinain body of sti&il" 
fi 

echo "From main body of shel|S|£’\"inner_variable\" = $inner_variable" 

# $inner_variable show as blank (uninitialized) 

#+ because variables defined in a subshell are "local variables". 

# Is there a remedy for this? 

echo "global_variable = " $global_variable" " # Why doesn't this work? 

# Additionally . . . 
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echo " echo 

var=41 # Global variable. 



( let "var+s^pjj; echo "\$var INSIDE subshell = $var" ) # 42 

echo "\$var OUTSIDE sub she. 1.1. = $var" # 41 

# Variable operatib»|F. Ijtside a subshell, even to a GLOBAL v##?iable 
#+ do not affect the value pilthe variable outside the subshell! 



exit 0 

# Question : 

# 

# "Once fiftyisg exited a sub she 

#+ is there any way to reenter that very same subshell 
#+ to modify of access the subshell fifeiables? 

See also SBASHPID and Example 34-2 . 



Definition : The scope of a variable is the context in which it has meaning, in which it has a value that 
can be referenced. For example, the scope of a local variable lies only within the function, block of code, or 
subshell within which it is defined, while the scope of a global variable is the entire script in which it 
appears. 



far) While the SBASH SUBSHELL internal variable indicates the nesting level of a subshell, the SSHLVL 
variable shows no change within a subshell. 



echo " \$BASH_SUBSHF.T;t,'.'Outs 1 do subshell = $BASH_SUBSHEEL B # 0 

( echo " \$BASH_SUBSHELL inside subshell, = $BASH_SUBSHELL" ) # 1 

( ( echo " \$BASH_SUBSHEEt isjfjide nested subshell = $BASH_SUBSHELL" ) ) # 2 
# A A *** nested *** A A 

echo 

echo " \$SHLVL outside subshell = $SHLVL" # !' 

( echo " \$SF1T,vr,' inside subshell = $SHLVL" ) # 3 (No change!) 

Directory changes made in a subshell do not carry over to the parent shell. 



Example 21-2. List User Profiles 



# ! /b.i n/basr. 

# allprof s.sh: Print all user profiles. 

# This script written by He i Tier Steven, and modified by the document author. 

FILE=.bashrc # File containing user profile, 

#+ was " . p resp^l e "aES® efc£:gjg£|L sfefppt . 

;4-^r home in ' awk -F : '{print $6}' /etc/passwd' 

do 

[ -d "$home" ] | | continue # If no home directory, go to next. 

[ -r "$home" ] | | continue # If not readable, go to next. 

(cd $home; [ -e $FILE ] && less $FlLE) 
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# When script terminates, there is no need to 'cd' back to original directory, 
#+ because 'cd $home ' takes place in a subshell. 

ex'tt- : 0 

A subshell may be used to set up a "dedicated environment" for a command group. 



COMMAND 1 
COMMAND 2 
COMMAND 3 
( 

IFS=: 

PATH=/bih 
unsfet _ ERM'NFO 
set -C 
shift 5 
COMMAND 4 
COMMAND 5 

exit 3 # ®£ly exits the subshell! 

) 

# The parent shell has not been affected, and the environment, is preserved. 

COMMAND 6 
COMMAND 7 

As seen here, the exit command only terminates the subshell in which it is running, not the parent shell or 
script. 

One application of such a "dedicated environment" is testing whether a variable is defined. 



if (slf-u; : $variable) 2> /dev/null 
'■then. 

echo "Variable is setti^ 

# Variable has been set aft, eminent script, 

#+ or is an an internal Bash variable, 

#+ or is presen|.^n ebvironmertfc (has been exported) . 

# Could also be Smitten [[ $ {variable-x} != x | | $ CvSriable-y } != y ]] 

# or [[ $ {variable-x} != x$variablif, ]:] 

# Or [[ $ { variable+x} = x ]] 

# or [[ $ {variable-x} != x ]] 

Another application is checking for a lock file: 



l|||| (set -C; : > lock_file) 2> /dev/nujX.: 

: # lock_file didn't exist: sjp user rushing the script 

echo "Another user is already r unning that scr’||^j|." 



# Code snippet by Stephane Chazelas, 

#+ with modifications by Paujfe&lMarcel. 'SSoelho Aragao. 



Processes may execute in parallel within different subshells. This permits breaking a complex task into 
subcomponents processed concurrently. 
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Example 21-3. Running parallel processes in subshells 



(cat listl list2 list3 | sort | uniq > 1 : stX23) & 

(cat list6 | sort | > '^^456) & 

# Merges and sorts both seta of lists simultaneously. 

# Running in background ensures parallel execution. 

# 

# Same effect as 

# cat listl list2 list3 | sort | uniq > listl23 & 

# cat i sL4 ii^t5 list 6 | sort | ' -yfii q > list456 & 

wait # execute the nex,t command ^Wtil subshells finish . 

difif' t: st 12 3 |sist€56 

Redirecting I/O to a subshell uses the "I" pipe operator, as in Is -al | (command) . 
A code block between curly brackets does not launch a subshell. 

{ commandl; command2; command3; . . . commandN; } 



vara 23 

echo "$varl " # 23 

{ yar". -7 6; } 

echo "$varl" #76 
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Disabled commands in restricted shells 

. Running a script or portion of a script in restricted mode disables certain commands that would 
otherwise be available. This is a security measure intended to limit the privileges of the script user and 
to minimize possible damage from running the script. 

The following commands and actions are disabled: 

• Using cd to change the working directory. 

• Changing the values of the $PATH, $ SHELL, $BASH_ENV, or $ENV environmental variables . 

• Reading or changing the $SHELLOPTS, shell environmental options. 

• Output redirection. 

• Invoking commands containing one or more /'s. 

• Invoking exec to substitute a different process for the shell. 

• Various other commands that would enable monkeying with or attempting to subvert the script for an 
unintended purpose. 

• Getting out of restricted mode within the script. 



Example 22-1. Running a script in restricted mode 



#! /bin/bash 

# Starting the script with "#! /bin/bash -r" 

#+ runs entire script Ml .resJ^Scted mode. 

echo "Changing directory. " 

cd /usr/local 

echo "Now in 'pwd'" 

echo "Coming back haBid-.i"' 

cd 

echo "Now in 'pwd'" 

# Everyth! nq up to here, \Ln norma!, hprestf ctcd mode . 

# set — restricted has same effect, 

echo "==> Now .£js reafefdcted mode. <==" 

echo "Attempting directory change in restricted mode." 
cd . . 

echo "Still in 'pwd'" 
echo 

echo "\$SHEgfi- - $ SHELL" 

echo "Attempting to change shell in restricted mode." 
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SHELL=" /bin /ash" 
echo 

echo "\$SHELL= $SHELL" 

echo "Attempting to redirect output in reslf|?||cted mode." 

Is -1 /usr/bin > bin. files 

Is -1 ^a"n. files # Try to list attempted ^$jj!le creatibB, ef|K^t. 

echo 

exit 0 
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Chapter 23. Process Substitution 

Piping the stdout of a command into the stdin of another is a powerful technique. But, what if you need 
to pipe the stdout of multiple commands? This is where process substitution comes in. 

Process substitution feeds the output of a process (or processes) into the stdin of another process. 

Template 

Command list enclosed within parentheses 

>(command_list) 

<(command_Iist) 

Process substitution uses /dev/f d/<n> files to send the results of the process(es) within 
parentheses to another process. IT 081 

| There is no space between the the "<" or ">" and the parentheses. Space there would 
give an error message. 



bash$ echo > (true) 

/dev/fd/63 

bash$ echo <(true) 

/dev/fd/63 

bash$ echo > (true) < (true) 

/dev/fd/63 /dev/fd/62 



bash$ wc <(cat /usr/share/dict/linux. words) 

483523 483523 4992010 /dev/fd/63 

bash$ grep script /usr/share/dict/linux. words | wc 

262 262 3601 

bash$ wc <(grep script /usr/share/dict/linux. words) 

262 262 3601 /dev/fd/63 



© Bash creates a pipe with two file descriptors . — fin and fOut — . The stdin of true connects to 
fOut (dup2(fOut, 0)), then Bash passes a /dev/fd/fln argument to echo. On systems lacking 
/dev/f d/ <n> files, Bash may use temporary files. (Thanks, S.C.) 

Process substitution can compare the output of two different commands, or even the output of different 
options to the same command. 



bash$ comm <(ls -1) <(ls -al) 

total 12 

-rw-rw-r— 1 bozo bozo 78 Mar 1| 12:58 FileP 

-rw-rw-r— 1 bozo bozo 42 Mar 10 12:58 File2 

-rw-rw-r— 1 bozo bozo 103 Mar t® 12:58 t2.aft 

total 20 

drwxrwxrwx 2 bozo bozo 4096 Maif 3t0 18:10 . 
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72 bozo bozq 
1 bozo bozo 
1 bozo bozo. 
1 bozo bozo 



4096 Mar 10 17:58 

78 Mar iil 12:58 FileQ 
42 Mar 10 12:58 File2, 
*03 Mar 12:58 t?..si| 



Process substitution can compare the contents of two directories — to see which filenames are in one, but not 
the other. 

diff <(ls $f irst_directory) <(ls $second_directory ) 

Some other usages and uses of process substitution: 



read -a list < < ( od -Ad -w24 -t u2 /dev/urandom ) 

# Read a list ccf 'Random numbers /dev/urandom, 

#+ process with "od" 

#+ and feed into stdin of "read" . . . 

# From "insertion-sort .bash" example script. 

# Courtesy of JuanJo Ciarlante. 

PORT=688jSj|| # bittorrent 

# Scan, -the pfb’tjt'to make sure nothing ne^pp^ ,; is going on. 
tjl^fcat -1 $PORT | tee>(md5sum -^jjiydata-orig.mdlf I 

gz.i p | tee> (mdSsum - | sed ' s/-$/mydata . Iz2/ ' >mydata-gz .iftsfe) >mydata .gz 

# Check the decompress 4^®: 

gzip -d<mydata.gz | md5sum - c rr.y a a t a - o r i g . rr.cj.5 ).■ 

# The MD5sum of the <*t®,igihal checks stdiff. -and detects egitpfessfffit- issues . 

# Davidsen contributed this example 

#+ (with light edits by the ABS Guide author) . 

cat < ( : s -1) 

# Same as is -1 i cat 

sort -JE 9 <<!.& '/bin) <(ls •yl /usr/ba,n) %|!s |usr/3fllR6/biftl 

# Lists all the files in the 3 main 'bin' directories, and sorts by filename. 

# Note that three (count 'em) distinct commands are fed to 'sort 1 . 



diff <(commandl) <(command2) # Gives difference in command output, 
tar cf > (bzip2 -c > f ile . tar . bz2 ) $directory_name 

# Calls "tar Cf /dev/fd/?? $directory_nam,e", and "bzip2 -c >. file . tar ,bz2 " . 

# 

# Because of the /dev/fd/<n> system ffe&tS^e, 

# the pipe between both commands does not need to be named. 

# 

# This can be emulated. 

# 

bzip2 -c < pipe > f Lie . La r . bz2.& 
tar- Cf pipe $direetory_name 
rm pipe 
# 

exec 3>&1 

tar 'cf /dev/fd/ 4 Sdirectpryiname 4>&1 ffS. 3>&- | bzip2 -c >t,iojle.tar.bz2 3>&- 
exec 3>&- 
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# Thanks, Stephan© Chazelas 

Here is a method of circumventing the problem of an echo piped to a while-read loop running in a subshell. 



Example 23-1. Code block redirection without forking 



# ! /fein/bash 

# wr-ps.bash: while-read loop with process substitution. 

# This example contributed by Tomas Pospisek. 

# (Heavily edited by the ABS Guide auflipr.) 

echo 

echo "random ipjSjat" | while read i 
do 

global=3D": Not; aVatilable outs ; ce the loop." 

# ... because it runs in a subshell^ * - 

echo "\$global ( tsofn outside the subprocess) = $global" 

# $global (from outside the subprocess) = 

echo; echo " — echo 

while read i 
do 

echo $i 

global=3D": Available outside the loop." 

# ... because it does NOT run in a subshell »• 
done < <( echp "random input" ) 

# 

echo "\$global (using process substitution) = $global" 

# Random iftput 

# $global (using process substitution) = 3D: Available outside the loop. 



echo; eb%dv" ##########" ; echo 



# And likewise . . . 

declare -a a'fil.oop 
index=0 

cat $0 | while read line 
do 

' ih lo op [ $ i n de x ] = " $ 1 ift'e " 

( (index++) ) 

# Ifc #uns:-Sfi a subshell, so ... 
echo "OUTPUT = " 

echo $ {inloop [*]} # ... nothing echoes. 



echo; echd " — "; echo 



declare -a outloop 
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index=0 

while read j-ifee 
do 

out J ocp | S index ; ="$line" 

( (index++) ) 

# It does NOT run |||r* a subshell, so . . 
done < <( cat $0 ) 
echo "OUTPUT = " 

echo $ {out loop [*] } # ... the er 


itire script echoes. 


exit $? 





This is a similar example. 



Example 23-2. Redirecting the output of process substitution into a loop. 



#! /bin/bash 

# psub.bash 

# As inspired by Tliego Molina (thanks ! ) . 

declare -a ay^- : 
while read 
do 

arrayO [${#arrayO [@] } ]="$REPLY" 

done < <( sed -e ' s/bash/CRASH-BANG ! / ' $0 I grep bih ;| awk ' (pfipt $1}' ) 

# Sets the default 'read' variable, $ REPLY, by process substitution, 

#+ then copies-, it -#afray . 

echo " $ ( -Stray C [ @ ] } " 

ox.it: *$? 

# ====================================== # 

bash psub.bash 

# ! /bin /CRASH-BANG ! done # ! /bin;/ CRASH— BANG ! 

A reader sent in the following interesting example of process substitution. 



# Script fragment taken from SuSE distribution: 

# # 

while read des what mask":f;||ace; do 

# SdUe commands . . . 

done < < (route -r.) » , 

# A A First < is redirection, second is process substitution. 

# To test it, let's make it do something, 
while read des what masky^pace; do 

echo $des $what $mask $iface 
done < < (route -n) 

# Output : 

# Kernel IP routing table 

# Destiftafcipt‘, Gateway Genmask Flags MetpjSfe' Ref Use tJP^ce 

# 127.0.0.-0 0.0, 0.0 25t,3’.0.0 U 0 0 0 lo 

# # 

# As Stephane Chazelas points jpf , 
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#+ an easier-to-understand equivalent is: 

while read des what mask iface; do # Variables set from output of pipe. 

echo $des $ijrhp§ $mask S i. face 
dsn# # This yields the same output as above. 

# However, gs Ulrich Gayer points . . . 

#+ this simplified equivalent uses a subshefi, for the while loop, 

#+ and therefore the variables disappear when the pipe te^JaSslies. . 

# # 

# However, Filip Moritz comments that there is a subtle difference 
#+ between the above two examples, as the following shows. 



route -n | while read x; do ( (y++) ) ; done 
echo $y # $y is still unset 

while read x; do ( (y++) ) ; done < < (route -n) 

echo $y # $y has the number of if^es of output of ndufe -n 



More generally spoken 



# seems to start, a subshe 1.1 iflse 

: | ( x=x ) 

# while 

x=x < <(:) 

# does not 



# This is useful, when parsing csv and the like. 

# That is, , what the orig&ha'i. SuSE code fragment does. 
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Like "real" programming languages, Bash has functions, though in a somewhat limited implementation. A 
function is a subroutine, a code block that implements a set of operations, a "black box" that performs a 
specified task. Wherever there is repetitive code, when a task repeats with only slight variations in procedure, 
then consider using a function. 

function function_name { 
command... 



or 

function_name () { 
command... 



This second form will cheer the hearts of C programmers (and is more portable') . 

As in C, the function's opening bracket may optionally appear on the second line. 

function_name () 

{ 

command... 

) 

® A function may be "compacted" into a single line. 

fun () { echo "This is a function"; echo; } 

# 

In this case, however, a semicolon must follow the final command in the function. 

fun () { echo "This is a function"; echo } # Error! 

# 

fun2 0 { echo "Even a single-command fun'ct,3»ft|S:|’ Yes!"; } 

Functions are called, triggered, simply by invoking their names. A function call is equivalent to a command. 



Example 24-1. Simple functions 



# ! /bin/bash 

# ex59.sh: Exercising functions (simple). 

JUST_A_SECOND=l 

funky () 

{ # Th,4% is about as simple as Lun^&.ons get. 
echo "This is a funky function." 
echo "Now exiting fupky • " 
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} # Function declaration must precede call. 



fun () 

{ # A somewhat more complex function. 
i=0. 

REPEATS=30 

echo 

echo "And hdw the f Un really begins . " 
echo 

sleep $ JUST_A_SECOND # Hey, wait a second! 

while [ S i -It $ REPEATS ] 
do 

echo " FUNCTIONS >" 

echo "< ARE " 

echo "< FUN >" 

echo 

let " i -=t * 

if ' 

# Now, call the ftCh^idiis. 
fun 

exit $? 



The function definition must precede the first call to it. There is no method of "declaring" the function, as, for 
example, in C. 



j 

# Will give an error message, since function "fl" not yet defined. 

declare -f fl # This doesn't help either. 

# Stilf #;rt error- .message . 

# However . . . 



fl 0 

in 

echo "Calling function \"f2\" from within function \"fl\", H 

Hi 



m o 

echo "Function \"f2\"." 

} 

£$! # Func.t-ipr. "f2" is-.-.n'Pfc actua 1 ! y called uj§|f|l tipi point, 
#+ although it is ref©»#hced before its definition. 

# Jllis- is permissible . 

# Thanks, S.C. 



(ciT) Functions may not be empty! 
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# ! /bin/bash 
# e~p;. y-fuhgt.l on . sh 

'Hjspty ( ) 



•# Will n.ot exit here! 

# $ sh empty-tuncL i on . sh 

# empty-function . sh : line 6: syntax error near unexpected token 

# empty-^^ppon . sh : line 6: '}' 

# $ echo $? 



# Note that a fun'Ctib©: ij4)htai,frAng only comments is empty. 

) 

{ 

# Comment 1 . 

# Comment 2 . 

# This; "iy? still an empty fuipjcrtlpn. 

# Thank you, Mark Bova, for pointing this out. 

} 

# Results in same error message as above. 



# However . . . 

not_qu±te_empty ( ) 

{ 

illegal_command 

} # A script containing this function will bomb 

#+ as long as. the 'functi'b'rr iiis not called. 

Tiot_empty ( ) 



} # Contains a : (null command), and this is okay. 



# Thank you, Dominick Geyei# -iSpjS iThiemo Kellner. 

It is even possible to nest a function within another function, although this is not very useful. 



fl 0 

{ 

£2 () # nested 

{ 

echo "Fjljhfction \"f2\", iiigfde \"fl\" . " 

} 

} 

f2 # Gives an error message. 

# Even a preceding "declare -f wouldn ' t help. 
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fl # Does nothing, since calling "fl" does not automatically call "f2". 
f2 * Now,; ’ii: ' s al jj-,i|ighb- to call ”$0$. 

#+ since its definition has been made visible by calling "fl". 

# Thanks, S.S*, 

Function declarations can appear in unlikely places, even where a command would otherwise go. 



Is -1 | if^O { echo "foo"; } # PerrstespSle, but useless. 



[ " $USER" = bozo ] 

b©.zo_greet 0 # Function def in|sfe|fci|gt embedded in arg /then construct. 

{ 

echo "Hello, Bozo." 



bozo_greet # Works only fox Bozo, and other users get an ejsper. 



# Sdtidifti'ng like this might. .be useful in some .cortexes. 

N0_EXIT=1 # Will enable function definition below. 

[[ $NO_EXIT -eg 1 ]] && exit() { true; } # Function definition in an "and-list". 

# If $NO_EXIT is 1, declares "exit ()". 

# This disables the "exit" builtin by aliasing it to. "true" . 
exit # Invokes "exit ()" function, not "exit” builtin. 



# Or, similarly: 
l|||lename=f ilel 

[ -f "$ filename" ] && 

foo () { rm -f "$filename"; echo "Fi^jfe» ! "$filename" deleted."; } | | 

llpo () { echo "Fite "Sfilename^iiJ^it^SotJnd. "; touch bar; } 

# Thanks, S.C. arid Chr : stepher Head 

Function names can take strange forms. 



_() { for i in { 1 . .1#-} ; do echo -n " $FUNCNAME " ; done; echo; } 

# AAA jjo space between name and parentheses. 

# This doesn't always work. Why hot? 

# Now, let's invoke the function. 

# 

# io underscores (10 x function name) ! 

# A "naked" ,: ^hderSCore is acceptable function name. 



# In fact, a colon is likewise an acceptable function narte,. 

: (>f. echo }; : 

# Of what use is this? 
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# It's a devious way to obfuscate the code in a script. 

See also Example A-56 



i What happens when different versions of the same function appear in a script? 



# As Yan Chen- foists out, 

# when a function is defined multiply times, 

# the fijfti8(l veraioa -is what i s invoked . 

# This is not, however, particularly useful. 

{ 

echo "First version of func ()." 



. ( ) 

{ 

echo "Second vers : on of fun.c () ." 



func # Second version of func (). 
exit $? 

# It is even possible fed, use functions to override 
#+ or preempt system commands. 

# Of course, this is *not* advisable. 



24.1. Complex Functions and Function Complexities 

Functions may process arguments passed to them and return an exit status to the script for further processing. 

function_name $argl $arg2 

The function refers to the passed arguments by position (as if they were positional parameters') , that is, $ 1, 
$2, and so forth. 



Example 24-2. Function Taking Parameters 



#! /bin/bash 
# Functions and 




DEFAULT-de 


# Default param value. 


f.Ut.c2 ( ) ( 

if [ -z "$1" ] 

'.echo "-Parameter #1 is zero length.-" 
else 

echo "-Parameter #1 is \"$1\".-" 


# Is parameter #1 zero length? 

# Or no parameter passed. 


HS$iable=$ { 1 -$P®fault } 
echo "variable. *=> $variable" 


# What does 

#+ parameter substitution show? 




# It distinguishes between 
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#+ no param and a null param. 

if [ "$2" ] 
then 

echo "-Parameter #2 is \"$2\".-" 
return 0 



echo "Nothing passed." 

£uhc2 # Galled with no param# 



echo "Zero-length parameter passed." 

func2 "" # Called with zero-length param 

echo "Null parameter passed." 

func2 "$uninitialized_param" # Called with uninitialized param 
echo "One parameter passed." 

func2 first # Called with one param 

echo "Two parameters passed." 

func2 first second # Called with two params 
echo V'secondV passed." 

func2 "" second # Called with zero-length first parameter 

echo # and ASCII string as a second one. 

exit 0 



J The shift command works on arguments passed to functions (see Example 36-18) . 

But, what about command-line arguments passed to the script? Does a function see them? Well, let's clear up 
the confusion. 



Example 24-3. Functions and command-line args passed to the script 



# ! /bin/bash 

# fBRc-cmdlinearg . sh 

# Call this script with a command-line argument, 
#+ something like $0 awfl . 






echo "$1" # Echoes first arg passed to the function. 

} # Does a command-line arg qualify? 

echo "First call to function: no arg passed." 
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echo "See if command-line arg is seen." 

# No! Command-line arg not seen. 

echo "Second calf 'ffo functions.!: command-line arg passed explicitly." 

j;ii(nc $1 

# Now it's seen! 
exit 0 

In contrast to certain other programming languages, shell scripts normally pass only value parameters to 
functions. Variable names (which are actually pointers ), if passed as parameters to functions, will be treated 
as string literals. Functions interpret their arguments literally. 



Indirect variable references (see Example 37-2) provide a clumsy sort of mechanism for passing variable 
pointers to functions. 



Example 24-4. Passing an indirect reference to a function 



#! /bin/bash 

# ihd-func.sh: Passing indirect reference to a fUfldt^pn. 

ochc_var ( ) 

{ 

echo "$1" 



SessagcHe I 1 o 
Hello=Goodbye 

ech c_var "Smessaqc" # Hello 

# Now, let's pass an indirect reference to the function. 

echo_var "${ imessage} " # Goodbye 

# What happen we change the contents of "hea® 1 v&ri'able? 

Hello="Hello, again!" 

echo_var "Smessage" # Hef'JLp 

echo_var "${ imessage } " # Hello, again! 

exit 0 

The next logical question is whether parameters can be dereferenced after being passed to a function. 



Example 24-5. Dereferencing a parameter passed to a function 



#! /bin/bash 

# dereference . sh 

# Dereferencing parameter passed to a function. 

# Script, by Bruce W. Clare. 

derefereftptt 0 

i|: 

y=\ $ " $ 1 " # Nattieliftfc variable (if^. value ! ) . 
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£ChO 


$y # $Junk 




x='ev 


al "expr \"$y\" 




echo 


$l=$x 




} 


"$l=\"Some Different Text \"" # Assign ne 


w value. 


Junk=" SoiS®; 


Text" 




echo $Junk 


"before" # Some Text before 




derefe.rer.ee Junk 




echo $Junk 


"after" # Some ftjiiferent Text after; 




exit C 







Example 24-6. Again, dereferencing a parameter passed to a function 



# ! /bin /bash 

# ref-params . sh: Dereferencing a parameter passed to a function. 

# (C<§S|j|lex Example) 

|:XtERATI0NS=3 # Jtow many times to get input. 11 
icount=l 

my_read ( ) { 

# Called wit*. my_read varname, 

#+ outputs the previous value between bracket® as the default value, 

#+ the&' fcsks fob a. new $p$ue. 

jibcal 

echo -r. "Enter a value " 

eval 'echo -n "[$'$1'] # Previous va 1 uet 

# eval echo -n "[\$$1] " # Easier to understand, 

#+ but loses trailing space in user prompt . 

read 1 oca l_var 

[ -n " $local_var " ] && eval $l=\$local_var 

# "And-list": if ^i,C!cal_var " then set "$1" to its value. 

} 

echo 

'wS^-le [ i'laeount'' -le "$ ITERATIONS" ] 
do 

echo "Entry #$icount = $var" 

..let "icouirt. += 1" 



# Thanks to Stephane Chazelas for providing this instructive example, 
exit 0 



Exit and Return 
exit status 
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Functions return a value, called an exit status. This is analogous to the exit status returned by a 
command. The exit status may be explicitly specified by a return statement, otherwise it is the exit 
status of the last command in the function (0 if successful, and a non-zero error code if not). This exit 
status may be used in the script by referencing it as $?. This mechanism effectively permits script 
functions to have a "return value" similar to C functions. 

return 



Terminates a function. A return command IT 091 optionally takes an integer argument, which is 
returned to the calling script as the "exit status" of the function, and this exit status is assigned to the 
variable £?. 



Example 24-7. Maximum of two numbers 



#! /bin/bash 

# max.sh: Maximum 10¥ two integers. 

E_PARAM_ERR=2 5 0 # If less': 2 passed tgjj-ijfunchi'on . . 

EQUAL=251 # Return value if both params equal. 

# 'ygltifes out of range of any 

#+ params that might be fed to the function. 

max2 () # Returns larger of two numbers. 

{ # Note: numbers compared must be less than 250. 

if [ -z " $2 " ] 

then 

return $E_PARAM_ERR 



if [ "$1" -eq " $2 " ] 
return $EQUAL 
if [ "$1" -gt " $2 " ] 
return SSL’, 
return $2 



max2 33 34 
returh_va 1 — $ ? 

if [ " $ retu¥®_^|l " -eq $E_PARAM_ERR ] 
then 

echo "Need to pass two parameters to the '^upcti-Oh . " 
elif [ "$return_val" -eq $EQUAL ] 

Bjizhen 

echo "The two numbers are equal." 

else 

echo "The larger of the two numbers is $return_val . " 



exit 0 

# Exercise (easy) : 
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# 

# Convert jj$$s t'% ^interactive script, 

#+ that is, have the script ask for input (two numbers) . 



For a function to return a string or array, use a dedicated variable. 

count_lines_in_etc_passwd ( ) 

{ 

[[ -r /etc/passwd ]] && REPLY=$ (echo $ (wc -1 < /etc/passwd) ) 

# If /etc/passwd is readable, set REPLY to line count. 

# Returns both a parameter value and status information. 

# The ' echo ' seeft&’-iihhecessary, but . . . 

#+ it removes excess whitespace from the output. 



if c0unt_ i iines_in_etc_passwd 
then 

echo "There are SREPSS^iites /etc/passwd. " 
else 

echo dnunt,' .'Sti-ises in /etc/passwd." 

fi 

# Thanks, S.C. 



Example 24-8. Converting numbers to Roman numerals 



# ! /Mn/bash 

# Arabia number to Roman numeral: gOraversJsGen 

# Range: 0 - 200 

# It's Crude, but. it works. 

# Extending the range and. otherwise improving the script is left as an exdnoise. 

# Usage: roman numbe i — co-conve rt 

LIMIT=21)iw' p1 , 

E_ARG_ERR=6f 
E_OUT_OF_RANGE= 6 6 

if [ -z "$1" ] 

echo "Usage: ' basename $0' number-to-convert" 
exit $E_ARG_ERR 



num=$l 

if [ " $num" -gt $LIMIT ] 
then 

echo "Out of range!" 
exit $ E_OUT_OF_RAN GE 
fi 

to_roman () # Must declare function before first call to it. 

{ 

number=$l 

Jlaetor=$2 

rchar=$3 

let "remainder,'^ number - factor" 
while [ "$remainder" -ge 0 ] 
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do 

echo ~n Srchar 

let "number -= factor” 

let "remainder = number - tsotbs" 

return $number 

# Exercises: 

# 

# 1 ) Explain how this function works . 

# Hint: division by successive subtraction. 

# 2) Extend to range of the .ftlhotioli . 

# Hint: use "echo" and command-substitution capture. 



to_roman $num 
to_roman $num 
to_roman $num 
to_roman $num 
to_roman $num 
to_roman $num 
to_roman $num 
to_roman $num 



10® 0 , 

90 LXXXX 
I#. L 
40 XL 
10 X 

9 ix 

5 V 
4 IV 



to_roman $num 1 I 

# Successive calls to conversion function 

# Is this really necessary??? Can it be s 



implified? 









See also Example 11-29 . 



CD 



The largest positive integer a function can return is 255. The return command is closely 
tied to the concept of exit status, which accounts for this particular limitation. Fortunately, 
there are various workarounds for those situations requiring a large integer return value 
from a function. 



Example 24-9. Testing large return values in a function 

# ! /bin/bash 

# The largest positive value a function can return is 255. 

return_test () # tteturns whatever passed to it. 

{ 

return $1 
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return_test 




# 


'.OvJt., 


echo $? 




# 


Returns 27. 


return_test 


255 


# 


StffJ- o . k . 


echo $? 




# 


Returns 


return_test 


25.f:- 


# 


Error ! 


echo $? 




# 


Returns 1 (retiife bode foi;'.Saseellaneous error) .!.] 


return_test 


vib". 896 # 


Do large negative numbers work? 


echo $? 




# 


Wilt this return. -151896? 






# 


No! It returns 168. 


# Version of Bash before 


5 2.05b permitted 


#+ large negative 


integei 


: return values. 


# It happened to. 


be a us 


50 fu 1 feature. 


# Newer versions 


of Bash unfortunately plug this loophole-. 


# Thr, s may 


break 


older j 


SsjiSLpts . 


# Caution! 








ex%J)l,-_' 



A workaround for obtaining large integer "return values" is to simply assign the "return 
value" to a global variable. 



Return_V|>te # Global- Variable to hold- oversib# 



M.Si|_returri_test () 

{ 

fvar=$l 

Ret u rn_Va 1 = $ f va r 
rigtSp,-: # Returns 



alt_return_test 1 

echo "return value = 

alt_return_test 256 
echo "rel||pu value = 

alt_returH_test 257 
echo "return value = 

alt_return_test 25701 
echo 'kfret?i#i value = 



■ij ; (success) . 

# 0 

$Return_Val" # 1 

SRctUrn_Va : " # 256 

$Return_Val" # 25?7 

SReturn_Va : " #257fl 



return value djl Junction . 



A more elegant method is to have the function echo its "return value to stdout," and then 
capture it by command substitution . See the discussion of this in Section 36.7 . 



Example 24-10. Comparing two large integers 



# ! /bin/bash 

# max2.sh: MaximUnt of two LARGE integers. 

# Th£.;8: is the p rev i gus "tB-ax.sh" example, 

#+ modified to permit comparing large integers. 
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EQUAL=0 

E_P ARAM_E RR= - 99999 



# Return value if both params equal. 

# Not enough p.ararbs passed t© OtnciiiOn . 

Out of range of any params that might be passed. 



max2 () # "Returns" larger of two numbers. 

{ 

if [ -z " $ 2 " ] 

SCho $ E_P ARAM_E RR 
fi 



if [ "$1" -eq " $ 2 " ] 
then 

©chO $EQUAL 

if [ "$1" -gt " $ 2 " ] 
then 

retval=$l 

else 

r etvai-S 2 
fi 

echo ftetval' # Echoes (to stdout);4.^gt-ti^ir th&ii rettpikihg value. 

# Why? 



return_val=$ (max2 33001 33997) 

# Function- name 

# AAAAA AAAAA Pgpgmg p aS Sed 

# Th^S'.'iS' actually a form of command subst£|^fft^on : • 

#+ treating a function as if it were a command, 

#+ and assigning the stdou€ oC the $Sj*j<sfcxon to the variable " r©|.ia^tyya:i • " 



fflfc [ "$retur:n_val" -eq " $E_PARAM_ERR" ] 
then 

echo "EiiiMS; in paKS^ftters passed to comparison .■JunctitSh ! " 
elif [ "$return_val" -eq "$EQUAL" ] 
theijly 1 

echo "The two numbers are equal." 

c \ so 

echo "The larger of the two numbers is $return_val . " 

1 1 1 

exit (£. 

# Exercises: 

# 

# 1) Find a; rtt&pe elegant way of testing 

#+ the parameters passed tp- uhe function. 

# 2) Simplify the if /then structure at "OUTPUT." 

# 3) Rewrite the scyipt to takeV ;Jnput from command-line paraSstieters . 



Here is another example of capturing a function "return value." Understanding it requires 
some knowledge of awk. 
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month_length ( ) # Takes month number as an argument . 

{ # Returns number Of days ip $^#j(th. 

mont hD= " jj, .2 8 31 30 $!■ 30 31 31. 'M 31 30 31" # Declare as 
echo "$monthD" | awk *{ print $'"${1}"' }' # Tricky. 


local? 


# Parameter passed tb;. f un^ibliv ($1 — month number), then 

# Awk sees this as "print $1 . . . print $12" (depending or 

# Template for passing a parataeter embedded awk script : 

# $ ' "$ { script_parameter } " ' 


month number) 


# Here's a slightly simpler awk construct: 

# echo $monthD | awk -v month=$l ' {pi|pfc $ (month) } ' 

# Uses the -v awk option, which assigns a variable valigt;- 

#+ prior t^'.execut-fph Of the awk program block. 

# Thank you, Rich. 


# Needs error checking for correct parameter range (1-12) 
#+ and for February leap year. 

} 




# Usage example: 

month=4 # April > for example (4th month) . 

days_: n— $ (monuh_) enqth Smonth) 
echo $days_in # 30 

# 





See also Example A-7 and Example A-37 . 

Exercise : Using what we have just learned, extend the previous Roman numerals 
example to accept arbitrarily large input. 



Redirection 

Redirecting the stdin of a function 

A function is essentially a code block , which means its stdin can be redirected (as in Example 3-11 . 



Example 24-11. Real name from username 



# ! /feiin/bash 

# rea 1 r.ar.e . sh 

# 

# From username, gets "real name" from /etc/passwd. 



ARGC0UNT=1 # Expect one arg. 

E_WRON GARG S = 8 5 

f ile=/etc/passwd 
patfetn=$ 1. 

[ $# -ne " $ARGCOUNT " ] 
then 

echo "Usage: ' basename $0' USERNAME" 
exit $ E_WRON GARG S 



j^w.e_excerpt () # pattern, 

{ #+ then print relevant portion Of line. 
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while read line # "while" does not necessarily need [ condition ] 
db 

echo "$line" | grep $1 | awk -F" : " '{ print $5 }' 

# Have awk use delimiter. 

} # Redirect into f ujjdtion ' s stdin. 

:;f||le_excerpt Spatter, d 

# Yes, Lb i s entire script coteid be reduced to 

# grep PATTERN /etc/passwd | awk -F" : " '{ print $5 }' 

# or 

# awk -F: '/PATTERN/ {print $5}' 

# or 

# awk -F : ' ($1 =*/ “Susername" ) { print $5 } ' # real name from username 

# However, it might ifi$t be as instruct ive . 

exit 0 

There is an alternate, and perhaps less confusing method of redirecting a function's stdin. This 
involves redirecting the stdin to an embedded bracketed code block within the function. 



# Instead of: 
Function () 

ijsjj 




} < file 




# Try ^jfiis 
Function () 

t 




} < file 

n 








Funct i on ( ) # 

4 '.t 


This works. 


{ 

echo $* 

} 1 a b 




Function () # 


This doesn't work. 


4 

echo $* 

} | t* a b # 


A nested code block is mandatory here . 


# Thanks, S.C. 





■ e 1 Emmanuel Rouat's sample bashrc fde contains some instructive examples of 
functions. 
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24.2. Local Variables 

What makes a variable local ? 

local variables 

A variable declared as local is one that is visible only within the block of code in which it appears. It 
has local scope . In a function, a local variable has meaning only within that function block. Id 101 



Example 24-12. Local variable visibility 



# ! /bin/bash 

# ex62.sh: Global and local variables inside a function. 



{ 

local loc_var=23 

echo ,, \"loc_var\" in 
global_var=999 

echo " \ " global_var \ " 



# Declared as local variable. 

# Uses the 'local' builtin. 
function = $loc_var" 

# Not declared as local. 

# Therefore, defaults to global, 
in function = $glabal_var" 



# Now, to see if local variable "loc_var" exists outside the functioa. 

echo "\"kgig__var\* outside function = $loe_var" 

# $loc_var outside function = 

# No, $loc_var not visible globally, 
echo "\"global_var\" outside function = $global_var" 

# $global_var outside function = 999 

# $global_var is visible globally. 

echo 
exit 0 

# In contrast to C, a Bash variable declared inside a function 
#+ is local ONLY if declared as such. 



♦ 



Before a function is called, all variables declared within the function are invisible outside the 
body of the function, not just those explicitly declared as local. 



# ! /bin/bash 




func <) 


global_var=37 


# Visible only within the function block 
#+ before the function has been called. 


} 


# END OF FUNCTION 


echo "global_va 


x t $global_var " # global_var = 

# Function "func" has not yet been called, 
#+ so $global_var is not visible here. 
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echo "global_var = Sq : cbal_va r " # global_var = .37 

# Has been set by '|Td»£j| 3 _on call.. 



As Evgeniy Ivanov points out, when declaring and setting a local variable in a single 
command, apparently the order of operations is to first set the variable, and only 
afterwards restrict it to local scope. This is reflected in the return value . 



# ! /b i r./bash 

echo "==OUTSIDE (global) ==" 

t=$ (exit if ' 
echo $? #1 

# As expected. 



echo ^^INSIDE Function==" 
echo ".Globa ! " 
tOr 5 (ex : L 1) 
echo # 1 

# As expected. 

echo "Local declared & assigned In. same command." 
local tl=$(exit 1) 
echo $? #0 

# Unexpected! 

# Appargfjjifcly, the variable assignment takes place before 
#+ the local declaration. 

#+ The return value is foi -the latter. 

echo 

echo "Local declared, then assigned (separate commands)." 
local t2 
t2=$ (exit 1) 
echo S? # 1 

# As expected. 



functionO 



24.2.1. Local variables and recursion. 



Recursion is an interesting and sometimes useful form of self -reference. Herbert Maver defines it as ". . . 
expressing an algorithm by using a simpler version of that same algorithm ..." 

Consider a definition defined in terms of itself, f 1 1 11 an expression implicit in its own expression, H121 a 
snake swallowing its own tail, H131 or ... a function that calls itself. H 141 
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Example 24-13. Demonstration of a simple recursive function 

#! /bin/bash 

# recursfjjfi-demo . sh 

# Demonstration of recursion. 

RECURSIONS=9 # How many times to r ecu rsc. 
r_co;u%®hO:' # Must be global . Why? 

r course ( ) 

{ 

var="$l" 

while [ "$var" -ge 0 ] 
do 

echo "Re curs life count - "$ri_CQUht" +-+ \$v#£ = "$v^f" 

( ( var — )); ( ( r_count++ ) ) 

recurse "$var" # Ehmctiron calls itself (recurses) 
done #+ until what condition is met? 

} Q 

r course $RECURSIONS 
exit $? 



Example 24-14. Another simple demonstration 

# ! /bi n/bash 

# recursion-def . sh 

# A slstrlpt that defines in a gather graphic way. 

RECURSIONS=10 
r_countrtifti 
sp=" " 

defi,be_recursip*t () 

f 

( (r_cojtj»i++) ) 
sp="$sp"" " 
echo -a " $sp" 

echo "\"The act of recurring ... \"" # Per 1913 Webster's dictionary. 

while [ $r_count -le $RECURSIONS ] 
do 

def ine_recursion 



echo "Recursion: " 
def ine_recursion 
echo 

exit $? 

Local variables are a useful tool for writing recursive code, but this practice generally involves a great deal of 
computational overhead and is definitely not recommended in a shell script. H151 
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Example 24-15. Recursion, using a local variable 



#! /bin/bash 

# factorial 

# 



# Does bash permit recursion? 

# Well, yes, but . . . 

# It's so slow that you gotta have rocks in your head fed try i fy 



MAX_ARG=5 
E_WRON G_ARG S = 8 5 
E_RANGE_ERR=8 6 



if [ -z "$1" ] 

echo "Usage: ' basename $0' number" 
exit $ E_WRON G_ARG S 
fi 

if [ "$1" -gt $MAX_ARG ] 
then 

echo "Out of range ( $MAX_ARG is maximum) 

# Let's get real ii&w . 

# If you want greater range than this, 

#+ rewifsjse' Real Programmirt.g Language, 

exit $ E_RAN GE_E RR 



fa,ct & 

{ 

I sfpsplffi humbere^JSSCjI 

# Variable "number" must be declared as local, 

#+ otherwise: this doesn't work, 
if [ "$number" -eq 0 ] 

f actorial=l # Factorial of 0 = 1 . 

else 

. ' '-"decrnum = number - 1" 

■fact $ decree# # Recursive ftadeitio©' calj '(the fjgh&tidn calls ifchelf ) . 
"factorial = $ number * $?" 

■t*." 

return 



fact $1 

echo "FacLorfa : of -is $?." 
exff. 0 

Also see Example A- 15 for an example of recursion in a script. Be aware that recursion is resource-intensive 
and executes slowly, and is therefore generally not appropriate in a script. 
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24.3. Recursion Without Local Variables 

A function may recursively call itself even without use of local variables. 



Example 24-16. The Fibonacci Sequence 



#! /bin/bash 

# fito.sh : Fibonacci sequence (recursive) 

# Author: M. Cooper 

# License: GPL3 




# algorSjtftfl'M — - — 

# Fibo(O) =>% ' 

# Fibo(l) -; r 3| v 

# else. 

# Fibo(j) = Fibo(j-l) + Fibo(j;»2) 

# 




MAX T E RM= §££-. # Number of terms ( + 1) to generate. 

, JtltJIDX=2 # If idx is less than 'then Fitse (idx) = idx. 




Fibonisppi ( ) 




idx=$l # Doesn't need;:j|& 6eSwc*al. Why not? 

if [ " $idx " -It "$MINIDX" ] 
iJ^ihen 

echo "$idx" # First two terms are 0 1 ... s^jB above, 
else 

( ( —idx ) ) # j-1 

terml-S ( i bo.nacci $idx ) # Fibo.< ) 




( ( — idx ) ) # j-2 

term2=$ ( Fibonacci $idx ) # Fibo(j-2) 




echo $ ( ( terml + term2 ) ) 

;f| 

# An ugly, ugly kludge. 

# The more elegant implementation of recurs.: ve f'ibo. 8$S C 

#+ is a straightforward translation of the algorithm in lines 7 - 

} 


- 10. 


in $ ( seq 0 $MAXTERM) 
do # Calculate $MAXTERM+1 terms. 

FIB0=$ (Fibonacci $: ) 
echo -n ”$FIBO " 
done 

t f| 1 2 3 5 1 1.3 21 34 || 78 9 14 4 233 377 610 
# Takes a wK&ie, doesn't l|f Re^^Sion ilBlia script is slow. 




;eelio.' 




exit 0 





Example 24-17. The Towers of Hanoi 
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Chapter 25. Aliases 



A Bash alias is essentially nothing more than a keyboard shortcut, an abbreviation, a means of avoiding 
typing a long command sequence. If, for example, we include alias lm="ls -1 1 more" in the ~ / . bashrc 
file , then each lm fl 161 typed at the command-line will automatically be replaced by a Is -1 1 more. This can 
save a great deal of typing at the command-line and avoid having to remember complex combinations of 
commands and options. Setting alias rm="rm -i" (interactive mode delete) may save a good deal of grief, 
since it can prevent inadvertently deleting important fries. 

In a script, aliases have very limited usefulness. It would be nice if aliases could assume some of the 
functionality of the C preprocessor, such as macro expansion, but unfortunately Bash does not expand 
arguments within the alias body, fl 171 Moreover, a script fails to expand an alias itself within "compound 
constructs," such as if/then statements, loops, and functions. An added limitation is that an alias will not 
expand recursively. Almost invariably, whatever we would like an alias to do could be accomplished much 
more effectively with a function . 



Example 25-1. Aliases within a script 



# ! |Myi/bash 

# alias. sh 

shopt -s expand_aliases 

# Must set thi s opt ion, else sc#i<|>t will not expand aliases . 

# First, some fun. 

at i as Jesse_James= ' echo "\"A. ias Jesse JamesV was a 1959 coftpdy Sta^£iJ9|t Bob Hope." 1 
Jesse_Jar.es 

echo; echo; echo; 

alias ll="ls -1" 

# May use either single (') pir double (") quotes to def Julias . 

echo "Trying aliased \"11\":" 

'll /usr/XllR6/bin/mk* #* Alias works. 

echo 

directory— /usr /XI 1R6 /bin/ 

prefix=mk* # See if wild card causes p robl.er.s . 

echo "Variables \ "directory! " +\V > prefix\" = $directory$pref ix" 

aita-S .11! "Is -1 $di recto ry$p refix" 
echo "Trying a.’ iased \"111\":" 

111 # Long listing of all 6 i ies in /usr/XHR6/bin stating with mk. 

# An alias can handle epppstenated variables — SfifSi^Kting wild cabd — o.k. 



TRUE=1 
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echo 

if [ TRUE ] 
then 

alias rr="ls 

echo "IpKjfliMg aliased \ " r r \ " within if /'-hen ^Jtement : " 
rr /usr/XHR6/bin/mk* #* Error message results! 

# Aliases- 'hat expanded witftlh compound s|!®|ements . 

echo "However, previously expanded alias still recognized:" 

| ,|i|. : i/usr/XllR6/bin 

fi 

count=0 

while [ 3 ] 

do 

alias rrr--" 1 s -1" 

echo "Trying aliased \"rrr\" within \"while\" loop:" 

| afxjS /usr/3fi;lR6/bih/mk* #* Alias will not expand here eitheS'-j, 

# alias. sh: line 57: rrr: command not found 

li let cote%Ji+='p 
echo; echo 

alias xyz='cat $5* ■ # Script lists itself. 

# Note strong quotes. 

xyz 

# T&is seems ^.-work, 

#+ although the Bash documentation suggests that it shouldn't. 

# 

# However, as Steve Jacobson points out, 

#+ the "$0" parameter expands immediately upon declarlfclpn qjfhthe alias, 
exit 0 



The unalias command removes a previously set alias. 



Example 25-2. unalias : Setting and unsetting an alias 



#! /bin/bash 

# unalias. sh 

shopt -s expand_aliases # Enables alias expansion. 

alias 1 s -al | Jtdte' 

11m 

unalias 11m # Unset alias. 

# Error message results, since '11m' no longer recognized. 

exit 0 

bash$ . /unalias. sh 

total 6 

drwxrwxr-x 2 bozo bozo 3072 Feb 6 14:04 . 
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Chapter 26. List Constructs 



The and list and or list constructs provide a means of processing a number of commands consecutively. These 
can effectively replace complex nested if/then or even case statements. 

Chaining together commands 

and list 



command-! && command-2 && command- 3 && ... command-n 

Each command executes in turn, provided that the previous command has given a return value of 
true (zero). At the first false (non-zero) return, the command chain terminates (the first command 
returning false is the last one to execute). 

An interesting use of a two-condition and list from an early version of YongYe's Tetris game script : 



equation ( ) 

{ # core algorithm used for doubling and halving the coordinates 

[[ $ { cdx} ]] && ( (y=cy+ (ccy-Cdy) ${2}2) ) 
eval ${1}+=\"${x} $ { y } # 

} 



Example 26-1. Using an and list to test for command-line arguments 



# ! I&isn/bash 

# and list 

if [ ! -z "$1” ] && echo "Argument #1 = $1" && [ ! -z "$2" ] && \ 

# 

echo "Argument #2 = $2" 

echo "At least 2 arguments passed to script." 

# All the chained commands rdt-Urn true. 

echo "Fewer than 2 arguments passed to -Stjgjfjpt.* 

# At least one of the chaiheffl commands returns fa 1 SQi, 

pSi I 

# Note that "if [ ! -z $1 ] " works, but its alleged equivalent, 

# "if [ -n $1 ]" doeh.ifot. 

# However, quoting fixes this. 

# " [ -n "$1" ] " works. 

# a A Careful! 

# It is always best to QUOTE the variables being tested. 



# This accomplishes the same thing, using "pure" if /then statements, 
if j ! -z ] 

echo "Argument #1 = $1" 
fi 

if|: i -» * $2" ] 

echo "Argument #2 = $2" 

echo "At least 2 arguments passed to script." 
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echo "Fewer than 2 arguments passed to- :fj8i?|pt . 
fi 

# It's longer and more ponderous than using an "and list", 
exit $? 



Example 26-2. Another command-line arg test using an and list 



#! /bin/bash 

ARGS=1 # Number of arguments expected. 

E_BADARGS=8 5 # Exit Value' i;y^h : ,<3S®tect nurabel; a.rgs passed. 

test $# -ne $ARGS && \ 

# aaaaaaaaaaaa. gpndition #1 

echo "Usage: 'basename $0' $ARGS argument (s) " && exit $E_BADARGS 

# 

# flT gapd.i , ti|in #1 tests true (wrong number Of args passed to script), 
#+ then the rest of the mine executes, and script terminates. 

# Line below executes only if the above test fails. 

echo "Correct, number of arguments passed to this sd|l||>t."' 

exit. 0 

# To check exit, value, do a "echo $?" hfter s'®fiipt ter»i^|^i>0ii:. 



Of course, an and list can also set variables to a default value. 



afgl — $0 && [ — z " $ a r g 1 " ] && a.-fgl—DEp AULT 

# Set $ argil-. to command-line arguments, At any. 

# But. -v . . set to DEFAULT if hot specified on command-line. 

or list 



command-1 I | command-2 | | command-3 | | ... command-n 

Each command executes in turn for as long as the previous command returns false. At the first true 
return, the command chain terminates (the first command returning true is the last one to execute). 
This is obviously the inverse of the "and list". 

Example 26-3. Using or lists in combination with an and list 



# ! /bin /bash 




# delete, sh, |Bot" so- . rnnkr cj 1 deletio 

# Usage: delete filename 


n ut.i.l i'ty . 


E_B AD ARG S = 8 & 




if [ -z "$1" ] 

echo "Usage: 'basename $0' filename" 
exit $E_BADARGS # No arg?. Bail out . 
else 

file=$||J| # Set filename, 

fi 
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[ ! -f ] && echo "Fijjjf not found. \ 

Cowardly re;£mh*rig to delete a nonexistent file." 

# AND LIST, to give error message if file not present. 

# Note echo message continuing dh Spi a second line after an escape. 

[ ! -f "$£ile" ] | | (rm -f $ljEie; echo "File \"$fiJe\" deleted.") 

# OR LIST, to delftfce file if present. 

# Note logic inversion above. 

# AND LIST executes on true, OR LIST on false, 
exit $? 



I > If the first command in an or list returns true, it will execute. 



# ==> The following snippets fjaasi, the /etc/rc . d/f&jit . d/sia#Le 
#+==> script by Miquel van Smoorenburg 

#+==> illustrate use of "and" and "or" ligsts. 

# ^=> "Arrowed" comments added by document author. 

[ -x /usr/bin/clear ] && /usr/bitt/clear 

# ==> If /usr/bin/clear exists, then invoke it* 

# => Checking for the existence of a command before calling it 
#+==> avoids error messages and other awkward consequences. 

#==>... 



# If they want to run something in single user mode, might 
for i in /etc/rcl . d/S [ 0-9 ] [ 0-9] * ; do 

# Checjl' if the script is there. 

[ -x "$i" ] || continue 

# ==> If corresponding file in $PWD *not* found, 

#+==> then "continue" by jumping to the top of the loop. 



well run it . . .. 




# Reject backup files and file® generated by rpm. 

* . rpmsave | * . rpmorig | * . rpmnew | *~ | * . orig) 
continue; ; 



esac 

[ "$i" = " /etc/rcl . d/SOOsingle" ] && continue 
Set script name, but don't execute it yet. 

$i start 



t") The exit status of an and list or an or list is the exit status of the last command executed. 

Clever combinations of and and or lists are possible, but the logic may easily become convoluted and require 
close attention to operator precedence rules , and possibly extensive debugging. 



:##lse && true | | echo false # false 

# Same result as 

( false && true ) | | echo false # false 

# But 80S 

false && ( true | | echo false ) # (nothing echoed) 
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# Note left-to-right grouping and evaluations ©Jr. #tatemefgt,& . 

# It's asSially best to avoid such complex||j||es . 

# Thanks, S.C. 

See Example A-7 and Example 7-4 for illustrations of using and / or list constructs to test variables. 
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Newer versions of Bash support one-dimensional arrays. Array elements may be initialized with the 
variable [xx] notation. Alternatively, a script may introduce the entire array by an explicit declare -a 
variable statement. To dereference (retrieve the contents of) an array element, use curly bracket notation, 
that is, $ {element [xx] }. 



Example 27-1. Simple array usage 



# ! /bin /bash 






area [ 11 ] =23 
area [13] =37 
area [51 ] =UFOs 






# Array members need not be consecutive 


or contiguous. 




# Some members of the array can be left uninitialized. 

# Gaps aaSfe&a array are okay. 

# In fact, arrays with sparse data ("sparse arrays") 

#+ are useful -ilS- spreadsheet -processi*fg‘- software . 




echo -n "area [11] = " 

echo $ { a rea fi 1 j ) # {curly brackets} r 


leeded. 




echo -n "area [13] = " 
echo $ { area.|§;J] } 






echo "Contents of areaifejti] are ${ area [51] 


1 } ." 




# Contents of uninitialized array variable print blank 

echo -n "area [43] = " 

echo ${ area [43]} 

echo "(area [43] unass i qned) " 


(null variable) . 


echo 






# two array y®tiables assigned tb 

area [5)y=' expr ${ area [11]} + $ {area [13]}' 
echo "area[5] = area[ll] + area[13]" 
echo -n "area [5] fet/'#'-,. 
echo $ { area [5] } 


third 




area [ 6] =' expr ${area[ll]} + ${area[51]}' 
echo "area [6] = area [11] + area [51]" 
echo -n "area [6] = " 
echo $ { a r ea 16] } 

# This fails because adding an ^feger tc 


j a stiihg is n 


tot permitted. 


echo; echo; echo 






# Another array, "area2". 
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# Another way of assigning array variables... 

# array_name= ( XXX YYY ZZ7. ... ) 

area.2- ( zero one two three four ) 

echo -n "area2[0] = " 
echo ${area2 [0] } 

# Aha, zero-based indexing (fjlijsst element of array is [0], not [1] ) .1 
echo -n "area2[l] = " 

echo ${area2[l]} # [1] is second element '^f array. 

# 

echo; eOhd:| echo 

# 

# Yet another array, "area3". 

# Yet another way of assigning variables. . . 

# array_name= ( [xx] =XXX [yy] =YYY . . . ) 

area3= ( [|1p[=se^©j<iteeft [24 ] =twenty-f our) 

echo -n "area3[17] — - * 
echo ${area3 [17] } 

echo -n "area3[24] = " 
echo $ { area3 [24] } 

# 

exife 0 



As we have seen, a convenient way of initializing an entire array is the array= ( elementl elements 
, , . elementN ) notation. 



base64_charset= ( 



A. . Z } [a. .z] ( 0 . . 9 } A / <==■ ) 

# Using extended brace expansion 

#+ to initialize the elements of the array. 

# Excerpted from v.l adz ' s "base 6 4 . sh" seafitpt 
#+ in the "Contributed Scripts" appendix. 



Bash permits array operations on variables, even if the variables are not explicitly declared as arrays. 



string=. 


abcABC123ABCabc 






echo 


${ 


string [0] } 


# 


abcABC123ABCabc 


echo 


$•; 


string [ * ] } 


# 


abcABC123ABCabc 


echo 


$t 


string [0] } 


# 


abcABC123ABCabc 


echo 


${ 


string [ 1 ] } 


# 


No output ! 








# 


Why? 


echo 


$ { #string [ @ ] } 


# 


1 








# 


One element il? the array . 








# 


The string itself. 


# Thank 


you, Michael Zick, 


for pointing this out. 



Once again this demonstrates that Bash variables are untyped . 



Example 27-2. Formatting a poem 
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#! /bin/bash 

# poem.sh: Pretty-pf&lfts one of the ABS Guide: .author ' s favorite poems. 

# Lines of the poem (single stanza) . 

Line[l]="I do not know which to prefer," 

Line[2]="The beauty of pj||ff lections" 

T. i r.e [ 3j--"0r the beauty of innuendoes," 

Line[4]="The blackbird whistling" 

L i r.e [ b] -"Or just after." 

# Note quofijB^ permits embedding whitespace. 

# Attribution., 

Attrib[l]=" Wallace Stevens" 

At tSfh [2] ="\ "Thirteen Ways of Looking:- 'at a BlackbirdV" 

# This poem is in the Public Domain (copyright expired) . 

-echo 

tput bold # Bold print. 

for index in 1 2 3 4 5 # Five lines, 

do 

printf " %s\n" "$ (Line [index] } " 

done 

• ijndex i? J 2 # two attribution lines, 

do 

prittilf " %s\n" "$ (Att fib [index] } " 

tput rS ; # Reset terminal. 

# See 'tput' docs. 

echo 
exit 0 

# Exercise : 

# 

# Modify this script to pretty-print a poem from a text data file. 



Array variables have a syntax all their own, and even standard Bash commands and operators have special 
options adapted for array use. 



Example 27-3. Various array operations 



# ! /®ih/bash 










# array-ops . sh : 


More 


fun 


with arrays . 




array- ( zero one 


two 


three four five ) 




# Element 0 1 


2 


3 


4 -fj: 




echo ${ array [0] } 




# 


zero 




echo $ { array : 0 } 




# 


zero 








# 


Parameter expansion 


of first giement. 






# + 


stgcKf^g gt pcs itio: 


i # 0 (ls;fe character) . 


echo ${ array:!} 




# 


ero 








# 


Parameter expans^®. 


Of ‘®|rst element. 
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echo 




t+ starting at position t 1 (2nd character) . 


echo 


$ { tarray [ 0 ] } 


t 4 


echo 


$ { tarray } 


t Length of( fSirst element of array . 
t 4 




$ {tarray [1] } 


t Length of ,:#irst element of array . 
t (Alternate notal : on.) 

t 3 




$ {tarray [*] } 


t Length of second element of -.array, 
t Arrays in Bash have zero-based indexing. 


echo 


$ { tarray [ 0 ] } 


t Number of elements in afpSy- 


echo 




t NufB'bfer of elements ia,.’ Sr^iiy 


4*&ay2= ( [0]="HWSK. element" [1]=" second element" [3] ="fourtlt element" ) 


# 


A 


A AAA AAA 


# Quoting permits 


embedding whitespace dividual array elements. 


echo 


$ { ame&y? [ o ] } 


t first element 


echo 


${array2 [1] } 


t second element 


echo 


$ { asiayi [ 2 ] } 


t 


echo 


$ { array2 [ 3 ] } 


t Skipped in initialization, and therefore null, 
t fourth element 


echo 


$ { tarray 2 [0] } 


t 13 (length of first element); 


echo 


$ { tarray 2 [*] } 


# 3 (number^^l' -elementg-.'ijS. array) 


exit 







Many of the standard string operations work on arrays. 



Example 27-4. String operations on arrays 



#! /bin/bash 

# array-strops . sh: operations on arrays . 

# Script by Michael Stick. 

# Used in ABS Guide with permission. 

# Fixups: 05 May 08, 04 Aug 08. 

# Ife geasral, agny string operation using the ${name ... } notation 
#+ can be applied to all string elements in an array, 

#+ with the ${name[@] ... } p§i ${name[*] ...} notation . 



arrayZ= ( one two three four five five ) 

# Trailing Substring Extraction 

echo $ ; array7, | 8 I : 0 } # one two three i’jgur five five 

# A Al|, Elements. 
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echo $ { arrayZ [ 0 ] : 1 } 

# 

echo $ { a rra.yZ [ 8 ] : 1 : 2 } 
# 



# Sub^ritigi Removal 

# Removes shortest match from front. 'Of . 

echo $ • arrayZ | 8 | » f " r ; # gne two three f i ve f ive 

# A # Applied to all elements of the array. 

# Matches "four" and removes it. 

# Longest match 'from frogjt of .'String (s) 

echo ${arrayZ [8] ##t*e} # one two four five five 

# AA # Applied # ig- a%l elements of the array . 

# Matches "three" and removes it. 

# Shortest match from back of string (s) 

echo $-{arrayZ [0] %h*e} # one two :five five 

# A # Applied to all elements of the array. 

# Matches "hree" and removes it. " 

# Longest match-ffga back of string (s) 

echo ${arrayZ [8] %%t*e} # one two four five five 

# AA # Applied aii elements of the array. 

# Matches "three" and removes it. 



# two three four five five 

All e 1 ertients following element [0]. 

# two three 

Only the two elements after element [0]., 






# Subset-fitt^ Replacement^ 

# Replace f i r-Wt occurrence of substring with replacement, 
echo ${arrayZ [0] /fiv/XYZ} # one two three four XYZe XYZe 

# A # Applied to all elements of the array. 

# Replace all occurrences gf? substatihg. 

echo ${arrayZ [0] //iv/YY} # one two three four fYYe fYYe 

# Applied to all elements of the array. 

# Delete all occurrences of substring. 

# Not specif ing a replacement defaults to 'deletel ... 

echo ${ af®ay Z [8] /f$l/} # one two three four ve ve 

# AA # Applied to all elements of the array. 

# Replace front-end occurrences of substring. 

echo ${arrayZ [0] /#fi/XY} # one two three four XYve XYve 

# A # Applied to all elements of the array. 



# Replace back-end occurrences of substring, 

echo $ {afriayZ [ @ ] /%ve/ZZ } # one two three four 

# A # Applied to all elements of the array. 



echo ${arrayZ [0] /%o/XX> # one twXX three four five five 

# A # Why? 
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replacement ( ) f 



echo $ { arrayZ [6 ] /%e/$ (replacement) J 

# on! ! ! two thre ! ! ! four fiv! ! ! fiv! ! ! 

# The stdout of replacement ( ) is the replacement. ,s1j3SSjig. 

# Q.E.D: The replacement action is, in effect, an 'assignment.' 

# Accessing the "for-each": 

echo $( aipieyZ [0 ]//*/$ (replacement optional_arguments) } 

# Now, $$ Bash would only pass the ifiitjjched string 

#+ to the function being called , . . 

echo 

exit 0 

# Before reaching for a Big Hammer — Perl, Python, or all the rest — 

# recall: 

# $(...) is command substitution. 

# A fttfjction runs as a sub-process. 

# A function writes its output (if echo-ed) to stdout. 

# Assignment, in conjunct Adn with: "ejSfejo" and command substitution 
#+ can read a function's stdout. 

# The name[0] nptatlsj^ spec Ifhes (the equi^lfihls; .-Gnf ) a "fSbi-each" 

#+ operation. 

# Bash |s|f- more powerfyA than you think! 

Command substitution can construct the individual elements of an array. 



Example 27-5. Loading the contents of a script into an array 



# ! /.bin /bash 

# script-array . sh: Loads this script into an array. 

# Inspired by jj& e-mai J*-4prdm Chtis Ma^St^K'dthanks ! ) . 

'S.cnipt_cehi;ents= ( $ (cat "$0") ) # Stores contents of'-l^iis. script ($0) 

#+ in an array. 

for element in $(seq 0 $ ( ( $ { #script_contents [ @] } -1))) 
do # $ ( Sscript._contcr.ts | § | ) 

#+ gives number of elements in the array. 

# 

# Quest : on : 

# Why'. is seq 0 necessary? 

# Try changing it to seq 1 . 
echo -a $$ { s^i^t^contents [ $element ] } " 

# List each field of this script on a single line. 

# echo -n ’'${ soafipfe^_contents [element] } " also works because of $ { ... }. 

echo -n " — " # Use " — " as a field separator. 
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echo 
exit 0 

# Exercise: 

# 

# Modify this script so it lists itself 
#+?^BfcgP| s original format, 

#+ complete with whitespace, line breaks, etc. 

In an array context, some Bash builtins have a slightly altered meaning. For example, unset deletes array 
elements, or even an entire array. 



Example 27-6. Some special properties of arrays 



#! /bin/bash 
declare -a colors 

# All subsequent cosmandis script will -treat 

#+ the variable "colors" as an array. 

echo "Enter your favorite coldis (separated from each other by a space)." 

read -a colors # Enter at least 3 colors to demonstrate features below. 

# Special option) ijgSp ’read' command, 

#+ allowing assignment pf. elements in an array. 

element_count=$ { tcolors [ 0 ] } 

# Special syntax to extract •number- dS elements i'hi^rray . 

# element_count=$ { tcolors [*] } works also. 

# 

# The "0" variable allows word splitting within quotes 
#+ (extracts variables separated by whitespace) . 

# 

# )f|tis corresponds to t;|ic behayipr of "$0" and "$*" 

#+ in positional parameters. 

index=0 

while [ "$index" -It " $element_count " ] 
do # List all the elements in the array, 
echo ${ colors [ $index] } 

# $ {colbis [index] } also works because it's ^itfiih ${ ••• } brackets, 
let "index = $ index +1" 

# Or: 

# ( (index++) ) 
done 

# Each array element listed, on a separate lin#-,i 

# If this is not desired, use echo -n "$ {colors [$index] } " 

# 

# Doing iji.with a " f 6r " loop instead: 

# for i in "${ colors [ 0 ]} " 

# do 

# echo "$i" 

# (Thanks, S.C.) 
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# Again, list all the elements in the array, but using a more elegant method, 

echo $ ; colors I 6 I ; # echo ${colors[*]} also works. 

# The *imSoL" command deletes elements bfif'an array, or entire array, 

unset coi ; S>rs[l] # Remove 2nd element of array. 

# Same effect as ebiors [ 1 ] = 

echo ${colors[@]} # List array again, missing 2nd element. 

unset colors # Delete entire array. 

# j&|set dolors [*] and 

#+ unset colors [@J also work. 

echo; ecfe® -n "Colors gone." 

echo ${colors[0]} # List array again, now empty, 

exit 0 



As seen in the previous example, either ${array_name[@]} or ${array_name[*]} refers to all the elements 
of the array. Similarly, to get a count of the number of elements in an array, use either ${#array_name[@]} 
or ${#array_name[*]}. ${#array_name} is the length (number of characters) of ${array_name[0]}, the first 
element of the array. 



Example 27-7. Of empty arrays and empty elements 



# ! /b.i n/bash 

# empty-array . sh 

# Thanks to Stephane Chazelas for the original example, 

#+ and to Michael Zick an$ :08Mw®^Eshkena®& extending it. 

# And to Nathan Coulter for clarifications and corrections. 



# An empty iSj!§££fg id; rtOt the same ; 



i artny w|!i34 empty elements. 



arrayO= ( f jaBsrt 
arrayl= ( " ) 
array2= ( ) 
array3=( ) 



second third ) 

# "arrayl" consists of one empty element. 

# No elements . . . "array2" is empty. 

# What about this array? 



ListArray ( ) 

8 ’ 

echo "Element^. -drrayO 
echo "Elements in arrayl 
echo "Element® i3h':^.rray2 
echo "Elements in array3 

echo "Length of first element in arrayO = ${#arrayO}" 

echo "Length of tjiipst element lajlarrayl = ${#arrayl}" 

echo "Length of first element in array2 = ${#array2}" 

echo "Length '^^st element £& :$$xay3 m $ { #array3 } " 

echo "Number of elements inuitferayO = $ { S a rrayC . * . } " 



${ arrayO [0] } " 
${ arrayl [0] }" 
$ { a rray2 [ 0 ] } " 
$ { array3 [ 0 ] }" 
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echo "Number of elements in arrayl = $ { tarrayl [ * ] } " # 1 (Surprise!) 

echo "Nurn&eqS Of elements: in :aptay2 = ${#array2 [*] } " # 0 

echo "Number of elements- in arrayS — $ { #array3'.[* ] } " # 0 

ply" 

# =================================================================== 

tistAtray 

# Try extending those arrays. 

# Adding an element to^p array. 
arrayO= ( "$ { arrayO [ @ ] } " "newl" ) 

;a*rayl= ( " $ { a rray 1 [ @ ] } " "newl " ) 
array2= ( " $ { array2 [ @ ] } " "newl" ) 

«S®f:ay3= ( "${ array 3 [ @ ] } " " newl " ) 

I/i sLArray 

# <§kc 

arrayO [$ { tarrayO [*] } ] ="new2" 
a.rrayl [ $ { # array 1 [ * ] } ] "new2 " 
array2 [$ { #array2 [ * ] } ] ="new2" 
a.rray 3 [ $ { #array3 [ * ] } ] ="new2 " 

I.isLArray 

# When extended as above, arrays are 'stacks' ... 

# Above is the 'push' ... 

# The stack 'height' is: 
he.:qhL-$ { S a r ray 2. [ @ ] } 

echo "Stack height for array2 = $height" 

# The 'pop' is: 

unset ar ray/. ( $ ; S array/. ; 3 ; ) — 1 ! # Arrays are zero-based, 

height=$ { #array2 [@] } #+ which means first element has index 0. 

'efeho 

echo "POP" 

echo "New stac^ height fo®.')g.t‘#ay2 = $heigi*t" 

LisLArray 

# List o|ily 2nd and 3rd elements- of $§gs|ay0 • 

from=l # Zero-based numbering. 

■td=2 

a r ray3~- ( $ { arrayO H : 1 : 2 } ) 

echo "Elements in array3 : $ { array3 [ 0 ] } " 

# Works like a string (array of characters) . 

# Try some other "string" .forms. 

# Replacement : 

array4=( $ {arrayO [0 ] /second/2nd} ) 
echo 

echo "Elements in array4 : $ { array4 [ 0 ] } " 

# Replace all matching wildcarded string. 
i l krray5= ( $ { a®4ray0 [ 0 ] / / new? /old} ) 

echo "E 1 emenrt i-h array!; : $ (arrays | 0 | } " 
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# Just when you are getting the feel for this . . .. 

array6=( $ { arrayO [@ ] #*new} ) 

echo # Th i s one sight surprise you . 
echo "Elements in array6: $ { array6 [ 0 ] } " 

array?- ( $ {arrayO [0] tnewl } ) 

echo # After array 6 this shot'©Ji jibt be a surpfjpie . 
echo "Elements in array7 : $ { array7 [ 0 ] } " 

# Which looks a like . . . 

ray8= ( $ { array-D [ 0 ] /new!/ } ) 

echo "E 1 emenLSiih -arrays : $ ; array 8 | 0 | ; " 

# So what bahyofee say about this? 

# The siting operatiiJns are performed ®S3 

#+ each of that. Elements in var[0] in succession. 

# Therefore : Bash supports striSag vector operations. 

# If the result is a zero length string, 

#+ that element disappears i^j^fhe resulting assignment . 

# However, if the expansion is in quotes, the hull elements remain. 

# Michael Zick: Question, are those strings hard or soft quotes? 

# Nathan fepiil ter : There is no such thing as "spit quotes." 

#! What's really happening is that 

#!+ the pattern matching: happens; 1 j^fter 

#!+ alfcfehe other expansions Of [word] 

#!+ ih easeshjtike ${parameter#word} . 



array 9= ( $ {ia#ayQ [ 0 ] /$zap/ } ) 

echo "Number of elements in 8g$gay9: ${#array9 [0] } " 

array 9= ( "${ arrayO [ 0 ] /$zap/ } " ) 

echo "Elements" ij£-$rray9 : $ { array 9 [ 0 ] } " 

# This time the null elements remain. 

echo "Number of elements in array 9 : ${#array9 [0] } " 



# Just when you thought you were still in Kansas . . . 
array 1 G ( ${arrayO [0] #$zap} ) 

echo "Elemeht^tSh' rayl 0 : $ { arrayl 0 [ 0 ] } " 

# But, th«' .asterisk in zap won't be interpreted if quoted, 
arrayl C ( ${ar*ayO [0] #"$zap" } ) 

echo "ElemehtSfMfi?. ftiraylO : $ { arrayl 0 [0 ] } " 

# Well, maybe we _are_ still in Kansas . . . 

# (RevisS^hs to above code block by Nathan Coulter.) 



# Compare array7 with arraySjffy: 

# Compare 3tray8 with array9 . 

# Reiterating: No soph thing as sett quotes! 

# Nathan Coulter explains: 

# Pattern. matehi^S of 'word' in $ {parameter#word} ib done after 
#+ parameter expansion and *before* quote removal. 

# Ifajt; the normal case, pattern matching is done *after* quote reflffyal. 
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The relationship of ${array_name[@]} and ${array_name[*]} is analogous to that between $@ and $* . This 
powerful array notation has a number of uses. 



# Copying an array. 
iJraSray2= ( " $ { array 1 [ @ ] } " ) 

# or 

ar ray?. - " $ { arrayl [ @ ] } " 

# 

# However, this aS&f-ls with "sparse" .arrays, 

#+ arrays with holes (missing elements) in them, 
#+ as Jochen SeSmeig, points out . 

# 

arrayl [0]*=#' 

# arrayl [1] M & t assigned 
arrayl [2 ] ~2 

array2= ( "${ arrayl [ @ ]} " ) # Copy it? 

echo ${array2[0]} # 0 

echo $ ; array? | 2 | }- # (null), Should be 2 

# 



# Adding an element to an array, 
ijjgpray- ( "${;i^ay [@] } " "new element" ) 

# or 

;4*sra.y [ $ { #artay [ * ] } ] ="new element " 

# Thanks, S.C. 



1 ) The array=( elementl element2 ... elementN ) initialization operation, with the help of command 
substitution , makes it possible to load the contents of a text file into an array. 



# ! /bin/bash 

jllfi J- e n ame = s e_f i le 

# Sat sampie_f!le 

# 

# 1 a b d 

# 2 d e fg 



declare -a arrayl 

arrayl=( 'cat "$f ilename" ' ) # Loads contents 

# List file to stdout #+ of $filename into arrayl. 

# 

# arrayl= ( 'cat "$filename" | tr ' \rt' ' ' ') 

# change linef eeds;t^^ile to spaces. 

# Not necessary because Bash does word splitting, 

#+ changing linefeeds to spaces . 

echo ${af^yl [0] } # List the array. 

# labc2defg 

# 
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# Each whitespace-separated "word" in the file 
#+ has been assigned 'to an element of the 

element_c0iint=$ { tarrayl [*] } 
echo $element_count # 8 

Clever scripting makes it possible to add array operations. 



Example 27-8. Initializing arrays 

# ! /bin/bash 

# array-assign. bash 

# Array operations are Bash-specific, 

#+ hence the ".bash" in the script name. 

# Copyright (c) Michael S. ZiSk, 2003, Allheights reserved. 

# License: Unrestricted reuse in any form, for any purpose. 

# Version: 

# 

# Cla<jffi)sQflfelon and additional comments by Wi|p§iam Park . 

# Based on an example provided by Stephane Chazelas 
#+ which appeared in an earlier version of the 

#+ Advanced Bash Scfcfcgting Guide. 

# Output format df the 'times' command: 

# User CPU <space> System CPU 

# User CPU of: dead children <space> System CPU of dead children 

# Bash has two versions of assigning; elements , an array 

#+ to a new array variable. 

# Both drop 'null reference' elements 
#+ in Bash versions 2.04 and later. 

# An additions 1. array assignment that maintains the relationship 
#+ [subscript] =value for arrays may be added to newer versions. 

# Constructs a large array using an internal command, 

#+ but 'ahjithing creating an several thousand elements 

#+ will do just fine. 

declare -a bigOne= ( /dev/* ) # All the files in /dev . . . 

echo 'Conditions: Unquoted, default IFS, All-Elements-Of ' 
echo "Number of elements in array is ${#bigOne[@] }" 

# set -vx 



echo '- - testing: =( ${array[@]} ) - -' 

declare -a bigTwo= ( $ {bigOne [@1 } ) 

# Note parens: * A 
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echo - testing: =${array[@]} - 

declare -a bigThree=$ {bigOne E@ J } 

# No parentheses ■feildts- C|jte . 

# Comparing the numbers shows that the second form, pointed out 
#+ by Stephana Chazelas, is Jester. 5* 

# 

# As Willii^’Park explains : 

#+ The bigTwo array assigned element by element (because of parentheses) , 
#+ whereas bigThree assigned as a single string. 

# So, in essence, you have: 

# bigTwo= ( [0]="..." [1]="..." [2]="..." ... ) 

# bigThree= ( [0]=" " ) 

# 

# Verify this by: echo ${bigTwo[0]} 

# echo $ {bigThree [ 0]} 



# I wiljs -.Continue to use the first form in my example descriptions 
#+ because I thin{k- : Jt is a better ,! K ustratibn of what is happening. 

# The reusable por^fjgps SiR'^^examples will 

#+ the Second form where appropriate because of the speedup. 

# MSZ: Sorry about that earlier oversight folks. 



# Note: 

# 

# The "declare -a" statements ;i^if,nes 32 and 44 
#+ are not strictly r.eccssa r y, since it is implicit 
#+ jMs the Array= ( ... ) assignment iPaxm. 

# However, eliminating these declarations slows down 

#+ the execution of the- ypiSowing tidt - jgEaS ffij the script. 

# Try it, and see.:* 

exit 0 



® Adding a superfluous declare -a statement to an array declaration may speed up execution of subsequent 
operations on the array. 



Example 27-9. Copying and concatenating arrays 



# ! /bin/bash 

# CopyArray.sh 

# 

# This script WXiij'faen by Michael Zick. 

# Used here with permission. 

# How-To "Pass by Name & Return by Name" 

#+ OX "Sgtslding your own assignment statement". 



CpArray_Mac ( ) { 

# Assignment Command Statement Builder 
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echo -n ' eval^^SSB 

echo -n "$2" # Dost i nation jd^ae 

echo -n ' = ( $ { ' 

echo -n "$1" # Source name 

echo -n ' [0] } ) ' 

# That could all be a single command. 

# Matter of style only. 



declare -f CopyArray # Function "?o : nter" 

CopyArray=CpArray_Mac # Statement Bji-i I dor 

Hype ( ) 



# Hype -array named $1 . 

# (Splice it together with agisfty containing "Really Rocks".) 

# Return in array named $2 . 

libcal -a TMP 

local -a hype= ( Really Rocks ) 

$ ($CopyArray $1 TMP) 

TMP= ( $ { TMP [ 0 ] } $ {hype [ 0 ] } ) 

$ ( $CopyArray TMP $2) 



declare -a before= ( Advanced Bash Scripting ) 
declare -a after 

echo "Array Before = $ {before [ 0 ]} " 

Hype before after 

echo "Array After m. ${after[0]}" 

# Too much hype? 

echo "What $ { after [0 ] : 3 : 2 } ?" 

declare -a modest=( $ {after [0 ] : 2 : 1 } $ { after [ 0 ] : 3 : 2 } ) 

# substring extraction 

echo "Array Modest = $ {modest [ 0 ]} " 

# What happened to 'before' ? 
echo "Array Before = $ {before [ 0 ]} " 
exit 0 



Example 27-10. More on concatenating arrays 



# ! /bin/bash 

# array-append. bash 

# Copyright (c) Michael S-. 2003, All rights reserved. 

# License: Unrestricted reuse in any f o sm, for any purpose. 

# Version: 

# 
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# Slightly modified in formatting by M.C. 



# Array operatispS#, 'are Bash-specifll?®*' 

# Legacy UNIX /bin/sh lacks equivalents. 



# Pipe the output 0 y>tMi,s s 9 ti.pt fwO ’more 1 
#+ so it doesn't scroll off the terminal. 

# Or, redirect output to a file. 



declare -a arrayl= ( zergl onel twol ) 

# Subsfota^i packed. 

declare -a array2= ( ; 0 ; -zero2 [2]=two2 [3]=three2 ) 

# Subscript sparse — [1] is- not defined. 

echo ' - Confirm that the array is really subscript sparse. 
echo "Number of elements: 4" # Hard-coded for 

for ( ( i = 0 ; i < 4 ; i++ ) ) 
do 

echo "Element [$i] : $ {array2 [$i] } " 

done 

# See also tbe more general code example in basics-reviewed. bash . 



declare -a dost 

# Combine (append) two ; f.rfsgjs into a third arr®y. 

echo ' Conditions : Unquoted, defaill^^J-'E'S,, All-Elements-Of operator* 
echo ' - Undefined elements not present, subscripts not maintained. -' 

# # The undefined elements do not ex:® they are not bein^S’ dropped. 

dest= ( $ { array 1 [ 0 ] } $ { array 2 [ @ ] } ) 

# dest=$ { arrayl [0] }${array2 [0] } # Strange results, possibly a bug. 

# Now, list the result. 

echo ' - - Testing Array Append - -' 

^^f{#dest[ 0 ] } 

echo "Number of elements: 

for ( ( i = 0 ; i < cnt ; i++ ) ) 

do 

echo "Element [$i] : ${dest[$i]}" 

done 

# Assign an: array to a single array element (twice) . 
dest [ 0 ] =$ { arrayl [0] } 

dest [ 1 ] =$ { array 2 [ 0 ] } 

# List the result. 

:echO' 

echo ' - - Testing modified ajMjay - -' 
cnt— Wildest [0] } 

echo "Number of elements.’: $cnt" 

(( i: = 0 ;~|f < /cnt ; i++ )) 

do 

echo "Element [$i] : ${dest[$i]}" 
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# Examine the modified second element. 

echo ' - - Reassign and list second element - 

declare -a subArray=$ { dest [ 1 ] } 

#subArray [ 0 ] } 

echo "Number of elements: Sent" 
for ( ( i = 0 ; i < ent ; i++ ) ) 
do 

echo "Element [$i] : $ { subArray [ $i ] } " 

done 

# The assignment of an entire -hr ray to a single element 

#+ of another array using the '=${ ... }' array assignment 

#+ has. converted the array being assigned a 

#+ with the elements separated by a space (the first character of IFS) . 

# If the original^ eiements didn't contain whitespace . . . 

# If the., ihiigflnal array isn' t sub^C$£p%. sparse . . . 

# Then we could get the original array structure back again. 

# Restore from the modified second element. 

echo ' - - Listing restored element - 

declare -a subArray= ( ${dest[l]} ) 
subArray [0] } 

echo "Number of elements: font* 
for ( ( i = 0 ; i < ent ; i++ ) ) 
do 

echo "Element [$i] : ${ subArray [$i] } " 

done 

echo - Do not depend on this behavior. - 

echo ' - - This behavrot -is select to change - 

echo - in versions of Bash newer than version 2.05b - 

# MSZ: Sorry about any earlier confusion folks, 
exit 0 



Arrays permit deploying old familiar algorithms as shell scripts. Whether this is necessarily a good idea is left 
for the reader to decide. 



Example 27-11. The Bubble Sort 



#! /bin/bash 

# bubble. sh: Bubble sort, of sorts. 

# Recall the algorithm for. a bubble sort. In this parbttthl/Sr version... 

# With each successive pass through the array to be sorted, 

#+ compare two adjacent elements, and swap them if osi.t of order. 

# At the end of the first pass, the "heaviest" element has sunk to bottom. 
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# At the end of the second pass, the next "heaviest" one has sunk next to both pit. 

# And so forth. 

# This means that each successive pass needs to traverse less of the array. 

# You w|9E! therefore notice a speeding up 3tfn the printing? j^'-sthe- .Skater passes. 



exchange ( ) 

§: ; 

# Swaps two members of the array. 

.local temp=$ { Countries [$1] } # Temporary storage 

#+ for element getting swapped out . 
Couijf^ies [ $1] =$ {Coiytt'a-ies [$2] } 

Countries [ $2 ] =$temp 

return 

} 

declare -a Countries # Dec tre array, 

#+ optional here since it’s initialized below. 

# Is it permissable to split an array variable over multiple lines 
#+ using an escape ( \ ) ? 

# Yes . 

Countries= (Netherlands Ukrait^.' Zaire Turkey Russia Yemen Syria \ 
jWfcaiiJ. Argentina Nicaragua Japan Mexitsa Venezuela Greece England \ 
Israel Peru Canada Oman Denmark Wales France Kenya 
Xanadu Qatar , Liechtenstein Hungary) 

# "Xanadu" is the myth ica 1 place where, accord.: ng to Coleridge, 

#+ Kubla Khan did a pleasure dome decree. 



clear # Clear the screen start witjh. 

echo "0: ${ Countries [*]} " # : .hist entire array at pass 0. 

numbeiy>fl_elements=$ { #Cou®^ies [0] } 

i ; J#t "comparisons = $number_of_elements - 1" 

count=l # Pass number. 

while [ "$comparisons" -gt 0 ] # Beginning of outer loop 

:do 

index=®. # Reset index to start df array after each pass. 

while [ "$index" -It "$comparisdns" ] # Beginning of inner loop 
do 

itf [ ${ Countries [$ index] } \> $ {Countries [' expr $ index + 1']} ] 

# If out of order... 

# Recalling that, is ASCII fcdpip^rison operator 
#+ within single brackets. 

# if (| $ {Countries [$index] } > ${ Countries [' expr $index + 1']} ]] 
#+ also works . 

exchange $index 'expr- $index +1' # Swap, 

fi 

let "index += 1" # m ‘.Sndex+=1 on Bash, ver. 3.1 or newer, 

done # End of inner loop 



Chapter 27. Arrays 



443 





Advanced Bash-Scripting Guide 



# 

# Paulo Sarcel Coelho Aragao suggests for-loops as a simpler altenativfe. 

# 

# fox ( ( last = $numbee„df_elements - 1 ; last > 0 ; last — ) ) 

## Fix by C.Y. Hunt A (Thanks!) 

# OQ 

# for ( ( i = 0 ; i < last ; i++ ) ) 

# do 

# [[ "${ Countries [ $i ] }" > "$ {Countries [$( ]} " I] \ 

# && exchange $i $ ( ( i 4 ! ) } 

# dope 

# 



let "comparisons -= 1"" # Since "heaviest" element bubbles to bottom, 

#+ we need do one less comparison each pass. 

echo ”$ count: $ {GouifilJSies [0] } " # Brifjt? resulfeanl -array at end-pglS each pass. 

let "Cbuijit ••+= 1" # Increment pass CQHiit . 

done # End of .outer loop 

# All done, 

exit 0 



Is it possible to nest arrays within arrays? 



#! /bin/bash 
# "Nested" aifdS't 




# Michael provided this example, 

#4 with corrections and clarifications by William Park. 




AnArray= ( $ (Is — inode — ignore-backups — almost-all \ 

--directory — full-time — co ! or.— none — time=st.ftfelj£ 
— sort=time -1 ${PWD} ) ) # Commands and options. 


\ 


# Spaces are significant . . . and don't quote anything in 


the above . 


SubArray= ( $ { AnArray [ @ ] : 11 : 1 } $ { AnArray [ @ ] : 6 : 5 } ) 

# Thj s af-ray has six elements: 

#4 SubArray=( [ 0 ]=$ {AnArray [ 11 ] } [ 1 ]=$ {AnArray [ 6] } [2 ] =$ { AnArray [ 7 ] } 

# [3] =$ {AnArray [8] } [ 4 ] =$ { AnArray [ 9] } [ 5 ]=$ {AnArray [ 10 ] } ) 


# Arrays in Bash are (ci?crtlarly) Jt'inked lists 
#4 of type string (char *) . 

# So*, this -"Sign ' t actually a nested array, 

#4 but it's functionally similar. 




echo "Current directory and date of last status change:" 
echo " $ { SubArray [ 0 ] } " 




exit 0 
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Embedded arrays in combination with indirect references create some fascinating possibilities 



Example 27-12. Embedded arrays and indirect references 



#! /bin/bash 

# embedded-arrays . sh 

# Embedded arrays and indirect references. 

# This script by fitsftnis Leeuw. 

# Used wifgtf permission . 

# Modified by document author. 



VARl_l=valuell 
VARl_2=valuel2 
VAR1_3-va 1 tel 3 



ARRAY 2= ( 

VARIABLE="test" 

STRING="VARl-’ffaJ%l VAR2=value2 VAR3=yalue3" 
ARRAY21=$ {ARRAY1 [*] } 

) # Embed ARRAY 1 within. this second array. 



function, ( ) { 

OLD_IFS=" $ IFS " 

I'F^=$ ' # To p|^t each array element 

ft ®i a separate line. 
tES|ggj"ARRAY2 [ * ] " 

« -^.ocal $ { ! TEST1 } # See what happens if .you delate: this line. 

# reference. 

# This makes the components of $TEST1 
#+ accessible to this function . 



# Let's see what we've got so far. 
echo 

echo " \$TEST1 = $TEST1 " # Just the name Of the variable, 

echo; \eetei 

echo " { \$TEST1 } = $ { ! TEST1 } " # Contents of the variable. 

# That ' s what .an i ji.d i root 
#+ reference does. 

echo " echo 



# Print variable 

echo "Variable VARIABLE: $VARIABLE" 

# Print- a string element 
IFS="$OLD_IFS" 

TEST2="STRING[*] " 

local $ { ! TEST2 } # Indirect reference (as above), 

echo "String element VAR2 : $VAR2 fijoti .STRING" 

# Print art array element 
TEST2="ARRAY21 [*] " 
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$ { ! TEST2 } # Indirect reference (as above), 

echo "Array element VAR1_1 : SVAR". from ARRAYS!® 



©ctTb 
exit 0 

# As the ^author of the scisi|?f. fates, 

#+ "you can easily expand it to create named-hashes in bash." 

# (fMSF^ftult) exercise for the reader: implement 



Arrays enable implementing a shell script version of the Sieve of Eratosthenes. Of course, a resource-intensive 
application of this nature should really be written in a compiled language, such as C. It runs excruciatingly 
slowly as a script. 



Example 27-13. The Sieve of Eratosthenes 



#! /bin/bash 

# sieve. sh (ex68.sh) 

# Sieve of Eratosthenes 

# Ancient algorithm for finding prime numbers. 

# This runs a couple of orders of magnitude slower 
#+ than the equivalent program written- in C. 

LOWER_Lift!|a : |; # staijting with- 1. ■ 

UPPER_LIMIT=1 000 # Up to 1000. 

# (You may set. this higher ... if you have time on your hands.) 

PRIME=1 

NON_PRIME=0 

lift SPLIT=UPPER_LIMIT/2 

# Optimisation: 

# Need to test numbers .daily halfway to upper limit. Why? 



declare -a Primes 
# Primes [] is an array. 



^^gi,t5i.a.l±ze ( ) 

{ 

# initialize the array. 
i-SLOKER_LIMIT 

unfij [ "S 1 " -gt "$UPPER_LIMIT" ] 

ido..' 

Primes [i] =$PRIME 
|Let "i += 1" 

# Assume a>f|£. array members .guilty (prime) 
#+ until proven innocent. 

} 
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p#lnt_p r ime s ( ) 

{ 

# Priljt-dut the members of- the Primes [] .array tagged as prime. 
LOWER_L 7MTT 

antM; [ "$i" -gt "$upper_limit" ] 
do 

if f *$ {Primes [i] }" -eq "$PRIME" ] 
ithen 

printf "%8d" $i 

# 8 spaces per number gives nice, even columns. 



let "i +=> !!«' 



sift () # Sift out the non-primes. 

{ 

let .;|j=$LOWER_LIMI:t+l 

# Let's start with 2. 

unfit [ " $ i " -gt "$UPPER_LIMIT" ] 

tfe- 

« [ "$ {Primes [i] }" -eq "$PRIME" ] 

# Don't bother sieving numbers already sieved (tagged as non-p}si$te) .; 

while [ "$t" -le "$UPPER_LIMST" ] 
do 

let "t += $i " 

Primes [t ] =$NON_PRIME 
# Tag’ as non-pri^e all multiples . 

fi 

let "i += .|f' 



# ============================================== 

# main () 

# Invoke the fgn^ighS, sequentially, 
initialize 

;;®ift 

print_primes 

# This, is what they cati ^Striiietured programming. 

# =^====— ==== — > 
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echo 
exit 0 



# # 

# Code below line will not execute, because of; '^exipVt 

# -Th i s improved ve rs i on of the Sieve, by Stephane Chazelas, 
#+ executes somewhat faster, 

# Must invoke with command-line argument (limit of primes) . 

UPPER_LIMIT=$ 1 # From command-line, 

let SPLIT=UPPER_LIMIT/|i # Halfway to max number. 

Primes- ( ' ' $ (seq $UPPER_LIMl'f j? ) 



until, ( ( ( i +=*- 1 ) > SPLIT ) ) # Need check only halfway, 

if [[ -n ${Prime|#|} J] 
t=$i 

,'ft*f§|;l ( ( ( t += | > UPPER_LIMIT ) ) 

do 

Primes [t] = 

'f i 

echo $ {Primes [ * ] } 
exit $? 



Example 27-14. The Sieve of Eratosthenes, Optimized 



# ! /-bin /bash 

# Optimized Sieve of Eratosthenes 

# Script by Jared Mart lifcy. With ve4^r-^Ji^pf changes by ABS lltaidehSSfeh'Qr . 

# Used in ABS Guide with permission (thanks!). 

# Based on script in Advanced Bash Scripting Guide. 

# http://tldp.Org/LDP/abs/htStlMt-tays.html#PRIMES0 (ex68.sh). 

# http : / /www. cs .hmc. edu/~oneill /papers/ Sieve- JFP .pdf (reference) 

# Check results against http : //primes .utm. edu/lists/small/lOOQ . txt 

# Necessary but sufficient would be, e . q . , 

# ( ($ (sieve 7919 | wc -w) == 1000)) S& echo "7919 is the 1000th prime" 
UPPER_Llgrj=$ { 1 : ? "Need. ; aaj: upper limit Of pj^^es ■ to search."} 

Primes- ( ' ' $ (seq $ {UPPER_LIMff } ) ) 

typeset ■ & £ 

Primes [i=l] =' ' # 1 is not a prime. 

(( ( i +•“ 1 ) '> ( $ { UPPER_LIMIT } / i ) )) # Need check only- ifh-way . 

do # Why? 

if (($ {Primes [t=4%(i-l), i] })) 

# Obscure, but instructive, use of arithmetic expansion in subscript. 
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then 




until (( ( t -ft.i ) > : 
do Primes [t]=; done 


? { UPPER_LIMIT } )) 


mm 




done 




# echo ${Pri®ie:&t^] } 
echo # Change to original : 

printf "%8d" ${Primes[*]} 
echo; echo 


pdrdpt for: pretty-priftElng (80-col. display). 


exits $? 





Compare these array-based prime number generators with alternatives that do not use arrays, Example A- 15 . 
and Example 16-46 . 



Arrays lend themselves, to some extent, to emulating data structures for which Bash has no native support. 



Example 27-15. Emulating a push-down stack 



# ! /pin /bash 


# stack. sh: push- 


-down stack simulation 


# Similar to the CPU stack, a push-down stack stores data items 


#+ sequentially. 


but releases.; ’jtjhem irt reverse order-, last-in' tirst-out . 


BP=100 


# Base Pointer of stack array. 

# Begin at element 100. 


SP=$BP 


# Stack Pointer. 

# Initialize it to "base" (bottom) of stack. 


Data= 


# Contents of stack location. 

# Must use global variable, 

#+ because of limitation qk f'uhct i on return range. 

# 1.00 Base pointer < — Base Sjdihtep 

# 99 First data item 

# 98 Second data item 

# ... More data 

# Last dat%415:em < — Stack pMff 


declare -a stack 


push ( ) 


# Push iteili on stack . 


if [ -z "$1" ] 
fi 


# Nothing to pash? 


'Hi "sp -= i" 


# Bump stack pointer. 
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stack [$SP]=$S£ 

} 

pop () 

{ 

Datgp- 

Ifv [ "$SP" -eq " $ BP " ] 
fi 



Dat'#«S { stack [$SP] } 
|Sj "SP M 1" 



# Pop item off stack. 

# Eiftigty out data item. 

# Stack empty? 

# This also keeps SP from getting past 100, 
#+ i.e., prevents a runaway stack. 



# Bump stack pointer. 



status_report ( ) # Find Out what's happening. 

{ m 

echo " " 

echo "REPORT" 

echo "Stack Pointet = $SP" 

echo "Just popped \""$Data"\ ,r qfSPithe staek." 



# ================== 

# Now, for some fun. 



# See if you can pop anything off empty stack, 
pop 

status_report 



push garbage 
pop 

status_report # Garbage in, garbage out* 



valuel=23; 
value2=skidoo; 
value3=LAST ; 



push $valuel 
push $value2 
push $value3 



pop 

stattlS_report 

pop 

sta#t®_report 

pop 

staitti®— : report 



# LAST 

# skidoo 
f- 23 ' 

# Last-in, fit: st -out ! 



# Notice how the stack pointer decrements with each pusl|s£ 
#+ and increments with each pop. 
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exit 0 



# Exefpfcses: 

# 

# 1) Modify the "push()" function to permit pushing 

# + multiple element -$$$; the stack with a .single fpsiobipn call. 

# 2) Modify the "pop ( ) " fund^S'SKt' popping 

# + multiple. .Element from the stack with a single function call. 

# 3) Add error checking to the critical functions. 

# That i s , returS. an error code, depending ojT- 

# + successful or unsuccessful completion of the operation, 

# + ansi' take appropriate action ... 

# 4) Using this scni'pt as a starting poinik^i, , 

# + write a stack-based 4-function calculator. 



Fancy manipulation of array "subscripts" may require intermediate variables. For projects involving this, 
again consider using a more powerful programming language, such as Perl or C. 



Example 27-16. Complex array application: Exploring a weird mathematical series 



# ! /Sin /bash 

# Douglas "ofstadter 1 s notorious "Q-series": 

# dfl) = Q (2) 

# Q(n) = Q(n - Q(n-l)) + Q(n - Q(n-2)), for h>2 

# This is a "chaotic" integer series with strange 
#+ and unpredictable behavior. 

# The first 20 terms of the series are: 

# 112 3 %% 55666888 X&k ‘M* 12 

# See Hofstadter's book, _Goedel, Escher, Bach: An Eternal Golden Braid_ 
#+ p. 137} ff. 



LIMIT-10^* # Number terms to "Calculate . 

LINEWIDTH=2 0 # Number of terms printed pertldne . 

Q [ 1 ] =1 # First two terms of series are 1. 

Q [2 ] =1 

echo 

echo "Q-series [$LIMIT terms]:" 

echo -n " $ { Q [ 1 ] } " # Output S|pst two terms, 

echo -n ”${Q[2] } " 

for ( (n=3; n <= ST.'M'T; K+-) ) t C-like loop expression, 
do # Q [n] = Q [n - Q[n-1]] + Q[n - Q[n-2]] for n>2 
# Need to break the expression, into intermediate terms, 

#+ Since Bash doe&fiit handle complex ant-ay arithmetic very well . 
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..let ":i|5g $n - 1" 
let "n2 = $n - 2" 

tO=' expr $n - ${Q[nl] }' 

'•4it4'expr $n - 

T0=$ { Q [t 0 ] } 

Tl=$ { Q [ 1 1 ] } 

Q [n] =' expr $T0 + $T1' 
echo -n "$ {Q [n] } " 

sif 1 [ 'expr $n % $LINEWIDTH' -eq 0 ] # Format output . 

then # 5# .jfddulo 

echo # Break lines into neat Chunks . 
fi 

echo 
exit 0 

# This is an iterative implementation of the Q-series . 

# The more^ ihfiij-fcive recursive implementat4.oii is left as an exercise. 

# Warning: calculating this series recursively takes a VERY long time 

#+ a B’CroS^t . C/C++ would be orders of magnitude faster. 



# n-1 

# n-2 

# n - Q [n-1 ] 

# n - Q [n-2 [ 

# Q[n - Q [n-1 ] ] 

# Q[n - Q[n-2]J 

# Q[n - Q [n-1 ] ] + Q[n - Q[n-2] ] 



Bash supports only one-dimensional arrays, though a little trickery permits simulating multi-dimensional 
ones. 



Example 27-17. Simulating a two-dimensional array, then tilting it 



# ! /bin /bash 

# twodim.sh: Simulating a two-dimensional array. 

# A one-dimensional array consists of a single row. 

# A two-dimensfb'BSf *|t#ray stores: tows sequentially. 

Rows=5 
Columns=5 
#5X5 Array. 

declare -a alpha # Cha*#' alpha [Rows] [Columns]; 

# Unnecessary declaration. Why? 

load_alpha () 

{ 

lilddal rc=0 
!§||fcal index 

:lh A B C D E F G a: T J K L M N 0 P Q R S T U V W X Y 
do # Use different symbols if you like, 

local row=' expr $r.q / ^Columns' 
local column='expr $rc % $Rows' 

; let "index = $row * $Rows + Sco l.umr. " 
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alpha [ $index] =$i 

# a 1 pha | $row ; I Sco l.umn | 
let "rc += 1" 

done 

# Simple* would be 

#+ declare -a alpha= ( A B C D E F G HtffciJ KLMNOPQRSTUVWXY) 
#+ but: this somehow lacks the "flavor" qjjfia two-d i rer.si-dhai array . 



print_alpha () 

{ 

ii;dcal row=0 
local index 

wh|tl;^: [ "$row" -It "$Rows" ] # ouf§Sn "row jnSE^r" order : 

do #+ 1dpi umns vary, 

#+ while row (outer loop) remains the same. 

local columned 

echo -n " " # Lines up "square" array with rotated 

while [ "$column" -it ^.$Columns" ] 
do 

"index = $row * $Rows + $column" 
echo -n "${ alpha [index] } " # alpha [$row] [$cclumn] 

/ "column += 1" 

I iet "row += 1" 

# The simpler equivalent is 

# echo . $ ( a 1 pha .*. } I xa rgs £||j SCo 1 umr.s 



filter () # Filter out negative array indices. 

{ 

echo -n " " # Provi des the tilt. 

# Explain how. 

if [[ "$p|"-ge j| && "$1" -It "$Rows" && "$2" -ge 0 && "$2" -lft ? "$Columns" ]] 

then 

- ■';.l5e# "index = $1 * $Rows + $2" 

# Now, print rotated, 
echo -n " ${ alpha [ index] } " 

# alpha [$ row] [f column] 
fi 



fitotate () # Rotate the array 4 5 degrees — 
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{ #+ "balance" it on its lower lefthand corner . 

IsdJcal column 



for (( row = Rows; row > -Rows; row — )) 

do # Step through the array backwards. Why? 



.for (( column = 0; column < Columns; columr.+- )) 
do 



if [ " $row" 

let "tl = 
let ”12 = 

' iet "t§|ls§s 
let "12 ■=■ 



-ge 0 ] 

$ column - $row" 
$ column" 

$ column " 

$ column + $row" 



$tl $t2 



# SJ||iter out negative indices . 

# What happens if you don't do this? 



echo; echo 



# Arr,a,y rt*tat|pa| inspired by examples (pp. 143-l^1|) in 

#+ "Advanced C Programming on the IBM PC, " by Herbert Mayer 
#+ (see bibliography) . 

# This just goes. show that much of what can be done in C 
#+ can also be done Ijv shell scripting. 



# Now, let the show begin. # 

load_alpha # Load the array. 

print_alpha # Print it out. 

rotate # Rotate it 45 degrees- counterclockwise . 

# # 

exit 0 

# This is a rather contrived, not to mention inelegant simulation,: 

# Exercises: 

# 

# 1) Rewrite the array loading and printing functions 

# ifa a more* and less kludgy fashion* »i 

# 

# 2) Figure out how the array rot^iOh' functions work. 

# Hint: think about the implications of backwards-indexing an array. 

# 

# 3) Rewrite this script td handle a non-square array, 

# such as a 6 X 4 one. 

# Try to minimize "distortion' 1 ’' when the array is rotated. 



A two-dimensional array is essentially equivalent to a one-dimensional one, but with additional addressing 
modes for referencing and manipulating the individual elements by row and column position. 



For an even more elaborate example of simulating a two-dimensional array, see Example A- 10 . 
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For more interesting scripts using arrays, see: 

• Example 12-3 

• Example 16-46 

• Example A-22 

• Example A-44 

• Example A-41 

• Example A-42 
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We have seen that referencing a variable . $var, fetches its value. But, what about the value of a value ? What 
about $$var? 

The actual notation is \ $$var, usually preceded by an eval (and sometimes an echo) . This is called an 
indirect reference. 



Example 28-1. Indirect Variable References 



# ! /bin /bash 

# ind-ref.sh: Indirect variable referencing. 

# Accessing the Contents of the contents of a variable. 

# Firj%f’£. let's fool abound a little. 
var-23 

echo "\$var- - # Svar = 23 

# So far, everything as expected. But . . . 

echo "\$\$var = $$var" # $$var = 4570var 

# Not useful . . , 

# \$\S expanded to PID of the script 

# — refer 60 - the entry on the $$ variable — 

#+ and "var" is echoed as plain text. 

# (Thank y©;U> Jakob Bohm, for poiih%,i;KJ this out . ) 

echo "\\\$\$var = \$$var" # \$$vat = $23 

# As expected. The first $ is escaped and pasted on to 
#+ the value of var ($va.r = 23 ) . 

# Meaningful, but still not useful. 

# Now, let's start over and do it the right way. 

if f 



a=letter_of_alphabet # Variable "a" holds the name of another vabidtele. 
[i;#6ter_of_alphabet=z 

# Direct reference. 

echo "a = $a" # a = letter_of_alphabet 

# Indirect reference, 
eval a=\$$a 

# A ^ A Forcing an eval (uatlon) , and ... 

# A Escaping the first $■ ... 

# 

# The 'eval' forces an update of $a, sets it to the updated value of \$$a. 

# So, we see why 'eval' so often shows up in indirect reference notation. 

# 

echo "Now a = $a" # Now a = z 
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# Nowjj ,'3|et 1 s try dhdhg.fiig the second-order reference. 

t-table_cell_3 
table_cell_3=24 

echo "\"table_cef§,A3\" = $table_cell_3 " 
echo -n "dereferenced \"t\" = oval echo \S$t 

# In this si,8tei#. case, the following also works 

# eval t=\$$t; echo "\"t\" = $t" 

echo 

t=.t ab 1 e_ce 1 1_3;! 

NEW_VAL=3 8 7 
table_cell_3=$NEW_VAL 
echo "Changing value of \"table_cell_3\" to $NEW_VAL." 
echo "\"table_e#ll_3\" now $table^cell_3 " 
echo -n "dereferenced \"t\" ttG?W eval echo \$$t 

# "eval" takes the two arguments "echo" and "\$$t" (set equal to $table_cell_3) 



# (Thanks, Stephane Chazelas, for c leaning up the above behavior.) 



# A more straightforward method is the ${!t} notation, discussed in the 
#+ "Bash, vers^qh 2" section. 

# See also ex78.sh. 

exit Q 



Indirect referencing in Bash is a multi-step process. First, take the name of a variable: varname. Then, 
reference it: $ varname. Then, reference the reference: $$ varname. Then, escape the first $: 
\$$varname. Finally, force a reevaluation of the expression and assign it: eval newvar=\$$ varname. 

Of what practical use is indirect referencing of variables? It gives Bash a little of the functionality of pointers 
in C, for instance, in table lookup . And, it also has some other very interesting applications. . . . 

Nils Radtke shows how to build "dynamic" variable names and evaluate their contents. This can be useful 
when sourcing configuration files. 



# " u a b 1 e_ce .1 1_3 " #.>#4' 

# dereferenced "t" = 24 
(why?) . 



# ! /ffeih/bash 




# 

# This could be " 


sourced" from a separate file. 


isdnMyProviderRemoteNef#i?72 . 0 . 100 


lsdnYourfSsqviderRemoteNet=10 .0.0.10 


isdnOnlineBervice 
# 


="MyProvider " 


remoteNet=$ (eval 


"echo \$$(echo isdn${isdnOnlineService}RemoteNet) ") 


remoteNet=$ (eva l. 


"echo \$$ (echo -JigdnMyBrpvidelJSs^oteNet) ") 


remoteNet=$ (eval 


"echo \$isdnMyProviderRemoteNet") 
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remoteNet=$ (eval "echo $isdnMyProviderRemoteNet" ) 
echo "$remoteNet" # 172 . 16 . 0,100 

# And, it gets even bettfSfH^. 

# Consider the following snippet given a variable named getSparc, 

#+ but no such variable getla64: 

chk^itriferArehs ( ) { 

arch=" $1 " ; 

if [ "$ (eval "echo \$ { $ (ec|^ - get$ (echo -ne $arch I 

sed ' s/ A \ ( . \) . */\l/g' I tr 'a-z' 'A-Z'; echo $arch | 

sed ' s/ A . \ ( . *\) f \l/g ' ) ) :-false}") " = true ] 

then 

retu’hiv 'Q> 
else 

fi; 

} 

getSpa rc-"true " 
unset getla64 
cM^ia^^rArdhs spare,' 
echo $? #0 

# True 

chfeMffforArefis Ia64 
echo $? #1 

# False 

# Notes: 

# 

# Even the to-be-substl%^ted Variable name paRti^/'iiiiirt. explig^fly. 

# The parameters to the chkMirrorArchs calls are all lower case. 

# The variable name jpg composed of two garts: "get" and "Sparc" . . . 



Example 28-2. Passing an indirect reference to awk 



# ! /:iiln/bash 

# Another vers ion c^Vfhe "column fpstaler" script 

#+ that adds up a specified column (of numbers) in the target file - -* 

# .fSis one uses indirect references. 

ARGS=2 

E_WRONGARGS= 8 S 

if [ $# -ne " $ARGS " ] # Check for proper number of command-line args . 

echo "Usage: 'basename $0' filename column-number" 
exl§|^$ E_WRONGARGS 
fi 

filename=$l # Name of file to operate on. 

■eol4^t£4iiumber=$2 # Which fed .'tbtaif^jp. 

#===== Same as- script .yp to this- point =====# 
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# A mUltit-lifte awk scasipt is invoked by 

# awk " 

# 

# 

# 

# 



# Begin awk script . 

# 

{ total += \$${column__number } # Indirect reference 
} 

END f 

print total 
} 

" "$filename" 

# Note that awk doesn’t heed an eval preceding \S$ . 

# 

# End awk script . 

# Indirect variable reference avoids the hassles 

#+ tit referencing a shell variable witistjck the embedded awk script. 

# Thanks, Stephane Chazelas . 



exit $? 



♦ This method of indirect referencing is a bit tricky. If the second order variable changes its value, 
then the first order variable must be properly dereferenced (as in the above example). 
Fortunately, the $ { ! variable } notation introduced with version 2 of Bash (see Example 
37-2 and Example A-22) makes indirect referencing more intuitive. 



Bash does not support pointer arithmetic, and this severely limits the usefulness of indirect referencing. In 
fact, indirect referencing in a scripting language is, at best, something of an afterthought. 
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A Linux or UNIX filesystem typically has the /dev and /proc special-purpose directories. 



29.1. /dev 

The /dev directory contains entries for the physical devices that may or may not be present in the hardware. 
U181 Appropriately enough, these are called device files. As an example, the hard drive partitions containing 
the mounted filesystem(s) have entries in /dev, as df shows. 



bash$ df 
filesystem 


lk-blocks ; 


Used Available Us 


;e% 




Mounted on 
/ dev/hda6 


455876 


-22274 8 


247527 


48% 


/ 


/dev/hdal 


M 0754 ' 


3887 


44248 


9% 


/boot 


/ dev/hda8 


367013 


•132 62 


334803 


4% 




/ dev/hda5 


I 714416 


1123624 


503704 


70% 


/usr 



Among other things, the / dev directory contains loopback devices, such as /dev/loopO. A loopback 
device is a gimmick that allows an ordinary file to be accessed as if it were a block device. U191 This permits 
mounting an entire filesystem within a single large file. See Example 17-8 and Example 17-7 . 



A few of the pseudo-devices in / dev have other specialized uses, such as /dev/null. /dev/zero . 
/dev/urandom . /dev/sdal (hard drive partition), /dev/udp (U ser Datagram Packet port), and 
/ dev/tcp . 

For instance: 

To manually mount a USB flash drive, append the following line to /etc/f stab . U201 

/dev/sdal /mnt/flashdrive auto noauto, user , noatime 0 0 

(See also Example A-23 . ) 

Checking whether a disk is in the CD-bumer (soft-linked to /dev/hdc): 



head -1 /dev/hdc 



# head: cannot open '/dev/hdc' for reading: No medium found 

# (No disci .Is the drive . ) 

# head: e rpisi reading, '/dev/hdc' : IihoaL/cuLput 

# (There is a disk in the drive, but it can't be read; 

#+ possibly iflg an unrecorded CHR blank.) 

# StSp&isil: p £ ' characters and assorted gibberish 

# (There is a pre-recorded disk in the drive, 

#+ and this'. -Lil raw output — a strSalr of ASCII and 'binary data.) 

# Here we S8’© the wisdom of using 'head' to- limit th©. batput 

#+ to manageable proportions.*., rather than. •' cat ' or something slmi 1 ar . 



# Now, it's just a matter oi checking/parsing the output and taking 
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#+ appropriate action. 

When executing a command on a /dev/tcp/$host/$port pseudo-device fde, Bash opens a TCP 
connection to the associated socket. 



A socket is a communications node associated with a specific I/O port. (This is analogous to a hardware 
socket, or receptacle, for a connecting cable.) It permits data transfer between hardware devices on the same 
machine, between machines on the same network, between machines across different networks, and, of 
course, between machines at different locations on the Internet. 

The following examples assume an active Internet connection. 

Getting the time from nist . gov: 



bash$ cat </dev/tcp/time. nist. gov/13 

.53082 04-03-18 04:26:54 68 0 0 502.3 UTC(NIST) * 

[Mark contributed this example.] 

Generalizing the above into a script: 



#! /bin/bash 

# Ibis sdt'lpt must ptth- with root permissions . 

URL="time.nist .gov/13" 

Time=$ (cat </dev/tcp/"$URL") 

UTC=$ (echo " $Time" | awk '{print$3}') # Third field is UTC (GMT) time. 

# Exe£ 0 .ise: modify this £©£ different -t'iiai? zones. 

echo "UTC "SUTC"" 

Downloading a URL: 



bash$ exec 5<>/dev/tcp/www. net . cn/80 
bash$ echo -e "GET / HTTP/1. 0\n" >&5 
bash$ cat <&5 



[Thanks, Mark and Mihai Maties.] 



Example 29-1. Using /dev/tcp for troubleshooting 



# ! /Sin /bash 

# dev-tcp.sh: /dev/tcp redirection to check Internet connection. 

# Script by Troy Engel. 

# Used wgpjjl permission. 

TCP_HOST=news-15 . net # A known ,§pam-&iendly isp. 

TCP_PORT=80 # Port 80 is http. 

# Try to connect. (Somewhat similar to a 'ping' . . .) 
echo "HEAD / HTTP/1.0" >/dev/tcp/ $ { TCP_HOST } / $ { TCP_PORT } 
MYEXIT=$? 
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: «EXPLANATION 

bash was compiled — enable-net-redired-ttons, i^" .pias the capability offi, 

using a special character device for both TCP and UDP redirections. These 
redirections are used identically as STDIN/STpteStT/STDERR. The device entries 
are 30,36 for /dev/tcp: 


mknod /dev/tcp c 30 36 




>Ftom the bash reference: 

/dev/tcp /host /port 

If host is a valid hostname or Internet address, and port is an 
port number or serv.i ce name. Bash attempts to open a TCP connect;;' on 
corresponding socket. 

EXP LANAT |||| 


to the 


if [ "X$MYEXIT" = "X0" ]; then 

echo " Connection s^S-cesSfiil . Exit code: $MYEXIT" 

echo "Conhecfioft 'u’nsuccessptl^. Exit code: $MYEXIT" 
fi 




exit $MYEXIT 





Example 29-2. Playing music 



#! /bin/bash 

# music. sh 

# Music without external flies 

# Author: Ancon i.o Macchi 

# Used in ABS Guide with permission. 



# / dev/ dsp de®i»jfe:= 8000 frames per second, 8 bits per (1 byte) , 

#+ 1 channel (mono) 

dur a;, i on -2.000 
volume=$ ' \xff/’ 
mutc-$ ' \x80 ' 

function mknote 

{ 

do 

test $ ( ( $6 



e='mknote 49' 
g='mknote 41' 
a='mknote 36' 
b='mknote 32' 
c='mknote 30' 
cis='mknote 29' 
d=' mknote 27' 
e 2 = ' mknct e 24' 
n=' mknote 32767' 

# European not^ion. 



# If 8000 bytes = 1 second, then 2000 ' 1/4 second. 

# Max volume = \xff (or- \x00) . 

# No volume = \x80 (the middle) . 

() # $l=Note Hz in bytes (e.g. A = 440Hz :: 

#+ 8000' f|5s / 4 40 = 16 ::A=16 bytes per second) 

0 $duration' 

% $1 ) ) = 0 && echo -n $voiume- I I echo': *-n $mute 
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29.2. /proc 



The /proc directory is actually a pseudo-filesystem. The files in /proc mirror currently running system and 
kernel processes and contain information and statistics about them. 



bash$ cat /proc/ devices 

Cha-tactcr devices: 



2 pty 

3 ttyp 

4 ttyS 




10 mi sc 
1 4 sound 
2 9 fb 

36 netlink 
128 ptm 
136 pts 
162 raw 
254 pcmc ia 

Block devices : 

1 ramdisk 

2 fd 

3 ide h 
9 md 






12 

14 

NMI 

ERR 



/proc/interrupts 

CPUO 

84505 XT-PIC 

3:3tS; xT-pic 

0 XT-PIC 

1 XT-PIC 

1 XT-PIC 

4231 XT-PIC 

10937$,- XT-PIC 

0 
0 



keyboard 

soundblaster 

jrfcc 

PS/2 Mouse 
ideO 



bash$ cat /proc/partitions 

Iprjpf- #blocks name Snerge raect ruse wio wmerge wsect wuse .running use avec 



3 0 300 7 872 hda 447? 22260 114520 94240 355116703 50384 5497f ! t '0 111550 644030 

3 1 52416 hdal 27 395 844 960 4 2 14 180 0 800 1140 

3 :#r 1 hda|# 0 0 0 Vo 0 0 0 0 0 

3 4 .16 o 2. 80 hda 4 10 0 20 210 0 0 0. ’•& 210 210 
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bash$ cat /proc/loadavg 

0.13 0.42 0.27 2/44 1119 



bash$ cat /proc/apm 

1.16 1.2 0x03 0x01 Oxff 0x80 -1% -1 ?• 



bash$ cat /proc/acpi/battery/BATO/info 

|present: yes 

design capacity: 43200 mWh 

last full capacity: 36640 mWh 

battery technology: rechargeable 

design voltage: 10800 ftV 

design capacity warning: 1832 mWh 
design capacity low: 200 mWh 

capacity granularity 1 : 1 mWh 

capacity granularity 2 : 1 mWh 

model number: IBM-02K689T 

so r : all .'r. ur~.be r : 1133 

battery type: LION 

OEM info : PanasSjgii|&' 



bash$ fgrep Mem /proc/meminfo 

MemTotal: 515216 kB 

MemFree : 266248 kB 



Shell scripts may extract data from certain of the files in /pro c. [121] 
FS=iso # ISO fa 1 esysieft support rfSt, ke 

grep $FS /proc/fi 1 esystems # lso966C 

kernel_version=$ ( awk '{ }' /proe/veS^j-on ) 

CPU-5 ( awk '/model name/ (prune $5}' < /proc/cpuinf o ) 

if [ "$CPU" = "Pentium (R) " ] 

Chen; 

r u r._s o nr. a r ; d s 

Srijft— dt he f _c omma n d s 



cpu_speed=$ ( fgrep "epu MHz" /p roc/cpu: nfo I awk ' {print; $4 

# Current operating speed (in MHz) of the epu on your mach 

# ! i|lt a laptop this fiay vary, depending, on use of .battery 
#+ or AC power. 
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#! /bin/bash 

# qou-ccnjinanai ine.sh 

# Get the command-line parameters of a process. 

OPTION=cmdline 

# Identify |Qh| 

pid=$ ( echo $ (pidof "$1") | awk '{ print $1 }' ) 

# Get only first a aa aaaa aa aa aaaa aaa 0 f multipife instances . 

echo "Process ID of (first ilf&taiice of) "$1" = $pid" 
echo -n "Command-line arguments: " 

'■‘UUt ,/proc/"$pid"/"$OPTlON" | xargs -0: twisty 

# Formats output: aa aa aa aa aa aa aa a 

# (Thanks, Han Holl, fo© f Jhe fixup!) 

echo; ebb®; 



# For example: 

# sh get-commandline . sh xter^i 



devf ile="/proc/bus/usb/devices" 
text="Spd" 

USBl="Spd=12" 

USB2=" Spd=4 80" 



bus_speed=$ (fgrep -m 1 "$text" $devfile | awk '(print $9}') 
# aaaa stop after first /fts&tbb- 

[ "Sbus_spced" = "$0SB1" ] 
then 

ochc "USB 1.1 port f oyhd . " 

# Do something appropriate for USB 1.1. 



a > It is even possible to control certain peripherals with commands sent to the /proc directory. 

Iroot# echo on > /proc/acpi/ibm/light 



This turns on the Thinklight in certain models of IBM/Lenovo Thinkpads. (May not work on all Linux 
distros.) 

Of course, caution is advised when writing to /proc. 

The /proc directory contains subdirectories with unusual numerical names. Every one of these names maps 
to the process ID of a currently running process. Within each of these subdirectories, there are a number of 
files that hold useful information about the corresponding process. The stat and status files keep running 
statistics on the process, the cmdline file holds the command-line arguments the process was invoked with, 
and the exe file is a symbolic link to the complete path name of the invoking process. There are a few more 
such files, but these seem to be the most interesting from a scripting standpoint. 



Example 29-3. Finding the process associated with a PID 
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#! /bin/bash 

# pid-ident;HIJter.sh: 

# Gives complet* path name to process associated with pid. 

ARGNO=l # Number of arguments the script expects. 

E_WRON GARG S = 6 5 

E_BADPID=66 

E_NOSUCHPROCESS=67 

E_NOPERMISSION=68 

PROCFILE=exe 

!|:|- [ $# -ne $ARGNO ] 

echo "Usage: ' basename $0' PID-number" >&2 # message >stderr. 

exit $ E_WRON GARG S 



pidno=$ ( ps ax | grep $1 | awk 1 { prrj^^i $1 } 1 I grep $1 ) 

# Checks for pid in "ps" listing, field #1. 

# Then makes sure it is the actual process|^$iSr|t the process, -^rCvoked by this script • 

# The last "grep $1" filters out this possibility. 

# 

# pidno=$ ( ps ax | awk '{ print $1 } ' I grep $1 ) 

# also works, as Teemu Huovi la , points out. 

[ -z "$pidno" ] # ■.%§,, after all the filtering, the result, is a zero-length st^itiSg, 

then #+ no running process corresponds to the pid given, 

echo "No .such process running." 
exit $E_NOSUCHPROCESS 



# Alternatively: 

# if ! ps $1 > / dev/ null 2>&1 

# then # no i'hhhing process dorresponds to the pid given. 

# echo "No such process running." 

# exiSt ,$E_NOSUCHPROCESS 

# fi 

# To simplify the entire process, use "pidof " . 



[ ! -f: Vproc/$‘. /SPROCF'lE" ] # Check for read permission, 

echo "Process $1 running, but . . .5 81*1 1 

echo "Can't get read permission on /proc/$l/$PROCFILE . " 

exit $E_NOPERMISSION # Ordinary user can't access some files' in /piggy, 
fi 

# The last two tests may be replaced by: 

# if i'.&ill -0 $1 > / dev /null 2>&1 # 'oflBs. not a signal, but 

# this wilSffiBest' whether it is possible 

# to send a signal to the process . 

# then echo "PID doesn^g.' »exist or you're not its owner" >&2 

# exit $E_BADPID 

# fi 



exe_f ile=$ ( Is -1 /proc/$l | grep "exe" | awk '{ print $11 }' ) 

# Or exe_f£le=$ ( Is -1 /proc/$l/exe | awk ' {print ,?11( ' ) 

# 

# /piSf^pid-number/exe is a symbolig,:|sifth. 



Chapter 29. /dev and /proc 



466 





Advanced Bash-Scripting Guide 



#+ to the complete path name of the invoking process. 

if [ -e "$exe_file" ] # If /proc/pid-number/exe exists, 

then #+ then the correspond i r.q process exists. 

echo "Process #$1 invoked- by $exe_file." 
else 

echo "No such process running." 



# This elaborate script can * almost* be replaced by 

# ps ax | grep $1 | awk ' { piffitit $5 } ' 

# However, this will not work... 

#+ because the flftfi field ojK-^ps ' is argv[ 0 ] of the process, 
#+ not tlise executable file path. 

# 

# However, either of the following would work. 

# find /proc/$l/exe -prinfef '%l\n' 

# lsof -aFn -p $1 -d txt | sed -ne 's/ A n//p' 

# Additional commentary by Stephane Chazelas . 
exit 0 



Example 29-4. On-line connect status 



#! /bin/bash 

# coisnect - s t a t . s 

# Note that this script may need modification 
#+ to work with a wireless connection. '■ 

PROCNAME=pppd # ppp daemon 

PROCFILENAME=status # Where to* look . 

NOTCONNECTED=85 

INTERVAL=2 # Update every 2 seconds. 

pidno=$ ( ps ax | grep -v "ps ax" | grep -v grep | grep $PROCNAME | 
aw|: ^- { print $1 }' ) 

# Find.! rig the process number of 'pppd', the 'ppp daemon ' . 

# Have to filter out the process lines generated by the search itself. 

# 

# However, as Oleg Philon points out, 

#+ SgSpi-jj could have been considerably simplirased by using "pifidf " . 

# pidno=$ ( pidof $PROCNAME ) 

# 

# Moral of the story: 

#+ When 3 . comma nd sequence gets too complex, look fOK a shortcut. 



if [ -z "$pidno" ] # If no pid, then process is not running. 

echo "Not connected." 

# exit $NOTCONNECTED 
else 

echo "Connected."; echo 
fi 

while [ true ] # Endless loop, script can be improved. Sere . 

do 
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if [ ! -e "/proc/$pidno/$PROCFILENAME" ] 

# While process then "status" file exists. 

echo "Disconnected . " 

# exit $NOTCONNECTED 
fi 

h#tstat -s | grep "packets received" # Get some connect statistics. 
::te#tstat -s | grep "packets delivered" 

sleep $ INTERVAL 
echo; echo 

done 

exit 0 

# As it stands, this script must be terminated with a Control-C. 

# Exercises: 

# 

# Improve the script so it exits on a "q" keystroke, 

# Make the script more user-friendly other ways. 

# Fix the script to work with wireless/DSL connections. 



In general, it is dangerous to write to the files in /proc, as this can corrupt the filesystem or crash the 
machine. 
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Chapter 30. Network Programming 

The Net's a cross between an elephant and a 
white elephant sale: it never forgets, and it's 
always crap. 



— Nemo 

A Linux system has quite a number of tools for accessing, manipulating, and troubleshooting network 
connections. We can incorporate some of these tools into scripts — scripts that expand our knowledge of 
networking, useful scripts that can facilitate the administration of a network. 

Here is a simple CGI script that demonstrates connecting to a remote server. 



Example 30-1. Print the server environment 



# ! /bf n/bash 

# test-cgi.sh 

# by Michael, Sick 

# Used with permission 

# May have to change the location for your site. 

# (At the ISP's servers. Bash may not be in the figftal place.) 

# Other places : /usr/bin or /usr/local/bin 

# Might even try Without any path in sha-bang. 

# Disable filename globbing. 

'i^t -f 

# Header tells browser what to expect, 
echo Content-type: Lext/plaih-, 

echo CGI/1.0 test script report: 

echo envS^^hffieht settings: 

set 

echo 

echo whereis bash? 
whereis bash 



echo who are we? 

echo $ { BASH_VERS INFO [ * ] } 

echo 

echo argc is $#. argv is 

# CGI/1.0 expected environment -#5tiables . 

echo SERVER_SOFTWARE = $SERVER_SOFTWARE 

echo S E RVE R_NAME = $ SERVER_NAME 

echo GATEWAY_INTERFACE = $GATEWAY_INTERFACE 
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echo SERVER_PROTOCOL = $SERVER_PROTOCOL 

echo SERVER_PORT = $SERVER_PORT 

echo REQUEST_METHOD = $REQUEST_METHOD 

echo HTTP_ACCEPT = " $HTTP_ACCEPT " 

echo PATH_INFO = "$PATH_INFO" 

echo PATH_TRANSLATED = " $PATH_TRANSLATED " 

echo SCRIP T_NAME = "$ SCRIP T_NAME " 

echo QUERY_STRING = " $QUERY_STRING" 

echo REMOTE_HOST = $REMOTE_HOST 

echo REMO T E_AD D R = $REMOTE_ADDR' 

echo REMOTE_USER = $REMOTE_USER 

echo A3UTH_TYPE = $AUTH_TYPE 

echo CONTENT_TYPE = $CONTENT_TYPE 

echo CONTENT_LENGTH = $CONTENT_LEKGJ‘Ij: 

ex||f . 0 

# Here document to give short instru^llghs . 

:«-'_test_CGI_' 

list Drop this in your http://domain.name/cgi-bin directory. 

2) Then, open http://domain.name/egi-bin/test-cgi.sh. 

_test_CGI_ 

For security purposes, it may be helpful to identify the IP addresses a computer is accessing. 



Example 30-2. IP addresses 



#! /bin/bash 

# ip-addresses . sit.’ 

# List the T? addresses your computer is connected to. 

# Inspired by Greg Bledsoe's ddos . sh script, 

# Linux Journal* 0 9 March 

# URL: 

# http : / / www .li'r.ux journa 1 . com/coritent/baek-dead-simple-bash-complex-ddos 

# Greg licensed his script under the GPL2, 

#+ and as a derivative, this scasjjfsfc. ItS/rJikewise GPL2 . 

con:neetion_type=TCP # Also tty UDP . 

field=2 # Which field of the output we're interested in. 

r.c_ma Lch : . : STEN # .records aont^rodng this. Why? 

lsof_args=-ni # -i lists Internet-associated files. 

# -n preserves numerical IP addresses. 

# What happens without the -n option? Try it. 
router-" .0-9] [0-9] ; 0-9 i [0-9 | [0-9]->" 

# Delete the router info. 

lsof "$lsof_args" | grep $connection_type | grep -v "$no_match" | 
awk 1 {prih’t $9}' | cut -d : -f ifield | sort | uniq | 

sed s/" A S router"// 

# B ] oasoe ' s script assigns the output of a filtered IP list, 

# (similar t^ySlnes 19-22, above) to a variable. 

# He checks for multiple connections to a single IP address, 

# Lhgn oases : 

# 

# iptables -I INPUT -s $ip -p tcp REJECT — reject-wluh tcp-reset 
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# 

# ... a 60-second delay loop to bounce packets from DDCiS-: 

# Exercise: 

# 

# Use the 'iptables' command to extend this script 

#+ to reject connection attempts from well-known spammer IP domairis . 

More examples of network programming: 

1. Getting the time from nist. sov 

2. Downloading a URL 

3. A GRE tunnel 

4. Checking if an Internet server is up 

5. Example 16-41 

6. Example A-28 

7. Example A-29 

8. Example 29-1 

See also the networking commands in the System and Administrative Commands chapter and the 
communications commands in the External Filters. Programs and Commands chapter. 
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Chapter 31. Of Zeros and Nulls 

Faultily faultless, icily regular, splendidly null 
Dead perfection; no more. 

—Alfred Lord Tennyson 



/dev/zero ... /dev/null 

Uses of / dev/ null 

Think of /dev/null as a black hole. It is essentially the equivalent of a write-only file. Everything 
written to it disappears. Attempts to read or output from it result in nothing. All the same, 
/dev/null can be quite useful from both the command-line and in scripts. 

Suppressing stdout. 

cat $filename >/dev/null 

# Contents 4f the file "list to stdout . 

Suppressing stderr (from Example 16-3) . 

rm $badname 2>/dev/null 

# So error messages [stderr] deep-sixed. 

Suppressing output from both stdout and stderr. 



cat $filename 2>/dcv/ncl /'-'A/dev/nu : 1 

# If "$filename" does not exist., there will be no err^js message output. 

# If "$filename" does exist, the contents of the file will not list to stdout. 

# Therefore, no output at all will result from the above line of code. 

# 

# ®ti'g can be useful 1ft ^ifcu^ttpiis where the return code from a command 
#+ needs to be tested, but no output is desired. 

# 

# cat $filename &>/dev/null 

# also works, as .fcicek points out. 

Deleting contents of a file, but preserving the file itself, with all attendant permissions (from Example 
2-1 and Example 2-31 : 



cajfc. '/-dev/null > /var/log/messages 

# : > /var/log/messages has same effect, but does not spawn a new process. 

eal|ljf dev /null > /var/log/wtmp 

Automatically emptying the contents of a logfile (especially good for dealing with those nasty 
"cookies" sent by commercial Web sites): 



Example 31-1. Hiding the cookie jar 



# Obsolete Netscape browser. 

# SMI principle applies to newer browsers . 

[ -f ~/ . netscape/ cookies ] # Remove, if exists. 
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rm - 


-f -/.netscape/cookies 




’it' 

-s 


/dev/iftlJll ' 


-/ . netscape/ cookies 




# All 


cookies noi 


•i get sent to a black hole, rather than saved % 


o disk. 



Uses of / dev/ zero 

Like /dev/null, /dev/ zero is a pseudo-device file, but it actually produces a stream of nulls 
( binary zeros, not the ASCII kind). Output written to /dev/ zero disappears, and it is fairly difficult 
to actually read the nulls emitted there, though it can be done with od or a hex editor. The chief use of 
/dev/ zero is creating an initialized dummy file of predetermined length intended as a temporary 
swap file. 



Example 31-2. Setting up a swapfile using /dev/zero 



# ! /.Mn/bash 

# Creating a swap fills* 

# A swap file provides a temporary storage cache 

#+ which helps speed up certain, filesystem operations. 

ROOT_UID=0 # Root has f 

E_WRON G_U S E R= 8 5 # Not root? 

FILE=/swap 
BLOCKS I ZE-: 02 <£* 

MINBLOCKS=40 

SUCCESS=p: 



# This script must be run as root. 
f,f, [ "$U335* -ne " $ROOT_UID." ] 
then 

echo; echo "You must be root to script."; echo 

exit $E_WRONG_USER 



blocks=$ { 1 : -$MINBLOCKS } # Sefe to default of 40 blocks, 

#+ if- nothing spcci.fi od on command-line. 

# This is the equivalent of the command block below. 

# 

# if [ -n »$i" J 

# then 

# blocks=$l 

# else 

# block s=$MINBLOCKS 

# ii 

# 



pi [ "$blocks" -It $MINBLOCKS ] 
then 

blocks $YiKBT.OCKS # Mush, be at least 40 blocks long, 

fi 



###################################################################### 
echo "Creating swap file of size $blocks blocks (KB)." 

dd ftfe=/dev/zerb £>f=$FILE bs=$BLOCKSIZE count=$bloeks # Zero out file. 
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mkswap $FILE $blocks # Designate it a swap file, 

swapon $FILE # Activate swap file. 

retc.ode=$? # Everything worked? 

# Note chat if one or more Of these commands fall s, 

#+ then it could cause nasty problems. 
###################################################################### 

# Exe rcise : 

# Rewrite i-hp above block of code so that if it does not execute 
•••• • .successfully, then: 

# 1) an error message is echoed to stderr, 

# 2) all temporary files are cl caned . up, and 

# 3) the script exits in an orderly fashion with an 

#+ appropriate error code. 

echo "Swap fJilLe created and -activated. " 

exifc>;.$retcode 

Another application of /dev/ zero is to "zero out" a file of a designated size for a special purpose, 
such as mounting a filesystem on a loopback device (see Example 17-8) or "securely" deleting a file 
(see Example 1 6-61 ) . 



Example 31-3. Creating a ramdisk 



# ! /ScEp/bash 

# ramdisk. sh 

# A "ramdisk" is a segment of system RAM memory 
#+ which, acts as .if Lfifi were a -filesystem. 

# Its advantage is very fast access (read/write time) . 

# Sic advantages : volatility:/ loss/'^# : h^ta reboot Or powerdown, 

#+ less RAM available to system. 

# 

# pi what use is a ramdisk? 

# KeepiiSff _a large dataset, such as a table of dMS|i®fiary on ramdisk, 

#+ speeds up data lookup, since memory access is much faster than disk access. 



E_N0N_R00T_USER=7 0 
ROOTUSER_NAME=root 

MOUNTPT=/mnt /ramdisk 
SIZE=200f|*'j> 

BLOCKS' 7.?,' 024 
DEVICE=/dev/ramO 

use rr.ame - ' id -nu' 
if [ " $username" != " $ROOTUSER_NAME" ] 
then 

echo "Must be root to run V'basename $0'V"." 
exit $E_NON_ROOT_USER 
fi 

if [ ! -d " $MOUNTPT" ] 
then 

mkdir $MOUNTPT 



############################################################################## 



# Test whether mount point already there, 
#+ so np error ’%f this script is run 
#+ multipip times. 



# Must ;#uaS -as -fspot . 



t Create with mkdir /mnt/ramdisk . 

# 2K blocks (change as appropriate) 

# IK (1024 byte) block size 

# First ram device 
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dd if =/ dev/ zero of=$DEVICE count=$SIZE bs=$BLOCKSIZE # Zero out RAM device, 

# Why is. necessary? 

mke2fs $DEVICE # Create an ext2 filesystem Sflit. 

$DEVICE $MOUNTPT # Mount it . - 

chmod 777 $MOUNTPT # Enables ordinary user to access ramdisk. 

# However, must be root to ufilfta.uitt it . 

############################################################################## 

# Need tjS iest whether above commands succeed. Could cause problems otherwise. 

# Exercise: modify this script to make it safer* 

echo "\"SMOUKT?T\" now available for use." 

# The ramd.i sk is now accessible 1 far storing files, even by an; ordinary user. 

# Caution, the r amdi slpSp’sJ volati .1 o, and life#- -contents will disappear 
#+' on reboot or power loss. 

# Copy anything you want saved to a regular directory. 

# After reboot, run this sctijjji to again set up ramdisk. 

# Remounting /mnt/ramdisk without the other steps will not work. 

# Suitably modified, this script can by invoked in /eto/rc . d/rc . local, 

#+ to set up ramdisk automatically at bootup. 

# That may be appropriate da* for example, a database server . 
exit 0 

In addition to all the above, /dev/ zero is needed by ELF {Executable and Linking Format ) 
UNIX/Linux binaries. 
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Debugging is twice as hard as writing the code in 
the first place. Therefore, if you write the code as 
cleverly as possible, you are, by definition, not 
smart enough to debug it. 

-Brian Kernighan 

The Bash shell contains no built-in debugger, and only bare-bones debugging- specific commands and 
constructs. Syntax errors or outright typos in the script generate cryptic error messages that are often of no 
help in debugging a non-functional script. 



Example 32-1. A buggy script 



#! /bin/bash 




# ex7 4 . sh 




# Thi^Js a buggy sc 


:ript. 


# Where, oh where i: 


3 the error? 


a=ff; 




if- : T|a -gt 21 ] 




then 




echo $a 




I&- V 




C'xiB- : $ ? # 0! Why? 





Output from script: 




|./ex74.sht [37: command nc 


it. found | 



What's wrong with the above script? Hint: after the if. 



Example 32-2. Missing keyword 



# ! /Bin /bash 

# missing-keyword. sh 

# What eifdr message will; this script generate? And why? 

;p|r a. left, X 2 3 
do 

# done # Required keyword 'done' commented out in liijsa 

exit 0 # Will not exit here! 

# 

# From command line, after script terminates: 
echo $? #2 

Output from script: 



missing-keyword. sh : line 10: syntax error: unexpected end of file 
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Note that the error message does not necessarily reference the line in which the error occurs, but the line 
where the Bash interpreter finally becomes aware of the error. 

Error messages may disregard comment lines in a script when reporting the line number of a syntax error. 
What if the script executes, but does not work as expected? This is the all too familiar logic error. 



Example 32-3. test24 : another buggy script 



#! /bin/bash 

# This script is supposed to delete all filenames in current directory 
#+ containing; embedded spaces. 

# It doesn't work. 

# Why not? 

badname='ls | grep ' '' 

# Try this: 

# echo "$badname" 

rm "$badname" 
exit. 0 

Try to find out what’s wrong with Example 32-3 by uncommenting the echo " $badname " line. Echo 
statements are useful for seeing whether what you expect is actually what you get. 

In this particular case, rm " $badname " will not give the desired results because $badname should not be 
quoted. Placing it in quotes ensures that rm has only one argument (it will match only one filename). A partial 
fix is to remove to quotes from $badname and to reset $ IFS to contain only a newline, IFS=$ ' \n ' . 
However, there are simpler ways of going about it. 



# Correct methods of deleting filenames containing spaces, 
rm *" "* 

# Thank you. S.C. 

Summarizing the symptoms of a buggy script, 



1. It bombs with a "syntax error" message, or 

2. It runs, but does not work as expected (logic error). 

3. It runs, works as expected, but has nasty side effects (logic bomb). 



Tools for debugging non-working scripts include 

1. Inserting echo statements at critical points in the script to trace the variables, and otherwise give a 
snapshot of what is going on. 

Even better is an echo that echoes only when debug is on. 

### debecho (debug-echo) , by Stefano Falsetto ### 
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### Wiiii echo passed parameters only if DEBUG is set to a value. ### 
debecho () { 

if [ ! -z "$ DEBUG" ]; then 

echo "$1" >&2 
# AAA to stderr 

I 



DEBUG=on 

What eve r=what not 

debecho $Whatever # whatnot 

DEBUG= 

Whatever=notwhat 

debecho $Whatever # (Will not echo.) 

2. Using the tee filter to check processes or data flows at critical points. 

3. Setting option flags -n -v -x 

sh -n scriptname checks for syntax errors without actually running the script. This is the 
equivalent of inserting set -n or set -o noexec into the script. Note that certain types of 
syntax errors can slip past this check. 

sh -v scriptname echoes each command before executing it. This is the equivalent of inserting 

set -v or set -o verbose in the script. 

The -n and -v flags work well together, sh -nv scriptname gives a verbose syntax check. 

sh -x scriptname echoes the result each command, but in an abbreviated manner. This is the 
equivalent of inserting set -x or set -o xtrace in the script. 



Inserting set -u or set -o nounset in the script runs it, but gives an unbound variable error 
message and aborts the script. 



Sdfe -u # Or :S#|i — o noun set 

# Setting a variable to null will not trigger the error/abort. 

# unset_var= 

echo $unset_vay- # Unset (and undeclared) var j afc 1 e . 
echo "Should not echo!" 

# sh t2 . sh 

# t2.sh: line 6: unset_var: unbound variable 

4. Using an "assert" function to test a variable or condition at critical points in a script. (This is an idea 
borrowed from C.) 

Example 32-4. Testing a condition with an assert 



# ! /bin /bash 
# assert. sh 

####################################################################### 

assert () # If cpndffeSd# ^ alse ' 

{ #+ exit from script 
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#+ with appropriate error is^lfiage. 

E_PARAM_ERR= 9 8 
E_ASSERT_FAILED=99 



if? [ -z "$2" ] # Not enough parameters passed 

then #+ to assert () functi'<s4.*, 

return $E_PARAM_ERR # No damage done . 



lineno=$2 
if [ ! $1 ] 

echo "Assertion failed: \"$1\"" 

echo "File \"$0\", line $lineno" # Give name oJf::-$|Jjg and line number, 
exit $E_ASSERT_FAILED 

# else 

# and continue executing the script, 
fi 

} # Insert a afasifer assert () into a script ypu need ipf '-debug. 

####################################################################### 



a=5 

b=4 

conditidtlgtSa -It $b" # BiigB'J: message and exit from sb^Sjft . 

# Try setting "condition" to something else 
#+ and see what happens. 

assert "?cond it j.pn" $LINENO 

# The remainder Of the script executes only if the "assert" does not fail. 



# SoiftS : commands . 

#- geittiB; more commands . . . 

echo "This statement echoes only .±1 the V'assertV . " 

# . . . 

# More commands . . . 
exit $? 

5. Using the SLINENO variable and the caller builtin. 

6. Trapping at exit. 

The exit command in a script triggers a signal 0, terminating the process, that is, the script itself. IT 221 
It is often useful to trap the exit, forcing a "printout" of variables, for example. The trap must be the 
first command in the script. 

Trapping signals 



Specifies an action on receipt of a signal; also useful for debugging. 



A signal is a message sent to a process, either by the kernel or another process, telling it to take 
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some specified action (usually to terminate). For example, hitting a Control-C sends a user interrupt, 
an INT signal, to a running program. 

A simple instance: 



# Ignore interrupt 2 (Cent rol-C) , with n 


o action specified. 


trap 'echo "Control-C disabled."' 2 
# Message when Control-C pressed. 





Example 32-5. Trapping at exit 



#! /bin/bash 

# diluting variables 'S/ith a trap. 

llgfap Vaiidfcle listing a = $a b - §b’ exit 

# EXIT is the name of the signal generated upon exit from a script. 

# 

# The command specified by the "trap" doesn't execute until 
#+ the apprep^^ite signal is sent. 

echo "This prints before the V'trapV — " 

echo "even though the script sees the V'trapV first." 

a~39 
b=36 
exit '0 

# Note that commenting out the 'exit' command makes no difference, 
#+ since the s.dt£jii exits In any case after running out of commands. 



Example 32-6. Cleaning up after Control-C 



# ! /pin /bash 

# logon. sh: A quick 'n dirty script to check whether you are on-line yet. 
umask Ilf # Make sure temp files are not world readable. 



TRUE=1 

LOGFILE=/var/ log/messages 

# Note that $LOGFILE must be readable 

#+ (as root, chmod 644 /var/log/messages ) . 

TEMPFILE=temp. $$ 

# Create a "unique" temp fii^' name, using process id of the script. 

# Usddg 'mktemp' is an altem«jt3®e . 

# For example: 

# _ EYPFTT.E" ' mktemp temp.XXXXXX' 

KEYWORD=address 

# At logon, the line "remote IP address xxx.xxx.xxx.xxx" 

# appended to /var/log/messages. 

ONLINE=22 

USER_INTERRUPT=13 
CHECK_L INE 0 

# How many lines in log f : 1 e to check. 
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iftftap 'rm -f $TEMPFlSjjJfc exj^$USER_INTERRUPT' TERM INT 
# Cleans up the temp file if script interrupted by control-c. 

echo 

while [ $TRUE ] #Endless loop, 
do 

tail- ~n $CHECK_LINES $LOGFILE> $TEMPFILE 

# Saves la^kljOTJ: lines at system log^pe as temp file. 

# Necessary, since newer kernels generate many log messages at log on. 
search 'crop $ KEYWORD STEMPFTT.E' 

# Checks for presence of the "IP address" phrase, 

#+ indicting a successful logon. 

! -z "$ search" ] # 3§E£$£es necessary because of possible spaces. 

echo "On-line" 

rm -f $TEMPFILE # Clean up temp file, 
exit $ ONLINE 
else 

echo -n " . " # The -n opt ion to echo suppresses newline, 

#+ so you get continuous rows of dots. 

;£|- 



# Note: if you change the KEYWORD: variable to "Ex it*',- 
#+ this script can be used while on-line 

#+ to checkiljifr- an unexpected logoff , 

# ExeljjgjSsse : Change the ;seiipt, per t jie above note, 

# and prettify it. 

exit 0 



# Nick Drage suggests an alternate method: 
while -%ihj e 

do ifconfig pppO | grep UP 1> /dev/null && echo "connected" && exit 0 
echo # P^iffcs dots ( ) until cghnecfed. 

# Problem: Hitxtipg Control-C to terminate process may be insufficient. 

#+ (Dots may keep on echoing.) 

# Exel^se: Fix this. 



# Stephane Cha/.e : as has yet another alternative: 
CHECK_INTERVAL=1 

while ! tail -n 1 "$TOGFi: E" | grep -q "$ KEYWORD " 
do echo -n . 

Sleep $CHECK_INTERVAL 
done 

echo "On-line" 
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# Exe|sei,,se : D i scuss the relative strengths apd weaknesses 

# of each of these various approaches. 



Example 32-7. A Simple Implementation of a Progress Bar 



# ! /bin/bash 

# progress-bar2 . sh 

# Author: Graham Ewart (with reformatting by ABS Guide author) . 

# Used in ABS Guide with |?®zpiasion (thanks!) . 

# Invoke this script w#|§$ bash. . 3 $ doesn't wo|^ with Sh. 
long_interval=10 



trap "exit" SIGUSR1 
sleep $interval; sleep $interval 
while true 
do 

echo -n ' . ' # Use dots, 

sleep $interval 

done; } & # Start a progress bar as a background process. 

pid=$ ! 

trap "echo ! ; kill -USR1 $pid; wait $pid" EXIT # To handl& $£ + 

echo -n 'Long-running process ' 
sleep $ long_inteeifiii 
echo ' Finished! ' 

kill -USR1 $pid 

wa it $p i d # Stop the progress bar. . 

trap EXIT 

exit $? 



0 The DEBUG argument to trap causes a specified action to execute after every command in a script. This 
permits tracing variables, for example. 

Example 32-8. Tracing a variable 



# ! /bin/bash 

trap 'echo "VARIABLE-TRACE> \$variable = \ " $variable\ " " ' DEBUG 

# Echoes the value of $variable. after every command. 

Vltttiable=2 9; line=$LINENO 

echo " Ju-st. initialized \$variable to $y&i?i!$ble.- number $line. " 

let "variable *= 3"; line=$LINENO 

echo " Just multiplied \$variable by 3 in line number $line." 
exit fe 

# The "trap ' commandl . . . command2 . . .' DEBUG" construct is 

#+ more appropriate , 3 .® the context of a complex , 
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#+ where inserting mult ipl»V" echo $variable" statements might be 
#+ awkward and za me-consum i nq . 

# Thanks, Stephane Chazelas ©dir ijihe pointer. , 



Output of script: 

VARIABLE-TRACE> $variable = "" 
VARIABLE-TRACE> $ variable = "2 9" 
Just initialized $variable to 29. 
VARIABLE-TRACE> $va#ij|ble = "29" 
VARIABLE-TRACE> $variable = "87" 
Just multiplied $variable by 3. 
VARIABLE-TRACE> $variable = "87" 



Of course, the trap command has other uses aside from debugging, such as disabling certain keystrokes 
within a s 



Example 32-9. Running multiple processes (on an SMP box) 



# ! /(bin /bash 

# parent . sh 

# Running multiple processes on an SMP box. 

# Author: Tedman Eng 

# This is the first of two scripts, 

#+ both of which must be present in the current working directory. 



LIMIT=$ 1 # Total number of process to start 

NUMPR0C=4 # Number of concurrent threads (forks?) 

PROCljfc|: # Starting Process Ift 

echo "My PID is $$" 

function start_thread ( ) { 

if [ $PROCID -le $LIMIT ] ; then 

. /child. sh $PROCID& 

"PROCID++" 

else 

echo "Limit reached." 



while [ " $NUMPROC" -gt 0 ] ; do 
start_thread; 

"NUMPROC — " 

done 



while- tfu©' 
do 

trap "st^|ii„thread" SIGRTMIN 
done 
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exit 0 



# ======== Second script foh cws 



#! /bin/bash 

# child. sh 

# Running multiple processes on an SMP box. 

# This s!$i$pt is called by parent, sh. 

# Author: Tedman Eng 

temp=$RANDOM 

index=$l 

shift 

let "temp %= 5" 
iefe "temp += 4" 

echo "Starting $index Time:$temp" 

sleep ${temp} 

echo "Ending $index" 

kill -s SIGRTMIN $PB0£p 

exit 0 



# ======================= SCRIPT AUTHOR'S NOTES ======================= # 

# It's h&fc compl^l^ly bug free. 

# X'rfapi'r w i t'h = 500 and after the flSfjiS-fc few hundred i re rations, 

#+ Phfe p£ the concurrent threads disappeared! 

# Not siSijel;i.f; collisions from trap signals or something else. 

# Once the trap is received, there's a brief moment whi!§|f' Executing the 

#+ trap handler but before the next trap is set. During this ^®;may 

#+ be possible to miss a trap signal, thus miss spawning a child process. 

# No doubt someone may spot the bug and will be writing 



#+ . . .in the ffi^iSire. 

# ===================================================================== # 

# # 



################################################################# 

# The following is the original script written by Vernia Damiano. 

# lliij^stijhately, lpr> doesn^swork properly. 
################################################################# 

#! /bin/bash 

# Must call script with at least one integer parameter: 

#+ (number concurrent processes). 

# All other parameters are passed through to the processes started. 



INDTCF-8 # Total number of process to' $fe#rt 
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TEMPO*?- # Maximum sleep time per process 

E_B AD ARG S = 6 5 # No arg(s) passed to script. 

[ $# -eq 0 ] # Checl| -at least one argument passed to script . 

echo "Usage: ' basename $0' number_of_processes [passed params]" 
exit $E_BADARGS 



NUMPROC=$l # Number of Goiictpftrent process; 

shift 

PARAMETRI= ( "$@" ) # Parameters er£: each process 

function awia ( ) { 
local temp 
local index 
temp=$ RANDOM 
index=$$,-«- | 
shift 

let "temp % S TEMPO” 
let "temp += 1 " 

echo "Starting $index Time:$temp" 

sleep ${temp} 

echo "E-riding $index" 

kill -s SIGRTMIN $$ 

} 

.Sijtoctfbhi parti ( ) ( 

if [ $ INDICE -gt 0 ] ; then 

aw la $ INDICE " $ { PARAMETRI [ @ ] } " & 
tffe "INDICE — " 

else 

trap : SIGRTMIN 



trap parti SIGRTMIN 

while [ " $NUMPROC" -gt 0 ] ; do 
parti; 

let "NUMPROC — " 

done 

wait 

trap - SIGRTMIN 
exit $? 

: «SCRIPT_AUTHOR_COMMENTS 

iX 'had the need t<3 rah a program, with specified options, on a number of 
different files, using a SMP machine. So I thought [I'd] keep running 
a specified number of processes and start a new one each time . . . one 
of these terminates. 

The "wait" instruction does not help, since it waits for a given process 
hr *a4l* process -Started in background . So I wrote [this] bash script 
that can do the job, using thh "trap" instruction. 

— Vern|g|. 'Damiand 
SCRIPT_AUTHOR_COMMENTS 



© 
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trap ' ' SIGNAL (two adjacent apostrophes) disables SIGNAL for the remainder of the script, trap 
SIGNAL restores the functioning of SIGNAL once more. This is useful to protect a critical portion of a 
script from an undesirable interrupt. 

trap ' ' 2 # Signal 2 is Control-C, now disabled. 

command 

command 

command 

trap 2 # Reenables Control-C 



Version 3 of Bash adds the following internal variables for use by the debugger. 

1. $BASH_ARGC 

Number of command-line arguments passed to script, similar to |>_£- 

2. $BASH_ARGV 

Final command-line parameter passed to script, equivalent $ t ! # 1 . 

3. $BASH_COMMAND 

Command currently executing. 

4. $BASH_EXECUTION_STRING 

The option string following the -c option to Bash. 

5. $BASH_LINENO 

In a function , indicates the line number of the function call. 

6. $BASH_REMATCH 

Array variable associated with =~ conditional regex matching . 

7. 

$BASH_SOURCE 

This is the name of the script, usually the same as SO. 

8. $BASH SUBSHELL 
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Options are settings that change shell and/or script behavior. 

The set command enables options within a script. At the point in the script where you want the options to take 
effect, use set -o option-name or, in short form, set -option-abbrev. These two forms are equivalent. 



# ! /bin /bash 

# Echoes all commands before executing. 

# ! /hi n/ bash 
set -v 

# Exact same effect as above. 



To disable an option within a script, use set +o option-name or set +option-abbrev. 



# ! /hSh/hash 

# Command echoing on. 

'comiftahh 

command 

# Command echoing off. 
command. 

# Not echoed. 



set -v 

# Command echoing on. 
hbifflttarid 

command 

set +v 

# Command echoing off. 
command 

exit 0 

An alternate method of enabling options in a script is to specify them immediately following the # ! script 
header. 



#! /bin/bash -x 
# 

# Body of script follows. 
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It is also possible to enable script options from the command line. Some options that will not work with set 
are available this way. Among these are -i, force script to run interactive. 

bash -v script-name 

bash -o verbose script-name 

The following is a listing of some useful options. They may be specified in either abbreviated form (preceded 
by a single dash) or by complete name (preceded by a double dash or by -o). 



Table 33-1. Bash options 



Abbreviation 


Name 


Effect 


-B 


brace 

expansion 


Enable brace expansion (default setting = on) 


+B 


brace 

expansion 


Disable brace expansion 


-c 


noclobber 


Prevent overwriting of files by redirection (may be overridden by >1) 


-D 


(none) 


List double-quoted strings prefixed by $, but do not execute commands in 
script 


-a 


allexport 


Export all defined variables 


-b 


notify 


Notify when jobs running in background terminate (not of much use in a 
script) 


-c ... 


(none) 


Read commands from ... 


check jobs 




Informs user of anv open iobs upon shell exit. Introduced in version 4 of 
Bash, and still "experimental." Usage: shopt -s checkjobs ( Caution : may 
hang!) 


-e 


errexit 


Abort script at first error, when a command exits with non-zero status 
(except in until or while loons, if-tests. list constructs') 


-f 


noglob 


Filename expansion (globbing) disabled 


globstar 


slobbins 


Enables the ** globbing operator (version 4+ of Bash). Usase: shoot -s 


star-match 


globstar 


-i 


interactive 


Script runs in interactive mode 


-n 


noexec 


Read commands in script, but do not execute them (syntax check) 


-o 

Option-Name 


(none) 


Invoke the Option-Name option 


-o posix 


POSIX 


Change the behavior of Bash, or invoked script, to conform to POSIX 
standard. 


-o pipefail 


pipe failure 


Causes a pipeline to return the exit status of the last command in the pipe 
that returned a non-zero return value. 


-P 


privileged 


Script runs as "suid" (caution!) 


-r 


restricted 


Script runs in restricted mode (see Chapter 221. 


-s 


stdin 


Read commands from stdin 


-t 


(none) 


Exit after first command 
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-u 


nounset 


Attempt to use undefined variable outputs error message, and forces an 
exit 


-v 


verbose 


Print each command to stdout before executing it 


-x 


xtrace 


Similar to -v, but expands commands 


- 


(none) 


End of options flag. All other arguments are positional parameters. 


— 


(none) 


Unset positional parameters. If arguments given ( — argl arg2), 
positional parameters set to arguments. 
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Turandot: Gli enigmi sono tre, la morte una! 

Caleph: No, no! Gli enigmi sono tre, una la vita! 

— Puccini 

Here are some (non-recommended!) scripting practices that will bring excitement into an otherwise dull life. 



Assigning reserved words or characters to variable names. 



case-va l.ueO 


# Causes problems. 






2 3sk. : doc - va tue". 


# Also piroblems . 






# Variabl^i;names 


i starting with a digit are 


reserved 


by the, shell . 


# Try ^2!$sjti:d:Oo= 


; valuel . Starting variables 


with an 1 


underscore is okay. 


# However . . . 


using just an underscore 


r 1 r or 


work. 


_=25 








echo $_ 


# $_ is a specif’ vartllole set to 


. ih.st a rg Of last command. 


# But . . . 


_ is a valid function name! 




xyz ( ( ! *=value2 


# Causes severe problems. 






# As of version 


3 of Bash, periods are not 


allowed 


withih .^^.riabie names . 



• Using a hyphen or other reserved characters in a variable name (or function name). 



vat#3^=23 

# Use ' var_d ' instead. 

fiinciJ on-wha rove r () # Error 

# Use ' function_whatever ()' instead. 



# As of vershb® 3 Of! Bashy periods are not allowed wlfcB>£& function names . 

function. whatever () # Error 

# Use i '~]filn&feloaWhatever ( ) f jgj nstead. 

• Using the same name for a variable and a function. This can make a script difficult to understand. 



do_something () 

{ 

echo "This function, does something with \"$1\"." 

} 

do_someth i ng— do_scrr.e - _hing' 
do_somethinU do_somethi»g!' 

# All th’l# 'is legal, but highly jSqHgHg£|hg. 



finicky about whitespace. 



In contrast to other programming languages, Bash can be quite 



varl = 23 # 'varl=25t' is correct. 

# On line above. Bash attempts to execute command 'h^ipl" 

# with the arguments "=" and "23". 
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c = $a - $b # Instead: let c=$a-$b or let "c = $a - $b" 



if [ $a -le 5] # if [ $a -le 5 ] is correct. 

# AA ;||f| [ "$a" -le 5 ] £#• even better. 

# [ [ $a -le>S ]] also works. 



Not terminating with a semicolon the final command in a code block within curly brackets . 



{ Is -1; df; echo "Done." } 

# bash: syntax eiSggr: unexpected end of jS|,le 
{ Is -1; df; echo "Done."; } 

# A ### Final command needs semicolon. 



Assuming uninitialized variables (variables before a value is assigned to them) are "zeroed out". An 
uninitialized variable has a value of null, not zero. 



#! /bin/bash 

echo "uninitialized_var = $uninitialized_var " 

# (U*i'iB,it|^gized_var = 

# However . A . 

# if $BASH_VERSION > 4.2; then 

if [ [ ! -v uninit ialized_var ] ] 

uninitialized_var-'d # Initialize it to zero! 



Mixing up = and -eq in a test. Remember, = is for comparing literal variables and -eq for integers. 



if [ " $ a " 1 273 ] 


# Is $a an integer or string? 


If;, [ " $ a " -eq 273 ] 


# If $a is an integer. 


# gcr Cl i i §J you can 


,.?|^terchange -eq and = without adverse consequences. 


# However . . . 




a-2 7 3 . G # Not an 


ihteqer. 


» [ " $ a " = 273 ] 




then 




echo "Co-pa r; son 


wphSNfe " 


else 




echo "Co~pa r ison 


does work." 


fi # Comparison 


does npfe work. 


# Same with a=" 273* and a "0273". 


# Likewise, problems trying to use "-eq" non-integer values. 


[ " $ a " -eq 273. C 


] 


then 




echo "a = Sa " 




fi # Aborts with a 


,n error message. 


# test . sh : [: 273. C 


: integer expressiifth expected 
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• Misusing string comparison operators. 



Example 34-1. Numerical and string comparison are not equivalent 



# ! /fsgi/basti 

# bad-op. sh: Trying to use a string comparison on integers, 
numbers*!, 

# The following while-loop has two eisfpKi;: 

#+*«§& blatant, and the other subtle. 

while [ "$number" < 5 ] # Wrong! Should be: while [ "$number" -It 5 ] 

do 

echo -n "$number " 

.let "number += 1" 

# Attempt to -Sun.' tysis bombs wisilfc the erf o^'l^essage : 

#+ bad-op. sh: line 10: 5: No such i [•©. c r directory 

# Wi&h^n single brackets, "<" mu s r be escaped, 

#+ and even then, it's still wrong for comparing integers. 

while [ "$number" \< 5 ] 
do 

echo -n "$number " 

.let "number += 1" 

echo; echo " 

# This can cause problems. For example: \ 
greater-| ! S;S 

;jij¥ [ "$greater" \< "$lesser" ] 

echo "$greater is less fe&Sto $lesser" 
fi # 105 is less than 5 

# tij fact, "105" actually is less than "5" 

#+ in a string comparison (ASCII sort order). 

echo 

exit 0 



# 12 3 4 

# 

# It *seems* t© work, but . . . 

#+ .'it actually does an ASCII comparison, 
#+ rather than a numerical one .. 



Attempting to use let to set string variables. 

il.^% Aa = hello, you" 
echo "$a" #0 



Sometimes variables within "test" brackets ([ ]) need to be quoted (double quotes). Failure to do so 
may cause unexpected behavior. See Example 1 - 6 . Example 20-5 . and Example 9-6 . 
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• Quoting a variable containing whitespace prevents splitting . Sometimes this produces unintended 
consequences . 

Commands issued from a script may fail to execute because the script owner lacks execute permission 
for them. If a user cannot invoke a command from the command-line, then putting it into a script will 
likewise fail. Try changing the attributes of the command in question, perhaps even setting the suid bit 
(as root, of course). 

• 

Attempting to use - as a redirection operator (which it is not) will usually result in an unpleasant 
surprise. 



commandl 2> - | command2 

# Trying to redirect error output of commandl into a pipe . . . 

# . . . will not work. 

commandl 2>& - | command2 # Also futile. 

Thanks, S.C. 



Using Bash version 2+ functionality may cause a bailout with error messages. Older Linux machines 
may have version l.XX of Bash as the default installation. 



#! /bin/bash 






minimum_version=2 

# Chet Ramey i-s c . tv adding features 

# you may set $minimum_version to 2. XX, 3. XX, or 
E_BAD_VERS I ON= 8 0 


to Bash, 

: whatever i; 


3 appropriate. 


if [ "$BASH_VERS|®i" \< ] 

then 

echo "This scriBi works only with Bash, versio 
echo "Upgrade strongly recommended." 
exit $E_BAD_VERSION 
fi 


in Sm 1 n.imum c 


3r greater." 



• Using Bash-specific functionality in a Bourne shell script (# ! /bin/sh) on a non-Linux machine 
mav cause unexpected behavior . A Linux system usually aliases sh to bash, but this does not 
necessarily hold true for a generic UNIX machine. 

Using undocumented features in Bash turns out to be a dangerous practice. In previous releases of this 
book there were several scripts that depended on the "feature" that, although the maximum value of 
an exit or return value was 255, that limit did not apply to negative integers. Unfortunately, in version 
2.05b and later, that loophole disappeared. See Example 24-9 . 

• 

In certain contexts, a misleading exit status may be returned. This may occur when setting a local 
variable within a function or when assigning an arithmetic value to a variable . 

• The exit status of an arithmetic expression is not equivalent to an error code. 



vai% && ((— var)) && echo $var 

# aaaaaaaaa Here the and- list te-^Shates With exit status 1. 

# $var doesn't echo! 

echo $? __ 
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• A script with DOS-type newlines ( \r\n ) will fail to execute, since # ! /bin/bash\r\n is not 
recognized, not the same as the expected # ! /bin/bash\n. The fix is to convert the script to 
UNIX-style newlines. 



#! /bin/bash 
echo "Here" 

Script changes itself to DOS format. 

Change back to execute permiss i on . 

The 'unix2dos' command removes execute permission. 

Script tries to run itself aqa i R . 

But it won't work as a DOS file. 

echo "There" 



unix2dos $0 # 

chmod 755 $0 # 



./$0 # 
# 



exit: 0 



A shell script headed by # ! /bin/sh will not run in full Bash-compatibility mode. Some 
Bash-specific functions might be disabled. Scripts that need complete access to all the Bash-specific 
extensions should start with # ! /bin/bash. 

• Putting whitespace in front of the terminating limit string of a here document will cause unexpected 
behavior in a script. 

• Putting more than one echo statement in a function whose output is captured . 

add2 ( ) 

{ 

edt©' "Whatever ..." # Delete thi^’ tine! 

let "retve^ $1 + $2" 
echo $ re aval 



mural-12 

|§um2=43 

echo " Sura of $numl and $num2 = $ (add2 $numl $num2) " 

# Sum of 12 and 43 = Whatever . . . 

# 55 

# The "echoes" g^pj'ic#tenate . 

This will not work . 

A script may not export variables back to its parent process , the shell, or to the environment. Just as 
we learned in biology, a child process can inherit from a parent, but not vice versa. 



WHATEVER- / home /bo z o 
export WHATEVER 

exit 0 

bash$ echo $ WHATEVER 

bash$ 

Sure enough, back at the command prompt, SWHATEVER remains unset. 

Setting and manipulating variables in a subshell , then attempting to use those same variables outside 
the scope of the subshell will result an unpleasant surprise. 
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Example 34-2. Subshell Pitfalls 



#! /bin/bash 

# Pitfalls ||^<y;aiiableS' in a subshell . 




OUt e r_va r i able-cuter 

echo "outer_vabiable = $outer_variable" 




( 

# Begin subshei'l 




echo "outer_vaj:iable inside subsheii. = $outer_variable" 
inner_variable=inner f -Set 

echo " nr e r_v ar i a b ; e inside subshe 1.1 = $inner_variable" 
Outer_variable=inner # Will value change globally? 
echo "outer_variable inside subsheii = $outer_variable" 


# Will ' exporting ' make a difference?:' 

# export inner_variabl© 

# export outer_variable 

# Try it and see. 




# End subshell 
) 




echo "inner_variable outside subshel45% $inner_ 
echo "outer_variable outside subshell = SouteSp 
echo 


variable" # Unset, 
yaflable" # Unchanged. 


exit 0 




# What happens ifiybu uncomment lines 19 and 20 

# Does it make a difference? 


? 



Piping echo output to a read may produce unexpected results. In this scenario, the read acts as if it 
were running in a subshell. Instead, use the set command (as in Example 15-18) . 



Example 34-3. Piping the output of echo to a read 



# ! /bin /bash 

# badread.sh: 

# Attempting use ' echo and 'read' 

#+ to assign variables non-interactively . 

# shopt -s lastpipe 



b=bbb 

echo "one two three" | read a b c 
# Try 'tea reassign a, b, and c. 

echo "b = $b" # b = bbb 
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echo "c = $c" # c = ccc 

# Reassignment failed. 

### However 1 * . .■ 

## Uncommenting line 6: 

# shopt -s lastpipe 
##+ fixes the problem! 

### Tfeif is a new feature-#^ Bash, version 4.2. 

# 

# Try the '.'o', lowing, alternative . 

va r echo "'one two three"' 

Set — $var 
a=$l; b=$2 ; c=$3 

echo "a=$a" #a= one 

echo "b = $b" # b = two 
echo "c = $c" # c = three 

# Reassignment succeeded . 

# 

# Note also that an echo to a 'read' works withia a. subshell. 

# However, the value of the variable changes *bnly* within the subshell. 

a=aaa # Starting all over again. 

b=bbb 

echo; echo 

echo "onp -two three" | ( read a b 

echo "Inside subshell: echo "a = $a"; echo "b = $b"; echo "c = $c" ) 

# a = one 

# b = two 

# t--'- 1 three 

echo "Outside subsheil: " 

echo "b = $b" # b = bbb 

echo "c=$c" #c= ccc 

echo 

exit 0 



In fact, as Anthony Richardson points out, piping to any loop can cause a similar problem. 



# Loop piping troubles . 

# This example by Anthony Richardson;-, 
#+ with addendum by Wiibbtfe Serendsen . 




f oundone=false 

find §HOME —type f — atime *3i^si2® lOOk 
while true 
do 

echo "$f-*§ over 10CK3 and has not been accessed iii 
echo "Consider moving the fi'3$£- to archives." 


over 30 days" 
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foundone=true 

# 

echo "Subshell level. = $BASH_SUBSHELL" 

# Subshell level = 1 

# Yes, we're inside a subshe||,.,< 

# 

# foundone will always be false here since it is 
#+ set tb, '!#iside a subshelj- 

if [ $5cundcr.e - false ] 

echo "No files need archiving." 



# =====================Now, here is the correct way : ================= 

f oundone=f alse 

for f in $(find $HOME -type f -atime +30 -size 1 00k) # No pipe here. 

■de- 

echo "$f is over 100KB and has not been accessed in over 30 days" 

echo "Consider moving thet|§ile ';t# ; .Archives . " 

foundone=true 

'lisf, [ $ioy»d®ne = .false ] 

echo "No .fTAles need aifSiiiving . " 
fi 

# here is another alternativ 

# Places the part of the script that reads the variables 
#+ within a code block, so they share the same snbshell. 

# Thank you, W.B. 

find $HOME -type f -atime +30 -size 100k | { 

f :OMijdbne=f a 1 s e 
whi§|&rread f 
do 

echo "$f is over 10CKB and has not been accessed in over 30 days" 

echo "Consider moving the file to. at'gpiives . " 

foundone=true 

• Sff .’! $ foundone 

echo "Kfij--,files need archiving. " 
fi 

} 



A lookalike problem occurs when trying to write the stdout of a tail -f piped to grep . 



tail -f /var/log/messages | grep " $ERROR_MSG" >> error . 1 og 

# The "error.log" file will not have anything written to it. 

# As SaiWiti KaiphaAJsfcdn points .ibiit:, this rehtlits.: grep 

#+ buffering its output,. 

# The f£j£ is. it^Ej add the " — line-bitf-fered" parameter to grep. 



Using "suid" commands within scripts is risky, as it may compromise system security. U231 
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• Using shell scripts for CGI programming may be problematic. Shell script variables are not 
"typesafe," and this can cause undesirable behavior as far as CGI is concerned. Moreover, it is 
difficult to "cracker-proof shell scripts. 

• Bash does not handle the double slash Uh string correctly. 

Bash scripts written for Linux or BSD systems may need fixups to run on a commercial UNIX 
machine. Such scripts often employ the GNU set of commands and filters, which have greater 
functionality than their generic UNIX counterparts. This is particularly true of such text processing 
utilites as tt. 

• 

Sadly, updates to Bash itself have broken older scripts that used to work perfectly fine . Let us recall 
how risky it is to use undocumented Bash features . 

Danger is near thee — 

Beware, beware, beware, beware. 

Many brave hearts are asleep in the deep. 

So beware — 

Beware. 

--A.J. Lamb and H. W. Petrie 
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Chapter 35. Scripting With Style 

Get into the habit of writing shell scripts in a structured and systematic manner. Even on-the-fly and "written 
on the back of an envelope" scripts will benefit if you take a few minutes to plan and organize your thoughts 
before sitting down and coding. 

Herewith are a few stylistic guidelines. This is not (necessarily) intended as an Official Shell Scripting 
Stylesheet. 



35.1. Unofficial Shell Scripting Stylesheet 

• Comment your code. This makes it easier for others to understand (and appreciate), and easier for you 
to maintain. 

PASS="$PASS$ {MATRIX: $ ( ( $RANDOM%$ { #MATRIX } ) ) :1}" 

# It made perfect sense when yet wrote* jgt .J-.ast year, 

#+ but now it's a complete mystery. 

# (From Antek Sawicki ' s "pw.sh" sotSigt . ) 

Add descriptive headers to your scripts and functions. 



#! /bin/bash 

# xyz.sh 

# written by Bozo Bozeman 

# -July 05, 20^3, 

# 

# Clean pro ject -files . 



'# 

# 

# 

# 

# 

# 

'# 



E_BADD I R=8 5 # No such directory, 

projectdli^/home/bozo/pro jects # Directory clean up. 



# # 

# cleanup_pf iles () # 

# Removes all files designated directory. # 

# Parameter: $target_directory # 

# Returns: 0 on success, $E_BADDIR ifi &Q#tething went wrong. # 

# # 

cleahup_pf iles () 



If. [ ! -d "$1" ] # Test JlHjtarget directory exists, 

then 

echo "SI is directory." 

return $E_BADDIR 

if 



rm -f "$1"/* 
return 0 # Success. 



cloar.up_pf' : les $pro joetdi 
exit $? 



• Avoid using "magic numbers," f 1241 that is, "hard-wired" literal constants. Use meaningful variable 
names instead. This makes the script easier to understand and permits making changes and updates 
without breaking the application. 
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if [ -f /var/log/messages ] 



# A year later, you decide to change the script to check /var/log/syslog. 

# It is now necessary to manually change the script^ 'instance by instance 
#+ and hope noth : nq breaks . 

# A better way: 

LOGFILE=/var/log/messages # Only line that; needs, be changed, 
if [ -f " $LOGFILE" ] 
theri 

fi 

• Choose descriptive names for variables and functions. 

|t*»- Is -al $dirname' # Cryptic. 

,f ile_listing=' Is -al $dirname' # Better. 

MAXVAL=10 # All caps used, for a script constant . 
while [ "$index" -le " $MAXVAL" ] 



E_NOTFOUND=95 # Uppercase for an errorcode, 

#+ and name prefixed with E_. 

if [ ! -e "$filename" ] 

echo "File $ :” i | ename not found." 
exit $E_NOTFOUND 



MAIL_DIRECTORY=/var/spool/mail/boz;0 # Uppercase for an enyironrneRtal 
export MAIL_DIRECTORY #+ variable. 



GetAnswer () 

■#- 

prompt=$l 
echo -n $prompt 
read answer 
return $answer 

} 



# Mixed case wohfffe'well £ost a 
#+ function name, especially 
#+ when ii|fe iimproves legip.mjjity . 



GetAnswer "What id your .^avcfci'to number? " 
f avorite_number=$? 
echo $ favor ite_numbe r 



_uservariable=23 # Permissible*- but, lipt recommended. 

# It's better for user-defined vi#J6Jables not to start with; eh underscore. 

# Leave that for system variables. 

• Use exit codes in a systematic and meaningful way. 

E_WRON G_ARG S = 9 5 



exit $ E_WRON G_ARG S 

See also Appendix E . 
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Ender suggests using the exit codes in /usr/include/svsexits .h in shell scripts, though these 
are primarily intended for C and C++ programming. 

• Use standardized parameter flags for script invocation. Ender proposes the following set of flags. 



-a All: Return all information (including hidden file 1 .jjifo) . 

-b 'Brief: Sft'gr't: version,- usjagelly fox Othfif# ^^SJpts . 

-c Copy, concatenate, etc. 

-d Daily: Use information from the whole day, and not merely 

information for a specific instance/U-ser . 

-e Extended/Elaborate: (often does , -include hidden file .&|fo) . 

-h Help: Verbose usage w/descs, aux info, discussion, help. 

See also -V. 

-1 Log output of script. 

-m Manual: Launch man-page J§i4$p base command. 

-n Numbers: Numerical data only. 

-r Recursive: All files in fi directory (and/or all sub-dirs) . 

-s Setup & File Maintenance: Config files for this script. 

-u Usage: p§£||t -oOf'/ittV^Ocak'ljbfS flags ISpfc the sdr'ipt . 

-v Verbose: Human readable output, more oSf^ess formatted. 

-V Version / License / Copy (riglifc I left) / Contribs (email too). 

See also Section G.l . 

• Break complex scripts into simpler modules. Use functions where appropriate. See Example 37-4 . 

• Don't use a complex construct where a simpler one will do. 



COMMAND 

if [ $? -eq # ] 




# Redundant and 


non-intuitive . 


if COMMAND 




# More concise ( 


if perhaps not quite as legible) . 



... reading the UNIX source code to the Bourne 
shell (/bin/sh). I was shocked at how much simple 
algorithms could be made cryptic, and therefore 
useless, by a poor choice of code style. I asked 
myself, "Could someone be proud of this code?" 

-London Noll 
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Nobody really knows what the Bourne shell's 
grammar is. Even examination of the source code 
is little help. 

—Tom Duff 



36.1. Interactive and non-interactive shells and scripts 

An interactive shell reads commands from user input on a tty. Among other things, such a shell reads startup 
files on activation, displays a prompt, and enables job control by default. The user can interact with the shell. 

A shell running a script is always a non-interactive shell. All the same, the script can still access its tty. It is 
even possible to emulate an interactive shell in a script. 



# ! /bin/bash 
MY_PROMPT='$ * 

do 

echo -n "$MY_PROMPT" 
read line 

Mbbs.' 

exit 0 

# This example script, and much of tbb above explanation supplied by 

# Stephane Cha/.elas (thanks aqairi) . 

Let us consider an interactive script to be one that requires input from the user, usually with read statements 
(see Example 15-3) . "Real life" is actually a bit messier than that. For now, assume an interactive script is 
bound to a tty, a script that a user has invoked from the console or an xterm. 

Init and startup scripts are necessarily non-interactive, since they must run without human intervention. Many 
administrative and system maintenance scripts are likewise non-interactive. Unvarying repetitive tasks cry out 
for automation by non-interactive scripts. 

Non-interactive scripts can run in the background, but interactive ones hang, waiting for input that never 
comes. Handle that difficulty by having an expect script or embedded here document feed input to an 
interactive script running as a background job. In the simplest case, redirect a file to supply input to a read 
statement (read variable <file). These particular workarounds make possible general purpose scripts that run 
in either interactive or non-interactive modes. 

If a script needs to test whether it is running in an interactive shell, it is simply a matter of finding whether the 
prompt variable, $PS1 is set. (If the user is being prompted for input, then the script needs to display a 
prompt.) 



if [ -z $PS1 ] # no prompt? 

### if [ -v PS1 ] # On Bash 4.2+ ... 

# r.Sn-ifii&c ractive 
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Alternatively, the script can test for the presence of option "i" in the Si flag. 



*i*) # interact ; vo shell 

*) # riort- Inter active shelly 

# (Courtesy of "UNIX F.A.Q.," 1993) 

However, John Lange describes an alternative method, using the -t test operator . 



# Test fp# a tiertfl^l ! 
fd-0 #-;iS,|idin 

# As we recall, the -t test option checks whether the sid: n, [ -t 0 ] , 
#+ or stdout, [ -t 1 ] , in a given script is running in a terminal. 

if i 'fflrapd" ] 

e chd 'i r. t e 

edho non^lijperadtive 
fi 



# But, as John points 

# if [ -t 0 ] works ... when you're logged in locally 

# but fails when yott invoke the command remotely via ssh. 

# So for a true test you also have to test for a socket. 

if [ [ -t "$fd" | | -p /dev/stdin ] ] 

echo interactive 
else 

echo non-interactive 



.0 i Scripts may be forced to run in interactive mode with the -i option or with a # ! /bin/bash -i header. 
Be aware that this can cause erratic script behavior or show error messages even when no error is 
present. 



36.2. Shell Wrappers 



A wrapper is a shell script that embeds a system command or utility, that accepts and passes a set of 
parameters to that command, f 1251 Wrapping a script around a complex command-line simplifies invoking it. 
This is expecially useful with sed and awk. 

A sed or awk script would normally be invoked from the command-line by a sed -e ' commands ' or 
awk ' commands ' . Embedding such a script in a Bash script permits calling it more simply, and makes it 
reusable. This also enables combining the functionality of sed and awk, for example piping the output of a set 
of sed commands to awk. As a saved executable file, you can then repeatedly invoke it in its original form or 
modified, without the inconvenience of retyping it on the command-line. 
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Example 36-1. shell wrapper 



#! /bin/bash 

# This simple script removes blank lines fl~b8| a file. 

# No a rqument check Lpg . 

# 

# fob might wish to add something like: 

# 

# E_N OARGS=85 

# if [ -z "$1" | 

# then 

# echo "Usage: 'basename $0' target.-!': l.e" 

# ex|t|V.’$E_NOARGS 

# fi 



sect / A $/d "SI " 

# Same as 

# sed — e '/ A $/d' filename 

# Invoked from the command- 1 fne . 

# The ' -e ' means an "editing" command follows (optional here) . 

# ' A ' indicates the beginning of lir^©;* '$' the end. 

# This -patches lines with nothing between the beginning and the end — 
#+ blank lines. 

# The ' d' is the delete command. 

# : '§psfilysj; the commandilJfene ai§ permits 

#+ whitespace and special characters in the filename. 

# Note that this script doesn't actually change the target file. 

# •yoH^pjeed to do that, redirect, its output. . 



Example 36-2. A slightly more complex shell wrapper 



# ! /bin /bash 

# -^sjfest.sh: a script that substitutes oiib- pattern 
#+ another in a file, 

#+ i.e., "sh subst. . sn Smith Jones letter.txt". 

# IbftsS replaces Smith. 

ARGS-3 # Script requires 3 arguments* 

E_BADARGS=85 # Wrong number of arguments passed to script. 

j||; | $# -no " $ARGS " ] 

echo "Usage: 'basename $0' 'bid-pattern new-patterh filename" 
exit $E_BADARGS 



old_pattern=$ 1 
new_pattern=$2 

if [ -f "$3" ] 

f ile_name=$3 
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else 

echo "File \"$3\" does not exist." 
exit $E_BADARGS 



# 

# Here iV .where the heavy work gets done. 

sed -e "s/$old_pattern/$new_pattern/g" $file_name 

# 

# 's’ is, ^gv^^arse, the substitute command in sed, 

#+ and /pattern/ invokes address matching.. 

# The 'g, ' pf global flag causes substitution for EVERY 

#+ occurence of $old_pattern on each line, not just the first. 

# Read the 'sed' docs fo&'k&i Jn-depth exp|j|^^|on . 

exit $? # Redirect the output bf-tRiLs sptipt to write to ajj|l||le. 



Example 36-3. A generic shell wrapper that writes to a logfile 



# ! /pin /bash 

# logging-wrapper . 3h. 

# Generic shell- wrapper that perfpji^ pn operation 
#+ and logs it. 

DEFAULT_LOGFILE=logf ile . txt 

# Set the following two variables. 

OPERATION 

# Can be a complex chain of commands, 

#+ for example an awk. sd9fjj&t of A pipe . . . 

LOGFILE= 

if [ -z "$ LOGFILE" ] 

then # (if'' not set, defau ! t to ... 

LOGF I LE= " $DEFAULT_LOGF I LE " 



# CommSftd-lijI#. a rqumenzs,. any,, for: the ope^^Ji!^. 

OPTIONS=" $0 " 



# Log it.,. 

echo "'date' + 'whoami' + $OPERATION » $ LOGF ILE 

# Now, do if* 

exec $OPERATION "$8" 

# It's necessary to do the Jogging before the operation. 

# Why? 



Example 36-4. A shell wrapper around an awk script 



# ! /lain /bash 

# pr-ascii.sh: Prints a table of ASCII characters. 

START=33 # Range of printable ASCII characters (decima^Ei* 

END-127 # will not work fptB'rjunpapfatable 'characters (> 3^7) . 

echo " Decimal Hex Cha.raatei^fV # Header. 
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echo " " 

for ( (i=START ; i<=END; i++) ) 
do 

echo $i | awk '{printf(" %3d %2x %c\n", $1, $1, $1) } ' 

# The Bash prinfcf" will not wbrlk vjl&J this context: 

# printf "%c" "$i" 
done 

exit 0 



# Decimal Hex 

# 



# 33 21 

# 34 22 

# M- 23 

# 36 2:4 



# 

# ... 

# 

# £|pp 7 a 

# 123 7b 

# i|f4 7c 

# vjtiS- 7d 



Character 



# 

$ 



# Redirect the output 'SjC is&is Script to a e 
#+ or pipe it to "more": sh pr-asc.sh | more 



Example 36-5. A shell wrapper around another awk script 



#! /bin/bash 

# Adds up a specified column (of numbers) in the target file. 

# Floating-point (decimal) numbers okay, because awk can handle them. 

ARGS=2 

E_WRON GARG S = 8 5 

if [ $# -ne " $ARGS " ] # Check for proper number of command-line args . 

echo "Usage: 'basename $0' filename column-number" 
ex|§|Sf$E_WRONGARGS 
fi 

f ilename=$l 
bo iUBffi^humb e r = $ 2 

# Passing -shell variab 1 es tQ i-he awk part -®!; the script is a bit tricky. 

# iifje method is to strdhg-quote the Bash-script variable 
#+ withipMihe awk script . 

# $ ' $BASH_SCRIPT_VAR' 

# 

# This is done in the embedded awk script below. 

# See the awk documentation for more details. 

# A muiti-iline awk script is here invoked by 

# awk ' 

# 

# 
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# 

# 



# Begin awk script. 

# 

{ total *&»■•$ ' "$ {column_number } " ' 

} 

END { 

pp.ifjit;. .total 



' "$filename" 

# 

# End awk script. 



# '®t may not be safe to pass shell Variables to an embedded awk script, 
#+ so Stephane Chazelas proposes the following alternative: 

# 

# awk -v column_number="$column_number" ' 

# { -'last a 1 +- $ co I umn_n umbe r 

# • SB B 

# END { 

# print total 

# } ' "$fl 1 ename" 

# 



exj|.tj . 0 

For those scripts needing a single do-it-all tool, a Swiss army knife, there is Perl. Perl combines the 
capabilities of sed and awk . and throws in a large subset of C, to boot. It is modular and contains support for 
everything ranging from object-oriented programming up to and including the kitchen sink. Short Perl scripts 
lend themselves to embedding within shell scripts, and there may be some substance to the claim that Perl can 
totally replace shell scripting (though the author of the ABS Guide remains skeptical). 



Example 36-6. Perl embedded in a Bash script 



#! /bin/bash 

# Shell commands may precede the Perl script. 

echo "This precedes the embedded Perl stsript wit3#iih \"$0\" . " 

perl -e 'print "This line prints from an embedded Perl script. \n";' 

# Like sed, Perl also uses the "-e" opt i on . 

echo "However, the script may also contain shell and system commands." 
exit 0 

It is even possible to combine a Bash script and Perl script within the same file. Depending on how the script 
is invoked, either the Bash part or the Perl part will execute. 
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Example 36-7. Bash and Perl scripts combined 



#! /bin/bash 

# bashandperl . sh 

echo "Greetings from the Bash parts .-of the script, $0." 

# More Bash commands may follow here. 

exit 

# End of Bash part <$p*jjthe script . 

# ====================================================== 

# This part of the script must be invoked with 

# perl -x bashandperl * sh 

-print "Greetings Perl the script, $0.\n"; 

# Perl daesil.%-- seem to like "echo" . . . 

# More Peril commands may j!§f$low here. 

# End of Perl part (f^gthe script . 



bash$ bash bashandperl . sh 

Greetings from the Bash part of the script. 



bash$ perl -x bashandperl . sh 

Greetings from the Perl part of the script. 



It is, of course, possible to embed even more exotic scripting languages within shell wrappers. Python, for 
example ... 



Example 36-8. Python embedded in a Bash script 



# ! /bin/bash 

# ex56py.sh 

# Shell commands may precede the Python script. 

echo "This precedes the embedded Python script within \"$0.\"" 

python -c 'print "This line prints from an embedded Python script. \n";' 

# Unlike sed and perl. Python- uses the "-c" option. 

python -c 'k = raw_input ( "Hit a key to exit to outer script. " ) ' 

echo "However;, ■the script may also cont^ih shell and system commands." 
exit 0 

Wrapping a script around mplayer and the Google's translation server, you can create something that talks 
back to you. 
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#! /bin/bash 

# Courtesy of: 

# http : //elinux. org/RPi_Text_to_Speech_ (Speech_Synthesis) 

# You must be on-line for this script to work, 

#+ so yolL^flY access the Gocg 1 o translation server, 

# Of course, mplayer must be present on your computer. 

speak ( ) 

{ 

local IFS:*#'- 

# Invoke mplayer, then .cebhect to Google translation server. 

/usr/bin/mplayer -ao alsa -really-quiet -noconsolecontrols 

"http : / /tESKSlate . google . co^%rftnslate_tts?tl=en&q="$*" " 

# Google translates, but can also speak. 

} 

LINES=4 

spk=§ (ts^| -$LINES $0) # jail end ,<s># same script! 
speak "$spk" 

# Browns. Nice talking to you. 

One interesting example of a complex shell wrapper is Martin Matusiak's undvd script , which provides an 
easy-to-use command-line interface to the complex mencoder utility. Another example is Itzchak Rehberg's 
Ext3Undel. a set of scripts to recover deleted file on an ext3 filesystem. 



36.3. Tests and Comparisons: Alternatives 

For tests, the IT 11 construct may be more appropriate than [ ] . Likewise, arithmetic comparisons might 
benefit from the (Y II construct. 



# All of the comparisons below are equivalent. 

test "$a" -It 16 && echo "yes, $a MBS* # "ah<3\T,i&t " 

/bin/test "$a" -It 16 && echo "yes, $a < 16" 

[ "$a" -It 16 ] && echo "yes, $a < 16" 

[[ $a -It 16 ]] && echo "yes, $a < 16" # Quoting variables within 

( ( a < 16 ) ) && echo "yes, $a # [[ ]] and (( )) not necessary. 

l$$(fey“"New York" 

# Again, all of the comparisons below are equivalent. 

test "$city" \< Paris && echo "Yes, is greater y" 

# Greater ASCII order. 

/bin/test "$ci ; !|yf \< PS’SjJts && echo "Yes, P$^p|t.4s greater than $oifcy" 

[ "$city" \< Paris ] && echo "Yes, Paris is greater than $city" 

[[ $ciiy < Part# ]] && echo "Yes, Paris -rate greater than §City" 

# Need not quote $city. 

# Thank you, S.C. 



36.4. Recursion: a script calling itself 



Can a script recursively call itself? Indeed. 
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Example 36-10. A (useless) script that recursively calls itself 



#! /bin/bash 

# recurse. sh 

# Can A: r , esUf#i v ©ly cal||-' -itself ? 

# Yes, but is this of any practical use? 

# (See the; Aollowing. ) 

RANGE=10 

MAXVAL=9 

i=$RANDOM 

let "i %= $RANGE" # Generate a random number between 0 and $RANGE - 1. 

ji§| [ " $ i " -It " $MAXVAL " ] 
then 

. /$0 # Script recursively spawns a new instance of itself. 

R # Each efe|fd does the 

#+ a generated $i equals $MAXVAL . 

# Using a "while” loop instead of an "if /then" test causes problems. 

# Exp lap®) why . 

exit. 0 

# Note: 

# 

# This script must have execute permj£s#i9.h. fo^jjr . ji'O' .work properly. 

# This is the case even if it is invoked by an "sh" command. 

# Explaiyfc'Vjhy . 



Example 36-11. A (useful) script that recursively calls itself 



# ! /Kill /bash 
# pb.sh: phone book 




# Written by Rick Boivie, and used with permission. 

# Modifications by ABS ,Gu i de author. 




MINARGS=gB| # Schjjgit needs at least OJih argument . 

DATAFILE=. /phonebook 

# A datavipile in current wording directory 
#+ named "phonebook" must exist. 

PROGNAME=$ 0 

E_N 0 ARG S = 7 0 # No arguments error. 


if [ $# -It $MINARGS ] ; then 

eshh "Usage: "$PROGNAME" data-to-I^k-up" 
exit $E_NOARGS 

• . 




if [ $# -eq $MINARGS ] ; then 
grep " $DATAFILE " 

# 'grep' prints an error message if $ DATAFILE nc 

else 

( shift; " $PROGNAME" $* ) | grep $1 

# Stfeipt recursively calls itself, 
fi 


;t present . 
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exit r 0 # Script exits here. 

# Therefore, it's o.k. to put 

#+ hqh-hashmarked comments and data after this p<$£lj^t . 

# 

Sample "phonebook" datafile: 



John Doe 
Ka-ry Moe 
Richard Roe 
Sam Roe 
Zoe Zenobia 
# 



ISBb Main St . , Baltimore, MD 21228 
98 99 Jones Blvd., Warren, .Nil 1 03787 
856 E. 7th St., New York, NY 1 C0C9 
956 E. 8th St., New York, NY 10009 
4481 N. Baker St., San Francisco, 



SF 94338 



(410) 222-3333 
(603) 898-3232 
(212) 333-4567 
(212) 444-5678 
(415) p§|-1631 



$bash pb.sh Roe 
Richard Roe 
Sam Roe 



856 E. 7th St., 
956 E. 8th St., 



New York, NY 10009 
New York, NY 10009 



(212) 333-4567 
(212) 444-5678 



$bash pb.sh Roe Sam 

Sam Roe 956 E. 8th St., 



New York, NY 10009 



(212) 444-5678 



# When more than one argument is passed to this script, 

# + *only* the line (s) contaiftihgf all the arguments. 



Example 36-12. Another (useful) script that recursively calls itself 



# ! j()S|n/bash 

# usrmnt.sh, written by Anthony Richardson 

# Used in ABS Guide with permission. 

# usage: usrmnt.sh 

# description: mount device, invoking user must be listed in the 

# MNTUSERS group ih the /etc/sudoers file. 

# 

# This is a usermount script that reruns itself using sudo. 

# A user with the proper permissions Only has to type 

# usermount /dev/fdO /miil^floppy 

# instead of 

# sudo usermount /dev/fdO /mnt/f loppy 

# I use: £hiS same technique for all of 

#+ sudo scripts, because I find it convenient. 

# 

# ['H|f SUDO_COMMAND -fglglable 0ki' not set we are not being run through 
#+ sudo, so rerun ourselves. Pass the user's real and group id . . . 

if [ -z " $ SUDO_COMMAND " ] 
then 

mntusr=$ (id -u) grpusr=$ (id -g)- sudo $0 $* 

ex|pi!v 

fi 

# We wl ip jffiA* get here if we are being run by sudo. 

/b : n /mount $* -o uid=$mntusr, gid=$grpusr 
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exit 0 

# Additional notes (from the author of this script) : 

# 

# 1) kinox allows the "users" option in the /etc/fstab 

# file so that any user can mount removable media. 

# But, on a server, I like to- allow only a few 

# individuals access to removable media. 

# I find: using sudo gives me more epBSftrol. 

#2) I a tip find sudo to be more convenient than 

# accomplishing this task through groups. 

# 3) This method gives anyone with proper permissions 

# root access to the mount command, so be careful 

# about who you allow access. 

# You can get finer control over which access can be mounted 

# by using this same technique in separate mntfloppy, mntcdrom, 

# and mntsamba scripts. 



♦ 



Too many levels of recursion can exhaust the script's stack space, causing a segfault. 



36.5. "Colorizing" Scripts 



The ANSI f 1261 escape sequences set screen attributes, such as bold text, and color of foreground and 
background. DOS batch files commonly used ANSI escape codes for color output, and so can Bash scripts. 



Example 36-13. A "colorized" address database 



# ! /bin/bash 

# ex30a.sh: "Colofised" versiftto of ex30.sh. 

# Crude address database 




# Clear 



the screen. 



echo 

tput 

echo 

echo 

tput 

echo 

echo 

tput 

echo 

echo 

tput 

echo 



-e ' \E [37; 44m' "\033 [lmContact List\Q33[0m" 

# White on blue background 

-e "\033 [lmChoose one a>j{' the following persons : \033 [Om" 

# Bold 

sgrS # Reset attributes . 

"(Enter only the first jpgtter of name,)" 



-en ' \E [47)3 4m' "\033 [lmE\033 [Om" 
"vans, Roland" 

-en ' \E [ 47; 3 5m \ 0 3 3 [ lm J\ 0 3 3 [ Om" 
sgr# 

"ambalaya, JKiyidred" 

-en ' \E [ 47; 32m ' "\033 [lmS\033 [Om" 

"mith, Julie" 

-en ' \E [4?4 31m' "\033 [lmZ\033 [Om" 



# Blu#- 

# Reset colors to "normal . " 

# "[E]vans, Roland" 

# Magenta 



# Green 



# Red 
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tput sq r 

echo "ane, MorjfJi^" 

read person 

case "$pers<SB'“ irj. 

# Note vafciab l.p i?.|.--.^uorcd. 

" E " | "e" ) 

# Accept upper or lowercase input. 

echo "Roland Evans" 

echo "4321 Flash Dr." 

echo "Hardscrabble, CO 80753" 

ache "(303) 734-9874" 

echo "(303) 734-9892 fax" 

echo "revtfchtSzzy . net " 

echo "Business partner & old friend" 



"J" | "j" ) 

echo. "Mildred Jambalaya" 
echo "239 E. 7th St., Apt. 1 9" 
echo "New York, NY .1. 000 9" 
echo "(212) 533-28” 4 " 
echo "(212) 533-9972 fax" 
echo "mtlllej;;@loisaida . com" 
echo " Girlfriend" 
echo "Birthday: Feb. 11" 



# Add -“SAliSfir <Eor ■'Siip.th & Zane later. 



t Default option. 

# Empty iiteigsut (hittift^ RETURN) 'jpl'i-S here, too. 
echo 

echo "Not yet in database." 



tput sq r Q. # Reset colors to "normal." 

echo 

exit 0 



Example 36-14. Drawing a box 



#! /bin/bash 

# Draw-box. sh: DrawiiSjJ. a box using ASCII characters. 

# Script by Stefano Palmefi r witfe,.mii) l &r- editing by document author. 

# Minor edits suggested by Jim Angstadt. 

# Used ipiphe ABS Guide with permission. 



###################################################################### 
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### draw_box function doc ### 

# The "draw_box" function lets the user 
#+ draw a box p|.va terminal . 

# 

# Usage: draw_box ROW COLUMN HEIGHT WIDTH [COLOR] 

# ROW and COLUMN represent the position 

#+ the upper left angle 'Of the box you’re going: to draw. 

# ROW and COLUMN must be greater than 0 

#+ and less than current feesdnaaial dimension. 

# HEIGHT is the number of rows of the box, and must be > 0 . 

# HEIGHT' +• ROW must be <- than current t.e rmi na 1 height. 

# WIDTH is the number of eg:', umns of the box and must be > 0 . 

# WT8SS + COLUMN must be <= than current terminal t^ldth . 

# 

# E.g.: I.f: your terminal dimension is 20x80, 

# draw_box 2 SO 4 5 is good 

# draw_box 2 3 19 45 has bad HEIGHT value (19+2 > 2 0 ) | 

# draw_box i 3- 18 78 has bad WIDTH value (78+3 > 80) 

# 

# COLOR is the color of the box frame. 

# This ie the 5th argument and i:S optional. < 

# 0=black l=red 2=green 3=tan 4=blue 5=purple 6=cyan 7=white. 

# you pass the function bad arguments, 

#+ it will just exit with code 65, 

#+ and no messages Will be printed on #tdet®>' 

# 

# Clear the terminal before you start to draw a box. 

# The Clear command is. not contained within the function- 

# Tfiis allows ;fehe user to draw .fmaflpgsple boxes, even overlapping ones. 

### end Of draw_box function- doc ### 

###################################################################### 

draw_box ( ) { 

M0RZ="-" 

VERT=" | " 

CORNER_CHAR= " + " 

MINARGS=4 
E_B AD ARG S = 6 5 
#=============# 



if [ $# -It " $MINARGS " ]; then # If args are less than 4, exit. 

exit $E_BADARGS 
fi 



# Looking for non digit chars in arguments. 

# Probably Jit eoiald be done better (exercise for the reader?) . 

if echo $0 | tr -d [: blank:] | tr -d [:digit:] | grep . &> /dev/null; then 
exi|. SE_BADARGS 
fi 



BOX_HEIGHT=' expr $3-1' 
BOX_WIDTH=' expr $4 - 1' 
T_ROWS=' tput lines' 
T_COLS='tput Col.S' 



# -1 correction needed because angle char "+" 
#+ is a part of both box height and vjldth. 

# Define current terminal dimension 
#+ ;§3f. rdws and columns . 



%0: [ $1 -lt|ffi] || [ $1 -gt $T_ROWS ] ; then # St art-checking if arguments 
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exit $E_BADARGS #+ are correct. 

if [ $2 -lt ; :f; ] II [ $2 -gt $T_COLS ] ; then 
ex§jf|-:$E_BADARGS 
fi 

l§i [ ' expr $1 + $BOX_HEIGHT + 1' -gt $T_ROWS ]; then 
exit $E_BADARGS 

if [ 'expr $2 + $BOX_WIDTH + 1' -gt $T_COLS ]; then 
exit ,$E_BADARGS 
fi 

if [ $3 -lt;^ ] I I [ $4 -m f| J; the^ . 

exit $E_BADARGS 

# End checking- arguments . 

plot_char ( ) { # FuiSettgiS- wttfrin A f ttjlotfen . 

echo -e " \E [ $ { 1 } ; $ { 2 }H"$3 

} 

echo -ne "\E[3${5}m" # Set box frame color, if defined. 

# St'a^vjSjfSawi-hg the box 
CohH-t=l 

for (( r=$l ; count<=$BOX_HEIGHT; r++) ) ; do 
plot_clg# it $2 $VERT 
let count=count+l 

cog-nt' 

C=' expr $2 + $BOX_WIDTH' 

Cfir (( r=$l; gd^t<=$BOX_HEIGHT; r++) ) ; do 
plot_char $r $c $VERT 
ilet tfdSP^^’Opunt + 1 

count=l 

Iftyr (( c=$2; C9hnt<-$B0X_WIDTH; C++)); do 
plot_char $1 $c $HORZ 
|Let .<jS<yfl^t=oount+l 

count=l 

r=' expr $1 + $BOX_HEIGHT' 

for (( c=$2; cOunt<=$BOX_WIDTH; C++)); do 
p 1 ot_char St $c $HORZ 
let count=count+l 
done 

plot_char $1 $2 $ CORNER_CHAR # Draw box angles. 

plot_char $1 'expr $2 + $BOX_WIDTH' $CORNER_CHAR 
p 1 ot._char 'expr $1 + $BOX_HEIGHT' $2 $ CORNER_CHAR 

plot_char 'expr $1 + $BOX_HEIGHT' 'expr $2 + $BOX_WIDTH' $ CORNER_CHAR 
echo -ne "\E[0m" # Restore old colors. 

P_ROWS='expr $T_ROWS - 1' # Put the prompt at bottom of the terminal, 

echo -e "\E [ $ {P_ROWS } ; 1H" 

mm 



# Draw horizontal lines using 
#+ plot_^Wjp> , ^®nctidn. 



# Draw vertical lines using 
#+ plot_char function. 
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# Now, let's try drawing a 



R=2 

C=3 

H=10 

W=4 5 

col,=*J' 

draw_box 



# Row 

# Co 1 umn 

# Height 

# Width 

# Color (red) 

$R $C $H $W $c2$< 



box . 

# Clear the term lira! . 



# Draw the box. 



exit C 



# Hxerc.ise : 

# 

# Add the option rap pSsinting text with in the drawn box. 



The simplest, and perhaps most useful ANSI escape sequence is bold text, \033[lm ... \033[0m. The \033 
represents an escape , the "[1" turns on the bold attribute, while the "[0" switches it off. The "m" terminates 
each term of the escape sequence. 



bash$ echo -e "\033[lmThis is bold text . \033 [0m" 



A similar escape sequence switches on the underline attribute (on an rxvt and an aterm). 



bash$ echo -e "\033[4mThis is underlined text . \033 [0m" 



’) With an echo, the -e option enables the escape sequences. 



Other escape sequences change the text and/or background color. 



bash$ echo -e 
bash$ echo -e 
bash$ echo -e 



' \E [34; 47mThis prints in blue.'; tput sgrO 

' \E[33; 44m' "yellow text on blue background"; tput sgrO 

' \E [1; 33; 44m' "BOLD yellow text on blue background"; tput sgrO 



ii? I It's usually advisable to set the bold attribute for light-colored foreground text. 

The tput sgrO restores the terminal settings to normal. Omitting this lets all subsequent output from that 
particular terminal remain blue. 

Since tput sgrO fails to restore terminal settings under certain circumstances, echo -ne \E[0m may be a 
better choice. 



Use the following template for writing colored text on a colored background. 

echo -e ' \E [COLOR1; COLOR2mSome text goes here.' 

The "\E[" begins the escape sequence. The semicolon- separated numbers "COLOR1" and "COLOR2" 
specify a foreground and a background color, according to the table below. (The order of the numbers does 
not matter, since the foreground and background numbers fall in non-overlapping ranges.) The "m" 
terminates the escape sequence, and the text begins immediately after that. 
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| Note also that single quotes enclose the remainder of the command sequence following the echo -e. 

The numbers in the following table work for an rxvt terminal. Results may vary for other ter mi nal emulators. 



Table 36-1. Numbers representing colors in Escape Sequences 



Color 


Foreground 


Background 


black 


30 


40 


red 


31 


41 


green 


32 


42 


yellow 


33 


43 


blue 


34 


44 


magenta 


35 


45 


cyan 


36 


46 


white 


37 


47 



Example 36-15. Echoing colored text 



#! /bin/bash 

# color-echo . sh : Echoing text messages JffiRjoIor . 

# Modify 'this, script for youb -own purposes. 

# It's easier than hand-coding color. 

black= ' \E [30; 47m' 
red=' \E [31; 47m' 
green=' \E [32; 47m' 
yellow= '\E[33;47m' 
blue='\E[34;47m' 
magenta-' \E [35; 47m' 
cyan=' \E [36; 47m' 
white= ' \E [37; 47n' 



alias Reset="tput sgrO" # Reset text attributes be normal 

#+ wibfebUfc clearing screen. 



cecho () # Color-echo. 

# Argument $1 = message 

# Argument $2 = col^#:' 

{ 

local default_msg="No message passed." 

# Doesn't really need to be a local variable. 

message=$ { 1 : -$default_msg} # Def-Attits to defau'. L message. 

color=${2 :-$black} # Defaults to black, if not specified. 

echo "Sco ! or " 
echo "$message" 

Reset # Reset to normal. 

} 
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# Now, let's try it out . 

# 

cecho "Feeling blue..." $blue 

cecho "Magenta looks more .'like pyrp 1 c . " Smagenta 
cjecho "Green with envy." $green 
cecho "Seeing red?" $red 

cecho "Cyan, more familiarly known as aqua." $cyan 
cecho "No color passed (do fhe.l'f s to black) . " 

# Missing $ color argument. 

cecho "\"Empty\" color passed (defaults to black)." "" 

# Empty $color argument., 

# Missing $message and $color arguments. 

# Empty, ^message and $color arguments* 

# 

echo 
ex i t 0 

# Exe^Jpses : 

# 

# 1) Add the "bold" attribute t© the 'cecho () ' fur.ct i on . 

# 2) Add options for colored backgrounds. 



Example 36-16. A "horserace" game 



# ! /bin/bash 

# horserace . sh : Very simple horserace simulation. 

# Author: SLef'ano Palmeri. 

# Used with permission. 

################################################################ 

# Goals of the sqr] pt : 

# playing with escape sequences and terminal colors . 

# 

# Exercise: 

# Edit the script to make it, less 
#+ set up a fake betting shop . . . 

# . . . um . . . it's starting to remind me of a movi# , . . 

# 

# The sBisjlpt gives each horse K random handicap. 

# The odds are calculated upon horse handicap 
#+ and are expressed in European (?) style. 

# E.g., odds=3.75 means that if you bet $1 and win, 

#+ you receive $3.75. 

# 

# The s{f#|pt has been tested with a GNU/Lthux OS, 

#+ using xterm and rxvt, and konsole. 

# 'SJ$'-.|iijPp|hine with an AMD 900 MHz processor, 

#+ the average race time is 75 seconds . 

# PM faster computers the race time would be lower. 

# So, if you want more suspense, reset the USLEEP_ARG variable. 

# 

# Script by Stefano Palltieeit 

################################################################ 
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E_RUNERR=63 

# Check if md5sum and be are installed. 

§B|i ! which be &> /dev/null; theft 

echo be is not installed, 
echo "Can\ ' t run ..." 
exit $E_RUNERR 

if ! which md5sum &> /dev/null; then 
echo md5sum not,, installed, 
echo "CailV't run ..." 
e x lit 1 " P E_RUNE RR 
fi 

# Set the following variable -to slow down script execution. 

# It will be passed as the argument for usleep (man usleep) 

#+ and is expressed in microseconds (500000 = half a second) . 
USLEEP_ARG=0 

# Clean up the temp directory, restore terminal cursor ,and 
#+ terminal colors — if script interrupted by Ctl-C. 

trap 'echo -en "\E[?25h"; echo -en "YEIOm"'; stty echo; \ 
tput cup 20 §jf rm -fr $HORSE_RACE_TMP_DIR' TERM EXIT 

# See the chapter on debugging \£pr an exp iar.ation 'trap.' 

# Set •^•'unique (F§Mn8-d) name for the temp directory the script needs. 
HORSE_RACE_TMP_DIR=$HOME/ .horserace-' date +%s'-'head -clO /dev/urandom \ 
I md5sum | head -c30' 

# Create the temp directory and move- right th* 
mkdir $ HORS E_RACE_TMP_D I R 

cd $HORSE_RACE_TMP_D I R 



# This function moves the cursor to line $1 column $2 and then prints $3. 

# E.g. : "move_and_echo 5 10 liftSxll§sjs equivalent jj§o 

#+ "tput cup 4 9; echo linux", but with one command instead of two. 

# Note: "tput,^p|^ : : M ' do fines 0 0 the upper left angle of the terrfldna 1 , 

#+ echo do fines 1 1 the upper left angle of the terminal . 
move_ar.d_echo ( ) { 

echo -n|§§ \E [ $ { 1 } ; $ { 2 }H" " $3" 

’ 

# Eyhdfctbn to generate a pseudo-random number between 1 and 9. 
random_l_9 ( ) 

{ 

head -clO /dev/urandom | md5sum | tr -d [a-z] tr -d 0 I cut -cl 

pHI 

# Two ftfnsfcip-ns that "movement," when drawing the Spp9ps . 

d raw_ho rse_one ( ) { 

echo -n " "//$MOVE_HORSE// 



dfaw_horse_two ( ) { 



$ 



\ \ $MOVE_HORSE \ \\\ 



# Define current terminal dimension. 
N_COLS= ' tput COlS ' 

N_LINES=' tput lines' 
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# Need at least a 20-LINES X 80-COLUMNS terminal. Check it. 
■ 0 .; [ $N_CCT,S -it 80 ] II [ $N_LINES -It 20 ]; then 

echo "'basename $0' needs a 80-edis X 20-lines terminal." 
echo "YoiJg ^terminal is, $ { N_COLS } -cols X $ { TBWfe B^S } -lines . " 
exit $E_RUNERR 



# Start drawing the race field. 

# Need a string of 80 chars. See below. 

BLANK80='seq -s "" ICO I head -c80' 

clear 

# Set foreground and backgx©:fa|i colors to white, 
echo -ne '\E[37;47m' 

# Move the cursor on the upper left angle of the terminal . 
tput cup 0 0 

# Draw six tfjjfciete lines . 
for rj in ' seq 5'; do 

echo $ BLANK 80 # Use the 80 chars string to cotd#£;s#! the te rminal .. 

done 



# Sets foreground color to black, 
echo -ne '\E[30m' 



|B,Ove_and_echo 
5tiove_and_echo 
Hiove_and_echo 
mcve_ar.d_echo 
move_a r.d_echo 
ftiOve_and_echo 
move_ar.d_ccho 
move_and_echo 
move_ar.d_ccho 
mo v c_a r. d_e c h o 



,3 : I ^ START 1' 

3 75 FINISH 

1 5 " | " 

1 80 

2 5 " | " 

2 80 

4 5 "| 2" 

4 80 "I" 

5 5 "V 3" 

5 80 "V" 



# Set foreground color to red. 
echo -ne '\E[31m' 



# Seine ascii art.,, 
me v e_a r. d_e c h o 1 8 
,m.o v e_a r. d_e c h o 2 3 
.tcioye_and_echo 3 8 
mcve_ar.d_echo 4 8 
me v e_a r. d_e c h o 5 8 
mo v e_a r. d_e c h o 1 4 3 
mov c_a r. d_c c h o 2 43 
move_ar.d_echo 3 4 3 
mo v e_a r. d_e c h o 4 4|f 
move_ar.d_echo 5 4 3 





,@...@...0 @...@... 0 ..@ 0 @ 0... M 




M 0 ..@.. 0 ... 0.0 0 0 .” 

M 0. . .0.0. . .0. .0000. .0000.0000. . M 



# Set foreground and background colors to green, 
echo -ne ' \E | 32; 42m ' 

# Draw eleven greeri lines . 
tput cup ,5: 0 

ih 'seq 11'; do 
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echo $BLANK80 

done 



# Set foreground co lor to b 1 ack, 
echo -ne ' \E[30m' 
tput cup 5 0 





# Set foreground and backgreh®.® colors to white, 
echo -ne '\E[37;47m' 

# Draw three white lines. 

' seq 3'; do 
echo $BLANK80 

done 

# Set foreground col ox to black- 
echo -ne '\E[30m' 

# Create 9 files to stores handicaps. 

ia 'seq 10 7 68'; do 
: 4#uch $n 

done 

# Set the ZfemSwe of "horse" the script wiilL ;draw. 
HORSE_TYPE=2 

# Create position-file and odds-file for every "horse". 

#+ .’If t these ^les, store the current posihAtsii Of the horse, 

#+ the type and the odds . 

Sgsr -HI) 'ih 'seq 9' ; do 

%®iuch horse_$ {HN Imposition 

itdffCh. odds_$ { HN } 

echo \-l > horse_$ {HN}_positiqri 

echo .$HORSE_TYPE » horse_$ {HN}_pos±%#On 

# Define a random handicap for horse. 

HANDICAPS iandom_l_9 ' 

# Check if the random_l_9 function returned a good value, 
while ! echo $HANDICAP | grep [1-9] &> /dev/null; do 

HAND I CAP =' random_l_9' 

done 

# Define last handicap position for horse. 

LHP='expr ^HANDICAP \* 7 + 3' 

for FILE in ' seq '0$'. 7 $LHP' ; do 
echo $HN » $FILS> ' 

done: 

# Calculate odds, 
case $ HAND I CAP in 

1) ODDS=' echo $ HAND I CAP \* 0.25 + 1.25 ] be' 
echo $ODDS > odds_${HN} 

2 | 3) 0DDS=' echo $ HAND I CAP \* 0.4|:$ 1.25 | be' 
echo $ODDS > odds_${HN} 
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4 '51 6) ODDS=' echo $ HAND I CAP \* 0.55 • 1,25 | be' 

echo sonns > odds_${HN} 

7 | 8) ODDS=' echo $ HAND I CAP \* 0.75 + 1.2S | be' 
echo $ODDS > odds_${HN} 

9) ODDS=' echo $ HAND I CAP \* 0 . 9Q . 25 | be' 
echo $ODDS > odds_${HN} 






# Print odds, 

pr,: nt_odds ( ) { 

tput cup 6 0 

echo -ne '\E[30;42m' 
for HN in ' seq 9'; do 

echo "»$HN odds->" 'cat odds_${HN}' 

} 

# Draw the horses at* sfc&rtjia-g 

draw_horses ( ) { 

tput cup 6 0 

echo -ne '\E[30;42m' 

&N in 'seq 9'; do 
echo /WSHK/W- 



print_odds 
echo -ne ’\E[47m' 

# Wait f'or a enter key press to start the race. 

# The escape sequence ' \E[?251' disables the cursor, 
tput cup xi' '$ . 

echo -e ' \E | 7251 ' P r css [enter] key to start the race... 

# Disable normal eqh'q:! nq !rt the terJt-Sllal . 

# This avoids key presses that might "contaminate" the screen 
#+ du^.i'nq the race. 

stty -echo 

# 

# i#^^^the race . 

draw_hors e s 
echo -ne '\E[37;47m' 
move_ar.d_echo 18 1 $BLANK80 
echo -ne '\E[30m' 

:jtfOve_and_echo 18 1 StaBbi-ng. . . 

# Set the column of the finish line. 

WINNING_P0S=74. 

# Define the time the race started. 

START_TIME=' date +%s ' 



Chapter 36. Miscellany 



522 





Advanced Bash-Scripting Guide 



# COL variable needed by following "while 1 ' construct. 

COL=0 

while [ $COL -It $WINNING_POS ] ; do 
MOVE_HORSE=0 

# Check if the random_l_9 function has retimed a good value . 
while ! echo $MOVE_HORSE | grep [1-9] &> /dev/null; do 

MOVE_HORSE=' random_l_9' 

done 

# Do f i r:e .0 1 d type and position of the "randomized teg.rse#l». 
HORSE_TYPE=' cat horse_${MOVE_HORSE}_posi|llin | t^SS -n 1' 

COL=$ (expr 'cat horse_$ {MOVE_HORSE }_position | head -n 1') 

ADD_P0S=1 

# Check if the current an handicap positpSi . 

if seq 10 7 68 | grep -w $C0L &> /dev/null; then 

■jj it . grep -w $M0VE_H0RSE $C0L &> /dev/null; then 
ADD_POS=0 

grep -v -w $M0VE_H0RSE $C0L > ${C0L}_new 
rm -f $C0L 

mv -i. $ { COL }_new $C0L 
else ADD_P0S=1 

I EM I 

else ADD_P0S=1 

C0L=' expr $C0L + $ADD_P0S' 

echo $C0L > ho rse_$ [ MOVE_70RSE ) _pos.it io.r. # Store new posit.: on. 

# Choose the type of horse to draw, 
case $HORSE_TYPE i»; ’ ' 

/ N i) H0RSE_TYPE-2; DRAW_HORSE=draw_horse_two 
2) H0RSE_TYPE=1 ; DRAW_HORSE=draw_horse_o% 

esac 

echo $HORSE_TYPE » horse_$ {MOVE_HORSE }_poa#|f]#tt' 

# Store current type. 

# Set foreground color to black and background to green., 
echo -ne ' \E [30;4[2ift* 

# Move the cursor to new horse pdfft'i9 n • 
tout cup 'expr $M0VE_H0RSE + 5' 

'cat 'hdrse_$ {MOVE_HORSE }_positidA' I head -n 1' 

# Draw the horse . 

$DRAW_HORSE 

usleep $USLEEP_ARG 

# When all horses have gone beyond field line 15, reprint odds, 
touch fieldlinelS: 

M [ $C0|||f 15 ] ; then 
:#cho $M0VE_H0RSE » fieldlinel5 

if [ 'w c -1 f ieldlinel5 | cut -fl -d " " ' = 9 ] ; then 
pri4t_odds 
: > fieldlinetS 

i *> 

# Define the leading, horse. 
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HIGHEST_POS=' cat *position | sort -n | tail -1' 

# Set background color to white* 
echo -ne '\E[47m' 
tput cup 17 0 

echo -n Current leader: ' grep -w $HIGHEST_PQS *position | cut <-c7'\ 



# Define the time the race finished. 

FINISH_TIME=' date +%s' 

# Set background cot®* to green and enable blinking text . 
echo -ne '\E[30;42m' 

echo -en ' \E[5m' 

# Make the winning horse blink, 
tput cup ' expr $MOVE_HORSE +5' \ 

'cat horse_${MOVE_HORSE}_position I head -n 1' 

$DRAW_HORSE 

# Disable blinking text, 
echo -en '\E[25m' 

# Set foreground and background coin* white . 
echo -ne '\E[37;47m' 

move_and„echo 18 1 $BLANK80 

# Set foreground color to black, 
echo -ne '\E[30m' 

# Make winner blink, 
tput cup It' 8: 

echo -e "\E [5mWINNER: $MOVE_HORSE\E [25m" " Odds: 'cat odds_$ {MOVE_HORSE } ' " \ 

" Race time: 'expr $FIN!SH_TIME - $ S T ART_T IME ' secs" 

# Restore cursor and old colors • 
echo -en "\E[?25h" 

echo -en "\E[0m" 

# Restore echoing, 
stty echo 

# Remove race temp directory, 
rm -rf $HORSE_RACE_TMP _DXR 

tput cup 19 0 

exit 0 

See also Example A-2 1 . Example A-44 . Example A-52 . and Example A-40 . 

There is, however, a major problem with all this. ANSI escape sequences are emphatically non-portable . 
What works fine on some terminal emulators (or the console) may work differently, or not at all, on 
others. A "colorized" script that looks stunning on the script author's machine may produce unreadable 
output on someone else's. This somewhat compromises the usefulness of colorizing scripts, and possibly 
relegates this technique to the status of a gimmick. Colorized scripts are probably inappropriate in a 
commercial setting, i.e., your supervisor might disapprove. 

Alister's ansi-color utility (based on Moshe Jacobson's color utility considerably simplifies using ANSI 
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escape sequences. It substitutes a clean and logical syntax for the clumsy constructs just discussed. 

Henry/teikedvl has likewise created a utility (http://scriptechocolor.sourceforge.net/') to simplify creation of 
colorized scripts. 



36.6. Optimizations 

Most shell scripts are quick ’n dirty solutions to non-complex problems. As such, optimizing them for speed is 
not much of an issue. Consider the case, though, where a script carries out an important task, does it well, but 
runs too slowly. Rewriting it in a compiled language may not be a palatable option. The simplest fix would be 
to rewrite the parts of the script that slow it down. Is it possible to apply principles of code optimization even 
to a lowly shell script? 

Check the loops in the script. Time consumed by repetitive operations adds up quickly. If at all possible, 
remove time-consuming operations from within loops. 

Use builtin commands in preference to system commands. Builtins execute faster and usually do not launch a 
subshell when invoked. 



Avoid unnecessary commands, particularly in a pipe . 



cat, ^Sfile" | grep "$word" 
grep "$word" "$file" 

# The above command-lines have an identical effect* 

#+ is&t- the second: ifegj® faster since launches one fewer subprocess. 

The cat command seems especially prone to overuse in scripts. 



Disabling certain Bash options can speed up scripts. 

As Erik Brandsberg points out: 

If you don’t need Unicode support, you can get potentially a 2x or more improvement in speed by simply 
setting the LC_ALL variable. 

export LC_ALL=C 

[specifies the locale as ANSI C, 
thereby disabling Unicode support] 

[In an example script ...] 

Without [Unicode support] : 

erikSe'crik-desktop : -/ca^tureS time . /cap-ngrep . sh 
live2.pcap > out.txt 

real 0m20.483s 

user lm34 ,470s 

sys 0ml2.869s 
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With I Unicode support] : 

erikSerik-desktop : ~/capture$ time . /cap-ngrep . sh 
live2.pcap > out.txt 

real 0m50.232s 

user 3m51.118s 

sys Oral 1.22 Is 

A large part Of the overhead that is optim! zed is, I del jj eve, 
regex match using [ [ string =~ REGEX ] ] , 

but it may help with other pcttijliBs of the code as well. 

I hadn't [seen it] mentioned that this optimization helped 
with nlQpn I had seen -sSj] helped with "grep, " 
so why not try? 



Certain operators, notably expr . are very inefficient and might be replaced by double parentheses 
arithmetic expansion. See Example A-59 . 



Math tests 






OmO .294s 
OmO .288s 
OmO .008s 



math via expr : 

real lml7.879s # Much slower! 

user 0m3 . 600s 

sys 0m8.765s 






OmO. 364s 
OmO. 372s 
OmO . 000s 



Condition testing constructs in scripts deserve close scrutiny. Substitute case for if-then constructs and 
combine tests when possible, to minimize script execution time. Again, refer to Example A-59 . 



Tesfe 



"case" construct: 
OmO. 329s 
OmO. 320s 
OmO .000s 



Test With if 



[] rr-'&fc quotes: 
OmO . 438s 
OmO. 432s 
OmO . 008s 



Test with if 



[ ] , quotes : 
OmO .476s 
OmO . 4 : SM 
OmO. 024s 



Test- -with i! 



[],;iasihg -eq: 
OmO . 4"S'34 !s 
O mO . 4.5 6s 
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sys OmO.OOOs 

Erik Brandsberg recommends using associative arrays in preference to conventional numeric-indexed 
arrays in most cases. When overwriting values in a numeric array, there is a significant performance 
penalty vs. associative arrays. Running a test script confirms this. See Example A-60 . 



AsslgnmejSfc' iitests 


Assigning a 


s imp 1 e variably 5 ' 


real 


OmO . 418s 


user 


Om 0,fti6s 


sys 


OmO .004s 


Assigning a 


numeric index array entry 


real 


OmO. 582s 


usef 


Cr-.O .564 s 


sys 


OmO . 016s 


Overw|j§{|§liS8: 


a numeric index array entry 


real 


C:-2i . 931s 


user 


0m21 . 913s 


sys 


OmO . 016s 


Linear reading of numeric index array 


real 


OmO .<^2 s 


use#* 


OmO .416s 


sys 


OmO . 004s 


Assign i ng a 


associative array entry 


real 


0ml. 800s 


user 


0ml . 796s 


sys 


OmO .004s 


Overwriting 


an associative array entry 


real 


0ml. 798s 


user 


0ml. 784s 


sys 


OmO. 012s 


fpSiear reading an associative array entry 


real 


OmO . 420s 


user 


OmO^fOs 


sys 


OmO . 000s 


Assigning a 


random number to a simple variable 


real 


OmO. 402s 


user 


OmO . 388s 


sys 


OmO . 016s 


As Signing a 


sparse numeric index aiStSiy entry' randomly into 64k cells 


real 


0ml2.678s 


user 


0ml2 . 649s 


sys 


OmO. 028s 


Reading sparse numeric index array entry 


real 


OmO. 087s 


user 


OmO. 084s 


sys 


OmO .000s 


Assigning a 


sparse associative array entry randomly into 6;4k cells 


real 


OmO . 698s 
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user 


OmO . 696s 






sys 


OmO .004s 






Read i r.g spars 


e associ at.iy 


e index afcfey e 


ntry 


real 


OmO. 083s 






user 


OmO. 084s 






sys 


OmO .000s 







Use the time and times tools to profile computation-intensive commands. Consider rewriting time-critical 
code sections in C, or even in assembler. 

Try to minimize file I/O. Bash is not particularly efficient at handling files, so consider using more 
appropriate tools for this within the script, such as awk or Perl . 

Write your scripts in a modular and coherent form, U271 so they can be reorganized and tightened up as 
necessary. Some of the optimization techniques applicable to high-level languages may work for scripts, but 
others, such as loop unrolling, are mostly irrelevant. Above all, use common sense. 

For an excellent demonstration of how optimization can dramatically reduce the execution time of a script, see 
Example 16-47 . 



36.7. Assorted Tips 

36.7.1. Ideas for more powerful scripts 



You have a problem that you want to solve by writing a Bash script. Unfortunately, you don't know 
quite where to start. One method is to plunge right in and code those parts of the script that come 
easily, and write the hard parts as pseudo-code. 



#! /bin/bash 



■ Need name < 



§,j; [ number-of-argumentgg •is-^^-equalH|| " $ARGCOUNT " ] 



# Can ' t out how to code this 

#+ . . . so write it in pseudo-code. 



echo "Usage: name-of-script name" 

# aaaaaaaa aaaaaa More pseudo-code, 

exit $ E_WRON GARG S 
fi 



exit 0 

# Later on, subsuiture working code pseudo-code. 

# Lino 6 becomes : 

if [ $# -ne " $ARGCOUNT" ] 
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# Line 12 becomes: 

echo. "Usage: ' basename $0' name" 

For an example of using pseudo-code, see the Square Root exercise. 

To keep a record of which user scripts have run during a particular session or over a number of 
sessions, add the following lines to each script you want to keep track of. This will keep a continuing 
file record of the script names and invocation times. 



# Append (>>) following to end of each 


script tracked. 




whoami>> $SAVE_FILE 


# User invoking 


the script . 




echo $0» $ S AVE_F I LE 


# SCflipt name. 






date» $ S AVE_F I LE 


# Date and title . 






echo» $SAVE_FILi§; 


# Blank 'line as 


separator . 




# 'pfT-'Cpufse, SAVE_FILE de f Lft.'ed and exported as environmental V 


a.riahl^.. / • bastt^i 


#+ (something like .-j„ 


. scripts-run) 







The » operator appends lines to a file. What if you wish to prepend a line to an existing file, that is, 
to paste it in at the beginning? 



■#jLle=data.txt 

titJ(S="***This is the title line of data text 

echo $title | cat - $file >$file.new 

# "cat cqftcaLenat.es stdout tq f'Sile. 

# End result is 

#+ to write a new fggj with- $title appended at *beginh4 i Sg* . 

This is a simplified variant of the Example 19-13 script given earlier. And, of course, sed can also do 
this. 

A shell script may act as an embedded command inside another shell script, a Tel or wish script, or 
even a Makefile . It can be invoked as an external shell command in a C program using the 
system ( ) call, i.e., system ( " script_name ") ; . 

Setting a variable to the contents of an embedded sed or awk script increases the readability of the 
surrounding shell wrapper . See Example A-l and Example 15-20 . 

Put together files containing your favorite and most useful definitions and functions. As necessary, 
"include" one or more of these "library files" in scripts with either the dot (.) or source command. 



# SCRIPT LIBRARY 

# 

# Note: 

# No "#!" here. 

# No "live code" e : t.her . 



# Useful variable definitions 

ROOT_UID=0 # Root has $U|i ; -p . 

E_NOTROOT=lfj:. # Not fobf user ettdts 

MAXRETVAL=255 # Maximum (positive) return value of a function. 

SUCCESS=|: 

FAILURE=— 1 
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# ShhSfcibns 




Usage () # 


"Usage:" message. 


if [ -z "$1" ] # 


No arc passed. 


late name 




else 




ms g=$ 3 
fi 




echo "Usage: ' basename 

} 


$0' "$msg"" 


Check_if_root () # 

{ # 


Check if root running script. 
'F-tSki';" e x 3 9 . s h " example. 


if [ " $UID " -ne " $ROOT_ 
WEthen 


_UID " ] 


echo "Must be root tc 
exit $E_NOTROOT 
fi 

} 


5 run this script." 


CreateTempf lleName ( ) # 

ifr # 


Creates a "unique" temp filename. 
."ex51 . sh" example. 


pref ix=temp 

s.uff : x--' eva 1 date +%s' 

Tempf ilename=$pref ix . $: 

} 


suffix 


isalpha2 () # 

{ # 


Tests whether *entire string* is alphabetic. 
J?e68i '"isalpha . sh" example. 


[ $# -eq 1 ] || return 


$FAILURE 


case $1 in 

* [ ! a-zA-Z ] * | " " ) roiucn 


$FAILURE; ; 


*) return $SUCCESS; ; 




} 


Thanks, S.C. 


abs ( ) 


# Absqlqte value. 


{ 


# Caution: Max return value = 255 . 


E_ARGERR=- 999999 




if [ -z "$1" ] 
then 


# Need arg passed. 


return '$E_ARGERR 
fi 


# ObviijSijiS e rrh.r v^lye returned. 


if [ "SI " -ge £11' 


# If non-negative, 

# 


absva 1 •$! 


# stays as-is. 


else 


# Otherwise, 


; : |#fe.’*absval = ( ( 0 — 


$1 ) ) " # change sign. 


•ii' 
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return $absva 1 



Lc.l ewer () 



if [ -z "$1" ] 
echo " (null) " 



echo "$0" | tr A-Z a-z 
# Translate all passed a rgumenis ($0). 

# Use command substitution to set a varjabf. e to. function output. 

# For example: 

# oldvar-"A seT of naiXed-caSe T.EtTorS" 

# newvar=' tolower "$oldvar"' 

# echo "$newvaf?' # a set : mixed-case letters 

# 

# ExerdiSe: Rewrite this functioiS -change lowercase passed argument (s) 

# to uppercase ... toupper() [easy]. 

} 8 



# Converts string (s) passed as argument (s) 
#+ to; lowercase. 

# If no argument (s) passed, 

#+ send error message 

#+ (C-suyie void-pointer error message) 

#+ and return . 



Use special-purpose comment headers to increase clarity and legibility in scripts. 



## Caution. 




rm -rf *.zzy ## 


The "-rf" options to "rm" are very dangerous. 


## + 


especially with wild cards. 


#+ Hnl confcihuatic 


5n . 


# This is line Jajj 




#+ a -MlS^line 


comment,. 


#+ and this is 


final line. 


#* Note. 




#o List item. 




#> Another point ol 


E view. 


while [ "$var:l" ! = 


"end" ] #> while te^/"$v:f.r ; l" != "end" 



Dotan Barak contributes template code for a progress bar in a script. 



Example 36-17. A Progress Bar 



#! /bin/bash 

# progress-bar . shr- 

# Author: Dotan Barak (very ftiLhat revisions by ABS Guide author) . 

# Used in ABS Guide with permission (thanks!). 
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BAR_WIDTH=5tt 
B AR_C H AR_S T ART = " [ " 

BAR_CHAR_END= " ] " 

BAR_CHAR_EMPTY=" . " 

BAR_CHAR_FULL= " = " 

BRACKET_CHARS=2 

LIMX'T=10| 

print_progress_bar ( ) 

{ 

# Calculate how many characters will be full. 

" f hUljii-akt M ((($1 - $bracket_chars) * $2) / fhiMiT) " 

# Calculate how m-Say characters wila^lbe empty. 

"empty_limit = ($1 - $BRACKET_CHARS ) - $ { full_limit } " 

# Prepare the bar. 
bar_line=" $ { BAR_CHAR_START } " 

for ( j<full_limit; j++) ) ; do 

bar_line=" $ {b ; *ir_line } $ { BAR_CHAR_FULL } " 

done 

for ( i»jpt); j<empty_limit; ) ; do 

bar_line=" $ (bar_: i r.o } $ { BAR_CHAR_EMPTY } " 

done 

bar_line=" $ {bafe|;ine } $ { BAR_CHAR_END } " 
printf "%3d%% %s" $2 ${bar_line} 

!®v 

# Here is a sample cffifcicode tljifc. iises 
MAX_PERCENT=1 0 0 

§t§^ ( (i=l|’-i<=MAX_PERCENT||-^++) ) ; d© 

# 

.iasteep it) 000 

# ... Or run some other commands . . . 

# 

print_progress_bar $ { BAR_WIDTH } ${i} 
echo -en "\r" 



A particularly clever use of if-test constructs is for comment blocks. 



#! /bin/bash 
COMMENT_BLOCK= 

# Try settihig; the above variable some value 
#+ for an unpleasant surprise.* 

if [ $COMMENT_BLOCK ] ; then 

Comment block — 



This is a comment line* 

is another comment line. 

This is yet another comment line. 
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echo "This will hell' echo." 

Comment blocks are error-free! Wheel 
fi 

echo "No more comments, please." 
exit 0 

Compare this with using here documents to comment out code blocks . 

Using the $? exit status variable , a script may test if a parameter contains only digits, so it can be 
treated as an integer. 



#! /bin/bash 

SUCCESS^ 

E_BADINPUT=85 

test "$1" -ne 0 -o "$1" -eq f£||>/dev/fcfc|3j» . 

# An integer is either equal to .0 or not equal to 0. 

# 2>/dev/null suppresses errfiift message . 

;Me; [ $? -ne "$ SUCCESS" ] 

echo "Usage: ' basename $0' integer-input" 
exit $ E_B AD INPUT 



let "sum = $Sra 25" # Would give eE^^jiji?- f 1 not integer . 

echo "Sum, = $sum" 

# Any variable^ hpt just a command-line parameter, can be tested this way. 
exit 0 

• The 0 - 255 range for function return values is a severe limitation. Global variables and other 
workarounds are often problematic. An alternative method for a function to communicate a value 
back to the main body of the script is to have the function write to stdout (usually with echo) the 
"return value," and assign this to a variable. This is actually a variant of command substitution. 

Example 36-18. Return value trickery 

#! /bin/bash 

# multipllidaticn . sh 

ite^S;|j,|fly () # Multiplies params passed. 

{ # Will accept a variable number of args . 

local product=C 

until [ -z "$1" ] # Until uses up arguments passed. . . 

do 

"product *= $1" 
shift 

done 

# Will not echo to stdout. 



echo $product 
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} #+ since this will be assigned to a variable. 

multl=15383; mult2=25211 
vall“' multiply ' 

# Assigns stdout (echo) of function to the variable vail, 
echo "S multi X $muit2 = Sva.1.1" # 387820813 

«tt^=25; mult2=5; »lt3=20 

val2=' multiply $multl $mult2 $mult3' 

echo "SmuJtl X $i^t^t2 X $mult3 = $val2" # 2500 

W$Sf=188; mult2=37; mult3=25; m® : lt4-#? 

val3=' multiply $multl $mult2 $mult3 $mult4' 

echo "$rriiSatl X $®j3it2 X $mult3 X $mult4 = $val3" # 8i'733|?iT 

exit 0 

The same technique also works for alphanumeric strings. This means that a function can "return" a 
non-numeric value. 



capital ize_ichar ( ) 



stringO="$0" 



# Capitatize#r 'Character 
#+ of argument string (s) passed. 



# Accepts multiple arguments. 



f irstchar=$ { stringO : 0 : 1 } # First character. 

strin<j'i-$ {strihgO : 1 } # Rest s# sthfaig(s). 



Fi£hfe£!h&r=' echo "S^^tchEr" | tr a-z A-z' 

# Capitalize first character. 



echo "$FirstChar$stringl" # Output %®.' stdout;*. 



newstring=' capitalize_ichar "every sentence should start with a capital letter.’ 
echo "$newstring" # Every sentence should start wiitii a capital letter. 

It is even possible for a function to "return" multiple values with this method. 



Example 36-19. Even more return value trickery 



# ! /bln /bash 

# sum-product . sh 

# A f'unction may " 


return" more than one 


value. 


s u m_a n d_p r o d u c t ( ) 


# Calculates both s 


um and product sidjf passed args . 


echo $ ( ( + 

# Echoes to stdout 
} 


) ) $ ( ( $1 * $2 ) ) 
each calculated value 


, separated by space. 


echo "Enter first 
read ft 1st 


number " 




echo "Enter second 
read second 


number " 
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retval*' sum_and_product $first $ second" # Assigns output of function. 

sum=' echo "$retval" I awk '{print $1}'' # Assigns Jtiaeit field, 

product*' echo "$retval" | awk '{print $2}'~ # Assigns second field. 

echo "$first + $second = $sum" 
echo "$ffes9t * $ second = $product" 
echo 

exit 0 



I } There can be only one echo statement in the function for this to work. If you alter the 
previous example: 



s um_a r.d_pr oduc t: ( ) 




echo "This is the sum_andj?roduct iSaSfftipn 
echo $(( $1 + $2 )) $(( $1 * $2 )) 

} 


. " # This messes things up! 


retva 1*' sum_and_prcduct $fitst Ssccond' 
# Now, this will SJbt work correctly. 


# Assigns output of function. 



Next in our bag of tricks are techniques for passing an array to a function , then "returning" an array 
back to the main body of the script. 

Passing an array involves loading the space- separated elements of the array into a variable with 
command substitution . Getting an array back as the "return value" from a function uses the previously 
mentioned strategem of echoing the array in the function, then invoking command substitution and 
the ( ... ) operator to assign it to an array. 



Example 36-20. Passing and returning arrays 



# ! /bin/bash 

# array-function iSh: Passing an to a flinfitiait and ... 

# "returning" an array frost a function 


Pass_Array () 






local passed_array # Local variable! 

passed_array= ( 'echo "$1"' ) 
echo "${passed_array [0] } " 

# List all the elements of the new array 
#+ declared and set within the function. 

} 






■®riginal_array= ( elementl element2 element3 


element 4 


elements ) 


echo "original_array = $ { original_array [ @ ] } 
# all elements of 


original 


array. 


# This is the trick that permits passing an 
argument*' echo $ { original_array [ 0 ] } ' 




a function. 
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# Pack ,a varta'63'c 

#+ with all the space-separated elements of the original array. 

# 

# Attempting to just pass the array itself will not work. 



# Thi&--$fc,$he trick that a 5 lows grabbing an a^ljy as a " return value". 
feturned_array= ( ' ?ass_Ar ray "$argument"' ) 

# Assign 'echoed' output ©,£ function to variable, 

echo " retu r:ned_a rray = $ ; returr.ed_a rray | 8 I • " 

# Now, try it again.,.- 

#+ attempting to access (list) the array from outside the function. 
Pass_Array "$argument" 

# The fyndfion itself lists the array, but . . . 

#+ accessing the array from outside the function is forbidden, 
echo "Passed array (within function) = ${passed_arfay [0] } " 

# NULL VALUE since the array is a variable local to the function. 

############################################ 

# And here is an even more explicit example: 
ret_array () 

si 

for element in (11.. 20} 
die 

echo "$element " # Echo individual elements 

done #+ of what will be assembled irt&a an .array . 



arr=( $ (ret_array) ) # Assemble- into array, 

echo "Capturing array \"arr\" from function ret_array () ..." 

echo "ThfejEd element of grtay XttX" is ${arr[2]}." # (zero-indexed) 

echo -n "Entire array is: " 

echo # 11 12 13 if'JS 16 17 18 

echo 

exlyir 0 

# Nathan Coulter pbifrfch out that passing air ays wi^i- elements- 
#+ whitespace breaks this example. 

For a more elaborate example of passing arrays to functions, see Example A- 10 . 

Using the double -parentheses construct , it is possible to use C-style syntax for setting and 
incrementing/decrementing variables and in for and while loops. See Example 11-13 and Example 
11-18 . 
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• Setting the path and umask at the beginning of a script makes it more portable — more likely to run on 
a "foreign" machine whose user may have bollixed up the $PATH and umask. 



# ! IlsfSi/bash 

PATH=/bin :/usr/bin:/usr/ local /bin ; export PATH 

umask 022 # Files that the sq£K££| creates will have 755 permissioit* 

# Thanks to. San D. Allen, f 'MMuS- -tip . 



A useful scripting technique is to repeatedly feed the output of a filter (by piping) back to the same 
filter, but with a different set of arguments and/or options. Especially suitable for this are tr and grep . 



# From 


"wstrings . sh" 


example . 


wlist=' 


strings "$1" | 
1 [ : alpha : ] ' Z 


tr A-Z a-z | tr ' [ : space : ] ' Z | \ 
I tr -s ' \173-\377 1 Z | tr Z V '■ ' 



Example 36-21. Fun with anagrams 



# ! /S'ih/bash 

# agram.sh: Playing games with anagrams. 



# Find anagrams of... 
LF.TTERSF.T-otac inshrdl u 



FILTER= ' ' # How many letters minimum? 

# ■BL-234 567 



anagram "$LETTERSET" | 
grep "$FILTER" | 
grep ' A is ' I 
grep -v 's$' | 

grep a# 1 ed$ ' 

# Possible to add many 



# Find, all anagram'^ 'gt? the letterset... 

# With at least 7 letters, 

# start i n.g with 

# no past tense verbs 

combinations of conditions and filters. 



# Uses "anagram" utility 

#+ that J-S parg'.bf the iifthor's "yawl" word list package. 

# http : //ibiblio . org/pub/Linux/ libs /yawl- 0 . 3 . 2 . tar . gz 

# http : //bash . deta . in/yawl-0 .3.2 . gz 



exit 0 



# End of code . 



bash$ sh agram.sh 
Ss.iar.der 

isotheral 



# Exercises: 

# 

# Modify this script to take the LETTERSET as a command-line parameter. 

# Parametef-jJze the $iltets„ijt lanes 11 - 13 (as wi^t $FILTER) , 

#+ so that they can be specified by passing arguments to a function. 

# For a slightly different approach to anagramming, 

#+ see the agram2.sh sqSfHpt. 



I, and Example A-9 . 
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• Use " anonymous here documents " to comment out blocks of code, to save having to individually 
comment out each line with a #. See Example 19-11 . 

Running a script on a machine that relies on a command that might not be installed is dangerous. Use 
whatis to avoid potential problems with this. 



CMD=commandl # First choice. 

BlahB®ooinmand2 # Fallback option . 

command_test=$ (wh|t^4 s "$CMD" | grep 'nothing appropriate ' ) 

# If ' commandl ' not found on system , 'whatis' will return 
#+ "commandl: nothing app ropr i ate . " 

# 

# A safer alternative is: 

# command_test=$ (whereis ”$CMD" | grep X/) 

# But then the sense of the '.following test would have to be reversed, 
#+ since the $command_test variable holds content only if; 

#+ the $CMD exists gijvjLhe system. 

# (Thanks, bojster.) 



if [ [ -z "S comma r.d_test" ] ] 
then 

tiCRD opti(|nii optiqtft,^- 
else 

$PlanB 

fi 



# Check whether command present . 

# Run commandl with Options . 

# Otherwise, 

#+ run command2 . 



An if- grep test may not return expected results in an error case, when text is output to stderr, rather 
that stdout. 



; fedf; Is -1 rionexistent_f ilename | grep -q 'No such file, or d : rectory ' 
then echo "File \ "nonexistent_f ilenameX " does ndt exist." 
fi 

Redirecting stderr to stdout fixes this. 



if Is -1 nonexistent_f ilename 2>&1 | grep -q 'No such fil||,br directory' 
# AAAA 

I -then echo "File \ "nonexistent_f ilenameX " does hot exist." 



# Thanks, Chris Maifete&l &jla ijfc pointing this out. 

• If you absolutely must access a subshell variable outside the subshell, here's a way to do it. 



TMPFILE=tmpf i 


.le 


# Create a temp file-: to store the variable. 


( # Inside 


the subshelS.;M^ 




inn e r_v a r iable~ I r.nor 




echo $inner_variable 




echo $inh®Eii* 
) 


friable »$tmpfile 


# Append to temp. file. 


# Outside 


j the subs hoi l . . . 




echo; echo 


echo 




echo $inr.er_v 


*a£;facble 


# as expected. 


echo " 


echo 




# Now . . . 
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read inner_variable <$TMPFILE # Read back shell variable. 

rm -f "$TMPFILE" # Get rid Q-f temp file. 

echo n $inner_variabl@" # It's an ugly kludge, but it works. 



The run-parts command is handy for running a set of command scripts in a particular sequence, 
especially in combination with cron or at. 

For doing multiple revisions on a complex script, use the res Revision Control System package. 

Among other benefits of this is automatically updated ID header tags. The co command in res does a 
parameter replacement of certain reserved key words, for example, replacing # $Id$ in a script with 
something l ik e: 

# $Id: hello-world, flh, if 1.1 2004/10/J.f 02:43:05 bozo Exp $ 



36.7.2. Widgets 



It would be nice to be able to invoke X-Windows widgets from a shell script. There happen to exist several 
packages that purport to do so, namely Xscript, Xmenu, and widtools. The first two of these no longer seem to 
be maintained. Fortunately, it is still possible to obtain widtools here . 

The widtools (widget tools) package requires the XForms library to be installed. Additionally, the 
Makefile needs some judicious editing before the package will build on a typical Linux system. Finally, 
three of the six widgets offered do not work (and, in fact, segfault). 

The dialog family of tools offers a method of calling "dialog" widgets from a shell script. The original dialog 
utility works in a text console, but its successors, gdialog, Xdialog, and kdialog use X-Windows-based widget 
sets. 



Example 36-22. Widgets invoked from a shell script 



# ! /bin/bash 

# dialog. sh: Using 'gdialog' widgets. 

# Must have ’gdialog’ installed on your system to Hjtt this script. 

# Or, you can replace all instance of 'gdialog' below with 'kdialog' ... 

# Version 1.1 (corrected 04/05/05) 

# This script was inspired by the following article . 

# "Scripting for X Productivity, " by Marco Fioretti, 

# , /gffNUX JOURNAL, Issue 113, September lf03, pp. 86-9. 

# Thank you, all you good people at LJ. 



# Input error dialog box. 

E_INPUT=85 

# Dimensions of display, input widgets . 

HEIGHT'S® 

WIDIH=60 

# Output file name (constructed out of script name) . 
OUTFILE=$0 . output 
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# Display script in a text widget . 

gdialog — title "Displaying: $0" — textbox $0 $ HEIGHT $WIDTH 



# Now, we'll try saving input in a file, 
echo -n "VARIABLE=" > $OUTFILE 

gdialog — title "User Input" — inputbox "Enter variable, please:" \ 
$ HEIGHT $WIDTH 2» $OUTFILE 



if [ "$?" -eq 0 ] 

# It's good practice to check exit status. 

echo "Exegj^ed \ "dialog box\" without errors . " 

echo "feior(s) in V'dialog box\" eafiteJWBaiJ*" 

# Or, clicked on "Cancel", instead of "OK" button . 
rm $OUTFIIB 
exit $E_INPUT 



# Now, we'll retrieve and display the saved variable. 

. $OUTFILE # 'Source' the saved fiJi&fc’;],* 

echo "The variable i^Sgjut in the \" input box\" was: "$ VARIABLE"" 



rm $OUTFILE # Clean up by removing the temp file, 

# Some appIid&Si&ns may need to' rota i r. this. ::f3tle . 

exit $? 

# Exercise: Rewrite this sc^^t Jjsihg the 'zenity' widget set. 

The xmcssaec command is a simple method of popping up a message/query window. For example: 

xmessage Fatal error in script! -button exit 

The latest entry in the widget sweepstakes is zenitv . This utility pops up GTK+ dialog widgets-and-windows, 
and it works very nicely within a script. 



qec_ijvfc ( ) 




zettifey —entry 


# Pops up query window . . . 




#+ and prints user entry to stdout . 


} 


# Also try the — calendar and — scale options. 


answer=$ ( get_3ai^% . 


) # Capture stdout in janswer variable. 


echo "User entered: 


"$answer" " 



For other methods of scripting with widgets, try Tk or wish ( Tel derivatives), PerlTk ( Perl with Tk 
extensions), tksh ( ksh with Tk extensions), XForms4Perl ( Perl with XForms extensions), Gtk-Perl ( Perl with 
Gtk extensions), or PyQt ( Python with Qt extensions). 
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36.8. Security Issues 

36.8.1. Infected Shell Scripts 



A brief warning about script security is indicated. A shell script may contain a worm, trojan, or even a virus. 
For that reason, never run as root a script (or permit it to be inserted into the system startup scripts in 
/etc/rc . d) unless you have obtained said script from a trusted source or you have carefully analyzed it to 
make certain it does nothing harmful. 

Various researchers at Bell Labs and other sites, including M. Douglas Mcllroy, Tom Duff, and Fred Cohen 
have investigated the implications of shell script viruses. They conclude that it is all too easy for even a 
novice, a "script kiddie," to write one. f 1281 

Here is yet another reason to learn scripting. Being able to look at and understand scripts may protect your 
system from being compromised by a rogue script. 



36.8.2. Hiding Shell Script Source 

For security purposes, it may be necessary to render a script unreadable. If only there were a utility to create a 
stripped binary executable from a script. Francisco Rosales' she — generic shell script compiler does exactly 
that. 

Unfortunately, according to an article in the October, 2005 Linux Journal, the binary can, in at least some 
cases, be decrypted to recover the original script source. Still, this could be a useful method of keeping scripts 
secure from all but the most skilled hackers. 



36.8.3. Writing Secure Shell Scripts 



Dan Stromberg suggests the following guidelines for writing (relatively) secure shell scripts. 

• Don't put secret data in environment variables . 

• Don't pass secret data in an external command's arguments (pass them in via a pipe or redirection 
instead). 

• Set your SPATH carefully. Don't just trust whatever path you inherit from the caller if your script is 
running as root. In fact, whenever you use an environment variable inherited from the caller, think 
about what could happen if the caller put something misleading in the variable, e.g., if the caller set 
&HQME to /etc. 



36.9. Portability Issues 



It is easier to port a shell than a shell script. 

— Larry Wall 

This book deals specifically with Bash scripting on a GNU/Linux system. All the same, users of sh and ksh 
will find much of value here. 
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As it happens, many of the various shells and scripting languages seem to be converging toward the POSIX 
1003.2 standard. Invoking Bash with the — posix option or inserting a set -o posix at the head of a script 
causes Bash to conform very closely to this standard. Another alternative is to use a #!/bin/sh sha-bang header 
in the script, rather than #! /bin/bash, f 1291 Note that /bin/shisa link to /bin/bash in Linux and certain 
other flavors of UNIX, and a script invoked this way disables extended Bash functionality. 

Most Bash scripts will run as-is under ksh, and vice-versa, since Chet Ramey has been busily porting ksh 
features to the latest versions of Bash. 

On a commercial UNIX machine, scripts using GNU-specific features of standard commands may not work. 
This has become less of a problem in the last few years, as the GNU utilities have pretty much displaced their 
proprietary counterparts even on "big-iron" UNIX. Caldera's release of the source to many of the original 
UNIX utilities has accelerated the trend. 



Bash has certain features that the traditional Bourne shell lacks. Among these are: 

• Certain extended invocation options 

• Command substitution using $( ) notation 

• Brace expansion 

• Certain array operations, and associative arrays 

• The double brackets extended test construct 

• The double-parentheses arithmetic-evaluation construct 

• Certain string manipulation operations 

• Process substitution 

• A Regular Expression matching operator 

• Bash-specific builtins 

• Coprocesses 

See the Bash F.A.O. for a complete listing. 



36.9.1. A Test Suite 

Let us illustrate some of the incompatibilities between Bash and the classic Bourne shell. Download and 
install the "Heirloom Bourne Shell" and run the following script, first using Bash, then the classic sh. 



Example 36-23. Test Suite 



#! /bin/bash 

# test-s#$jfe . sh 

# A partial Bash compatibility test suite. 

# Run ,‘thi'S on your version of Bash, or some other shell. 



do rapj t_opt ion - FATT. 



# Tests below will fail; ‘unless . . . 



echo -n "Testing " 
sleep 1; echo -n " 

sleep 1; echo -n ". " 

sleep 1; echo ". " 



Chapter 36. Miscellany 



542 






Advanced Bash-Scripting Guide 



# Doable brackets 

Stbtag="Double brackets supported?" 
echo -n "Doub 1 e brackets test: " 

[[ M $St:rXis:j" = "Double brackets supported?" ]] 
then 

echo "PASS" 
else 

echo "FAl UPK 
fi 



# Double brackets and regex patch i r.q 
String="Regex matching supported?" 
echo -n "Regex matching: " 

if [[ "$String" =~ R matching* ]] 

then 

echo "PASS" 
else 

echo "FAIL" 



# Arrays 

test_arr=$default_opti©n # FAIL 

Array= ( If supports arrays will print PASS ) 

test_arr=$ {Array [ 5 ] } 

echo "Array test: $test_arr" 



# Command Substitution 
csub_test () 

lli 

echo "PASS" 

} 

test csub=$deg«i&t oPt lM S # FAIL 
test_csub=$ (csub_test) 

echo "Comfiiand substitution test: $test_csub" 

# Completing this script is an exercise for the reader. 

# Add to the above similar tests for double parentheses, 
#+ brace expansion, process substitution, etc. 

exit $? 



36.10. Shell Scripting Under Windows 

Even users running that other OS can run UNIX-like shell scripts, and therefore benefit from many of the 
lessons of this book. The Cvgwin package from Cygnus and the MKS utilities from Mortice Kern Associates 
add shell scripting capabilities to Windows. 

Another alternative is UWIN . written by David Korn of AT&T, of Korn Shell fame. 

In 2006, Microsoft released the Windows Powershell®, which contains limited Bash-like command-line 
scripting capabilities. 
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37.1. Bash, version 2 



The current version of Bash, the one you have running on your machine, is most likely version 2.xx.yy, 
3.xx.yy, or 4.xx.yy. 



bash$ echo $BASH_VERSION 

3. 2. 25(1)- re lease 



The version 2 update of the classic Bash scripting language added array variables, string and parameter 
expansion, and a better method of indirect variable references, among other features. 



Example 37-1. String expansion 



#! /bin/bash 

# String expansion. 

# Intiyddu.Ced with vers-jp|B.'1p. of Bash. 

# j$fc;the form $ ? xxx ’ 

#+ have the standard escaped characters interpreted. 

echo $ 'Ringing bell 3. ttiafes \a \a \a' 

# May bttfy ring once' #J;th 

# Or ... 

# May not ring at all, depending on tbritiftal settiisgs . 
echo $' Three form feeds \f \f \f' 

echo $'10 newlines \n\n\h\n\n\n\n\n\n\n 
echo $ ' \102\141\163\150 ' 

# B a s. h 

# Octal equivalent of characters. 



Example 37-2. Indirect variable references - the new way 



# ! /bin /bash 

# Indirect variable referencing. 

# This has a few of the attributes of references in C++. 



a=letter_of_alphabet 

[i;#tter_of_alphabet=z 

echo "a = $a" # Direct reference. 

echo "Now a = ${!a}" # Indirect reference. 

# The ${ (variable) nefeation is more intuitive than the old 
#+ eval varl=\$$var2 

echo 
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t=t ab 1 e_c e 1 1_3 
tab 1 e_cell_3"2.4 

echo "t = ${!t}" # t - 2| 

t ab 1 e_cel i_3 =387 

echo "Value of t; changed to ${!t}" # 387 

# No 'eval' necessa ry . 

# This is useful for referencing members of an array or table, 
#+ of' for s;ljttiil,af ing a ,rt*j-|sft|i-dimensionai ^irtay . 

# An indexing optio® (analogous to pointer arithmetic) 

#+ would have been ijjyee. Sigh. 

ex i t 0 

# See-.at-sOfh&lfed-ref . sh example. 



Example 37-3. Simple database application, using indirect variable referencing 



# ! /bin /bash 

# resistor-inventory . sh 

# database / table-lookup applicatigrt:,. 

# ============================================================== # 

# Data 

B1723_value=47Q 
®1723_powertti;Ssip= . 25 
B1 7 2 3_co$j®fccode=" yellow-violet— brown 
B1723_:cc-'. 73 
B1723_inventory=78 

B1724_value=l000 
^0|l724_powef.dlssip= . 25 
B1 7 2 4_colorcode="br own-black-red" 

B1724_; OC-24K 
B1724_inventory=243 

B1725_value=1000i" 

B172.5_powc r.di ss i p . 125 
B1 72 5_colorcode="br own-black-orange" 

!'Pli725_loe=24N 

B1725_inventory=89 



PS3=' Enter catalog number: ' 

'edfe 

select caf alog_number fi£ : ' ! "B1723" "B1724" "B1725" 
do 

Inv=$ { s^fialogjriumber i^liivetitlSry 
Val=$ { catalog_number }_value 
Pdissip=$ { c»l^log_number }_powerdissip 
Lee • S {catalog_number IsJLOc 
Ccode=$ ( catalog_number }_4dolorcode 



# Watts 

# Color bands 

# Where they are 

# How many 
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ochc " Sa t a ; oq r. ur.be r $ca;talog_number : " 

# Now, retrieve value, using indirect referencing. 

ochc "There are ${!Inv} of [${!Val} ohm / ${!Pdissip} watt]?|, 
resistors in stock." # A A 

# As of Bash 4.2, you can replace "ohm" with \36$i26 (using echo -e) . 
echo "These are located in bin # ${!Loc}." 

echo "Thefi? colpif , code is \ " $ { ! Ccode } \ " 

echo; echo 

# Exercises: 

# 

# 1) Rewrite this script to read its data from an external file. 

# 2) Rewpfe^tie this script to use arrays, 

#+ rather than indirect variable referencing. 

# Which method is more straight fc rwa rd and" J^tult.i'ye? 

# Which method is eas: or to code? 



# Notes: 

# 

# Shell Lscifejjfits are inappropriate f cyifc fiitgrthing except the most simple 

#+ database applications, and even then it involves workarounds and kludges. 

# Much bethaiS is to use a language with native suppoi&jCjS&f' datst at-irhehiires, 
#+ such as C++ or Java (or even Perl) . 

exit 0 



Example 37-4. Using arrays and other miscellaneous trickery to deal four random hands from a deck of 
cards 



# ! /bih/bash 

# cards. sh 

# Deals four random hands from a deck of cards. 

UNPICKED=0 

PICKED=1 

DUPE_CARD=99 

LOWE R_L I Ml T=S . 

UPPER_LIMIT=51 
CARD S_IN_SUIT=13 
CARDS=52 

declare -a Deck 
declare -a pilitS. 
declare -a Cards 

# It wofeld have been easier to implement and more .Ipluitive 
#+ with a single, 3-dimensional array. 

# Perhaps a future vefcsxon of Bash will support multibimbnalpnal arrays . 



initialize_Deck () 

{ 

i=$LOWER_LIMIT 
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until [ " $ i " -gt $UPPER_LIMIT ] 

do 

Deck [i] =$UNPICKED f. feach card of "Deck" as unpicked. 
jLet "i += 1" 



initialize_Suits () 

{ 

Suits [0]=C #Clubs 
Suits [ 1 ] ^jpjtDiamonds 
Suits[2]=H #Hearts 
Suits |3| S S Spades 



initialize_Cards () 

{ 

Cards- (2 ,3 4 5 6 7 8 9 ;i.f J Q K A) 

# Alternate? lapthod <s£ .^gafctializiap an array. 



pick_a_card ( ) 

{ 

c a r d_numb e r = $ RAND OM 

let "card_numbe£ %= $ CARDS" # Restrict range to 0 - . e . , 52 cards, 

if [ "$ {Deck [card_number] }" -eq $UNPICKED ] 

Deck [card_number] =$PICKED 
return $:Card_number 
else 

return $DUPE_CARD 
fi 
} 

parse_card () 

{ 

number— Sp i KP l 

" suit_number = number / CARDS_IN_SUIT" 
suit^iS^liis [suit_number] } 
echo -n "$suit-" 

let "card_no = number % CARDS_IN_SUIT" 

Card=$ {Cards [card_no] } 
ijjrilitf %-4s $Card 
# Print cards in neat columns. 

} & 

seed_random ( ) # Seed raiidqm number generator . 

{ # What happens if you don't do this? 

seed='eval date +%s' 
ijet "seed %= 32766" 

RANDOM=$seed 

} # Consider other methods of seeding the random number generator. 

deal_cards () 

{ 

cards_picked=0 

while [ "$cards_picked" -le $UPPER_LIMIT ] 
do 

pick_a_card 
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t=$? 

if I %" -ne $DUPE_CARD ] 

(then 

parse_card $t 
• ify=$cards_picked+l 

# Change back to 1-based indexing* temporarily. Why? 

"u %= $ CARD S_I N_S U I T " 

>£Jf [ -eq 0 ] # Nested if /then condition test, 

then 

ltd # Each hand set apart with a blank iitie . 

Sset "cards_pigk$d += 1" 
fi 

return 0 



# Structured programming : 

# Entire program logic modularized in functions. 

seed_random 
initialize_Deck 
pSPiSiaf i i z e_&iiSft.s 
initialize_Cards 
deal_cards 



# Exercise 1: 

# Add common Ls to thoroughly document this scr Ip;. . 

# Exefsfise 2 : 

# Add a routine (function) to print out each hand sorted in suits. 

# You may add othfdS bells and whistles ifi JW^Sjpke . 

# Exercise 3 : 

# Simplify and streamline the logic of the script. 



37.2. Bash, version 3 



On July 27, 2004, Chet Ramey released version 3 of Bash. This update fixed quite a number of bugs and 
added new features. 

Some of the more important added features: 
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A new, more generalized {a..z} brace expansion operator. 
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echo 

• The ${!array[@]} operator, which expands to all the indices of a given array . 



# ! /bin/bash 




$®!fcay= (element-zer< 


3 element-one element-two element-three) 


echo $ {Array [0]} 


# element-zero 

# First element of array. 


echo ${ ! Array [ 0 ] } 


#0123 

# All the indices of Array. 


id $ { ! Array [ 0 ] } 
do 

echo $ {Array [i] } # e !oaent-zero 

# element-one 

# element-two 

# element-three 


done 


# All the elements in Array. 



The =~ Regular Expression matching operator within a double brackets test expression. (Perl has a 
similar operator.) 



#! /bin/bash 

variable="This is a fine mess." 
echo "$variable" 

# Regex matching with ^'■■•operator within [ [ double brackets ] ] . 

If [[ "$ variable" =~ T ,fi,n*es* ]] 

# NOTE: As Of version 3.2 of Bash, expression. tip match no longer quoted. 

echo "match found" 

# Aat-isi? found 
fi 

Or, more usefully: 



#! /bin/bash 
input=$l 

if [[ "$ input" =~ " [0-9] [0-9] [0-9] - [0-9] [0-9] - [0-9] [0-9] [0-9] [0-9] " ]] 

# A NOTE: Quoting not necessary, as of version 3.2 of Bash. 

# NNN-NN-NNNN (where each. N a digit) . j 
then 

eshb "Social Security number." 

# Process SSN. 
else 

echo "Not a Social Security number!" 

# 0% (ask. corrected input . 
fi 
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For additional examples of using the =~ operator, see Example A-29 . Example 19-14 . Example A-35. 
and Example A-24 . 

The new set -o pipefail option is useful for debugging pipes . If this option is set, then the exit 
status of a pipe is the exit status of the last command in the pipe to fail (return a non-zero value), 
rather than the actual final command in the pipe. 

See Example 16-43 . 

I y The update to version 3 of Bash breaks a few scripts that worked under earlier versions. Test critical 
legacy scripts to make sure they still work! 

As it happens, a couple of the scripts in the Advanced Bash Scripting Guide had to be fixed up (see 
Example 9-4 . for instance). 



37.2.1. Bash, version 3.1 

The version 3.1 update of Bash introduces a number of bugfixes and a few minor changes. 

• The += operator is now permitted in in places where previously only the = assignment operator was 
recognized. 



a+=5 



$a 



# Won't work under version# of Bash ea.rli. 0 r Shan 3.1. 

# IS 



a+=Hello 

echo $a # 15Hello 



Here, += functions as a string concatenation operator. Note that its behavior in this particular context 
is different than within a let construct. 



a=l 






echo $a 


# 


1 


||t#t a+=5 


# 


Integer arithmetic, rather than string concatenation. 


echo $a 


# 


6 


let a+=Hella 


# 


Doesn't "add" anything to a. 


echo $a 


# 


6 



Jeffrey Haemer points out that this concatenation operator can be quite useful. In this instance, we 
append a directory to the $PATH. 



bash$ echo $PATH 

/usr/biia: /bin: /usr/local/bln: 


/usr/XHR6/bin/: 


: /usr /games 


bash$ PATH+= : /opt/bin 






bash$ echo $PATH 

/usr/bin : /bin: /usr/local/bin:: 


/usr/XHR6/bin/: 


: /usr/ games : / opt/bin 
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37.2.2. Bash, version 3.2 

This is pretty much a bugfix update. 

• In global parameter substitutions , the pattern no longer anchors at the start of the string. 

• The — wordexp option disables process substitution . 

• The =~ Regular Expression match operator no longer requires quoting of the pattern within IT ... 11 . 

| In fact, quoting in this context is not advisable as it may cause regex evaluation to fail. 

Chet Ramey states in the Bash FAQ that quoting explicitly disables regex evaluation. 

See also the Ubuntu Bug List and Wikinerds on Bash syntax . 

Setting shopt -s compat31 in a script causes reversion to the original behavior. 



37.3. Bash, version 4 



Chet Ramey announced Version 4 of Bash on the 20th of February, 2009. This release has a number of 
significant new features, as well as some important bugfixes. 

Among the new goodies: 

• Associative arrays, f 1301 

An associative array can be thought of as a set of two linked arrays — one holding the data, and the 
other the keys that index the individual elements of the data array. 



Example 37-5. A simple address database 



# ! /bin/basr.4 

# fetch_address . sh 

declare -A address 

# -A option declares associative array. 

address [Charles] ="414 W. 10th Ave., Baltimore, MD 21236" 
address [John] ="202 E. 3rd St., New York, NY 10009" 
address [Wilma] ="1854 Vermont Ave, Los Angeles, CA 90023" 



echo "Charles's address is ${ address [Charles ]}. " 

# Charles's address .43,4 W. 10th Ave., Baltimore,. Hf.236 . 
echo "Wilma's address is ${ address [Wilma] }. " 

# Wilma's address is 1854 Vermont Ave* La*. Angeles, CA 90023. 
echo "John's address is $ [address [John] }. " 

# John's address is 202 E. 3rd St., New York, NY 10009. 

echo 

echo "${! address [*]} " # The array indices ... 

# Charles John Wilma 
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Example 37-6. A somewhat more elaborate address database 



#!/bin/bash4 

# fetch_address-2 . sh 

# A more elaborate version of fetch_address . sh . 



success-! 



E_DB=99 



# Error code fft# missing entry. 



# 



-A address 

-A option declares associative array. 



store_address () 

address [$1]="$2" 
return $? 

} 



if etch_addre s s ( ) 

{ 

if [ [ -z "$ {address [$1] }" ] ] 

echo "$l's address is not in database." 
return $E_DB 



echo "$l's address is ${ address [ $1 ]}. " 
return $? 



store_address ’^Ja-das Fayne" "414 W. 13th Ave. , Baltimore, MD 21236" 
store_address "Arvid Boyce" "202 E. 3rd St., New York, NY lfiSOS* 
store_address "Velma Winston" "1854 Vermont Ave, Los Angeles, CA 90023" 

# Exercise: 

# Rewrite the above store_address calls to read data from a file, 

#+ then assign field 1 to naift®, field 2 to address in the array. 

# Each line in the file would have a format corresponding to the above. 

# Use a while-read loop to read from fit#, sed or awk to parse the fields. 

fetch_address "Lucas Fayne" 

# Lucas Fayne ' s address is 414- W. 13th Ave., Baltimore, fiB 21236. 
£eteh_address "Velma Winston" 

# Velma Winston's address is 1854 Vermont Ave, L<S# Angeles, CA 90023. 
f»tch_address "Arvid Boyce" 

# Arvid Boyce's address is 202 E. 3rd St., New York, NY 10009. 
fetch_address "Bozo Bozeman" 

# Bozo Bozeman's address is no® ih database. 

exit •$? # In this case, exit code = 99, Since that is function rettprti ■ 

See Example A-53 for an interesting usage of an associative array. 

Elements of the index array may include embedded space characters , or even leading 
and/or trailing space characters. However, index array elements containing only 
whitespace are not permitted. 

address [ ]="Blank" # Error! 
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• Enhancements to the case construct: the ; ; & and ; <5 terminators. 

Example 37-7. Testing characters 



#!/bin/bash4 

test_char () 

{ 

case "$1" in 

[ [ : print : ] ] ) echo a prip||able ffiffivftcter . " ; ; & # I 

# The terminator continues to the next pattern test. I 

[ [ :alnum: ] ] ) echo "$1^.;^ ;gEh. alpha/numeric char|risfcer . " ; ; & # v 

[[:alpha:]] ) echo "$1 is an alphabetic character."; ;S # v 

[[slower:]] ) echo " $ tlj&s a 1 owercasc alphabeti^ipharaeter . " ; ; & 

[[sdigit:]] ) echo "$1 is an numeric character & # | 

# The ; & terming tor' executes the next statement ... # I 

%%%00000 ) echo "********************************";; # v 

# ... even with a dummy pattern. 

} 

rcst_char 3 

# 3 is a printable character. 

# 3 4ts -ah, a 1 pha/ r.umeri'C character . 

# 3 is an numeric character. 

test_char m 

# m a printable character . 

# m is an alpha/numeric character. 

# m alphabetic character. 

# m is a lowercase alphabetic character, 

test_char / 

# / is a printable character. 

# The terminator can save complex if /then conditions. 

# The ;& is somewhat less useful . 

• The new coproc builtin enables two parallel processes to communicate and interact. As Chet Ramey 
states in the Bash FAQ IT311 , ver. 4.01 : 

There is a new 'coproc' reserved word that specifies a coprocess 
an asynchronous command run with two pipes connected to the creal 
shell. Coprocs can be named. The input and output file descripto: 
and the PID of the coprocess are available to the calling shell : 
variables with coproc-specif ic names. 

George Dimitriu explains, 

"... coproc ... is a feature used in Bash process substitution, 
which now is made public! y available." 

This means it can be explicitly invoked in a script, rather than 
just being a behind-the-scenes mechanism used by Bash. 
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Coprocesses use file descriptors. File descriptors enable processes and pipes to communicate . 



#!/bin/bash4 

# A coprocess communicates with a while-read loop. 



coproc { cat mx_data.txt; sleep 2; } 

# ....... 

# Try running this without "sleep 2" and see what happens. 

while read -tt ${COPROC[0]} line # ${COPROC[0]} is the 
do #+ file descriptor of the coprocess. 

echo "$line" | sed -e ' s/line/NOT-ORIGINAL-TEXT/ ' 
done 

kill $COPROC_P ID # No longer need the coprocess, 

#+ so kill its PID. 



But, be careful! 



# ! / : <bln/bash4 
echo; echo. 
b=bbb 

coproc echo "one two three" 

while read -u ${CQPROC[0]} a b c; # Note that this loop 
do #+ runs ia a subshell, 

echo "Inside while-read loop: 
echo "a = $a"; echo "b = $b"; echo "c = $c" 
echo "coproc file descriptor: ${COPROC [0] } " 
done 

# a = one 

# b = two 

# c = three 

# So far, so good, but . . . 

echo "Outside while-read loop: " 
echo "a = $a" # a = 

echo "b = $b" # b = 

echo "c = $c" # e = 

echo "coproc file descriptor: ${ COPROC [ 0 ]} " 
echo 

# The coproc is still running, but . . . 

#+ At stall doesh’%. enable the parent process 

#+ to "inherit" variables from the child process, the while-read loop. 

# Compare this to the "badread.sh" script. 



J > The coprocess is asynchronous, and this might cause a problem. It may terminate 
before another process has finished communicating with it. 



# ! /bin/bash4 
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coproc cpnarae { for i in { Q . ,10;; do echo "index = $i"; done; } 

# aaaaa/s T" r j g s a *named* coprocess, 
read -u ${ cpname [ 0 ] } 

echo $REPLY # index = 0 

echo $ { COPROC [ 0 ] } #+ No output ... the coprocess -timed out 

# after uhe Cir-st loop iter»bioh..< 



# However, George biffiibbj&l' {las a part^l-S,. yix . 

coproc cpname { in {0. .10}; do echo "index - $ 1 " ; done; sleep 1; 

echo hi > myo; cat - >> myo; } 

# aaaaa is a *named* coprocess. 

echo " I 1 \ 0 4 ' >& $ { cpname [ 1 ] } 

myfd=$ { cpname [0] } 
echo myfd _ $myfd 

### while read -u $myfd 
### do 

### echo $ REPLY ; 

### done 

echo $cpname_PID 

# Run. this with and without the commented-out while-loop, and it is 
#+ apparent. thp|;- each process, the executing shell and the coprocess, 

#+ waits for the other to finish writing in its own write-enabled pipe. 

• The new mapfile builtin makes it possible to load an array with the contents of a text file without 
using a loop or command substitution . 



#!/bin/bash4 
mapfile Arrl < $0 

# Saffia result as Arj§gl|( $ (cat $0) ) 

echo "${Arrl[@]}" # Copies this entire script Out to stdout . 

echo " — "; echo 

# But, not tip- same as read -a ! ! ! 
read -a ArrP. < $0 

echo "${Arr2[@]}" # Reads .jaiily first line of script into the array, 

exit 

• The read builtin got a minor facelift. The -t timeout option now accepts (decimal) fractional values 
f 1321 and the -i option permits preloading the edit buffer, f 1331 Unfortunately, these enhancements 
are still a work in progress and not (yet) usable in scripts. 

• Parameter substitution gets case-modification operators. 



# ! /oi n /bash 4 




va r— ve ryX i xedCpVari ab 1 e 


echo ${var} # 


veryMixedUpVariable 


echo # 


VeryMixedUpVaJwiable 


# * 


First char — > uppercase. 


echo ${v|(S^ A } # 


VERYMIXEDUPVARIABLE 


# ** 


All chars — > uppercase. 


echo ${v§i#v} # 


ve r yM : xedUpVa riab ^ e 
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# * 

echo §{vaf^, } # 

# 


First char — > lowercase, 
ve rym £ xecupva riab : e 
All chars — > lowercase. 


The declare builtin now accepts the -1 lowercase and -c capitalize options. 


#!/bin/bash4 


declare -1 varl 
yarl=MixedCaseVARIABLE 


# Will change to lowercase 


echo "$varl" 


# mixedcasevariabt% 


# Same .ef-Iect as 


echo $vg;hl | A-Z a-z 


declare -c mM 


# Changes only «S&it3sal char to uppercase. 


var2=originally_lowercase 


echo 


# Opigitfally—lowercase 


# NOT the same effect as 


■■echo $var2 | tr a-z A-Z 



• Brace expansion has more options. 



Increment/decrement, specified in the final term within braces. 



# ! /bin /bash-'; 
echo { 40 . . 60 . . 2 } 

# 40 42 44 46 48 50 52 54 56 58 60 

# All the even numbers, between 40 and 60., 

echo { 60 . . 40 . .2} 

# 60 58 56 54 52 50 48 46 44 42 40 

# All the even numbers, between 40 arid 60, count i no backwards. 

# In effect, a decrement, 
echo { 60 . . 40 . . -2 } 

# The same output. The minus sign is not necessary. 

# But, what about letters and symbols? 
echo {X. . d} 

# X Y Z [ ] A ' abed 

# Does not echo the \ wh.: ch escapes a space. 

Zero-padding, specified in the first term within braces, prefixes each term in the output with the same 
number of zeroes. 



bash4$ echo {010. .15} 

010 01l'M2 013 014 015 



bash4$ echo {000. .10} 

000 00". 0.02 003 004 00-5 006 607 008 009 010 



Substring extraction on positional parameters now starts with $0 as the zero-index. (This corrects an 
inconsistency in the treatment of positional parameters.) 



# !/b£ri/bash 

# show-params .bash 

# Requires version 4+ of Bash. 



# Invoke this 



ripts with at leaj^'one positional parameter 
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E_BADPARAMS=99 

if [ -z "$1" ] 

echo "Usage $0 paraml ..." 
exit- $E_BADP ARAMS 

fi 

echo $ { @ : 0 } 

# bash3 show-params .bash4 one two three 

# one' two three 

# bash4 show-params .bash4 one two three 

# show-params .bash4 one two three 

# $0 $1 $2 S3 

• The new ** globbing operator matches filenames and directories recursively . 



# ! /bln /has hi 

# filelist .bash4 

shopt -s globstar # Must enable globstar, otherwise ** dcesn 't work. 

# The gloBsts.fi shell option: .is new l|i'- version f -ff Bash. 

echo "Using *"; echo 
for filename in * 
do 

echo "$filename" 

done # Lists; '.ahly ii^Les ifi current directory ($PWD) . 

echo; ech©V " echo 

echo "Using **" 
for filename in ** 
do 

echo "$filename" 

done # Lists complete; "feLle tree, recursively. 

allmyf iles 
filelist .bash.4 



allmyf iles 

allmyf lies / fi|-e . index . txt 
allmyf iles /my_music 

allmyf ifeo/my_music /me- singing- 6 Os-folksongs . ogg 
allmyf iles/my_musie/lhe-singing-opera . ogg 
allmyf iles/my_music/piano-lessbft . 1 . ogg 
allmyf iles /my_pictures 

allmyf lies /my_pictures/at-beach-w,ith- Jade .phg 
allmyf iles /my_j?ictures/picnic-with-Melissa .png 
'filelist .bash4 gfe 

• The new SBASHPID internal variable. 
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• There is a new builtin error-handling function named command_not_found_handle. 



#!/bin/bash4 

command_not_f ound_handle () 

{ # Accepts implicit parameters. 

echo "The following command is not valid: 

echo "With the fallowing argument (s): \""$2\"" \""$3\"" n # $4, $5 ... 

} # $1, $2, etc. are not explicitly passed to the function. 

bad_command argl arg2 

# The following command is not valid: "bad_command" 

# With the following argument (s) : "argl" "arg2" 



Editorial comment 

Associative arrays? Coprocesses? Whatever happened to the lean and mean Bash we have come to know 
and love? Could it be suffering from (horrors!) "feature creep"? Or perhaps even Korn shell envy? 

Note to Chet Ramey: Please add only essential features in future Bash releases — perhaps far-each loops and 
support for multi-dimensional arrays. IT 341 Most Bash users won't need, won't use, and likely won't greatly 
appreciate complex "features" like built-in debuggers, Perl interfaces, and bolt-on rocket boosters. 



37.3.1. Bash, version 4.1 

Version 4.1 of Bash, released in May, 2010, was primarily a bugfix update. 

• The printf command now accepts a -v option for setting array indices. 

• Within double brackets , the > and < string comparison operators now conform to the locale . Since the 
locale setting may affect the sorting order of string expressions, this has side-effects on comparison 
tests within [[ ... ]] expressions. 

• The read builtin now takes a -N option ( read -N chars), which causes the read to terminate after 
chars characters. 

Example 37-8. Reading N characters 



# ! /bfn/bash 

# Requires Bash version -ge 4.1 ... 
num_chars=61 

read -N $num_chars var < $0 # Read first 61 characters of script! 

echo "$var" 

####### Output of Script ####### 

#! /bin/bash 

# Requires Bash version -ge 4.1 ... 
num_chars=61 
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• Here documents embedded in $ ( ... ) command substitution constructs may terminate with a 
simple ). 

Example 37-9. Using a here document to set a variable 



# ! /bin /bash 

# here-coni~sub. sh 

# Requires Bash version -ge 4.1 ... 
nti^lt|L:|tlne_var= $ ( cat <<ENDxxx 



ds line 1 tfie variable 
This is line 2 of the variab§«f 
;8$$Is is line 3 bf 'the variably 



ENDxxx) 

# Rathei£ than whaffi' Bash 4 . 0 requires: 

#+ that the terminating limit string and 

#+ the termi^a.iihq plose-parenthesliS: be on separate lines. 

# ENDxxx 

# ) 



echo " $mp>lft:i_,iine_var " 

# Bash still emits a warning, titbugh. 

# warning: 'J§tere-document at line 10 delimited 
#+ by end-Of-file (wanted 'ENDxxx') 



37.3.2. Bash, version 4.2 

Version 4.2 of Bash, released in February, 2011, contains a number of new features and enhancements, in 
addition to bugfixes. 

• Bash now supports the the \ u and \ U Unicode escape. 



Unicode is a cross-platform standard for encoding into numerical values letters and graphic 
symbols. This permits representing and displaying characters in foreign alphabets and unusual fonts. 



echo -e 


' \u2630 * # 


Horizontal triple bar character. 


# Equivalent to the r 


apre- roundabout : 


echo -e 


"\xE2\x98\xB0" 




# 


Recognized by earlier Bash versions . 


echo -e 


' \u220F ' # 


PI (Greek letter and mathematics,! symbol) 


echo -6' 


' \u0416 ' # 


Capital "ZHE" (Cyrillic letter.) 


echo -e 


' \u2708 ' # 


Airplane (Dingbat font ) symbol 


echo ~e 


' \u2 622 ' # 


Radioactivity trefoil 


echo -e 


"The amplifie 


sr circuit requires a l&fl: \u2126 pull-up resistor." 
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unicode_var=' \u2640 ' 

echo -e §un.icode_vat # Female symbol 

printf "$unicode_var \n" # Female symbol, with newline 



# And for something a bit more elaborate • • • 

# We store Unicode symbols^M^an associative array, 

#+ then retrieve them by name. 

# Run thisypEf a gnome-tensing! or a terminal with a large, bold fbfit 
#+ for better legibility. 

declare -A symbol # Associative array. 

symbol [script_E] =' \u2130 ' 
symbol [scfipt_F] =’ \u2131 ' 
symbol [script_J] =' \u2110 ' 
symbol [script_M] ' \u2133 ' 
symbol [Rx] = ' \u211E ' 
symbol [TEL] = ' \HBpl ' 
symbol [FAX] = ' \u213B ' 
symbol fcare_of' jj = 1 \u2l:S|> ' 
symbol [account ] = ' \u2100 ' 
symbol [trademark] = ' \fi|^3.22 ' 






"${ symbol [script_E] } 

" $ { symbol [ si^$pt_F ] } 
"${ symbol [script_J] } 

" $ { symbol [ sgij|;pt_M] } 
"${ symbol [Rx] } " 

"$ {symbol [TEL] } 

"$ {symbol [FAX] } " 

" S { symbo 1 | care_o f | } 

" $ { symbol [ account ] } 
"${ symbol [trademark] } 



® The above example uses the 



string-expansion construct. 



When the last pipe shell option is set, the last command in a pipe doesn't run in a subshell. 



Example 37-10. Piping input to a read 



# ! /bin/bash 






# lastpipe-opt.lon . sh 






line= ' ' 


# Null ve 




echo "\$line = "Si Inc 


5"" # Stine = 




echo 






shopt -s iastpipe 


# Eisfbr <! 


jn Bash version -It 4.2. 


echo "Exit status of 


attempting to 


set V'lastpipeV option is $?" 


# .J^flfcf'ABash version -fji;4.2, 0 


otherwise. 


echo 
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head -1 $0 | 


read line 


# Pipe 


the first line of thife -script. % 


o read. 


# 




Not i 


_n a subshell ! ! ! 




echo "\$line 


= "51.: no"” 








# Older Bash 


releases 


$line 


1 




# Bash versfl 


hi 4.2 


Sllnc 


; = # ! /bin /bash 





This option offers possible "fixups" for these example scripts: Example 34-3 and Example 15-8 . 
• Negative array indices permit counting backwards from the end of an array. 

Example 37-11. Negative array indices 



# ! /bln /bash. 

# neg-array.sh 

# Requires Bash, version -ge 4.2. 

hrray ( zero one two three four five ) # 'Six-element afi^y. 

# 0 12 3 ,4 ^ 

# -6 -5 -4 -3 -2 -1 

# Negative indices now peaafBifc^ed. 

echo ${array[-l]} # five 

echo $ { afefay [ -2 1 J # four 

# . . . 

echo $ { aigtefly [ - 6 ] } # zero 

# Negative array indices count backward from the last element+1 . 

# But, you cannot index past the beginning of the array, 

echo $ { aiftslsy [-7 ] } # array: bad array subscript 



# So, what is this new feature good for? 

echo "The last element in the array is "${ array [-1 ]}" " 

# Which- is quite a bit more straightforward than: 

echo "The last element in the array is "${ array [${ #array [*]} -1 ]}" " 

# And . . . 
index=0 

let "neg_esl$ment_count = 0 - $ { tarray [ * ] } " 

# Number of. elements, cotve rred to a negative number . 

while [ $index -gt $neg_element_count ] ; do 
((index — )); echo -n "${ array [ index] } " 
done # Listh ihe elements..!^ the array, backwards. 

# We have just simulated thb "tac" command on this array. 

# See also neg-of f set . sh . 

• Substring extraction uses a negative length parameter to specify an offset from the end of the target 
string. 

Example 37-12. Negative parameter in string-extraction construct 



#! /bin/bash 

# Bash, version -ge 4.f> 

# Negative length-index in substring extraction. 
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# Important: It changes the interpretation of this construct! 
stringZ=abcABC123ABCabc 

echo $ { stringZ } # abcABC123ABCabc 

# Position wifliin string: 0123456789 

echo $ { stringZ : 2 : 3 } # cAB 

# Count 2 chars- Co rwa rd fitrgm String beginning* and extract ,3 chars. 

# ${string:position:length} 

# So far, nothing new, but now . . . 

# abcABC123ABCabc 

# Position within string: 0123 .... 654323.10 

echo $ { stringZ : 3 : -6 } # ABC123 

# 

# Index 3 chars forward from beginning and 6 chars backward from end, 
#+ and extract everything in between. 

# $ { string: of f set-f rom-f ront : o f' !' s e t. - f r om-e n d } 

# When the "length" parameter is negative, 

#+ it serves as an of f set-f rom-end parameter. 

# See also neg-array.sh. 
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Chapter 38. Endnotes 

38.1. Author's Note 



cloce ut discas 

(Teach, that you yourself may learn.) 

How did I come to write a scripting book? It's a strange tale. It seems that a few years back I needed to learn 
shell scripting — and what better way to do that than to read a good book on the subject? I was looking to buy 
a tutorial and reference covering all aspects of the subject. I was looking for a book that would take difficult 
concepts, turn them inside out, and explain them in excruciating detail, with well-commented examples, f 1351 
In fact, I was looking for this very book, or something very much like it. Unfortunately, it didn't exist, and if I 
wanted it, I'd have to write it. And so, here we are, folks. 

That reminds me of the apocryphal story about a mad professor. Crazy as a loon, the fellow was. At the sight 
of a book, any book — at the library, at a bookstore, anywhere - he would become totally obsessed with the 
idea that he could have written it, should have written it - and done a better job of it to boot. He would 
thereupon rush home and proceed to do just that, write a book with the very same title. When he died some 
years later, he allegedly had several thousand books to his credit, probably putting even Asimov to shame. 

The books might not have been any good, who knows, but does that really matter? Here's a fellow who lived 
his dream, even if he was obsessed by it, driven by it . . . and somehow I can't help admiring the old coot. 



38.2. About the Author 

Who is this guy anyhow? 

The author claims no credentials or special qualifications, IT 361 other than a compulsion to write. U371 

This book is somewhat of a departure from his other major work, HOW-2 Meet Women: The Shv Man's 
Guide to Relationships . He has also written the Software-Building HOWTO . Of late, he has been trying his 
(heavy) hand at fiction: Dave Dawson Over Berlin (First Installment') Dave Dawson Over Berlin (Second 
Installment) and Dave Dawson Over Berlin (Third Installment) . He also has a few Instructables (here, here . 
here, here, here, here , and here to his (dis)credit. 

A Linux user since 1995 (Slackware 2.2, kernel 1.2.1), the author has emitted a few software truffles, 
including the cruft one-time pad encryption utility, the mcalc mortgage calculator, the judge Scrabble® 
adjudicator, the yawl word gaming list package, and the Ouackv anagramming gaming package. He got off to 
a rather shaky start in the computer game — programming FORTRAN IV on a CDC 3800 (on paper coding 
pads, with occasional forays on a keypunch machine and a Friden Flexowriter) - and is not the least bit 
nostalgic for those days. 

Living in an out-of-the-way community with wife and orange tabby, he cherishes human frailty, especially his 
own. f 1381 
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38.3. Where to Go For Help 

The author is no longer supporting or updating this document. He will not answer questions about this book or 
about general scripting topics. 



If you need assistance with a schoolwork assignment, read the pertinent sections of this and other reference 
works. Do your best to solve the problem using your own wits and resources. Please do not waste the 
author's time. You will get neither help nor sympathy, f 1391 

Likewise, kindly refrain from annoying the author with solicitations, offers of employment, or "business 
opportunities." He is doing just fine, and requires neither help nor sympathy, thank you. 

Please note that the author will not answer scripting questions for Sun/Solaris/Oracle or Apple systems. The 
endarkened execs and the arachnoid corporate attorneys of those particular outfits have been using litigation 
in a predatory manner and/or as a weapon against the Open Source Community. Any Solaris or Apple users 
needing scripting help will therefore kindly direct their concerns to corporate customer service. 

... sophisticated in mechanism but possibly agile 
operating under noises being extremely 
suppressed ... 

--CI-300 printer manual 



38.4. Tools Used to Produce This Book 

38.4.1. Hardware 

A used IBM Thinkpad, model 760XL laptop (PI 66, 104 meg RAM) running Red Hat 7. 1/7.3. Sure, it's slow 
and has a funky keyboard, but it beats the heck out of a No. 2 pencil and a Big Chief tablet. 

Update: upgraded to a 770Z Thinkpad (P2-366, 192 meg RAM) running FC3. Anyone feel like donating a 
later-model laptop to a starving writer <g>? 

Update: upgraded to a T61 Thinkpad running Mandriva 2011. No longer starving <g>, but not too proud to 
accept donations. 



38.4.2. Software and Printware 

i. Bram Moolenaar's powerful SGML-aware vim text editor. 

ii. OpenJade . a DSSSL rendering engine for converting SGML documents into other formats. 

iii. Norman Walsh's DSSSL stylesheets . 

iv. DocBook, The Definitive Guide, by Norman Walsh and Leonard Muellner (O'Reilly, ISBN 
1-56592-580-7). This is still the standard reference for anyone attempting to write a document in 
Docbook SGML format. 
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38.5. Credits 

Community participation made this project possible. The author gratefully acknowledges that writing this 
book would have been unthinkable without help and feedback from all you people out there. 

Philippe Martin translated the first version (0.1) of this document into DocBook/SGML. While not on the job 
at a small French company as a software developer, he enjoys working on GNU/Linux documentation and 
software, reading literature, playing music, and, for his peace of mind, making merry with friends. You may 
run across him somewhere in France or in the Basque Country, or you can email him at felov@free.fr . 

Philippe Martin also pointed out that positional parameters past $9 are possible using {bracket} notation. (See 
Example 4-5) . 

Stephane Chazelas sent a long list of corrections, additions, and example scripts. More than a contributor, he 
had, in effect, for a while taken on the role of co-editor for this document. Merci beaucoup! 

Paulo Marcel Coelho Aragao offered many corrections, both major and minor, and contributed quite a number 
of helpful suggestions. 

I would like to especially thank Patrick Callahan, Mike Novak, and Pal Domokos for catching bugs, pointing 
out ambiguities, and for suggesting clarifications and changes in the preliminary version (0.1) of this 
document. Their lively discussion of shell scripting and general documentation issues inspired me to try to 
make this document more readable. 

I'm grateful to Jim Van Zandt for pointing out errors and omissions in version 0.2 of this document. He also 
contributed an instructive example script . 

Many thanks to Jordi Sanfeliu for giving permission to use his fine tree script (Example A- 16) . and to Rick 
Boivie for revising it. 

Likewise, thanks to Michel Charpentier for permission to use his dc factoring script (Example 16-52) . 

Kudos to Noah Friedman for permission to use his string function script (Example A-l 8) . 

Emmanuel Rouat suggested corrections and additions on command substitution , aliases , and path 
management . He also contributed a very nice sample . bashrc file (Appendix Mi . 

Heiner Steven kindly gave permission to use his base conversion script, Example 16-48 . He also made a 
number of corrections and many helpful suggestions. Special thanks. 

Rick Boivie contributed the delightfully recursive pb.sh script (Example 36-1 1) . revised the tree.sh script 
(Example A- 16) . and suggested performance improvements for the monthlypmt.sh script (Example 16-47) . 

Florian Wisser enlightened me on some of the fine points of testing strings (see Example 7-6) . and on other 
matters. 

Oleg Philon sent suggestions concerning cut and pidof . 

Michael Zick extended the empty array example to demonstrate some surprising array properties. He also 
contributed the is spammer scripts (Example 16-41 and Example A-28) . 
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Marc-Jano Knopp sent corrections and clarifications on DOS batch files. 

Hyun Jin Cha found several typos in the document in the process of doing a Korean translation. Thanks for 
pointing these out. 

Andreas Abraham sent in a long list of typographical errors and other corrections. Special thanks! 

Others contributing scripts, making helpful suggestions, and pointing out errors were Gabor Kiss, Leopold 
Toetsch, Peter Tillier, Marcus Berglof, Tony Richardson, Nick Drage (script ideas!), Rich Bartell, Jess 
Thrysoee, Adam Lazur, Bram Moolenaar, Baris Cicek, Greg Keraunen, Keith Matthews, Sandro Magi, Albert 
Reiner, Dim Segebart, Rory Winston, Lee Bigelow, Wayne Pollock, "jipe," "bojster," "nyal," "Hobbit," 
"Ender," "Little Monster" (Alexis), "Mark," "Patsie," "vladz," Peggy Russell, Emilio Conti, Ian. D. Allen, 
Hans-Joerg Diers, Arun Giridhar, Dennis Leeuw, Dan Jacobson, Aurelio Marinho Jargas, Edward Scholtz, 
Jean Helou, Chris Martin, Lee Maschmeyer, Bruno Haible, Wilbert Berendsen, Sebastien Godard, Bjon 
Eriksson, John MacDonald, John Lange, Joshua Tschida, Troy Engel, Manfred Schwarb, Amit Singh, Bill 
Gradwohl, E. Choroba, David Lombard, Jason Parker, Steve Parker, Bruce W. Clare, William Park, Vemia 
Damiano, Mihai Maties, Mark Alexander, Jeremy Impson, Ken Fuchs, Jared Martin, Frank Wang, Sylvain 
Fourmanoit, Matthew Sage, Matthew Walker, Kenny Stauffer, Filip Moritz, Andrzej Stefanski, Daniel Albers, 
Jeffrey Haemer, Stefano Palmeri, Nils Radtke, Sigurd Solaas, Serghey Rodin, Jeroen Domburg, Alfredo 
Pironti, Phil Braham, Bruno de Oliveira Schneider, Stefano Falsetto, Chris Morgan, Walter Dnes, Line 
Fessenden, Michael Iatrou, Pharis Monalo, Jesse Gough, Fabian Kreutz, Mark Norman, Harald Koenig, Dan 
Stromberg, Peter Knowles, Francisco Lobo, Mariusz Gniazdowski, Sebastian Arming, Chetankumar 
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38.6. Disclaimer 

(This is a variant of the standard LDP disclaimer.) 

No liability for the contents of this document can be accepted. Use the concepts, examples and information at 
your own risk. There may be errors, omissions, and inaccuracies that could cause you to lose data, harm your 
system, or induce involuntary electrocution, so proceed with appropriate caution. The author takes no 
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responsibility for any damages, incidental or otherwise. 

As it happens, it is highly unlikely that either you or your system will suffer ill effects, aside from 
uncontrollable hiccups. In fact, the raison d'etre of this book is to enable its readers to analyze shell scripts 
and determine whether they have unanticipated consequences . 
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Appendix A. Contributed Scripts 

These scripts, while not fitting into the text of this document, do illustrate some interesting shell programming 
techniques. Some are useful, too. Have fun analyzing and running them. 



Example A-l. mailformat : Formatting an e-mail message 



# ! fSin/bash 

# mail-format . sh (ver. 1.1): Format e-mail messages. 

# Gets rid of carets, tabs, and also folds excessively long lines. 

# Standard Check for Scff||t Argument (s) 

ARGS=1 

E_B AD ARG S = 8 5 
E_NOFILE=86 

if [ $# -ne $ARGS ] # Correct number of arguments passed to script? 

echo "Usage: ' basename $0' filename" 
exit $E_BADARGS 
fi 

if [ -f "$1" ] # Check if file exists, 

f ile_name=$l 

else 

echo "File \"$1\" does not exist." 
exit $E_NOFILE 
fi 

# 

MAXWI§S!i=70 # Width tof : :<|$>ld excessively long .1 the s to. 

# ================================= 

# A variable can hold a seel script. 

# It's a useful technique. 
sedscript= ' s/ A >// 

s/- *>/f 

s / A *// 

s/ 

# Delete Carets and tabs at beginning of lines, 

#+ then j£jral& lines to $MAXWIDTH characters . 

sed "$sedscript" $1 | fold -s — width=$MAXWIDTH 
# -s option to ^folti" 

#+ breaks lines at whitespace, if possible.. 



# This script was. irisp i red by in a well-known trade jourllhE 

#+ extolling a 164K MS Windows utility with similar functionality. 

# 

# An nice set of' text processing utilities and an efficient 
#+ .sfcieipting language provide an alternative to the bloated executables 
#+ Of a clunky operating system. 
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exit $? 

Example A-2. rn : A simple-minded file renaming utility 

This script is a modification of Example 16-22 . 



# ! /bin/bash 

# rn,. sh 

# Very simpleminded ,|pjlename "rename" utility (based on "lowercase . sh" ) . 

# 

# The "ren" uteT JMfa * by Vladimir Lanin (Isitern@csd2.nyu.edu), 

#+ does a much better job of this. 



ARGS=2 
E_B AD ARG S = 8 5 

0NE=1 # For gapping. S i ngu 1 ar/p ! urai right (see below) . 

!|if. [ $# -ne " $ARGS " ] 

echo "Usage: ' basename $0' old-pattern new-patterSJP 

# As in "rn gif jpg", which renames all gif files in working directory to jpg. 
exit $ E_B AD ARG S 
fi 

number=0 # Keeps track of how many files actually renamed. 



filename in *$1* #Traverse all filesi-tfti directory . 

do 

K* 1 - f "$ filename" ] # -^jiids match . . . 

then 

fnaffle=' basename $filename" # Strip' path. 

n='echo $fname | sed -e "s/$l/$2/"' # Substitute new fop did in filename, 

mv $ f n ame # Rename, 

let "number += 1" 

if [ "$number" -eq "$ONE" ] # For correct grammar. 

echo "$number file renamed.'' 
else 

echo "$number files renamed." 



exit. $? 



# Exercises: 

# 

# What types of files will this not work on? 

# How can .phis be fixed? 



Example A-3. blank-rename: Renames filenames containing blanks 

This is an even simpler-minded version of previous script. 
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# ! /bin/bash 

# blank-renaftie . sh 

# 

# Substitutes underscores for blanks in aJLl the file names, pf| a directory. 

ONE=l # Fox getting singular/plural .fight (see below) . 

number=0 # Keeps track of how many files actually renamed. 

FOUND=0 # SuccesS’f’iil retuajh value . 



Sp®- filename in * #Traverse all 

do 

echo "^filename" | grep -q " " 
if [ $? -eq $FOUND ] 

_ ■ 

fname=$ filename 
n^' echo; $f name | sed -e "s/ /. 
mv "$fname" "$n" 
let "number += 1" 
fi 

done 

[ "$number" -eq "$ONE" ] 
then 

echo "$number?dMle renamed." 

echo " $numberf*.^ales renamed." 
fi 

exit 0 



files in d.i rectory . 

# Check whether: filename 
#+ contains space (s). 

# Yes, this filename needs work. 

# Substitute under scor^fJSdlg: blank . 

# Do the actual renaming. 



# For Cptnigct grammar. 



Example A-4. encryptedpw: Uploading to an ftp site, using a locally encrypted password 



#! /bin/bash 

# Example "ex72.sh" modified to use encrypted password. 

# Note that this is s#3t|l rather insecure, 

#+■ since the decrypted passwordHjlj& sent the Clear. 

# Use something like "ssh" if this is a concern. 

E_B AD ARG S = 8 5 
if [ -z "$1" ] 

echo "Usage: 'basename $0' filename" 
exit $E_BADARGS 
fi 

Username=bozo # Change to suit. 

pword=/home/bozo/ secret/password_encrypted. file 

# File containing encrypted password. 

Filename=' basename $1' # Strips pathname out of file name, 

Server="XXX" 

Directory="YYY" # Change above to actua 1 server name & diredfpfy. 



Password=' cruft <$pword' # Decrypt password. 

# Uses the author's own "criifi" file encryption package, 
#+ based on the classic "onetime pad" algorithm. 
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#+ and obtainable from: 

#+ Primary-site: ftp : //ibibliOvorg/pub/Lihiah/utils/f ile 

#+ cruft-0. 2. tar. gz [16k] 



ftp -n $SeryS[iS <<End-Of-Sessi^ki 
user $Usernant© $Password 
binary 
bell 

cd $Directory 
put $Filename 
bye 

End-Of-Session 

# -n opt ion ME "ftp" disables auto-logon, 

# Note that "bell" rings 'bell' after each file transfer, 
exit 0 



Example A-5. copy-cd : Copying a data CD 



#! /bin/bash 

# copy-cd. sh: copying a data CD 
gQRCifr / de v / cdrom 

OF=/home/bozo/pro jects/cdimage . iso 

# /xxxx/xxxxxxxx/ 
BLOCKSIZE=2048 

# SPEED— iff" ' 

# DEVICE=/ dev/ cdrom 
DEVICE="lVfy 0" 



# CD ROM device 

# output file 

Change ta Si^&'your system. 

# If, unspec^filed, uses max spd. 
older version. 



echo; echo "Insert source CD, but do *not* mount .'4$?. " 
echo "Press ENTER when ready. " 

read ready # Wait for input, $ready used . 

echo; echo "Copying the source CD t?o $OF . " 
echo "This may take a while. Please be patient." 

dd if =$CDROM of =$OF bs=$BLOCKSIZE # Raw device copy. 



echo; echo "Remove data CP." 

echo "Insert blank CDR." 

echo "Press ENTER when ready. " 

read ready # Wait for input, $ready hot, used, 

echo "Copying $OF to CDR." 

# cdrecord -v -isosize speed=$SPEED dev=$DEVICE $OF # Old version. 

-v -isosize dev=$ DEVICE $OF 

# Uses Joe,fg Schilling's "cdrecord" package (see its docs). 

# http: / /www. f'okus .gmd. de/nthp/effiployees/ schd 1 i r.g/cd reco rd . htrr, 1 

# Newer Linux distros may use "wodim" rather than "cdrecord" . . . 



echo; echo "Done copying $OF to\Cft® on device $CDROM. " 

echo "Do you Want: 'tee- erase t$|N@$9ge |^f-e (y/n) ? " # Probably a huge file, 

read answer 

case "$answer" in ; 
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[yY]) rm -f 


$OF 








ec&g " 


$OF erased." 








*) echo 1 


$OF- fOt erased. " ; ; 








esac 










echo 










# Exercise: 










# Change the 


i above "case" statement^ 


o also 


accept "yes" and "Yes" i 


% input. 


exit 0 











Example A-6. Collatz series 



# ! /ba n/basi 

# collatz. sh 

# The notorious "hailstone" or Collatz series. 

# 

# 1) Get the integer "seed" fro® the command-; i ne-< 

# 2) NUMBER < — seed 

# 3) Print NUMBER. 

# 4) If NUMBER is even, divide by 2, or 

# 5)+ if odd, multiply by 3 and add 1. 

# 6) NUMBER < — result 

# 7) Loop back to step 3 (for specified number of iterations) . 

# 

# The theory is that every such sequence, 

#+ nb matter how large the iftjftial value, 

#+ eventually settles down to repeating "4,2,1..." cycles, 

#+ even after fld<^uating through a wide range of) ya ; ues . 

# 

# Th:i s l^ ilift’.ihstance ad "ifreiate, " 

#+ an operation that feeds its output back into its input. 

# Sometimes the a " cha oti c " series. 



MAX_ITERATI0NS=2 Off 

# For large seed numbers (>32000), tf|* iftdrea;sliSg MAX_I TERAfJBgjlS . 

h==f£|:-$$} # Seed. 

# Use $PID as seed, 

#Hf ijf -'jfpt specified as command-line &rg. 

echo 

echo " C ( $ h ) -*- $MAX_ITERATIONS Iterations" 
echo 

t(i^0i<=MAX_ITERATI0NS^. $•++) ) 
do 

# echo -n "$h " 

# 

# tab 

# prirji-f does -it bettejS^ 1. . 

COLWIDTH=%7d 

priiltf $COLWIDfS $h 

let "remainder = h % 2" 

if [ "$remainder" -eg 0 ] # Even? 
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let "h /= 2" # Divide by 2. 

let "h = h*3 + 1" # Multiply by 3 and add 1. 



COLUMNS=i;|»' # output j^i’Values per line. 

mb "line_break = i % $COLUMNS" 

[if-; [ " $line_break" -eq 0 ] 

fi 

# For more information on this strange mathematical function, 

#+ see _Computers, Pattern, Chaos, and Beauty_, by Pickover, p. 185 ff., 
#+ as listed in the bibliography. 

exit 0 



Example A-7. days-between : Days between two dates 



# ! /bin /bash 

# days-between. sh: Number of days between two dates. 

# Usage: . /days-between . sh [M] M/ [D] D/YYYY [M] M/ [D] D/YYYY 

# 

# Note: Script modified to account for changes in Bash, v. 2.05b +, 
#+ that closed the loophole permitting large negative 

#+ ■Kinteger return values. 


ARGS=2 

E_PARAM_ERR= 8 5 


# Two command-line parameters expected. 

# Param error. 


REFYR-160Q 

CENTURY-100 

DrY-365 

ADJ_DIY=367 

MIY=12 

DIM=31 

LEAPCYCLE=4 


# Reference year. 

# Adjusted for leap yeaijfii^ fr-acti^. 


YAXRETVAT. 255 


# Largest permissible 
#+ positive return- h^aiue from a 


di 

month= 


# Declare global vfyftable date difference. 

# Declare global variable for absolute value* 

# Declare globals day, month, year. 


Param_Error () 


# Command-line parameters wrong. 


echo "Usage: ' basename $0' [M] M/ [D] D/YYYY [M] M/ [D] D/YYYY" 

echo " (date must be after. .jy 3/1600 ) " 

exit $E_PARAM_ERR 
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Parse_Date () # Parse date from command-line params. 

{ 

month=$ { 1%%/** } 

dm=${l%/**} # Day and month. 

day=${dm#*/} 

let "year = 'basename $1'" # Not a filename, but works just the same. 

I* 



check_date () # Checks for invalid date(s) passed. 

{ 

[ "$day” -gt "$DIM" ] I | [ "$month" -gt "$MIY" ] | | 

[ "$year" -It "$REFYR" ] && Param_Ef®:bi' 

# Exit script on bad value (s). 

# Uses pr-list / and-list. 

# Exercise: Imp 1 omen tump re -rigorous date checking. 



strlp_;ead: ng_/.ero () # Better to strip possible leading zero(s) 

Bajj 

return $ { 1 # 0 } 



day_index ( ) 



day=$l 

mohls|i = $ 2 

year=$3 

let "month = $month - 2" 
iff [ "Smonuh" -le 0 ] 
then 

"month += 12" 

"year -= 1" 

-fi-" 

let "year =«= $REFYR" 

let "indexyr = $year / $ CENTURY" 



let "Days = $DIY*$year + $year/$ LEAP CYCLE - 5 indexyr \ 

+ $indexyr/$LEAPCYCLE + $ADJ_DIY*$month/$MIY + $day - |0IM" 
# For afir in-depth explanation of ‘tSlI-S algorithm, see 
#+ http : //weblogs . asp .net/pgreborio/archive/2005/01/0 6/347968 . aspx 



#+ from day and/or month 

#+ aince otherwise Bash* ®illsilipterpret theict. 
#+ as octal values (P0SIX.2, sect 2. 9. 2.1). 



# Gauss' Formula: 

# Days from March 1, 1600 to date passed < 



echo $Days 



n 

# Difference between two day indices. 

# Global variable. 



calculate_dif ference () 

{ 

let "diff = $1 - $2" 
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abs ( ) 

{ 

if t "$i" -lfe.a ] 

!■ Jthen 

= 0 - $1" 

else 

= $ 1 " 

•ft-" 



if [ $# -ne " $ARGS " ] 
Param_Error 



Parse_Date lit 

check_date $day $month $year 

strip_leading_zero $day 

strip_leading_zero $month 
month- $ ? 



# Absolute value 

# Uses global "va 1 ue" Variable. 

# If negative 
#+ then 

#+ change sign, 

#+ else 

#+ leave it alone. 



# Require two command-line params . 



# See if valid date. 

# Remove any leading zeroes 
#+ on day ar.d/or' 



let "datel = ' day_index $day $month $year' " 



Parse_Date $2 

check_date $day Smonth $year 

strlp_:ead: ng_/.erc $day 
day=$? 

strip_leading_zer©- $m©nth 
month=$? 

date2=$ (day_index $day $month $year) # Command substitution. 



eaid®§-ate_diS£erence $ datel $date2 

abs # Make sure -fife's positive, 

dif f=$value 

echo $diff 

exit Q 

# Exercise: 

# 

# If given only one command-line parameter, have the script 
#+ use today's date as the second. 



# Compare this script with 

#+ the' Implement at lost -,®f . Gauss' Formula in a- C program at 
#+ http: / /buschencrew. hypermart . net/software/datedif 



Example A-8. Making a dictionary 
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#! /bin/bash 

# makedict.sti | make d ! ctionary | 

# (/usr/sfe£h/er.aekflb-f drirjan) script 

# Original script copyright MpS, by Alec Muffett. 

# 

# This modified script included in this document in a manner 

#+ cons i stent with ffie "LICENSE" document of the "Crack" package 
#+ that the original script is a part of. 

# This script processes text files to produce a sorted list 
#+ t>£pf wordst||@und in the tiles . 

# This may be useful for compiling dictionaries 
#+ and fpjn-other lexicsographMBpurposes . 



E_B AD ARG S = 8 5 
if [ ! -r ”$1" ] 

echo "Usage: $0 f iles-to-process 
exit $E_BADARGS 
fi 



# SORT="SQrt , l 



eat. 4* I ,, 

tr A-Z a-z | 

* * ' \ 012 ' 1 

# tr -cd ' \012 [a-z] [0-9] ' | 

tr -c ' \012a-z ' >\0$Sf'i I 



grep -v ,A #' | 

grep -v ' A $' 

exit $? 



Example A-9. Soundex conversion 

#! /bin/bash 

# soundex. sh: Calculate "soundex" code for names 

# ======================================================= 

# Soundex script 

# by 

# Mendel Copper 

# thegrendel.abs0gmail.com 

# reldate: 23 January, 2002 

# 

# Placed in the Public Domain. 

# 

# A slightly different version Of this script appeared i|f 
#+ Ed Schacf e r ' s J[uly, -'£002 "Shell Corner" co 1 umn 
#+ in "Unix Review" on-line. 



# Need at least one 
#+ valid, .file argument . 



# No longer necessary to define 

#+ options to sort. Changed from 
#+ script. . 

# Dump specified files to stdout 

# Convert to lowercase. 

# New: change spaces to newlines 

# Get rid of everything 

#+ non-alphanumeniiO 1 (in scr 

# Rather than deleting non-alpha 
#+ Cfiar-Sj, Change thOtt: -to newlines 

# $SORT options unnecessary now. 

# Remove duplicates . 

# Delete lines starting with #. 

# Delete blank lines. 



ipt ) . 
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#+ http : //www.unixreview. com/document s/unil 02 633 6 6322 58/ 
# ======================================================= 



ARGCOUNT=l # Need name as argument . 

E_WRON GARG S = 9 0 

[ $# -ne "$ARGCOUNT" ] 

echo "Usage: ' basename $0' name" 
exit $ E_WRON GARG S 



assign_value 



m 



# Assigns numerical value 
#+ :|S'. letters of name. 



fp§§Ll*=bfpv 
v a 1 2-cq )k q s x z 
1^L3=dt 

vaitol 

val5=mn 
va i6rr 



# v 1 = 1 

# 'c,g, j, k,q,s,x, y.’ = 2 

# etc . 



# Exceptionally clever use of 'tr' follows. 

# Try -td fAgu.be out what is going .on here. 

value=$ ( echo "$1" \ 

I tr -d wh i. 

I tas- fva.ll 1 | tf % | tr $vai%= 3 \ 

| tr $val4 4 | tr $val3, : |f'' I tr $val6 6 

| tr -s 123:4 56 \ 

I tr -d aeiouy ) 

# Assign letter values. 

# Remove duplicate numbers, except when separated by vowels. 

# Ignore vowels, except as separators, so delete them last. 

# Ignore 'w' and 'h', even as separators, so delete them 'first. 

# 

# The above command substitution lays more pipe than a plumber <g> . 

!•< ■ 



input_nat|ii>f " $ 1 " 

echo "Name = $input_name" 



# Change all characters of namet^^put. ■fb lowercase. 

# 

name=$ ( echo $input_name | tr A-Z ) 

# 

# Justfeqpa: Case argument, to script is mixed case. 



# Prefix of soundex code: first letter of name. 

# 



char_pos=0 # Initialize character position. 

prefi%0=$ {nalftd : $char_pos : 1 } 
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prefix='echo $prefixO | tr a-z A-Z' 

# Uppercase 1st letter of soundex. 

let "char_pos += 1" # Bump character position to 2nd letter ip^rvame. 

namel=$ {name : $char_pos } 



# Now, we run both the input name and the name shifted one char 
#+ to the right-. 'through the value-assigning function. 

# If we get the same value out, that means that the first two characters 
#+ -jfcitf the name have the same value assigned, and that one should cancel. 

# However, we also jiged to test whether the first letter of the name 

#+ is a vowel or iw'.'jwi 'h 1 , because otherwise 'this would bollix thingsrij^ . 

chgrl; & 'echo $prefij£ [ tr A-Z a-z' # First letter of name, lowercased. 



ass i gn_va 1 ue $name 
sl=$value 

assiqn_va 1 ue $namel 
s2=$value 

ass ign_va 1 ue $cha.r'. 

s3=$value 

s3=9$s3 



# ff.Sftifst letter of name is a vowel. 

#+ or 'w' or 'h', 

#+ then its "value" *f§pLl be null (jinset) . 
#+ Therefore, set it to 9, an otherwise 
#+ ^BUsed value, whigj&S, can be tested for. 



if [[ "$sl" -ne " $s2 " || 

suf f ix=$s2 
else 

suf f ix=$ { s2 : $char_pos } 



" $ s 3 " -eq 9 ] ] 



padding*000 # Use at .iShSt 3 zeroes jK&upad. 



soun=$pref ix$suf f ix$padding # Pad with zeroes. 

MAXLEN=4 # Truncate to maximum of 4 chars. 

soundex=$ { sgi|h: 0 : $MAXLEN} 

echo "Soundex = $ soundex" 

# The soundex code 'fit.- a metli&i of indexing and class if names 
#+ by grouping together the ones that sound alike. 

# The soundex code fll&tj a given name is the. first letter Of the name, 
#+ followed by a calculated three-number code. 

# Siniil;ar sounding names should have sgjaaa&t the same soundex codes. 

# Examples : 

# Smith and Smythe both have a "S-530" soundex. 

# Ha£$f&Qh « H-625 

# Hargison = H-622 

# Harriman - H-6bb 
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# Tb.i s works out well in practice, but there are numerous anomalies. 

# 

# 

# The U.S. Census and certain other governmental agencies use soundex, 

# as do genealogical researchers. 

# 

# For moreg^formatli^h, 

#+ See the "National Archives and Records Administration home page", 

#+ http: / /www.nara.gov/genealogy/ soundex/ soundex . htp&. 



# Exercise : 

# 

# SjjjSjgl'ify- 'the "Exceptffjl' Patch" section of this. Sordkjpt. 
exit 0 



Example A-10. Game of Life 

#! /bin/bash 

# pjpe.sh: "Life in the Slow Lane" 

# Author: Mendel Cooper 

# License: GPL3 

# Version C.2: Patched by Daniel Albers 

#+ to allow non-square grids as input* 

# Version 1.2.1: Added 2-seCOhd delay between generations . 

# ##################################################################### # 

# This is the Bash script version of John Conway's "Game of Life". # 

# Kffife" is a .biifiple implementation of cellular aut-|pWia^a. # 

# # 

# On a rectangular, grid, let easts "cell" be either " 1 "dead." # 

# Designate a living cell with a dot, and a dead one with a blank space.# 

# Begin >rith, Sfe arbi trarl Ly drawn dot-and-blank grid, # 

#+ and let this be the Starting generation: generation 0. # 

# Determine each successive generation by the following rules: # 

# 1) Each cell has 8 neighbors, the adjoining cells # 

#+ left^i'^i^ht,- top, bottom, and the 4 diagonals. # 

# # 

# ®23 # 

# 4$|St The * is the cell under consideration. # 

# 678 # 

# # 

#2) A lfyitKf cell with either 2 or $ .living neighbors remaiffS alive. # 
SURVIVE=2 # 

# 3) A dead cell with 3 living, neighbors comes alive, a "birth." # 

BIRTH=3 # 

# 4) All; J§|:h:pr; bases a dead cell for the next generation . # 

# ##################################################################### # 

start|f§Je=genO # Read the starting generation from the tjffle "genO" ... 

# Default, if no other file specified when invoking script. 

# 

if [ -n "$1" ] # Specify another "generation 0" fil^fcr 

then 

startf ile="$l " 
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fi 

############################################ 
# Abort scadjpfc if "startti'ie" not specified 
#+ and 

#+ default file "gertQ" not present. 

E_NOSTARTFIJ®=8 6 

t ! -0 "$startf:ile" ] 
then 

echo "St art file \""$staj®8iH5"\" missih^! " 
exit $E_NOSTARTFILE 

mim 

############################################ 



ALIVE1=. 

DEAD Is-. . 

# Represent and dead cells tpfe,' the start-up file . 

# # 

# This script uses a 10 x 10 grid (may be increased, 

#+ but a large grid wilJjjslow down execution) . 

ROWS=10 

.COLS=10 

# Change above two variables to match desired grid size. 



# # 

GENERATIONS**!® # How many generations to cycle through. 

# Adjust this upwards 
## .ij-'jsptl, have time on your hands. 

NONE_ALIVE=85 # Exit statUiS; -ph r prematU't# bailout, 

#+ if no cells left alive. 

DELAY=2 # Pause between generations . 



TRUE=0 

FALSE=1 

ALIVE=0 

DEAD=1 

avar— # Global; holds current generation, 

generation^®' # initialize generation count. 

"cells = $ROWS * $COLS" # How many cells. 

# Arrays containing "ceils." 
deejl-re -a initial 
declare -a current 

display () 

{ 

al : vcC # How many cells a live at any given time. 

# Initially zero. 

declare -a arr 

a : B-r= ( 'echo "$1"' ) # Cottybrt passed arg to g^tay. 

element_cQunt=$ ( #arr [ * ] } 
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IsAlive () # Test whether cell is alive. 

# Takes array, cell number, and 
{ #+ state of cell as arguments. 

3c t Count j" $ 1 $2 # Get alive cell Cftant ^.'neighborhood, 

local nhbd=$? 

if [ "$nhbd" -eq " $BIRTH" ] # Alive in any case, 

then 

return $ALIVE 

if - ' " 

''$0: I " $3 " = -a "$nhbd" -eq "$SURVIVE" ] 

then # Alive only if previously alive, 

return $ ALIVE 



return $DEAD # Defaults to dead. 



GetCount () 



{ 

local cell_number=$2 
local #bray 
local top 
r-^oc/al center 
local bottom 

local t_top 

local t_bot 
.local coyht=0 
local R0W_NHBD=3 

array= ( 'echo "$1"' ) 

let "top = $cel l_number - $COLS - 1" # Set up cell neighborhood. 

let "center = Scot: _nurr.be r - 1" 

let "bottj>%-= $cell_number + $COLS - 1" 

.let "r = $cell_number J: $COLS" 

for ( (i~0; i<$ROW_NHBD ; .^%+) ) # Traverse -left to -t^ght. 

do 

let "t_top = $top # § i " 

: ;%^S''”t_cen = $center + $i" 

.'Jjfet "t_bot = $bottom 4 i;i“ 



"row = $r" # Count center row. 

TsValid $t_cen $ row # Valid cell position? 

if [ $? -eq "$TRUE" ] 
then 



# Cou||$|f 4 live cells in passed cell's neighborhood. 

# Two arguments needed: 

# $1) variable holding -array 

# $2) cell- number 
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# Set variable to pass as parameter to "display" function* 

ava r -' echo ${ array [@ ]} ' # Convert array back to string variable. 

display "$avar" # Display it. 

echo; echo . 

echo "Genera:, i on $generation - $alive alive" 
if [ "$alive" -eq 0 ] 

echo "Premature exit: no more cells alive ! " 
exit $NONE_ALIVE # No point in continuing 

jijl,' #+ if no;- 1 i.ve cells. 

} 



# main () 

# { 

# Loa4 ipplial array wips. contents- startup file. 

initial=( 'cat "$startfile" | sed -e '/#/d' | tr -d 'An' |\ 

# Delete lines Confc^SiS&iSig: ' #B eoiftment character. 

sed -e 's/\./\. /g* -e 's/_/_ /g 1 ' ) 

# Remove linefeeds antft Insert space between e 1 omen us . 

clear # Clear Screen. 

echo # ’’-S tie 

s.et term -reverse on 

setterm -reverse off 

echo " $GENERATIONS generatiiSJtS " 

echo " of" 

echo " \ "life in the Slow LaneV" 

setterm -reverse on 

setterm -reverse off 

sleep $ DELAY # Display "splash screen" for 2 seconds. 



# 'display f^Sst generation . 

GenO='echo ${ initial [@ ]} ' 

display "$GenO" # Display only, 

echo; echo 

echo "Gen4#'a,tiQn $qone ration - -alAve" 

sleep $ DELAY 

# 



ifiiti: "generation += 1" # Bump generation count. 

# Display second generation . 

Cur='echo ${ initial [ @ ]} ' 

next_gen # Update & display, 

sleep $ DELAY 

# 
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let "generation += 1" # Increment generation count . 

# Matf^.CLoop fo'r displaying subsequent generations 

while [ " $generation" -le "$GENERATIONS" ] 
do 



next_gen "$Cur" 
let "generation. += 1" 
sleep ?giXAY 
done 



# } 

exit 0 # CEOF : EOF 



# The grid in this script has a "boundary problem." 

# The the top, botfeo^. and sides border on ■$ void of dead cells. 

# Exercise: Change the script to have the grid wrap around, 

# + so that; the left and right sides will "touch, " 

# + as will the top and bottom. 

# 

# Exercise: Create a new "genO" file to seed this script. 

# Use a 12 x 16 grdsd* *5§^stead of; the originfi 10 * 10 one 

# Make the necessary changes to the script, 

#+ so' it will xuifc t^ith the altered file. 

# 

# Exercise: Jtodi'fy this script so that if, jgfcft- determine the ?#J|id s; 

#+ from the "genO" file, and set any variables necessary 

#+ the script to: run. 

# This would make unnecessary any changes to variables 

#+ hpl the sculpt for ah altered grid .Size . 



# Exeffi^e : 



Example A-ll. Data file for Game of Life 



# genO 

# 

# This is an example "generation 0" start-up file for "life.sh". 

# 

# The "genO" filia, is a 10 x 10 grid using a period (.) for live cells, 
#+ hhd an. underscore (_) for dead ones . We cannot simply use spaces 

#+ for dead cells in this f i|»i : because of a peculiarity in Bash arrays. 

# [Exercise for the reader: explain this.] 

# 

# Liijps beginning' with a '#' are comments, and the script ignores them. 
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+++ 

The following script is by Mark Moraes of the University of Toronto. See the file Moraes-COP YRIGHT for 
permissions and restrictions. This file is included in the combined HTML/source tarball of the ABS Guide. 



Example A-12. behead : Removing mail and news message headers 
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Antek Sawicki contributed the following script, which makes very clever use of the parameter substitution 
operators discussed in Section 10.2 . 



Example A-13. password: Generating random 8-character passwords 



# ! /bin /basr. 

# 

# 

# Random password generator for Bash 2.x + 

#+ by Antek Sawicki <tenox@tenox . tc>, 

#+ who generously gave usage permission to the ABS Guide author. 

# 

# =s=!» Comments added by document author 



MATRIX="tta34567 8 9ABCDEFGHIJKLMNOPQRSTUWXYZabcdefghiJp|ifi^qrs:tuvwxyz'' 
# =*=£ Password will consist of alphanumeric characters. 

LENGTH=" 8 " 

:■§. May change 'LENGTH' for longer password. 



while [ " $ { n : =1 } " -le "$ LENGTH" ] 

Recall that := is "default substitution” operator. 

# ==> Sop V S; £ • ’ n ' has not been a; i zed, set iitl/fcb .i. 

do 

PASS=" $PASS$ {MATRIX : $ ( ( $RANDOM%$ { #MATRIX } ) ) : 1 0 X 

# ==> Very clever, but tricky., 

# ==> Starting from the innermost nesting. . . 

# ==> ${#MATRIX} retuchs length of arjjjsjjjjr MATRIX. 

# ==> $RANDOM%$ { #MATRIX} retains random number between 1 

# ==& and [length of MATRIX] - 1. 

# =)=§.' $ {MATRIX : $ ( ($RANDOM%$ { #MATRIX} ) ) : 1 } 

# ==> returns expansion of MATRIX at random position, by length 1 . 

# ==> See { var :pos : len} parameter substitution in Chapter 9. 

# ==> and the asso’etated examples. 

# ==> PASS=. . . simply pastes this result onto previoii#: PASS (concatenation) . 

# ==> To visualize this clearly, uncomment the Jf^llowing.' iiije 

# echo "$PASS" 

# ==> see PASS being built up, 

# ==> one character at a time, each iteration of the loop. 

ni=i 

# ==> Increment in' next pass. 

echo "$PASS" # =s=ti> Or, redirect to a fil.^- as desired, 

exit 0 



James R. Van Zandt contributed this script which uses named pipes and, in his words, "really exercises 
quoting and escaping." 
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Example A-14. fifo: Making daily backups, using named pipes 



#! /bin/bash 

# ==> Script by James R. Van Zandt, and Used here with his permission. 

# ==> Comments added by author document. 



HERE='uname -n' # ==> hostname 

THERE =bilbo 

echo "starting remote backup to $THERE at 'date +%r " 

# ==> 'date +%r ' returiijS time .format,- 'M,i e . "08:08:34 PM". 

# Spras sure /pipe really is a pipe and not a plain -#ft|Le 
rm -rf /pipe 

mkf^J'o /pipe # ==> Create a "named pipe", named "/pipe" ... 

# ==> !, : su xy z ^pSittS ©bip^ittnds as user "xyz". 

' ssh' invokes secure shell (remote login client), 
su xyz : f ssh $THERE \"cat > /home/xyz/backup/$ { HERE } -daily . tar . gz\" < /pipe"& 
cd / 

-,t%r -cz.if - bin boot dev etc hOiBb ijslfb Ills tSS® root sbin share fete Var > /pipe 

# Uses named pipe, /pipe, to communicate between processes: 

# ==> 'tar/gzip' writes to /pipe and 'ssh* reads from /pipe. 

# ==> 5CSe end result is this backs up the directories, from / on down. 

# ==> What are the advantages of a "named pipe" Jjllwis situatxoflji 

# ==0>-+ as opposed to an "anonymous pipe", with |? 

# ==> Will ah anonymous pipe even work here? 

# ==> IS- jit necessary to delete the pipe before e>i£tin$ the scfipt? 

If.*"?* How could that be done? 



exit 0 



Stephane Chazelas used the following script to demonstrate generating prime numbers without arrays. 



Example A-15. Generating prime numbers using the modulo operator 



# ! /^i,h/bash 

# primes. sh: Generate prime numbers, without using arrays. 

# Script cottlisiMited by Stephane Chazelas. 

# ®sis does *not* use the classic "Sieve of Eratosthenes " algorithm, 

#+ but instead the more intuitive method of testing each candidate number 
#+ faetdrs (divisors) , using the "%" modulo: operator. 



LIMIT=100Q # Primes, 2 ... lOhitSi 

Primes ( ) 

{ 

( ( n = $1 + 1 ) ) # Bump to next integer. 
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shift # Next parameter iri, list. 

# echo "_r.-Sn 

if ( ( n == LIMlf*&i 
then echo $* 

fi 

for i; do 

# echo "-n=$taj is?!-" 

( ( i * i > n ) ) && break 
( ( n % i ) ) && fcOhtime 
Primes $n $@ 
return-, 
done 

Primes $n $@ $n 



Primes 1 
exit $? 

# Pipe output of the script to ’ f mt ' for prettier printing. 

# Uncomment lines 16 and 24 to, help figure Out what is going on. 

# Compare the speed of this algorithm for generating primes 
#+ with the Sieve of FraLcsLher.cs (ex68.sh). 



# Exercise: Rewrite this script without recursion. 



# Recursion outside loop. 

# Successively accumulate 
#+ positional parameters. 

# is the accumulating list of Jsrimes. 



# "i" set to "0", previous values of $n. 

# Optimization. 

# Sift out non-pr±mes .la^Jiig modulo operator . 

# Recursion inside loop. 



Rick Boivie's revision of Jordi Sanfeliu's tree script. 



Example A-16. tree: Displaying a directory tree 



#! /bin/bash 

# tree.sk ' 

# Written by Rick Boivie. 

# Used with permission. 

# ; Wi‘is lift a ipj$ijLsed and simplified version of a a.CjriiJte 

#+ by Jbrdi Sanfeliu (the original author), and patched by Ian Kjos. 

# : T%1 s script replaces the ea rlife r verSiQf|-j$sed in 

#+ previous releases of the Advanced Bash Scripting Guide. 

# Copyright (c) 2002, by Jbrdi Sanfeliu, Rick Boivie, and Ian Kjos. 

# ==> Comments added by the authofjt^ this document . 



search () { 

dir Jpjfl echo *' 

# ==> 'echo *' lists all the files in current working directory, 

#+ ==> without* .'dtine, breaks . 



Appendix A. Contributed Scripts 



598 






Advanced Bash-Scripting Guide 



# ==> Similar effect to for dir in * 

# ==> but "di^an 'echo will not handle filenames. blanks . 

do 



"$0 [ -d "$dir" ] ; the|£ 
zz=0 

while [ $zz != $1 ] 
do 






# ==>3?|® It is a directory (-d) . . . 

# =*=> Temp variable, keeping track of 

# directory level. 

# Keep track of inner nested loop. 

# =!=> Display vertical connector symbol, 

# ==> :®Ith 2 spaces & $#133(4® Seed 

# in order to indent. 

# ==> ! i®jcrement zz . 



if [ -L "$dir" ] ; then f directory is a symbolic link... 

echo "+ $dir" 'Is -1 $dir | sed 1 s/ A . * 1 $di'r ' //' 

# =v=h; Display hpriz. connector and list directory name, but... 

# ==> delete date/time part a# long listing. 

echo $dir" # ==> Display horjgsfshhhl connector symbol. . . 

# ==fs* and print directory name. 

'S8HS&®«$:s=' expr- $numdirs + 1' # ==> increment directory count, 
if cd "$dir" ; then # If can move to subdirectory. . . 

search 'expr $1 + 1' # with redgjtsion ;-) 

# ==> Function calls itself, 
cd . , 



if [ $# != 0 ] ; then 

Cd $1 # Move to -indicated directory. 

#else # stay in current directory 



echo "Initial directory = ' owe ' " 
numdirs=(|.’7 

search 0 

echo "Total directories = Snumdi rs " 
exit 0 



Patsie's version of a directory tree script. 



Example A-17. tree2: Alternate directory tree script 



# ! /-din /bash 

# tree2.sh 

# Lightly modified/reformatted by ABS Guide author. 

# Included JjifhABS Guide with. penaissi$& of script author (thanks ! ) . 

## Recursive f : l.o/ d Lrs.i ze choc king script, by Patsie 

## 

## .Th.i s script builds ai jlst of' .Si ; es/d i..rectori ; es and their size (du -akx) 

## and processes this list to a human readable tree shape 

## The 'du -akx' is only as good as the pej§#|iSS:ions the owner has. 

## So preferably run as root® to get the best results, or use only 015 . 
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## directories for which you have read permissions. Anything you can't 
## read is hot:^P the list. 

#* ABS Guide ayjicfciajfc advises caution when running scripts as root ! 



########## THIS IS CONFIGURABLE ########## 



T0P=5 

MAXRECURS=5 

E_BL=80 

E_DIR=81 



# Top S -biggest (sub) directories . 

# Max 5 subdirectories /recursions deep. 

# Blank line already returned. 

# Directoryiflbt speglijied. 



########## DON'T CHANGE ANYTHING BELOW THIS LINE ########## 



PID=$$ # Our own process’ifjS, 

SELF=' basename $0' # Our own program name. 

TMP="/tmp/$ { SELF } . $ {PID} . tmp" # Temporary ’ du ' result. 

# Convert number to dotted thousand, 
function dot { echo " $*" 

sed -e : a -e ' s/\ ( . jg|-9] \ ) \ ( [0-9] \ { 3\ } \) /\1, \2/; ta ' | 
tail -C 12; } 



# Usage: tree 
function tree 
recurs-" $1" 
prefix="$2" 

dirname="$4' 



<recursioh>r •^indent prefix> <fflin size> <directory> 

{ 

# How deep nested are we? 

# What do we display before f ile/dirname? r 

1 # What is the minumuffiytJsile/ditSize? 

1 # Which directory are we checking? 



# Get ( $TOP ) biggest subdirs/subf iles from TMP file. 

LIST='egrep "[[: space :]]${ dirname }/[ V ]*$ " "$TMP" | 

awk ’ { if ($1> ’ $minsize ’ ) print;}' | sort -nr | head -$TOP' 
[ -z "$LIST" ] && return # Empty list, then go back. 



fchi C 

num='echo "$LIST" | wc -1' # How many entries in the list. 



## Main .loop 

echo "$LIST" | while read size name; do 

( (cnt+=l) ) # Count entry number. 

bname=' basename "$name"' # We M;| need a basename of the entry, 

[ -d "$name" ] && bname="$bname/*' 

# it ' s a directory, append a s lash . 
echo "'dot $size' $pref ix +-$bname" 

# Display the result. 

# Call ourself recursively if it's a directory 
#+ and we're not nested too deep ($MAXRECURS) . 

# The recursion goes up: $( (recur s+.l) ) 

# The prefix gets a spaced the hShi# entry, 

#+ or a pipe if there are more entries. 

# The min ! mum fil e/ d.t rs : ze becomes 

#+ a tenth of his parent: $( (size/10) ) . 

# Last argument^. the directory naimfe 'to check, 

if [ -d "$name" -a $recurs -It $MAXRECURS ]; theh 

[ $cnt -!|i£ + 

II (tree $ ( (recurs + 1) ) "$prefix " $ ( (s Lze/iC) ) "$name") \ 

&& (tree $ ( (recufsil) ) "Spr:ef i.x |" $ ( (size/10) ) "$namc") 
fi 
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[ $? -eq 0 ] && echo " $pr®E&K" 

# Every f;fi|ie we jjSajjjp back add a 'blank' I i r.e . 
co'.urn :$E_BL' 

# We return 80 to tell we added a blank lip© already. 



### ### 

### main program ### 

### ### 

rootdi r-"$g" 

[ -d "$rootdir" ] | | 

{ echo "$SELF: Usage: $SEI0- ^direct©t'y>" >&2; exit $E_DIR; } 

# We should be called with a directory name. 

echo "Building inventory list, please wait ..." 

# Show "please wait;* 1 message. 

du -akx "$rootdir" 1>"$TMP" 2>/dev/null 

# Btliid a temporary list of all ;B|;ies/dig^ and their siff . 
size='tail -1 "$TMP" | awk '{print $1}'' 

# Whaf«2& bii; rootdirectory ' s size? 
echo "'dot $size' $rootdir" 

# Display rootd; rectory ' s entry, 
tree 0 "" 0 "$ root dir" 

# Display the tree below our rootdirectory. 

rm " $ TMP " 2>/dev/jijjii; 

# Clean up TMP file. 

exit $? 

Noah Friedman permitted use of his string function script. It essentially reproduces some of the C-library 
string manipulation functions. 



Example A-18. string functions: C-style string functions 



# ! ^bin/bash 

# st ring. bask bash emulation of string^ 3) .library ^MfittttAnes 

# Author: Noah Friedman <f riedman@prep . ai .mit . edu> 

# ==> Used wi|$i Kis kind permiiSs.ii^^g.® bMis document, 

# Created: 1992-07-Gli'. 

# Last modified: 1993-09-29 

# Public domain 

# Conversion to bash v2 syntax done by Qfefet Ramey 

# Commentary: 

# Code: 

# : doostlllwj strcat : 

# Usage: strcat si s2 

# 

# Strcat appends the value Of variably S2 to variable si. 

# 

# Example : 

# a "foo" 

# b="bar’* 

# strcat a b 
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# echo $a 

# => foobar* 

# 

# : end : 

###;;; autoload ==> Autoloading oiif unct ion commented out. f 
function strcat () 

yH 

ipcal sl_val s2_val 

sl_val=${!l} # indirect variable expansions. 

s2_val=$ { ! 2 } 

e va 1 " $ 1 " = \ ' " $ { sgUy a 1 } $ { s 2_va 1 } " 

# ==> eval- :§ : l;.s < ${sl_val}${s2_val} ' avoids prob lems, 

# ==> if one of the variables .contains a single quote . 



# : docstpi'hjJ strncat: 

# Usage: strncat si s2 $n 

# 

# Line strcat, but strncat appends a maximum of i*. Characters fr.oft". the value 

# of variable s2. It .copies fewe^-sir the value of ■S^riabl s2 is shorter 

# than n characters. Echoes result on stdout . 

# 

# Example: 

# a-foo 

# b=barbaz 

# sffe^ifdat a b 3 

# echo $a 

# => fepbatf 

# 

# : end docstrfnq : 

###; ; /autoload 
function strncat () 

{ 

■ideal sl="$l" 

®2="$2" 

ideal -i n "S3" 

1 ocal -§l_val. Si2_va*' 

sl_val=$ { ! si } # ==> -indirect, variable expansidfr 

s2_val=$ { ! s2 } 

if [ $ { #s2_val } -gt ${n} ]; then 

s2_val=$ { s2_val : 0 : $n} # ==> substaaiiig extradfcidn 

fi 

eval " W=\ ' " $ { sl_val } $ { s2_val } " \ ' 

# ==> eval, { sl_val } $ { s2_val} ' avoids probl^Sd r - 

# ;?#»> if one of the variables contains a single quotes*. 



# : decstri.rSq strcrr.p : 

# Usage: stremp $sl $s2 

# 

# Stremp compares its arguments and returns an integer less than, equal to, 

# or greater tftah zero, depei^lEttgf ,0n whether string si is lexicogiS&dlftcally 

# less than, equal to, or greater than string s2 . 

#:end dofiStrihg : 

###; ; /autoload 
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echo $ { 8 resu It } 

} 

# : docsfcii'rtg strcspn: 

# Usage: strcspn $sl $s2 

# 

# Strcspn returns the length of the maximum initial segment of string si, 

# which consists enl||^^ly •>!§# characters ifr-OHi string s2. 

#:end docstring: 

###; ; ; autoload 
f.uncl i on 'Strcspn ( ) 

{ 

# Unsetfclng' Iff-S allows wisiit; space to be handled as normal Shars . 
ideal IFS= 

ideal, re s u lt« " $ { 1 % % [ $ { 2 } ] * } " 

echo $ { # resuijgf: 



#:docstring strstr: 

# Usage: st rst r: si s2 

# 

# StrstJt echoes a substring starting at thb SfirSt Occurrence of string s2 iq 

# string si, or nothing if s2 does not occur in the string. If s2 points to 

# a string 1*0.'. zerg.. . length, strstr .echoes si. 

#:end docstring: 

###; ; ; autoload 
fun c t i Oft St r s L r () 

ft’ ft I 

# if :S2 points to a spring zero* length, strstr echoes si 
[ ${#2} -eg O'. 3. && -f'.fecho "$1" ; return 0; } 

# strstr echoes nothing if s2 does not occur in si 

*$ 2 *) ; ; 

*) retvfi^v 1; ; 

# use the pattern matching code to strip off the match and everything 

# fcllgwing:- Ipu 
first=$p|$2*/i 

# then strip off the first unmatched portion of the string 
echo "${!##$ J|||t} " 



#: docstring strtok: 

# Usage: btrtoJt Si s2 

# 

# Strtok considers the aii'ifjig si to eon4$£$b Of a sequence of zero: or more 

# text tokens separated by spans of one or more characters from the 

# separator strihg s2 . Ijhe jBtwst call (with a non-empty String si 

# specified) echoes a string consisting of the first token on stdout . The 

# f^eijon keeps track : il;s posijsihn j|^,ijthe string si between separate 

# calls, so that subsequent calls made with the first argument an empty 

# string will work t&hough the strlhg immediately f ollgwiti^f that token. In 

# this way subsequent calls will work through the string si until, no tokens 

# remaifi'. The separator String s2 may be ^JJierent^'^^Offl call tst-dall . 

# When no token remains in si, an empty value is: echoed On stdout. 

# : end HjMpipg : 
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###; ; /autoload 
function strtok () 

{ 

} 

#:dOCSfring strtrunc: 

# Usage: strtrunc $n $sl {$s2} {$...} 

# 

# Used by many functions like strncmp to truncate arguments for comparison. 

# Echoes the first n characters of each string s;|' $2 ... on stSi^it . 

#:end docstring: 

###; ; ; autoload 

^■(jhction. -Strtrunc ( ) 

{ 

Sfefjt ; -shift 

echo "${z:0:$n}" 

Bj Ip 

# provide string 

# string. bash ends here 



# 1 - : & . s 1 

# ==> Everything below here added by the document author. 

# ==> Suggested use of - .^is Script is- feo delete everything below here, 

# t-> and "source" this file into you r own scripts. 

# strcat 
stringO=one 
stringl=two 

echo "Testing \"strcat\" function:" 

echo "Original \"stringO\" = $strihgfi" 

echo "\"stringl\" = $stringl" 

strcat stringO stringl 

echo "New VstringOV = $stringO" 

# str 1 on 

echo "Testing \"str)cn\" function 

s t 3456789 

echo "\"sfcr;y^ = $.Str" 

echo -n "Length of \"str\" - " 



# Exercise: 

# 

# Add code to test all the Other string functions above. 



exit. 0 
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Michael Zick's complex array example uses the md5sum check sum command to encode directory 
information. 



Example A-19. Directory information 



# ! /bin/bash 

# d i recto ry-lh fo. sh 

# Parses and lists directory information. 

# NOTE: Change lines 273 and 353 per "README" f i let 

# Michael Zick is the author of this script:. 

# Used here with his peofti'*s^|. 

# Control s 

# If overridden by command arguments, they must be in the order: 

# Argl : "Descriptor Directory" 

# Arg2 : "Exclude Paths" 

# Arg3: "Exclude Di'fedt^f^es" 

# 

# Env.i ronmenc Settings- override Do faul-ts . 

# Command arguments override Environment Settings. 

# Default location for content addressed file descriptors. 

$pi&UCFS=$ { 1 : -$ {MD5UCFS : - ' /tmpfs/ucfs ' } } 

# Directory paths never to l4^t d#.. filter 
declare -a \ 

EXCLUDE_PATHS=$ { 2 : -$ { EXCLUDE_PATHS : - ' ( /prop /dev /devfs /tmpf's) ' ; ) 

# Ddrect^lfes never toJ^telS gt enter 
declare -a \. 

EXCLUDE_DIRS=$ { 3 : -$ {EXCLUDE_DIRS : - ' (ucts lo’St'fefOtind tmp Wtjtip) ' } } 

# Files never list or enter' 
declare -a \, 

EXCLUDE_FILES=$ { 3 : -$ { EXCLUDE_FILES : - 1 (core "Name with Spaces”)'}} 



# Here document used as a comment block. 

: «LSfieldsDoc 

# # # # # List Filesyst#SB' Directory Information # # # # # 

# 

# ListDirectory "FileGlob" "Field-Array-Name" 

# or 

# ListDirectory -of "FileGlob" "Field-Array-Filename" 

# ' - of ' -meaning 'o'ttt put 'C# filename' 

# # # # # 

String format description based on: Is (GNU fileutils) version 4.0.36 

Produces a line (or more) formatted: 
liiiSbde permissions hard-links owner group . . . 

32736 -rw 1 mszick mszick 

size day month date hh:mm:ss year path 
2756608 Sun Apr 20 08:53:06 2003 /nemo /ms/. : ck/ccrc 

Unless ±t- 4s fijsnS&ftted: 

inode permissions hard-links owner group . . . 



Appendix A. Contributed Scripts 



606 





Advanced Bash-Scripting Guide 



266 /Cb crw-rw 1 root uucp 

^Scjor mira day month date hh:mm:ss year path 
4, 68 Sii# Apr 20 09:27:33 2.003 /dev/ttyS4 

NOTE: that pesky comma after the major number 

NOTE: the 'path' may be multiple fields: 

/home/msw#e-k./eore 
/proe/982/fd/0 -> /dev/null 

/pr : d,e,/982/fd/l -> /home/mi^lck/ . xsessionmerroiis 
/proe/982/fd/13 -> /tmp/tmpf ZWOCs (deleted) 

/proc/ 982/ f'd/7 -> /tafeg/kde-mszick/ksycoca 
/proc/982/fd/8 -> socket :[ 11586 ] 

/prOiS/ 982/fd/ 9 -> pipe: [11588] 

ilf that isn't enough to keep your parser guessing, 
either or both of the path components may be relative: 

. . /Buiit-Sha red -> Bull L-Stat i c:' 

. . /linux-2 . 4 . 20 .tar ,bz2 -> . . / ,- r 7 . /SRCS/linux-2 . 4 . 2Q . tar ,bz2 

The first character of the 11 (10?) character permissions field: 

's' Socket 

'd' Directory 

' b *• ;i|lock device 

'c' Character device 

' 1 ' Symbo 1 1 c. jink 

NOTE: Hard links not marked - test for identical inode numbers 
on ident^^A filesystems . 

All information about hard linked files are shared, except 

names and the name's locabf^ii. |£ii the directory system. 
NOTE: A "Hard link" is known as a "File Alias^ -f)n somd systems . 

' - ' An uj^Ast iipigushe d file 

Followed by three groups of lettei^-Jp®!: User, Group, Others 
Character 1: Not readable; 'r' Readable 

Character: i: '-' Not writable; 'w' Writable 

Character 3, User and Group: Combined execute and special^* 

'-' Not Executable, Not Special 
'x' Executable, Not Special 
's' Executable, Spe<||.itK. 

'S' Not Executablfc Special 

Character 3, Others: Combined execute and sticky (tacky?) 

'-' Not Executab|||^ Not Tacky 
' x ' Executable, Not .Tacky 
' t ' Executable, Tacky 
' T ' Not Executable, Tacky 

Followed by an access Indicator: 

Haven't uested this one, it may be the eleventh character 
may generate 
' ' No alternate access 
'+' Alternate access 
LSf ieldsDoc 



T.i sLDi rectory ( ) 

{ 

1 ocal. -a T 

local -i of# # Default return in variable 

# 0;,D_TFS-STFS •••• Using HASH default. ’ \t\n' 

case .fe- 
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3) case "$1" in 

-of) of=l ; sh i ft ; ; 

* ) return 1 ; ; 

2) : ;; # Poor man's "continue" 

* ) return 1 ; ; 

esac 

# NOTE: the (Is) command is NOT quoted (") 

T*.( $ (Is --inode «®ignore-backups — almost-all — directory \ 
— full-time — cdS03E?=none — time=status — sor c-r.cjie’ jy 
■ — format- long $1) ) 

case $of in 

# Assign T back to the array whose name was passed as $2 

0) eval $2=\ { V'\$\ {T\f@\ ] \ } \ " \) ;; 

# Write T into filename passed as $2 

" $ { T [ @ ] } " > *$2" ;; 

return D 



# # # # # Is that string a legal number? # # # # # 

# 

# IsNumber "Var" 

# # # # # There has to be a better way, sigh... 

Pfgjngffijj^ ( ) 

{ 

local iftfe 
if [ $# -eq'f ■] 

return 1 

else 

(let int=$l) 2>/dev/ null 

return $? # Exit scaius o'f the let thread 

fi 

} 

# # # # # Index Filesystem Directory Information # # # # # 

# 

# IndexList "Field-Array-Name" " Index- APray-NglBe" 

# or 

# I ndexT. s —if- -F i e 1 d-Array-i?.i! ename Index -Array-Name 

# IndexList -of Field-Array-Name Index-Array-Filename 

# IndexListfr^Jpp^iiji Field-Array-Filename Index-Array-Filename 

# # # # # 

: <<IndexListDoe 

Walk an gjthay of directory fajftjds produced byf|jistDirecto r y 

suppressed the breaks iht an otherwise I'ihO' oriented 

report, build an index to the array element which starts each lin^*. 

Each line gets two index entries, the first-element of each line 
(inode) and the element that holds the pathname of <|fj»>|l|LLe . 

The first, -Index entry pair (Line-Number=— 0 ) are ormatiSSsl : 
Index-Array-Name [0] : Number of "Lines" indexed 

Index-Array-Name [ 1 ] : "pttrrent Line" pointer into Index-Apray-Nams 

The' #&tiowing ; index pairs (is^ny) hold element indexes wgkjp 
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the Field-Array-Name per: 

Index-Array-Name [Line-NfUfiber * 2] : The "inode" Kiel d element. 

NOTE: This distance may be either Q§ or +12 elements. 
Index-Array-Name [ (Line-Number * 2) + 1] : The "pathname" element. 

NOTE: This distance may be a variable number of elements. 

Next line index pair for 1.1 ne-Numb;er+l . 

IndexListDoc 



IndexList ( ) 

I?*' 

i *|.ocal -a LIST 

local -a -i INDEX- ( 1 ) 

local -i Lidx Lent 
Of=0 

case " $ # "■ : jk& 

■$>) return 1 ; ; 

’iH) rettpffr 1 ; ; 

2) : 

3) case "$1" in. 



# Local of listname passed 

# Local of index to refedfn 

# Default-iso var:l ab 1 e names 

# $implist ! c opt ion testing 

# Poor man's continue 



-of) 

* ) return pgfH 
esac ; shift ; ; 

4) if=l ; of=l ; shift ; shift ;; 
* ) retur$L ; :jj 



# Make local copy of list 

0) eval LIST=\ ( \"\$\{$1\ [0\] \}\" \) ;; 
LXST= ( $ (cat $1) ) ; ; 



# Grok (grope?) the array 
Lcnt=${#LIST[0] } 



# 

# + 



S§§jtil ( ( Lidx >= Lcht .) ) 
do 

p® IsNumber $ { LIST [ $Lidx] } 
then 



A little 
sockets. 



VI oca Sity^ i inode name 
local ft 
inode=Lidx 

•fpcal m=$ {LIST [$Lidx+2] } 
^|t=${LIST[feidx+l] : 0 : 1 } 
case $ft in 

b) ( (Lidx+4®^)^. 

c) ( ( I. i dx- -12. ) ) ; ; 

*) ( (Lidx+=^p^..Mf 

name=Lidx 
case $ft in 

-) ( (Lidx+=p||S|Ssffl 

b) ( (I.idx--l;j.) ; ; 

c) ( (Lidx+=^M ; ; 

d) ( (Lidx+=1) ) ; ; 

1) ( (Lidx+=3) ) ; ; 

more elegance here would handle 
deleted ^|es - later. 



# Hard Links field 

# Fast-Sfca®, 

# Block device 

# Character device 

# Anything else 



# The easy one 

# Block device 

# Character device 

# The other easy one 

# At LEAST two mor§\ .Jfields 
pipes. 
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*) until IsNumber $ { LIST [ $Lidx] } || ( (Lidx >= Lent)) 

do 



# 

# 



( (Lidx+=l|| 



csac 

INDEX [${#INDEX[*] } ]=$inode 
INDEX [${#INDEX[*] } ] =$name 
INDEX [ 0 ] =$ { INDEX [ 0 ] } +1 
echo "Line: ${ INDEX [0]} Type: 5ft Links: $ty : . 
$ {LIST [$inode] } Name : $ {LIST [$name] } " 



# Not required 



# One more "line" 
Inode: \ 












fi 



( (Lidx*®!) ) 






"$of" in 

' 0) eval $2=\ ( \ " \$\ { INDEX\ [ @ \ ] \ } \ " \) ;; 
II echo "${ INDEX [@] }" > " $2 " ;; 



return 0 # What could go wrong? 



# # # # # Content Identjjgfg^ Pile # # # # # 

# 

# DigestFile I n p u L - A r: ra y-\’a me Digest-Array - Name 

# or 

# Digestible -if Ihput-FileName Digest-Array-Name 

# # # # # 



# Here document ^sed as a comment block. 

: <<DigestFilesDoc 

The key (no pun intended) ie a Uni f i ed Content Fite System (UCFS) 
is to distinguish the files in the system based on their content. 

D i st i ngui^Mngjfll 1 e s by their name is ; just so 20th Century. 

The content di)ft1fc'rhguished by computing a checksum of that content. 
This version uses the md5sum program to generate a 128 bit checksum 
representativecpSf the file's Contents. 

There is a chance that two files having different content might 
generate the same checksum using md5sum (or any checksum) . Should 
that become a problem, then the use of md5sum can be replace by a 
CyrptographiC si-gnat^^. But ahtii then... 

The mdSsum program is documented as outputting three fields (and icfe. «' 
does), but when read it appears as two fields (array elements) . This 
caused by the lack of whitespace between the secoitesj. Snd third field. 
So this function gropes the m^S-sum output and returns: 

[0] 3.2 ajja-racter checksum;. ,^|i hexidecimal (UCFS filename) 

[1] Singly character: ' ' text file, binary file 

[2] Filesystem (20th Century Style) name 

Note: That name may be the character indicating STDIN read. 

DigestFileSDoc 



DigestFi 

{ 

1 -‘l-ocal if=0 # Default, variable name 

local -a II 
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case " $ # 'jj Mh 
3) case "$1" in 

-if) Iff»i ^ ; ; 

* ) return 1 ; ; 

2) : ;; # Poor man's "cor.L : nue" 

* ) return 1 ; ; 

case $if in 

fW Xl~\ ( \"\$\{$1\[0\]\}\" \> 

T2= ( $ (echo $ { T1 [ 0 ] } | md5sum -) ) 

,i> -T2- ( $ (md5sum $1) ) 

case $ { #T2 [@] } in 

(0) return ft ; ; 

tM^return 1 ; ; 

2) case $ {T2 [1] : 0 : 1 } in # «fl pca?it-2 .0.5 

\*) T2 [ $ { #T2 [ 0 ] } ] =$ { T2 [ 1 ] : 1 } 

T2 [ 1 ] =\* 

*) T2 [${#T2 [0] }]=${T2[1] } 

T2 [ 1 ] =" " 

3) : ; ; # Assume it worked 
* ) return j ; ; 

ideal -i len=$ { #T2 [0 ] } 

if [ $len -ne 32 ] ; then return I. ; fi 
eval $2=\jf \"\$\{T2\[i\]U\’ ! \1 

} 

# # # # # Locate file # # # # # 

# 

# Wmifff I-l] FileName T.ocat.1 crr-Ar ray-Narr.e 

# or 

# IidCate#-ile I— 1] -&£ FileName LodSt|i, : 6(%-Array-FileName 

# # # # # 

# A file location is Filesystem-id and inode-number 

# Here document used as a comment block. 

: <<StatFieldsDoc 

Based on stat, version 2.2 
stai ~t and stat -Jt fields 

[0] name 

[1] (Total size 

File - number of bytes 

Symbolfe .link - s tiring -length of pathname 

[2] Number of (bl<2 byte) blocks allocated 

[3] File type and Access J^gfhts (hex) 

[4] User ID of owner 

[5] Group ID sj -Owner 

[6] Device number 

[7] Inode number 
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[8] Number of hard links 

[9] Device type (if inode device) Major? 

[10] Device type (if inode device) Minor 

[11] .-Jime o|?.J;ast access 

May be disabled in 'mount' with noatime 

atime of Sties pranged by exec, read, pipe, ->{(&inu 

atime of directories changed by addition/deletioi 

[12] 'Jime of last' modi 

fitime of files changed by write, truncate, utime, 
fctime of /directories changed by addtihipn/deletic 

[13] Time of last change 

ctime ref 1 ects time of changed inode information 
permissions, link count 



Contents < 
Element 0 
Element 1 
Element 2 
Element 3 
Element 4 
Element 5 
Element 6 
Element ''ft 
Element 8 
Element 9 
Element 
Element 11. 
Element ps 
Element i.3. 



/home /ms 2 idfe 
4 096 
8 

4 1#S 

iff 

iff 

32385 

22 

0 

'f- 1 

1051 22.1030 
^0§1214068 
1053214068 



, mknod (mmap?) 

mknod 
n q^^iiL tes 

( owner, group 



For a link in the form of linkname -> realname 

st at linkname returns the lihftnaflje (link) ihSormaf ibil? 

stat -It linkname returns the realname information 



stat -tf and stat -ltf fields 

[0] name 

[1] ID-0? # Maybe someday, but Linux stat structure 

[2] vlD-0? # does not have either LABEb nbh UUID 

# fields, currently information must come 

# from ]|§J$.e-system speci&fcfe .abilities 
These will be munged into: 

[1] UUID if possible 

[2] Volume Label if possible 

Note: 'mount -1' does return the label and could return the UUID 



[3] Majfimijm length bjf .filenames 

[4] Filesystem type 

[5] .^&tel blocks in the filesystem 

[6] Free blocks 

[7] Free blocks '£$£ <tipn-tQQt user(s) 

[8] Block size of the filesystem 

[9] ffsjLal inodes 

[10] Free inodes 



Return code : 0 
Size of array: 11 
Contents 

Element 0: /home/mszick 
Element 1 : 0 
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Element 2 : 0 
Element 3: 255 
Element 4 : ef 53 
Element 5: 2581445 
Element 6: 2277180 
Element 7 : |i<16050 
Element 8: 4096 
Element 9: 1311552 
Element 10: 127642o 



StatFieldsDoc 



# Locator i 1 c [-1] FileName locat.i cr.-Ar ray-Narr.c: 

# LocateFil;^:|~lil <-of FileName Location-Array-FileName 



LocateFile () 

mm 

local -a LOC LOCI LOC2 
< JjU3C$2LJlk=" n of=0 

case "$#" tsn 
35) return 1 ;; 

« -it ) retur.fi' ,1 ; ; 

2) : 

*) while (( "$#" > 2 )) 
do 

-1) lk=-l ; ; 

••-off! ;; 

*) return 1 ;; 
esac 
shift 
done ; ; 



# More Sanscrit-2 . 0 .:3 

# L0C1= ( $ (scat -t $lk $1) ) 

# LOC2= ( $ (stat -tf $lk $1) ) 

# Uncomment above two lines system has "-stat" command .pfeiaglled. 
LOC= ( $ { LOCI [ @ ] : 0 : 1 } $ { LOCI [ 0 ] : 3 : 11 } 

$ { LOC2 [ @ ] : 1 : 2 } $ { R [ 0 ] : 4 : 1 } ) 






"Sof " 

0) eval $2=\ ( \*!\$\{LOC\:0\JVi\" 
echo " $ { LpC [ 0 ] } " > " $2 " ;; 



\) ; ; 



return 0 

# Which yields (if you are lucky, 

# Location OJ^ettptor 

# Return code : 0 

# Size of afl^ay: 15 

# Contents of array 

# Element®: /home/m'S : z■|^^? , 

# Element'S: 41e8 

# El emenf ■ $ : 5C0 

# Element 3 : 5C0 

# Element 4: 303 

# Element J|: 32385 

# Element 6: 22 

# Element! 7 : 0 

# Element .8,: 0 



and have "stat" instal^|) 



20th Century name 
Type and Permissions 
User 

Device 

Link 

Device Major 
Device Mi nor 
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# Element 

# ElemenS 

# Element, 

# Elemen® 

# Element; 

# Element 



9: 1051224608 
10: 1051214068 
11: ".051214068 
12: 0-'* 

13: 0 . 
if: ef 53 



Last Access 
Last Modify 
Last Status 
UUID f|a be) 

Volume Label (to be) 
S^le system type 



# And then there was some test code 



ListArrayO # ListArray Name 

igH 

local -a Ta 



eval Ta \( \ "\$\ { $1\ [ @\|:\} \ " \)^ 

echo List of Array 

echo "Size stray $1 : ${#Ta[*]}" 

echo "Contents of array $1:" 

; i<$ { #Ta [*] } ; if* 
do 

echo -e "\tElement :f|i: ${Ta[$i]}" 
return 0 



declare -a CUR_DIR 

# For small jfefrays 
ListDirectory "${PWD}" CUR_DIR 
ListArray CUR_DIR 

dedlate <-a DIR_DTg- 
DigestFile CUR_DIR D I R_D I G 

echo "The new \"name\" (checksum) fox $ { CUR_DIR [ 9 ] }^ $ {DIR_DIG [0] } " 
declare, -a DIR_ent 

# BIG_DIR # For really big arrays - use a temporary file in ramdisk 

# BIG-DIR # ListDirectory -of "$ { CUR_DIR [ 11 ] } /* " "/tffijjfs/ junk2" 

ListDirectory " $ { CUR_DIR [ 11 ] }/**' ©IR_ENT 

declare -a DIR_IDX 

# BIG-DIR # IndexList -if "/tmpf's/ jur.k2" DIR_IDX 
IndexList DIR_ENT DIR_IDX 

declare -a IDX_DIG 

# BIG-DIR # DIR_ENT=( $ (cat /tmpfs/jti^) ) 

# BIG-DIR # DigestFile -if /tmpfs/junk2 IDX_DIG 
Digest^|,|Le DIR_ENT IDX_D1G 

# Small (should) be able to parallize IndexList & DigestFile 

# Large (should) be able to par^JjjLize IndexList & DigestFile & 'the assignment 
echo "The \"name\" (checksum) for the contents of ${PWD} is $ { IDX_DIG [ 0 ] } " 

declare -a FILE_LOC 
Locatefile ${PWD} FILJLJLOC 
ListArray FILE_LOC 

exit 0 



Stephane Chazelas demonstrates object-oriented programming in a Bash script. 
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Mariusz Gniazdowski contributed a hash library for use in scripts. 



Example A-20. Library of hash functions 



# Hash: 

# Hash function library 

# Author: Mariusz Gniazdowski. <marlu>sz . gn-at-gmail . com> 

# Date: 2005-04-tff' 

# Functions making emulating hashes in Bash a little less painful. 



# iiintttat^ibns : 

# * Only global variables are supported. 

# * Bach hash.. irag^sjurce generates one global variable per value. 

# * Variable names collisions are possible 

#+ if you def iit-g. ■'t|li|iable like hash hashname_key 

# * Keys must use chars that can be part of a Bash variable name 

#+ (no dashes, periods, etc.). 

# * The hash is created as a variable:,' 

# ... hashname_keyname 

# So if somone will create hashes like: 

# myhash_ + mykey = myhash mykey 

# myhash + _mykey = myhash mykey 

# Then there will be a edlli : s : ij§>n . 

# (This should not pose a major problem.) 



”ash_conf i g_va r:name_p ref ix hash. 



# Emulates: hash [key] =value 

# 

# Params: 

# 1 - hash 

# 2 - key 

# 3 - value 
function hash_set { 

eval " $ { Hash_c©hiig_varname_pref|6i0 $ { 1 }_$ { 2 } =\ " $ { 3 } \ " " 



# Emulates: value=hash [key] 

# 

# Params: 

# 1 - hash 

# key 

# 3 - value (name of global variable to set.) 

’ijjhctidB, has h_q e t_ : n L o { 

eval "$3=\"\$${Hash_config_varname_prefix} $ { 1 }_$ [2 } \"" 

9 



# Emulates:' .echo hash [key] 

# 

# Params: 

# 1 - hash 

# 2 - key 

# 3 - ecJld- :params (like -n, example) 

function hash_eeho { 
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eval "echo $3 \"\$$ {Hash_config_varname_prefix} $ { 1 }_$ {2 } \" " 

} 



# Emulates: hashl [keyl ] =hash2[key2 ] 

# 

# Params: 

# 1 - hashl 

# 2 - keyl 

# 3 - hash2 

# 4 - key2 

fur.cf ion hash_ccpy { 

eval "$ {Hash_config_varname_prefix} $ { 1 }_$ {2 } \ 
=\ " \ $ $ { Hash_corifig_varname_pref ix } $ { 3 }_$ { 4 } \ " " 



# Emulates: hash [keyN-1] =hash [key2 ]=.. .hash [keyl] 

# 

# Copies .:fSrst key tp xest o^i||eys . 

# 

# Params: 

# 1 - hashl 

# keyl 

# 3 - key 2 

# . . . 

# N - keyN 
function hash_dup { 

local hashName="$l" keyName="$2" 
shi,f^,]2 

until [ ${#} -%'t) ]; do 

eVial "${ Hash_cph® , 3 tp_varname } $ { hashName }_$ { 1 } \ 

=\"\$$ {Hash_conf ig_varname_pref ix} $ {hashName }_$ { keyName } \ " " 
sh : ft-; 

} 



# Emulates: unset hash [key] 

# 

# Params: 

# 1 - hash 

# 2 - key 

fur.ct i on hash_unset { 

eval "unset $ ( Hash_conf ig_varname_pref ix } $ { 1 }_$ { 2 } " 

ii 



# Emulates something similar to: ref=&hash [key] 

# 

# The reference is name of tife ‘variable in which value is held. 

# 

# Params: 

# 1 - hash 

# 2 - key 

# 3 - ref - Name of global v^^able to set . 
function hash_get_ref_into { 

eval " $ 3=\ " $ { Hash_conf ig_varname_p#ipiiix } $ { 1 }_$ { 2 } \ " " 



# Emulates something s^s|.11ar to: echo &hash[key] 
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# 

# That reference is name of variable in which value is held. 

# 

# Params: 

# 1 - hash 

# key 

# 3 - echo params (like -n for example) 
fuhcf 3 on hash_esho_ref { 

eval "echo $3 \"$-{Hash_config_varname_prefix}${l}_${2}\"" 



# Emulates something similar to: $$hash [key] (paraml, param2, ...) 

# 

# Params: 

# 1 - hash 

# $:'■ «• key 

#3,4, ... - Function parameters 

function l i ’ 

local hash key 

hash=$|i^.'’'' , 
key=$2 
sh:. .2 

eval " evaj, 'V’\$$ {Hash_config_varname_pref ix} $ {hash}_$ {key} \VV k Y\\$0\\\ < '\ ww 

} 



# Emulates something similar to: is set (hash [key ] ) or hash [key ] ==NULL 

# 

# Params: 

# 1 - hash 

# 2 - key 

# Returns : 

# 0 - there is such key 

# 1 - therej!||p§ no such key 
function hash_is_set { 

eval "|dg;[[ \"\${${Hash_corfiE£g_varname_ppgldx}${l}_${2}-a}\" = \"a\" && 
\ " \$ { $ { Hash_conf ig_varname_pref ix} ${l}_${2}-b}\" = \"b\" ]] 
then re®|p®».;f- ; else return 0; 



# Emulates something similar to: 

# foreach ($hash as $key => $value) { fun ($key, $value) ; } 

# 

# It is possible to write different variations of this function. 

# Here we use ^function call to make it as "geneil^*'' as possible. 

# 

# Params: 

# 1 - hash 

# 2 - function name 
function hash_foreach f 

Ideal keyname oldIFS="$IFS" 

IFS— ' ' 

£d:tpfpip£'$ (eval "echo \$ { ! $ {Hash_cgjS£ig_yarname_pref ix] $ { 1 }_* }") ; do 

keyname=$ (eval "echo \$ { i##$ {Hash^jaonf ig_varname_pref ix} $ { 1 } } " ) 

eval "$2 $keyname \"\$$i\"" 

M&SfSk 

[tlis="$OldIFS" 
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# NOTE: In lines 103 and 116, ampersand changed. 

# Blit, doesn't matter, because these are comment lines §ojfhow. 

Here is an example script using the foregoing hash library. 



Example A-21. Colorizing text using hash functions 



# ! /bin /bash 

# hash-example. sh: Colorizing text . 

# Author: Mariusz Gni&'zdowski kmariusz . gn-at-gmail . com> 



. Hash.liiil # Load the libxary3ti3l^''rafHc'tions . 



hash_set colors 
hash_set colors 
hash_set feoffs 
hash_set colors 
hash_set colors 
hash_set colors 
hash_sct. colors 
hash_set colors 
hash_set colors 
hash_set colors 
hash_set colors 
hash_set colors 



1 i qh-__b 1 ue 
light_red 

light_green 

light_gray 

yellow 

light_purple 

reset_co&# 



"\033 [0; 31m" 
"\033 [0; 34m" 
"\033 [1; 34m" 
"\033 [1; 31m" 
"\033 [0; 36m" 
"\033ll; 32m" 
"\033 [0; 37m" 
"\Q33[0;32m" 
"\033 [1; 33m" 
"\033 [l; SSm" 
"\033 [0; 35m" 
"\033 [0; 00m" 



# $1 - keyname 

# $2 - value 

L.ry_cclors () { 

echo -en "$2" 

echo "This Xihfe. is |KL . " 

} 

hash_f'o reach colors try_colors 
hash_echO colors reset_color -en 

echo -e ' \nLet us overwrite some colors with yellow. \n' 

# It's hard to read yellow text on some terminals . 

hash_dup colors yellow red light_green blue green light_gray cyan 
hash_foreach colors try_colo,rs 
hash_echo colors reset_color -en 

echo -e ' \nLet us delete them and try colors once more . . .\n' 

for i in red light_green blue green light_gray cyan; do 
hash_unset colors $1 

hash_fo reach colors try_CQlo.rs 
hash_echo colors reset_color -en 

hash_set other txt "Other examples ..." 
hash_echo other 
hash_get_into other txt text 
echo $text 

hash_set other my_fujft‘t|:ry_j3olors 

hash_call other my_f'un purple "'hash_echo colors purple'" 
hash_echo e©§prs reset._co 1 or -on 

echo; echo "Back to .hiirmal?"; eiShO; 
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exit $? 

# -Cft soSi<§ terminals, the "light" ediors print in bold, 

# and end up looking darker titan the normal ones. 

# Why is this? 

An example illustrating the mechanics of hashing, but from a different point of view. 



Example A-22. More on hash functions 



#! /bin/bash 

# $Id: ha . sh, v .1 4 2 200§/.&4/2|^3 : 24 : 2 6 Oliver Exp $ 

# Copyright 2005 Oliver Beckstein 

# Released under the GNU Pubjpg "License? 

# Author of script granted permission for inclusion in ABS Guide. 

# (Thank you!) 

# 

# pseudo hash based on indirect parameter expansion 

# API: access through, 

# 

# create the hash: 

# 

# newhash hovers 

# 

# add entitles (note single quotes for spaces) 

# 

# addhash Lovers Isolde 

# addhash Lovers 'Romeo Montague' 'Juliet Capulet ' 

# 

# access value by key 

# 

# gethash Lovers Tristan > Isolde 

# 

# show ail keys 

# 

# keyshash Lovers > 'Tristan' 'Romeo Montague' 

# 

# 

# Convention: instead of peris ' -Sbo {bar} = boing' syntax, 

# use 

# '_foo_bar=boing ' (two underscores, no spaces) 

# 

# 1) stare key in _NAME_keys [ ] 

# 2) store value in _NAME_values [ ] using the same integer index 

# The .integer index jSbi. the last entpy: is _NAME_ptri 

# 

# SPUE : No errqs d?E sanity checks, bare bones. 



function _inihash () { 

# ;gfcpj#!ate 

# call, .at the beginning of each procedure 

# defines: _keys _values _ptr 

# 

# Usage: _ii»lhash NAME 
local natme'^I.J 
_keys=_$ { name }_keys 
_values=_$ { name }_values 
,_pt r =_$ { n ame } _p t r 



Appendix A. Contributed Scripts 



619 






Advanced Bash-Scripting Guide 



®tihctibft newhash ( ) { 

# Usage: newhash NAME 

# NAME should not contain spaces or dots. 

# Actually: it must be a legal name for a Bash variably 

# We rely oft Bash automatically recognising ^ft’fiays . 
icca ! r.ame--$ 

l®id§:i _keys _valucs _jStr 
_inihash ${name} 
oval ${_ptr}=0 



fur cl. i on addhash ( ) { 

# Usage: addhash NAME KEY 'VALUE with spaces' 

# arguments with spaces need to be quoted wi|;hl#:|r€^ile quotes 
.itbcal nante=$lvj^="$2" v="$3" 

1|®1 _keys _yalues _ptr 
_inihash ${name} 

#echo "DEBUG (addhash) : $ {_ptr }=$ { !_ptr } " 

eval let ${_ptr}=${_ptr}+l 

oval " $_keys [ $ { i jptr } ] =\ " $ { k } \ " " 

eval " $_values [ $ { !_ptr} ]=\"${v}\"" 



fun cl. i on gethash ( ) { 

# Usage: gethash NAME KEY 

# Returns boing 

# ERR=0 if entry found, 1 Otherwise 

# T^H's not a proper hash — 

#+ we simply linearly search through the keys. 
lq&fKl name^fl u ;: J^y=" $2 " 

.’Ideal _keys _va lues _ptr 

v ft 

_inihash ${name} 

# _ptr holds the highest index in the hash 
found-C 

,1 in $ ( seq 1 $ { !_ptr } ) ; do 

h="\$ { $ {_keys } [$ { i } ] } " # Safer to do it in two steps, 

eval k=${h} #+ espeg^iilly when quoting for spaces, 

if [ "${k}" = "${key}" ]; then found=l; break; fi 
done; 

[ S { found ) = 0 ] && return 1; 

# else: i is the index that matches the <ey 
h= " \ $ { $ { _value s } [${i}] }" 

eval echo "${h}" 
return 0; 



function keyshash () { 

# Usage: keyshash NAME 

# Returns list of all keys defined for hash name. 
l<§0|tL name»$ : .l,-i£fey=" $2 " 

.'ideal _keys _values _ptr 

local k^®Sh 

_inihash ${name} 
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# _ptr holds the highest index in the hash 
w" i in $ ( seq 1 ${!_ptr}); do 

b="\$ { $ {_keys } [$ { i } ] } " # Safer to do it in two steps, 

eysl k=${h} #+ especially when quoting spaces . 

echo -n " ' $ {k} ' " 



# 

# Now, let's test it. 

# (Per comments at the beginning of the script.) 
newhash Lovers 

addhash Lovers Tristan Isolde 

addhash Lovers 'Romeo Montague' ''Juliet Capulet' 

# Output resalts, 
echo 

gethash Lovers Tristan # 

keyshash Lovers # 

echo; echo 



exit 0 

# Exercise: 

# 

# Add error checks to the functions. 

Now for a script that installs and mounts those cute USB keychain solid-state "hard drives." 



Isolde 

'Tristan' 'Romeo Montague' 



Example A-23. Mounting USB keychain storage devices 



#! /bin/bash 

# ==> usb.sh 

# ==> Script for mounting and installing pen/keychain USB storage devices. 

# ==> Runs as root at system startup (see below) . 

# =*# 

# ==> Newer Linux di st ros (2004 ox .ihter) autodetedl 

# ==> and install USB pen drives, and therefore don't need this script. 

# ==> But, if?s still instructive . 

# This code is frbe software covered by GNU GS® .(1! cense version 2 or above. 

# Please refer to http://www.gnu.org/ for the full license text. 

# 

# Some code lifted from usb-mount by Michael Hamilton's usb-mount (LGPL) 

#+ see http : //users .acf^ix . co .nz/miehael/usbrnount .hjpBjE. 

# 

# INSTALL 

# 

# Put /etc/h©;tplug/usb/diskonkey. 

# Then look in /etc/hotplug/usb . distmap, and copy all usb-storagO entries 

#+ ’1'Sto /etc/hotplug/usb. usermap, substituting "usb-storage" for "diskonkey". 

# Otherwise this code is only run during the kernel module invocation/removal 
#+ (at least ih my" tests) , wK^gh defeats the purpose. 

# 

# TOGO 

# 
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# Handle more than one diskonkey device at one time (e.g. /dev/diskonkeyl 
#+ aoid / mnt /diskonkey 1 ) , etc. The biggest problem here is the handling 

#+ devlabel, which I haven't yet tried. 

# 

# AUTHOR and SUPPORT 

# 

# Konstantin Riabitsey* <icon linux duke edu> . 

# Send any p rob! cm reports to my email address at the moment. 

# 

# ==> Comments added by ABS Guide author . 



SYMLINKDEV=/ dev/ diskonkey 
MOUNTPOINT=/mnt /diskonkey 
DEVLABEL=/ sbin / devlabel 
DEVLABELCONFIG=/ etc/ sysconf ig/ devlabel 
IAM=$ 0 

## 

# Functions lifted near-verbatim from usb-mount code. 

# 

function allAttachedScsiUsb { 

bind /pro’e/'Sc'si/ -path ' /proc/scsi/usb-si©||age* ' -type f | 
xargs grep -1 'Attached: Yes' 

} Si 

function scsiDevFromScsiUsb { 

echo $||| awk -F"[-/]" '{ n=$(NF-l); 

print "/dev/sd" substr ( "abcdef ghi jklmnopqrstuvwxyz " , n+1, ’If- } 11 

} 

if [ "$ {ACTION}” = "add" ] && [ -f "$ {DEVICE}" ]j§ dfehen 

## 

# lifted f-bgjft .usbcam code. 

# 

If [ -f /var/ibh/console . lock ]; then 

■CGNSOLEOWNER=' cat /va r / run/consdle . lock ' 
eliii [ -f /var/lg:sk/console . lock ]; then 

CONSOLEOWNER=' cat /va r / lock/ccr.so 1 e. .lock' 

else 

COKSOTEOSXER- 

for procEntry in $ (allAttachedScsiUsb) ; do 

scsiDev=$ (scsiDevFrOi^S<Jb|iilsb $procEntry)> 

# Some bug with usb-storage? 

# 'SSi^Sions are not in /proc/ph^fi-bions until they are accessed 
#+ somehow. 

/sbln/fdi^bi’ _ 1 $scsiDev >/dev/null 

## 

# Most devices have part i t ion : nq pSIfo, so the data would be on 

#+ /dev/sd?l. However, some stupider ones don’t have any partitioning 
#+ and use the entire device for data storage. This- (Sbies./fei© 

#+ guess semi-intelligently if we have a /dev/sd?l and if not, then 
#+ it uses the entire device and hopes- £$& the better. 

# 

.llltvgrep -q ' basename $scsiDev' 1 /{jj^iis/part^l^pns; then 
part="$scsiDev" " 1 " 

else 

part=$scsiDev 



# Change ownership of -the p&ttitAqrt to the console user so they can 
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#+ mount it* 



if [ ! -z "$CONSOLEOWNER" ]; then 
chowr. $CONSOLEOWNER: disk $part 



# This Checks if we already have this UUID defined with devlabel. 

# If not, if then adds the device to the list. 

# 

.JRCSitici-' $DEVLABEL pr.i nfcib -d $part' 
if ! grep -q $prodid $DEVLABELCONF I G ; then 
# cross our finger© ..and hope i't works 

$ DEVLABEL add -d $part -s $SYMLINKDEV 2>/dev/null9H 

L»: 

if 

# Checkg^| fc;he mount p<j±pt exists and create if At doesn't. 

# 

-Jf [ ! -e $MOUNTPOINT ] ; then 
mkdir -p $MOUNTPOINT 



# Take care of / etc/'fstab i 



i mount i nq i 



! grep -q " A $SYMLINKDEV" /etc/fstab; then 
# Add an fstab entry 
echo -e \ 

" $SYMLINKDEV\t \t $MOUNTPOINT\t \tauto\tnoauto, owner, kudzu 0 0" \ 
>> /etc/i$|ab 
fi 



if [ ! -z "$REMOVER" ]; then 
## 

# Make sure this script is triggered c 

# 

mkdir -p ' dirname $ REMOVER' 

|$ -S $ IAM $ REMOVER 

e l.if [ "$ {ACTION}" = "remove" ]; then 

## 

# If the device is mounted, uhmoiin%f'|^ cleanly. 

# 

grep -q " SMOUKTPOINT" /etc/mtab; then 
# unmount cleanly 

amount Imountpoint 



device removal . 



# Remove it -from /etc/fstab if it's there. 

# 

if grep -q " A $SYMLINKDEV" /etc/fstab; then 

grep -v " A $ S YML INKDEV" /etc/fstab > /etc/ • fstab . 
mv -f /etc/ . fstab . new /etc/fstab 



exit 0 

Converting a text file to HTML format. 



Example A-24. Converting to HTML 
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#! /bin/bash 

# tbhfcml.sh [v. 0.2.01, reldate: 04/13/12, a teeny bit less buggy] 

# Convert a text -ii/Le to HTML format . 

# Author: Mendel Cooper 

# License: GPL3 

# Usage: sh tohtml.sh < textfile > htmlfile 

# Script can easily be modified to accept source and target ’^lenames . 

# Assumptions: 

# 1) Paragraphs in (target) text file are separated by a blank line. 

# 2) Jpeg images (*.jpg) are located in "images" subdirectory. 

# In the target file, the image names are enclosed in square brackets, 

# for example, [imageOl . jpg] . 

# 3) Emphasized (italic) phrases begin with a space+underscore 
#+ or 'the./Jflrst character on the line \%ir underscore, 

#+ and end with an underscore+space or underscore+end-of-line . 



# Settings 

FNTSIZE=2 # Small-medium font size 

IMGD I R=" images" # Image directory 

# Headers 

(HE®0ir 1 < ! DOCTYPE HTML PUBLIC "-/ /W3C//DTD HTML 4.01 fransitional//EN"> 1 
HDR02= ' < ! — Converted to HTML by ***toht»i>-sh*** script — >' 

;jtf]R03= , <! — script author: M. Leo Cooper <thegrendel . absSgmail . com> — >' 
HDR10='<html> ' 

IttU$£fc= ' <head> ' 

HDRlla= ' </head> ' 

;S»Ri2a= ' <title> ' 

HDR12b= ' </title> ' 

iHJ3R12'l= ' <META NAME=" GENERATOR" CONTENT="tdftMl . sjj script "> 1 
HDR13='<body bgcolor="#dddddd"> ' # Change background color to suit. 

KDR14a~ ' <f onL size - ' 

HDR14b= ' > ' 

# Footers 
FTR10= ' </body> ' 

FTRIi= ' </html> ' 

# Tags 
BOLD="<b>" 

CENTER="<center>* 

END_CENTER= " < /cento r> " 

LF="<br>" 



il^|ite_headers () 

{ 

QCho "$HDR01" 
echo 

echo " $HDR02 " 
echo "$HDR03" 
echo 
echo 

echo "$HDR10" 
echo " $HDR1 1 " 
echo "$HDR121" 
echo "$HDRlla" 
echo "$HDR13" 
echo 

echo -m: rt $HDR14 a " 
echo -n "$FNTSIZE" 
echo "$HDR14b" 
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echo " $BOLD" # Every -ilSr i|30 Id (rreigpe easily readable). 



process__ext. () 

{ 

while read line 
do 

if [ ! "$line" 
echo 

echo " $ LF " 
e cho " $ LF " 
ediip 
cor.t : ruxe 
else 



# Read one line at a time. 

# Blank line? 

# Then new paragraph ^Rllow . 

# Insert two <br> tags . 

# Skip the underscore test. 

# Otherwise . . . 



if [[ "$l| 3 e" =~ \[*jpg\] ]] # Is a graphic? 

then # Strip away brackets. 

temp=$ ( echo "$line" | sed -e *s/\ [// ' -e 's/\]//' ) 

^§Line=" " $CENTER" <img s rc — " \ " $ I MGD I R" / $ temp\ "> " $END_CENTER" " 

# Add image tag. 

# And, center it. 




echo "$line" | grep -q _ 

ffife [ "$?" -eq 0 ] # 111 ifa, corifefcifljB underscore ... 

# ================================================== 

# Convert underscored phrase to italics. 
iemp=$ ( eptlp "$line" | 

sed -e 's/ _/ <i>/' -e 's/_/<\/i> /' | 

sed -e 's/ A _/<i>/' -e ' s/_/ <\/.i >/ ' ) 

# Process only underscores prefixed by space, 

#+ Oaf. -at beginning Or end of line. 

# SO -figil convert underscores embedded within a word! 
: ,Xine="$temp" 

# Slows script execution. Can be optimized? 

# =================================================== 

fi 



# echo 

echo "$ti,fie" 

# echo 

# Don ' t;. wighfe extra blank' linos in generated text! 
} # End while 

| # End process_text () 



^MSite_f ooters () # tags. 

{ 

echo " $FTR1 0 " 
echo " $FTR1 1 " 

} 
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# main () J 

# ========= 

write_headers 
process_text 
write_f ooters 
# ========= 

# } 

exit $? 

# Exercises: 

# 

# 1) Fixup: Check for clcs i r-.q underscore before a comma or period. 

# 2) Add a test for the presence /dit a closing underscore 
#+ in phrases to be italicized. 

Here is something to warm the hearts of webmasters and mistresses: a script that saves weblogs. 



Example A-25. Preserving weblogs 



#! /bin/bash 

# archiveweblogs . sh vl . 0 

# Troy Engel <tengel@flTiid.com> 

# Slightly modified by document author. 

# Used with permission . 

# 

# Tfa.i s script wdgljl preserve the n^gatS-liy rotated and 

#+ thrown away weblogs from a default RedHat/Apache installation. 

# It will save the '^les with a datc/t ImsS- stamp in the filename, 
#+ bzipped, to a given directory. 

# 

# Run this from cfontab nightly at an off hour, 

#+ as bzip2 can suck up some serious CPU on huge logs: 

# 0 2 * * * /opt/sbin/archiveweblogs . sh 



PROBLEM=66 

# Set thi 's' to ;y©te backup dir. 

BKP_DIR=/ opt /backups /weblogs 

# Default Apache/RedHat stuff 
LOG_DAYS=" 4 3 
LOG_DIR=/var/log/httpd 

LOG_F I LE S = " a c C e s s_l o g err " 

# Default RedHat prog .ram 
LS=/bin/ls 
MV=/bin/i|§f: 

§j»M'sr/bin/id 

CUT-/bin/Cljt 

COL=/usr /bin/ column 
:$22=/usr/bin/bzip2 

# Are we: idot? 

USER='$ID -u' 

iff: [ "X$USER" ! = "XO" ]; then 

echo "PANIC syjgbly root can run this script!" 
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exit $PROBLEM 



# Backup dir exists Agitable#- 
if [ ! -x $BKP_DIR ] ; then 

echo "PANIC: $BKP_DIR doesS^ exist or isn't w^ffiable ! " 
exit $PROBLEM 



# Move, rename and bzip2 the logs 
fo^'||:ogday in $LOG_DAYS; do 
£c?X logfile jk $LOG_FILES; do 

MYFILE="$LOG_DIR/$logfile. $logday n 
M Ml f [ -w $MYFILE ] ; then 

DTS='$LS -lgo — time-sty :e-+%Y%m%d $MYFILE | $COL -t | $CUT -d ’ ’ -f7' 

SMV SMYF'LE SBKP_pIR/$ 1 oqf.l 1 e . SDTS 
$BZ2 $BKP_DIR/$logfile.$DTS 
else 

# Only spew ah error if the fiift- exits (ergo non-writable) . 

[ -f $MYFII®- ; ]; then 

echo "ERROR: $MYFILE not writable. Skipping." 

•if' 
f i 

done 
exit 0 

How to keep the shell from expanding and reinterpreting text strings. 



Example A-26. Protecting literal strings 



# ! /bin/bash 

# protect_literal . sh 

# set -vx 

: <<- ' _P r ot e<g£Jk«iterSiaj3t r ingJJo^* 

Copyright (c) Michael S. £,ick,- '2C03; All Rights Reserved 
License: Unrestricted reuse in any form, for any purpose. 
Warranty : None 
Rev i s i on : $ID$ 

Documentation redirected to the Bash no-operation. 

Sash will 1 /dev/nulf* block when, the script is, ’iPiSf.st read. 

(Uncomment the above set command to see this action.) 

Remove the first (Sha-Bang) line when sourcing this as a library 
procedure. Also comment out the example use code the two 
places where shown. 



_protect_literal_str 'Whatever string meets your ${fancy}' 
Just echos the argument to standard out> hard quotes 
restored. 

$ (_protect_literal_str 'Whatever string meets your ${fancy}') 
as the right-hand-side o|t*Sh. assignment statement. 
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As the right-hand-side aii assignment, preserves the 
hard quotes protecting the contents of the literal during 
assignment 



Notes : 

The strange names (_*) are used to avoid trampling. Q'h 
the use r 1 %• .chosen names when As sourced as a 

_Protect_Literal_String_Doc 
# The 'for illustration' function form 



_protect_literal_str ( ) { 

# Pick an un-used, non-printing character as local IFS . 

# Not required, but shows that we are ighft^IilPS it . 

i|ipcal IFS=$ ' \xlB ' # \ESC character 



# Enclose the All-Elements-Of in 

Ideal tmp=$ ' \x27 ' $@$ ' \x27 ' 

# local tmp=$ ' \ ' ' $@$ ' \ ' ' 

iltidcal lea=${#tmp} 
echo $tmp is $len long. 



# This is the short-named version* 
_pls 0 { 

,.%|)cal IFS=$ ' xlB ' 
echo $ ' \x2.7 ' S 3 S ' \x2.7 ' 



hard quotes during assignment. 

# Even uglier. 

# Info only. 

# Output AND information. 

# \ESC character (not required) 

# Hard quoted parameter glob 



# : <<- '_Protect_Literal_String_Tesfe * 

# # # Remove the above "# " to disable this code. # # # 



# See how that looks when pr j ntod . 

echo "- - Test One - 
_protect_literal_str 'Hello $user' 
_prouect_l i.tcra 1 _st r 'Hello "$ {username} " ' 



# Which yields: 

# - - Test One — 

# 'Hello $user' is 13 long. 

# 'Hello; "$ {username} " ' is, long. 

# as expected, but why all of the L roub.l eju 

# The difference is hidden inside the Bash internal order 
#+ operations . 

# Which shows when you use it Qfe the RHS of an assignment, 

# Declare an array for test values, 
declare -a array?' 

# Assign elements with various- types of quotes- and escapes. 

arrayZ= ( zero "$(_pls 'Hello ${Me}')" 'Hello ${You}' "X'Pass: ${pw}\'" ) 

# Now list that array and see what is there, 
echo "- - Test Two - -" 
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for (( i=0 ; i<$ { tarrayZ [*] } ; i++ )) 
do 

echo Element $i: $ { arrayZ [ $i ] } is: $ { tarrayZ [ $i ] } long. 

done 



# Which yields: 

# - - Test Two - - 

# Element 0: zero is: 4 long. 

# Element 1: 'Hello ${Me}' is: 13 Aang. 

# Element 2: H^t|o ${You} is: 12 long. 

# Element 3: \'Pass: \ * : ||islong. 



# Our marker element 

# Our "$ ( pis ' . . . ' ) " 

# Quotes are missing 

# ${pw} expanded to Ji©l'hing 



# Now make SK. assignment with that result, 
declare -a array2=( $ {arrayZ [@] } ) 



# And print what happened. 

echo " lest. Three - 

for (( i=0 ; i<${#array2 [*] } ; i++ )) 

do 

echo Element $i: $ { array2 [ $i ] } is: $ { #array2 [ $i ] } long. 

done 



# Which yields: 

# Test Three - - 

# Element 0: zero is: 4 long. 

# Element 1: Hello ${Me} is: 11 long. 

# Element 2: Hpllo is: 5- -long. 

# Element 3: 'Pass: is: 6 long. 

# Element 4: ' is: 1 long. 



# Our marker element . 

# Intended result • 

# ${You} expanded to nothing. 

# Split on the whitespace. 

# The end quote is here now. 



# OUr Element 1 has had its leading and trailing hard quotes stripped. 

# AlthoughiSpt leading and trailifflg whitespace is also stripped. 

# Now that the string contents are set* Bash will always, internally, 

#+ hard quote the contents as required during its operations . 



# Why? 

# Considering fur "$ (_pls 'Hello ${Me}')" construction: 

# Expansion required, strip the quotes . 

# $(...)-> Replace with the result of , strip this. 

# _pls 1 ... ’ -> called 'With !i3geral arguments, strip the quotes. 

# The result returned includes hard quotes; BUT the above processing 
#+ has already been done, so they become part of the vsai-U£ assigned. 

# 

# Siittfcl'ftrly, during further usagei#jf’ ’fefee string Variable, the ${Me} 
#+ is part ft the contents (result) and survives any operations 

# (Until expipptly told iid' evaluate the string) . 

# i|fit: See what happens when the hard quotes ($'\x27') are replaced 
#+ with soft quotes ($'\x22') in the above procedures. 

# 3^per®6ft'f^p*|»Q: mi to remove the additiei# Of any quoting. 



# _p r d'fce:Ct_L it e r a l_Slr,ing^Te s t 

# # # Remove the above "# " to disable-- this code. # # # 



exit 0 



But, what if you want the shell to expand and reinterpret strings? 



Example A-27. Unprotecting literal strings 
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# ! /bin/bash 

# yttpxot^eSijliteral . sh 

# set -vx 

: <<- '_UnP:s^teet_Literal_StWi’ng_Doc ' 

Copyright (c) Michael S. ^,ick, ,’j|J03; All Rights Reserved 
License: Unrestricted reuse in any form, for any purpose, 
vva r ra.fjfcy : Bone 
Revision: $ID$ 

Documentation redirected to the Bash no-operation. Bash will 
' /dev/ null' this block when the script is fiiafst read. 

(Uncomment the above set command to see this action.) 

Remove the first (Sha-Bang) line when sourcing this as a library 
procedure. Also comment out the example use code lit the two 
places where: shown. 



Complement of the "$(_pls 'Literal String')" function-. 

(See the p$ofcect_litejp^E . sh example.) 

SiiingVar-$ (_upls ProtectedSring^SxiS&Le ) 

Does : 

When used on the right-hand-side of an assignment statement; 
ipsfc'eS: the substitions embedded in the protected string . 

Notes : 

The strange names (_*) are used to avoid trampling' pit 
the user's, chosen names when this is sourced as a 



_UnP rotect_L Lie r a l_S:tr.: ng_D os 
— up 1 s ( ) { 

•.iitacal IFS=$ ' xlB ' # \ESC character (not required) 

eval echo $@ # Substitution on the glob. 



# : <<- '_UnProtect_Literal_String_Test ' 

# # # Remove the above "# " tp disable this code. # # # 



_pls() { 

local IFS-S'xlB' # \ESC character (not required) 

echo $ ' \x27 ' $@$ ' \x27 ' # Hard quoted parameter glob 



# Declare an array JfSf?, test values . 
declare -a arrayZ 

# Assign elements with various types of quotes and escapes. 

ffig irayZ= ( zero "$ (_pls 'Hello ${Me}')" 'Hello :${ You} ' "X'Pass: $(pw}\' " ) 

# Now make pci assignment wit|&3|hat result, 
declare -a array2= ( ${arrayZ[@]} ) 
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# Which yielded: 

# Test Three - - 

# Element 0: zero is: 4 long # Our marker element. 

# Element 1: Hello ${Me} is: 11 long # Intended result. 

# Element 2: Hello is: 5 long # ${You} expanded to nothing. 

# Element 3: ' Pass : : 6 long # Splaj on the: space . 

# Element 4: 1 is: 1 long # The end quote is here: how. 

# set -vx 

# Initialize 'Me' to someth : nq for the embedded ${Me} substitution. 

# T&is needs be done just prior to eval^PiBIhi the 

#+ protected string. 

# (This is why it was protected to beg^tiwith.) 

Me="to. the ’$$$&.% guy . " 

# Set a sthilSp; Variable destination to the result. 
newVar=$ (_upls $ { array2 [ 1 ] } ) 

# Show what the contents are. 
echo $newVar 

# Do we r eal | y need a to do this? 

newerVar=$ (eval echo $ { array2 [ 1 ] } ) 

echo $newerVa4ap|B 

# I guess not, but the _upls function gives us a place to hang 
#+ the documentation on. 

# This helps when we forget what a # construction like: 

#+ $ (eval echo ... ) means. 

# What if Me isn't set when the protected string is evaluated? 

Ifehjset Me 

newestVar=$ (_upls $ { array2 [ 1 ] } ) 
echo $newestVar 

# Just gone, so hints, no runs, ho er<#brs. 

# Why i;'r?. •the world? 

# Setting the contents of a string variable containing character 
#+ sequences that have a meaning in Bash is a general prohl^| : in 
#+ script programming. 

# 

# This problem is now solved in eight lines of code 
#+ (and fSsgar pages os? -description) . 

# Where is all this going? 

# Dynamic content Web pages as an array of Bash strings. 

# Content set per request by a Bash 'eval' command 
#+\pft the stored page template. 

# Not intended to replace PHP, just an;. /ijilteresting th-:in^'s|o do. 

### 

# Don't have a Webserver application?-' 

# No problem, check the example directory of the Bash source; 

#+ there is a Bash fptipt fop. that also. 

# _UnProi.oct_7. : Lera l_Stri ng_Te s t 

# # # Remove the above "# " to disable this code. # # # 
exit 0 

This interesting script helps hunt down spammers. 
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Example A-28. Spammer Identification 



#! /bin/bash 

# $Id: is_spammer .bash, v 1.12.2,11 2004/10/01 21:42:33 mszick Exp $ 

# Above line is RCS '-1-rvfq:. 

# The latest version of this jtst available f ram http://www.morethan.org. 

# 

# Spamme^4 r denti£4»catiQh 

# by Michael S. Zick 

# Used i»/^he ABS Guide wi th permiSgighr. 



####################################################### 

# Documentation 

# See also "Quickstart" at end of script . 

####################################################### 

: <<- 1 is_spammer_Doc_' 

Copyright (c) Michael S. Zick, 2004 

"ticelise: Unrestricted reuse in any, form, for any purpose. 

Warranty: None -{Its a script; the user is or. the i r own. )- 

Impatient? 

Appli’fi^tion code: goto "# # # .Hunt, the Spammer' program code # # #" 
Example output: " : <<- '_is_spammer_outputs_' " 

How to use: Enter script name "Without arguments. 

Or goto "Quickstart" at end of script. 

Provides 

Giv®i|;'.'j|£ domain name oiS jP(v4) address as ittjSut : 

Does an exha\j|s$j|^ve set of queries' iSirtd the associated 
Network resources (short of recursing into TLDs) . 

Checks the IP(v4) addresses found against Blacklist 
ramose rvcrs . 

Iff found to be a blacklisted IP(v4) address, 
reports the blacklist text records. 

(Usually hyper-links to the speciiRtb report.) ■ 

A working Internet connection, 

(Exeidise: Add check and/or abort if not on-line wheal Running script.) 
Bash with arrays (2.05b+). 

The external program 'dig' — 

a utility program provided With the 'bind' set nif- programs. 
Specifically, the version which is part Of Bind series 9.x 
See : -http : / / www .isc.org. 

All tt^ge s -Ctf' ’dig' are limited to wrappefs'- p^ftfttions, 
which may be rewritten as required. 

See: dig_wrappers .bash fis# details. 

("Additional documentation" — below) 

Script requires a single argument, which may be: 
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1) A domain name; 

2) An IP (v4 ) address; 

3) A filename, with one name or address per line. 

Script accepts an optional second argument, which may be: 

A Blacklist server name; 

2) A filename, with one Blacklist server name per liriig*. 

If the second argument is not provided, the script uses 
a bu|p||-in set njBj(free) Blacklist servers. 

See also, the Qu.i ck start the end of this script (after 'exit'). 

Return Codes 
/i - All OK 
■HRp- Serial: failure 

2 - Something is Blacklisted 

Optional environment variables 
SPAMMER_TRACE 

If set to a writable file, 

script will log an execution flow trace . 

S P AMME R_D AT A 

If set to a writable file, script will dump its 
discovered datavlirt the form of GraphViz file. 

See : http : //www. research . att . com/sw/tools/graphviz 

SPAMMER_LIMIT 

Limits the depth of resource tracing. 

De levels. 

A setting of 0 (zero) means ' uni'li^ited ' . . . 

Caution: script might recurse the whole Internet! 

A limit: Of 1 or 2 is most useful when processing 
a f ilsj .■OfiVifdlftaJ-fi names and addresses. 

A higher limit can be useful when hunting spam gangs. 



Additional documentation 

Download the archived set of scripts 

explaining artji: 'illustrating the function contained wiis-Mift. tJsKs script, 
http : / /bash. deta . in/mszick_clf . tar ,bz2 



Study notes 

This script uses a large number of functions. 

Nearly all general ^f|insi^ions have their own example Script . 
Each of the example scripts have tutorial level comments. 

Scripting project 

Add support's®#; JE (v6) addresses. 

IP (v6) addresses are recognized but net processed. 

Advanced project 

Add the reverse lookup detail t®. the discovered information. 
Report the delegat^jp chain and abuse Contacts. 

Modify the GraphVi&*!|ile output ti$ji)|piude the 
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newly discovered information. 

is_spammer_Doc_ 

####################################################### 



#### Special f FS settings used ppt stsfjjlig parsing. #### 

# Whitespace == : Space : Tab : Feed: Carriage Return: 

WSP_IFS=$ ' \x20 ' $ ' \x09 ' $ ' \xOA' $ ' \xOD ' 

# No Whitespace =*=» JLine Feed : Carriage Return 
NO_WSP=$ ' \xOA ' $'* \xOD ' 

# Field separator far dotted decimal IP addresses 
ADR_IFS=$ {NO_WSP } ' . ' 

# Array to dotted string conversions 
DOT_IFS= ' . ' $ { WSP_IFS } 

# # # operations stack machine # # # 

# This set of functions described in func_stack .bash . 

# (See "Add i t i ona 1 documentation^ above.) 

# # # 

# Global stack of pending operations, 
declare -f -a _pending^, 

# Global sentinel for stack runners 
declare M _p_Ct?rl_ 

# Global holder for currently executing function 
declare -f _pend_current_ 

# # # Debug versi^.' only - remove for regular use # # # 

# 

# The 'function stored in _pend_hook_ is called 

# immediately before each pending function is 

# evaluated. Stack clean, _pend_current_ set. 

# 

# This tftifeBgy demonstrated in pend_hook.bash. 
declare -f _pend_hook_ 

# # # 

# The do nothing fuiictsil^j!'. 
pend_dummy (){:;} 

# Clear and initialize the function stack. 

pend_init ( ) { 

unset _pending_[@] 
pend_furtC pend_stop_mark 
_pend_hook_='pend_dummy ' # Debug only. 

if 

# Discard fhe top fufeistion oj*. .the stack. 

pend_pop ( ) { 

if [ $ { #_pending_ [ 0 ] } -gt 0 ] 

_top_ 

_top_=$ { #_pending_ [ @ ] } -1 
unset _pending_[$_top_] 
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fi 

} 

# pend^jTiaajc»Sp>nction_name [$<p4pg|f '%q^pf arguments) ] 
pend_func() { 

1®1 IFS=$ {NO_WSP } 

hfsltu-f 

_pending_ [ $ { #_pendittg_ [ @ ] } ] =$ 0 
set' +f 



# The/ijifijCtion which stops the release: 
pend_stop_mark ( ) { 

_p_ctrl_=0 



pend_mark ( ) { 

pend_fuac pend_stopjaa:ri£ 



# Execute functions until.; ' pend_stop_mark ' . . . 

pend_release ( ) { 

ideal -i _top_ # Sehlare _top_ as integer. 

_p_cb£-l_=$ { #_pending_ [ 0 ] } 
whilfv § ${_p_ctrl_} -gt i i 
do 

_top_=${#_pending_[8] }-l 
_pend_current_=$ {_pending_ [ $_top_] } 
unset _pending_[$_top_] 

$_pend_hook_ # Debug only . 

eval $_pend_current_ 



# Drop functions until ' pend_stop_mark ' . . . 

pend_drop ( ) { 

ideal -i _top_ 

ilCal _pd_ctrl i _^${#_pending_[@] } 
while [ ${_pd_ctrl_} -gt 0 ] 
do 

_t op_=$_pd_ct r 1_- 1 

if [ "$ {_pending_[$_top_] } " == 'pend_stop_mark ' ] 
unset _per.ding_[$_Lop_| 

else 

unset _pending_[$_top_] 

_p d_c t#ii_= $_t op_ 
fi 

if [ $ { #_pending_ [ 0 ] } -eq 0 ] 
pend_func pend_stop_mark 



#### Array editors #### 

# This function described in edit_exact .bash . 

# (See "Additional documentation," above.) 

# edit_exact <excludes_array_name> <target_array_name> 
edit_exact() { 
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[ $# -eq 2 ] || 

[ $# -eq 3 ] || retUjtfr 1 

ideal -a _ee_Excludes 
JSjeScal -a _ee_Ta rqet 
loca I _ee_x 
local _ee_t 
'Ideal IFS=$ {NO_WSP } 
set -f 

eval _ee_Excludes=\ ( \S\ ; $1\ : 3\ J \ } \) 
eval _ee_Target=\. ( \$\{$2\[@\]\} \) 
Ideal _ce_: er.-S { »_ee_Ta rqet I 8 I ; # 

Ideal, _oe_cn t - S { #_ee_Excludes [ 0 ] } # 

[ ${_ee_len} -ne 0 ] | | return 0 # 

[ ${_ee_||s£} -ne 0 ] | | return 0 # 

for (( x = 0; x < ${_ee_cnt} ; x++ )) 
do 



Original length. 

Exclude | 1st length. 
Can't edit zero length. 
Caw® edit zero leriqth. 



_ee_x=$ {_ee_Excludes [$x] } 
f&c f| ft = 0 ; ft < ${_ee_len} 
do 



_ee_t=$ {_ee_Target 

if [ x" $ {_ee_t } " == x"$ {_ee_x} " ] 

unset _ee_Target [$n] # Discard match. 

[ $# -eq 2 ] && break # 1$% arguments, then done, 
fi 

eval A$\{_ee_Target\ [@'\|'\} \) 

set +f 
return 0 



# This function described in edit_by_glob .bash . 

# edit_by_glob <excludes_array_name> : 'ffitrget_array_name> 

edit_by_glob ( ) { 

[ $# -eq 2 ] || 

[ $# -eq 3 ] || return 1 

ideal -a _ebg_Excludes 
'■Ifcdcal -a _ebg_Target 
_ebg_x 
:t-jpcal _ebg_t 

i mm ifs=${no_wsp} 

eval _ebg_Excludes=\ ( \$\{$1\[0\]\} 
eval _ebg_Target=\ ( \$\ { $2\ [0\] \ } V) 
local _ebg_len=$ { #_ebg_Target [ 0 ] } 
local _ebg_cnt=$ { #_ebg_Excludes [ 0 ] } 

[ ${_ebg_len} -ne 0 ] | | retT3.±*l‘''l3 
[ ${_ebg_cnt} -ne 0 ] | | return 0; 

• ( x = 0; x < $ {_ebg_cnt } ; x++ )) 

do 

_ebg_x=$ {_ebg_Excludes [$x] } 

for (( n = 0 ; n < ${_ebg_len} ; n++ )) 

do 

[ $# -eq 3 ] && _ebg_x=$ {_ebg_x} 1 * 1 # Do prefix edit 
Jp [ ${_ebg_Target [$n] :=} ] #+lj|f defined & set. 

_ebg_t=$ {_ebg_Target [$n] /#$ {_ebg_x} / } 

[ ${#_ebg_t} -eq 0 ] && unset _ebg_Target [ $n] 

■ft 
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t 1 out = $ { t 1 out / /U/u } 

t l_out= $ { _tX=,out / / V/ v } 

_tl_out=${_tl_out//W/w} 
_t l_oyt= $ { / / X / x } 
_tl_out=${_tl_out//Y/y} 

_t :_out- $ { _t i q.u.L / /7./ z } 

echo ${_tl_out} 
return 0 



#### Application helper functions #### 

# Not everybody uses dots as separators (APNIC? for example) . 

# This ion described in Lo_dct . bash 

# to_dot <string> 

to_dot ( ) { 

[ $# -eq 1 ] || return 1 

echo ${ 1// [#|0|%]/.} 
return 0 

f 

# This fmhfction described |jh: is_number. bash. 

# is_number <input> 

j:.s_n umber () { 

[ "$#" -eq 1 ] || return 1 # is blank? 

[ x"$l" == 'xO' ] && 4 # is zero? 1 

i-bcal -i tst 

let t.ipi>— #1 2>/dev/null # else is numeric! 

return $? 



# This ftlncfclcjn described '.38$, is_addr 

# is_address <input> 

i:-s_addr:css ( ) { 

[ $# -eq 1 ;]• | | return 1 # B1 

local -a _lft_Jihput 
'j;|cal IFS=$ { ADR_IFS } 

^ji ? fe,input= ( $1 ) 
if [ $ { #_ia_input [ @ ] } -eq 4 ] 
jlE&Si.ift umber $ {,ji,a„ihput [ 0 ] } 
is_number $ {_ia_input [ 1 ] } 
'is_number $ {^SifcJLnput [2 ] } 
is_number $ {_ia_input [ 3 ] } 

[ $ {_.i a_.i nput | G | ; -It 256 ] 

[ ${_ia_input[l] } -It 256 ] 

[ ${_ia_input[2] } - 1 u 256 ] 

[ ${_ia_input[3] } -It 256 ] 

return 0 



else 



return 1 






# This function described in split_ip . bash . 

# sp ! p <IP_address> 

#+ <array_name_norm> [<array_name_rev>] 
spllfc^ip ( ) { 

[ $# -eq 3 ] | | # Either three 

[ $# -eq 2 ] || return 1 #+ or two arguments 

: 4ipcal -a _si_input 
lddil IFS=$ { ADR_IFS } 
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_si_input=( $1 ) 

IFS=$ { WSP_IFS } 

eval $2 = \ (\ \$\{_s:_:npu-_\:3\]V}'X \) 
if [ $# -eq 3 ] 

# Build query order- 

local -a _dns_ip 

_dns_ip | C 1 $ ;_sl_i nput [ 3 ] } 

_dns_ip [ Ij=§ {_si_input [2] } 

_dns_ip [ 2 ] =$ {_si tJ lnput [ 1 ] } 
_dns_ip[3]=fl_si_input [0] } 
eval $3=\ (A \$\{_dns_ip\[@\]\i\ l| 
fi 

return 0 



# This function described in dot_array . bash . 

# dot_array <array_name> 

dot_array ( ) { 

[ $# -eq 1 ] || return 1 # Single argument required. 

’Ijbcal -a _da_input 

eval _da_input=\ (\ \$\ { $$p|f@\ ] S } \ XI 

local IFS=$ {DOT_IFS } 

local _da_output=$ {_da_it£gut [@] } 

IFS=$ { WSP_IFS } 
echo $ ;_da_outpu'_ | 
return 0 

} 

# This, faction described liv fMile_to_array . bash 

# file_to_array <file_name> <line_array_name> 

|®Le_to_aj: : ray ( ) { 

[ $# -eq 2 J | | return 1 # Two arguments required, 

local. ‘J:FS=$ {NO_WSP } 

.'ideal -a _fta_tmp_ 

_fta_t.m:; - ( $ (cat $1) ) 

eval $2 = \ ( \ S \ { _ f L mp_\ | 8 \ j \ } \) 

sCattt&Jt 0 



# Columnized print of an array of multi-field strings. 

# co l_pri nt <array_name> <m :.n_spacc> < 

#+ tab_stop [tab_stopsJ> 

:^l_pf|®jt ( ) { 

[ $# -gt 2 ] || return 0 

Ideal -a _cp_inp 
local -a _cp_spc 
1 ccal.tr;a _cp_l l.ne 
local __cp_mir% * 

-•vSbcal _cp_mcnt 
local cp_pos 
• ^ocal _cp_cnt 
'•Itdcal __cp_tab 

• -1 _cp 
'Ideal -i _cpf 
local _cp_fld 

# WARNING: FOLLOWING LINE NOT BLANK — IT IS QUOTED SPACES. 
lOCa'l cp_max- 1 

Sfil-f 

local IFS=$ {NO_WSP } 

eval _cp_inp=\ ( \ \$\ { $1\ [ SSH Y\ \) 

[ $ { #_cp_inp [ @ ] } -gt 0 ] | | return 0 # .'Sapty is easy. 
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_cp_mcnt=$2 

_cp_m i r.-S {_cp_max : 1 : $ {_cp_mcnt } } 

shift 

shift, 

_cp_cnt=$# 

W&p ( ( _cp = 0 ; _cp < _cp_cjjjs- ; _cp++ ) ) 
do 

cp spc [ $ { # cp spc [ @ ] } ] = " $ {_cp_max : 2 : $ 1 } " # " 

shift 

done 

_cp_cnt=$ { #_cp_inp [ 0 ] } 

ifa^r ( ( _cp - 0 ; _cp < _cp_d|i|i- ' ; _cp++ ) ) 
do 

_cp_pcs'=t 

TFS S {NO_WSP } $ ' \x20 ' 

_cp_: i r.c- ( $ { _cp_inp [ $ { _cp } ] } ) 

IFS=$ {NO_WSP } 

’ (( _cpf = 0 ; _cpf < ${#_Cf>_line [0] } ; _cpf++ )) 

do 

_cp_tab=$ {_cp_spc [ $ {_cpf } ] : $ {_cp_pos } } 
if [ ${#_cp_tab} -It ${_cp_mcnt} ] 
then 

_cp_tab=" $ {_cp_min } " 

f|:-. 

echo -n "${_cp_tab}" 

(( _cp_pos = ${_cp_pos} + $ { #_cp_tab } )) 

cp f 1 d— " $ {_cp_line [ $ {_cpf } ] } " 

echo -h 5 {_cp_f Id} 

(( _cp_pos = $;_c.p_pos; - $ { #_cp_f Id} )) 

done 
sefciif 
return 0 



# # # # 'Hunt the Spammer' data flow # # # # 

# Applicatib®.' return code 
declare -i _hs_RC 

# Original at&put, from which IP addresses are removed 

# After which, domain names to check 
declare -a uc_n ame 

# Original Igput IP addresses a re moved here 

# After which, IP addresses to check 
Cecil are -a uc_address 

# laiiaes ag&iiS$t address expansxjii|, run 

# Ready for name detail lookup, 
declare -a chk_name 

# Addresses agftijji^h wh|^|; nams : expansioft, 

# Ready for address deta : 1 lookup 
declare -a chk_address 

# Recursion Is depth-iHst-by-name . 

# The expand_input_address maintains this list 
#+ to prohibit; lQpklihg. up addresses twice during 
#+ domain name recursion. 

declare, -a been_there_addr 
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been_there_addr= ( '127.0.0.1' ) # Whitelis^^|ocalhost 

# Kaxr.es which we have checked (or given up- b'lJ} 
dec lare -a kr.cwn_name 

# Addresses whi c'r. we have checked (or given lift or) 
declare -a known_address 

# List of zero or more Blacklist servers fto check. 

# Each ' known_address ' will be checked agaisi.§i$l each server, 

#+ with negative replies and failures suppressed. 

declare -a '^Jji:t_^ser■V!^^; , 

# Indirect - set' its zero == bib. limit 
indirect=$ { SPAMMER_LIMIT : =2 } 

# # # # 'Hunt the Spammer' information output data # # # # 

# Any domain name may have multiple IP addresses. 

# Any IP address may have multiple domain'. names . 

# Therefore, track unique address-name pairs, 
declare -a kr.own_p.aii?' 

declare -a reverse_pair 

# In addition to the data flow variables; known_address 

#+ kr.own_namc and' I i s t_s e rve r , the following are output to the 
#+ external graphics interface file. 

# Authority chain, parent -> SOA fields, 
declare -a auLh_chawi 

# Reference chain, parent name -> child; name 
declare -a ref_chain 

# DNS chain - domain name -> address 
declare -a name_address 

# Name and service pairs - domain name -> service 
declare -a name_srvc 

# Nam© -and resource pairs - domain name -> Resource Record 
declare -a name_resdprco 

# Parent and dfeiid pairs - parent name -> child name 

# This MAY NOT be the same as the ref_chain followed! 
declare -a pa ront_chi.l d 

# Address and. .pairs - address->serveif f 

declare -a address_hits 

# Dump interface file data 
declare -f _dot_dump 

_dot_dump=pend_dummy # Initially a no-op 

# Data dump is enabled by setting the environment variable S P AMME R_D AT A 

#+ to the name writable file. 

declare _dot_fil© 

# Helper function for the dump-to-dot-f i-j©: function 

# dymp_to_dot <arr : 3^_name> <prejQi : x> 
dump_t o_dc t ( ) 'if. 

lbchl -a _dda_tmp 
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# Execution trace is enabled by setting the 

#+ environment variable SPAMMER_TRACE to the name of a writable: file, 
dec J are -a _iraco_! cq 
declare _log_file 

# Function to fill the trace log 

r|p|fice_logger ( ) { 

_trace_log [$ { #_trace_log [@] } ] =$ {_pend_current_} 

} 

# Wgmp: -trace log to-|^SeLe fundt$iai'' 'variable . 
declare -f _log_dump 

_log_dump=pend_dummy # I n i t i.a 1. 1 y a no-op . 

# 6.lp|i 't-he trace log to a. fJEle. 
dump_log() { 

lgeaiiSi _di_cnt 
_dl_cnt=$ { #_trace_log [ 0 ] } 

;J|er ( ( _dl = 0 ; _dl < _dlj8jS| ; _dl++ ) ) 

do 

echo $ {_trace_log [ $ { dl } ] } » ${_log_file} 

_dlj8hfe=${#_pending_[0] } 
if [ ${_dl_cnt} -gt 0 ] 

_dl_cnt=$ {_dl_cnt } -1 

echo '# # # Operations stack .ifcsfc empty # # #' >> } 

ior (( _dl = $ {_dl_cnt } ; _di:#= 0 ; _dl— ) ) 
do 

echo ${_pending_[${_dl} ] } >> $£^i:og_f ile } 

done 

fi 

} 

# # # Ut§j!S|ty progr^l 'dig' wrappers # # # 

# 

# These wrappers are derived from the 
#+ examples shown in dig_wrappers .bash . 

# 

# The major difference is these return 
#+ their results as a lisit i#:^n array. 

# 

# See dig_wrappers .bash for details and 
#+ use that script to develop any changes. 

# 

# # # 

# Short form answer: 'dig' parses answer. 

# Forward lookup : : Name -> Address 

# Shoj|p§§fwd <domain_name> <afi£‘ay_name> 
short_fwd() { 

Ideal -a _sf_reply 
"Jpcal -i _sf_rc 
lecapiSi __sf_cnt 
IFS=$ {NO_WSP } 
echo -n 1 . 1 

# echo ' sfwd : '${1} 

_sf_reply=( $ (dig +short ${1} a 2>/dev/null) ) 

_sf_rc=$? 

if [ $ ;_sf_rc} -ne 0 ] 
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_trace_log [$ { #_trace_log [@ ] } ] = ' ## Lookup errpjfs ' $ t '${1}' ##' 

# [ ${_sf_rc} -ne 9 ] && pend_drop 

$ { _s } 

# S^roey versions of 'dig' s^aii^ngs on stdoiit . 

_sf_cnt=$ { #_sf_reply [ 0 ] } 

( ( _sf = 0 ; _sf < ${_sf_cnt} ; _sf++ )) 
do 

[ ' x ' $ {_sf_reply [ $ {_sf } ] : 0 : 2 } == 'x;;' ] && 
unset _sf_reply [ ${_sf } ] 

done 

eval $2- \ ( \f:\i{_sf_reply\ Y) 

:|f|. 

return 0 

} 

# Reverse lookup : : Address -> Name 

# short_rev <ip_address> <array_name> 

short_rev ( ) { 

-jidcal -a _sr_reply 

'ideal -i _sr_cnt 
1 . : |p^S=${NO_WSP} 
echo -n ' . ' 

# echo 'srev: '${1} 

_sr_reply=( $ (dig +short -x ${1} 2>/dev/null) ) 

_sr_rc=$? 

if [ $ { _s r_r c } -ne 0 J 

_trace_log [$ { #_trace_log [@ ] } ] = ' ## Lookup error '${_sr_rc}' d*S '${1}' ## ' 

# [ ${_s|Sg?c} -ne 9 ] && pend_drop 

return ${_sr_rc} 

else 

# Some Versions of 'dig' return warnings on stdout. 

_sr:_cnt=$ { #_sr_reply [ @ ] } 

for (( _sr = 0 ; _sr < ${_sr_cnt} ; _sr++ )) 
do 

[ 'x'${_sr_reply[${_sr}] : 0 : 2 > ^'x;; ' ] && 

%nset _sr_reply [ $ {_sr } ] 

eval $2-\ ( \$\ {_sr_reply\ [0\] \ } % 
fi 

return 0 



# Special format lookup used to query blacklist servers. 

# short_text <ip_address> <a*|iay_name> 
short_text() { 

ideal -a _st_reply 
,^-dcal -i _st_rc 
— i _st_cnt 
IFS=$ {NO_WSP } 

# echo ' stxt : ' $ { 1 } 

_st_reply=(' $ (dig +short ${1} -c in -t txt 2>/aev/nu ! 1 ) ) 

_st_rc=$? 

if [ $ {_st_rc } -ne 0 | 

‘^hen 

_trace_log [$ { #_trace_log [@] } ] = ' ##Text lookup error ' $ {_st_rc } f d®. '* $ { 1 } ' ## ' 

# [ ${_st_arc} -ne 9 ] && pend_drop 

return ${_st_rc} 

else 
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# Conversions of 'dig' return warnings on stdout . 
_sc_pnt-S { #_st_reply [ @ ] } 

for (( _st = 0 ; _st < ${#_st_cnt} ; _st++ )) 
do 

[ 'x'${_st_reply[${_st}] : 0 : 2 £>%= 'x;;' ] && 
_st_reply [ $ {_st } ] 

eval $2-\ ( \$\{_st_reply\[0\]\J # 
fi 

return 0 



# The long forms, a.k.a., the parse it yourself versions 

# RFC 2782 Service lookups 

# dig +noali, tanswer _ldap ._tcp . openldap . oxsjij- K&tfr 

# _<service> ._<protocol> . <domain_name> 

# _ldap._tcp.openldap.org. 3600 IN SRV 0 Q 389 ldap.openldap.org. 

# domain TTL Class SRV Priority Weight Port Target 

# Forward lookup :: Name -> poor man's zone transfer 

# I cng_f'wd <domain_name> <array_name> 
long_fwd() { 

locai. -ea _lf_reply 
jjpcal -i _lf_rc 
—If —Cut 
IFS=$ {N0_WSP } 
echo -n 1 : 1 

# echo ' lfwd : '${1} 

_ 1 f_rep l.y ( $ ( 

dig +noall +nofail tanswer +authority +additional V 
${1} -t soa ${1} mx ${l}^%^any 2>/dev/ftttll) ) 

_lf_rc=$? 

if [ -ne 0 ] 

_trace_log [$ { #_trace_log [@ ] } ] = ' # Zone lookup eft; '7 $ {_lf_rc} ' on '${1}' #' 

# [ ${_ lf_ rc} -ne 9 ] && pend_drop 

return $ } 

# Son versions of 'dig' rotU*li. warnings on stdout . 

_lf_cnt=$ {#_lf_reply [ @ ] } 

for ( (i.Jif = 0 ; _lf < ${^iCcnt} ; _lf++ )) 
do 

[ 'x'$i^|treply[${— If}] : 0 : 2 } == 'x;;' ] && 

unset _lf_reply [ $ {_lf } ] 

done 

eval $2 = V|/'\C\{_lf_reply\ [@\I|| Y> 
return 0 

} 

# The reverse lookup domain name corresponding to the IPv6 address: 

# 4321:0:l:2:3:4:567:89ab 

# would be (nibble, I.E: Hexdigit) reversed: 

# b. a. 9. 8. 7. 6. 5. 0. 4. 0. 0. 0. 3. 0.0. 0.2. 0.0. 0.1. 0.0. 0.0. 0.0. 0.1. 2. 3. 4. IP6. ARPA . 

# Reverse lookup :: Address -> poor s delegation 

# long_rev <rev_ip_address> <array_name> 

# or.q_rev () { 

ideal -a _lr_reply 
_lr_ rc 

local -i _lr_cnt 
lgehl _lr_dns 
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_lr_dns=$ { 1 } ' . in-addr . arpa . ' 

IFS=$ (NO_WSP } 

echo -n ' : 1 

# echo ' Irov : '${1} 

_lr_reply=< $( 

dig +noall +nofail -faiiswer +aufclid'3F±t>y +add i clonal \ 

$ { _1 r_dn s } -t soa ${J,r_dns} -t any 2>/dev/null) ) 

_lr_rc-$? 

if [ $ { _1 r_r c } -ne 0 f 
‘ '"then 

_trace_log [$ { #_trace_log [0] } ] = ' # Oe.'l eg lkp error '${_lr_rc}' on '${1}' #' 

# [ S { _ 1 r_r: c } -ne 9 ] && pend_drop 

return ${_lr_rc} 

else 

# Some Versions of 'dig' return warnings on stdout . 

_lr__cpt=$ { #^*Lreply [ 0 ] } 

for ( C. _J.r = 0 ; _lr < ${_lr_cnt} ; _lr++ )) 
do 

[ ' x ' $ {_lr_reply [ $ {_lr } ] : 0 : 2 } ' x; ; ' ] && 

,'|nsoL _lr_reply [ $ {_lr } ] 

eval $?.~\ ( \S\{.3r_rep:y\[8\:\; 
fi 

return 0 



# # # Application specific functions # # # 

# Mung a possible naste; suppresses root and TLDs. 

# name_f J xup <string> 
name_f ixup ( ) { 

1 ocai?irfa _nf_tmp 
.,3.®cal - i _nf_end 
1 % 

.|{pcal IFS 

_n:_str-$ (tc_lower $ { 1 } ) 

_nf_str=$ (to_dot ${_nf_str}) 

_nf_end=$ { #_n^str } - 1 ' 

[ ${_nf_str:${_nf_end} } != ] && 

_nf_str-$ {_nf„str } ' . ' 

IFS=$ { ADR_IFS } 
jif_tmp=( ${_nf_str} ) 

IFS=$ { WSP_IFS } 

_nf_end=$ { 0 ] > 
case ${_nf_end) in 
' #3 # No dots,,- duly dots, 

echo 

iidissiii .1 

1) # Only 0 IXO. 

echo 

2) # Maybe okay, 
echo ${_nf_str} 
retui^fe, 0 

# Needs a lookup table? 
if' [ ${#_nl^5»f f [l] } -eq t | 
then # Country coded TLD . 
echo 
return 1 

else 
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_den_name [ $ { #_den_name [ @ ] } ] =$ {_dcn_st r'2 } 

_den_achn [ $ { #_den_achn [@ ] } ] =$ {_den_who } ' ' $ {_den_str2 } ' SOA.O' 

fi 

# Responsible party e-mail address (possibly bogus) . 

# Posgijsility of ^fi'st . 1 as'_0do®a.in . name ignored, 
set -f 

$$■ _den_str2=$ (name_fixup $ {_den_t|a^f 5 ] }) 
then 

li 1 3-${ADR_IFS} 

_den_auth= ( ${_den_str2} ) 

IFS=$ { WSP_IFS } 

if [ $ { #_den_auth [ 0 ] } -gt 2 ] 

_den_cont=$ {_den_auth'|^|l} 

for (( ^HJth = 2 ; _^uth < $ { #_den_auth [@] } ; _autW-t )) 
do 

_cen_con-_-$ {_den_sont } 1 . 1 $ {_den_auth [ $ {_auth } ] } 

lido i®y 

_den_name [ $ { #_den_name [ 0 ] } ] =$ (_cen_coty_ } 1 . 1 

_den_achn [ $ { #_den_achn [@ ] } ] =$ {_den_who } 1 ' $ {_den_cont } ' . SOA.C' 

>■’’ fi 
fi 

set +f 

fi 



A) # IP (v4 ) Address Record 

if: _den_str=$ (r.ame_f:: xup : $ {_den_tmp [ 0 ] } ) 

_den_name [ $ { »_der._name [ @ ] } ] =$ {_den_st£'j 

_den_pair [ $ { #_den_pair [ @ ] } ] =$ {_den_tmp [4] } ' ' $ {_den_str } 

_den_na [$ { #_den_na [0 ] } ] =$ {_den_str} ' ' $ {_den_tmp [4]} 

_den_ref [ $ { #_den_ref [ 0 ] } ] =$ {_den_who } ' ' $ {_den_str } ' A' 

else 

_den_pair [ $ { #_den_pair [ 0 ] } ] =$ {_den_tmp [ 4 ] } ' unknown . domain ' 
_den_na [ $ { #_den_na [ 0 ] } ] = ' unknown . domain ' $ {_den_tmp [ 4 ] } 
_den_ref [ $ { #_den_ref [ 0 ] } ] =$ {_den_who } ' unknown . domain A ' 
fi 

_den_address [${#_den_address [0] } ] =$ {_den_tftpl4 ] } 

_den_pc [$ {#_den_pc [0] } ] =$ {_den_who} ' ' $ {_den_tmp[4 ] } 



NS) # Name Server Record 

# Domain name being serviced (may be Other chan current) 
if _den_str=$ (name_fixup $ {_den_tmp [ 0 ] } ) 

then 

_den_name [ $ { #_den_name [ 0 ] } ] =$ {_den_str } 

_den_ref [ $ { #_den_ref [0 ] } ] =$ {_den_who} ' ' $ {_den_str } ' NS' 

# Domain name ip®;- service provider 

if _den_str2=$ (name_fixup $ {_den_tmp [ 4 ] } ) 
tho* 

_den_name [ $ { #_den_name [ 0 ] } ] =§ {_den_str2 } 

_den_ref [ $ { #_den_ref [0 ] } ] =$ {_den_who} ' 1 $ ;_den_st r2 } ' NSH ' 
_den_ns [ $ { #_den_ns [ 0 ] } ] =$ {_den_str2 } ' NS' 

_den_pc [$ { #_den_pc [0 ] } ] =$ {_den_str } ' ' $ {_den_str2 } 

fi 

Bi 
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MX) # Mail Server Record 

# Domain name being serviced (wildcards not handled here) 
if _den_str=$ (name_fixup $ {_den_tmp [0] } ) 
th,6n 

_den_name [ $ { #_den_name [ 0 ] } ] =$ {_den_str } 

_den_ref [ $ { #_den_ref [ 0 ] } ] =$ {_den_who } ' ' $ ;_den_st r ( * XX ' 
fi 

# Domain name jQgf; service provider 

if _den_str=$ (name_fixup $ {_den_tmp [5] } ) 

then 

_den_name [$ { #_den_name [0 ] • ] -$ {_den_str } 

_den_ref [ $ { #_den_ref [ 0 ] } ] =$ {_den_who } ' ' $ ;_dcr._st r ( ' MXH ' 
_den_ns [ $ { #_den_ns [ 0 ] } ] =$ {_den_str } ' MX ' 

_den_pc [ $ { #_den_pc [ 0 ] } ] =$ {_den_who } ' ' $ {_den_str } 
fi 



PTR) # Reverse address record 
# Special name 

if _den_str=$ (name_fixup $ {_den_tmp [0] } ) 

_den_ref [ $ { #_den_ref [0 ] } ] =$ {_den_who} ' 1 $ ;_dor._st r ( ' PTR' 

# Host name (not a CNAME) 

3-f _den_s^^.'=.$.'(name_fis(up $ {_den_tmp [4 ] } ) 

_den_rev [ $ { »_den_rev [ 0 ] } ] =$ {_den_str } ' ' $ {_den_str2 } 

_den_ref [ $ { #_den_ref [0 ] } ] =$ {_den_who} ' ' $ {_den_str2 } ' PTRH ' 

_den_pc [ $ { 8_dcn_pc | 0 ] } ] =$ {_den_who } ' ' $ {_den^str } 
fi 



AAAA) # I ? ( v 6 ) Address Record 

if, _den_St r=$ (name_f ixup $ {_den_tmp [ 0 ] } ) 

_den_name [ $ { #_den_name [ 0 ] } ] =$ {_den_str } 

_den_pair [ $ { #_den_pair [ 0 ] } ] =$ {_den_tmp [ 4 ] } ' ' $ {_den_str } 

_den_na [ $ { #_den_na [ 0 ] } ] =$ {_den_str } ' ' $ {_den_tmp [ 4 ] } 

_den_ref [ $ { #_den_ref [0 ] } ] =$ {_den_who} ' ' $ {_den_str } ' AAAA' 

else 

_den_pair [ $ { #_den_pair [ 0 ] } ] =$ {_den_tmp [ 4 ] } ' unknown . domain ' 
_den_na [ $ { #_den_na [ 0 ] } ] = ' unknown . dona 1 n * $ {_den_tmp [ 4 ] } ** [ 
_den_ref [ $ { #_den_ref [ 0 ] } ] =$ {_den_who } ' unknown . domain ' 

ifi 

# No processing for IPv6 addresses 

_den_pc [ $ { #_den_pc [ 0 ] } ] =$ {_den_who } ’ ’ $ {_den_tmp [ 4 ] } 



CNAME) # Alias name record 

# SEjickname 

if _den_str=$ (name_fixup $ {_den_tmp [ 0 ] } ) 

then 

_den_name [ $ { #_den_name [ 0 ] } ] =$ {_den_str } 

_den_ref [ $ { #_den_ref [ 0 ] } ] =$ {_den_who } ’ ’ $ {_den^str } * CNAME ’ 

_den_pc [ $ { #_den_pc [ 0 ] } ] =$ {_den_who } ’ ’ $ {_den_str } 
fi 

# Hostname 

if; _den_str=$ (namo_f ixup $ {_den_tmp [ 4 ] } ) 

_den_name [ $ { #_den_name [ 0 ] } ] =$ {_den_str } 

_den_ref [ $ { #_den_ref [0 ] } ] =$ {_den_who} ’ ’ $ {_den_str } ’ CHOST ' 

_den_pc [ $ { #_den_pc [ 0 ] } ] =$ {_den_who } ' ' $ {_den_str } 
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fi 

# TXT) 

# ; ; 

else 8 ’lookup error == 'A' record 'unknown address' 
_den_pair [ $ { #_den_pair [@ ] } ] =' 0 . 0.0.0 '$ {_den_who } 

1 rain 



# Control dot array growth. 
■jj^.que_li®&s _den_ac^W _den_achn 
edit_exact auth_chain _den_achn 
[ $ { #_den_aqhn [ @ ] } -gt 0 ] 
then 

IFS-S {KO_WSP ; 

auth_chain= ( $ { auth_chain [ @ ] } 
‘fFS=${WSP_IFS} 
fi 



# Works best, all the same. 

# Works best, unique items. 



$ {_den_achn [0 ] } ) 



unique_lines _den_ref _den_ref # Works best, all the same’. 

edit_exact ref_cballti _den_ref # Works best, unique iptartS • 

if [ $ { #_den_ref [ 0 ] } -gt 0 ] 
then 

IFS=$ {NO_WSP } 

ref_chaiS^( $ { rof_cha i r. | 8 | } $ {_den_ref [0 ] } ) 

IFS=$ { WSP_IFS } 



,!§^Lque_lines _den_na _den_na 
edit_exact name_address _den_na 
if [ $ { #_den_na [ 0 ] } -gt 0 ] 
then 

'|§FS=$ {NO_WSP } 

name_address= ( $ { name_address [ 0 ] } $ {_den_na [ 0 ] } ) 
2FS=${WSP_IFS} 
fi 



unique_lines _den_ns _den_ns 
edit_exact name_srvc _den_ns 
if [ $ { #_den_ns [ 0 ] } -gt 0 ] 



IFS=$ {NO_WSP } 

name_srvc= ( $ { name_s rvc [ 0 ] } 
IFS=$ { WSP_IFS } 



${_den_ns[0] } ) 



:'^^a-que_liiids _deiiji1;r _den_nr 
edit_exact name_resource _den_nr 
if [ $ { #_den_nr [ 0 ] } -gt 0 ] 
then 

lFS=${NO_WSP} 

name_resource= ( ${namejresource[0] } $ {_den_nr [ 0 ] } ) 
ifFS=$ { WSP_IFS } 
fi 

unique_lines _den_pc _den_pc 
edit_exact paront_child _den_pc 
if [ $ { #_den_pc [ 0 ] } -gt 0 ] 
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IFS=$ {NO_WSP } 

parent^cJ^iid= ( $ ; pa r-ent_ch.i Id | 8 I • $ {_denj>c [@ ] } ) 
IFS— $ { WSP_IFS } 



# Update' list known_pai>S (Address and Name) . 

unique_lines _den_pair _den_pair 

edit_exact known_pa.i r _den_pair- 

if [ $ { #_den_pair [ 0 ] } -gt 0 ] # Anything new? 

then 

IFS=$ {NO_WSP } 

known_pair= ( $ { known_pa.i r I 8 I ; $ {_den_pa±r [0 ] } ) 

IFS=$ { WSP_IFS } 



# Update; '4^ st reverse pairs. 

unique_lines _den_rev _den_rev 

edit_exact reverse_pair _den_rov 

if [ $ { #_den_rev [ @ ] } -gt Q ]. # Anything new? 

then 

IFS=$ {NO_WSP } 

reverse_pair= ( $ { reverse_pair [ 0 ] } $ {_den_£ev [ 0 ] } ) 

IFS=$ { WSP_IFS } 



# Check ia^irecti'dfl limit — give up it readied, 
if ! _den_lmt=$ (limit_chk $ { 1 } ) 

return 0 



# Execution enginfe UFO. Order :pend ope Nations 



; important . 



# Did we define any new addresses? 
PwquCJU-ne s _den_address _den_addresS 
edit_exact known_address _den_address 
edit_exact un_address _den_address 
if [ ${#_den_address [0] } -gt 0 ] 
then 



# Scrub duplicates . 

# Scrub already processed. 

# Scrub already wadbihg. 

# Anything new? 



uc_address=( ${uc_address [0] } ${_den_address [0] } ) 
pend_f.ti.hc expand_input_address ${_den_lmt} 

_trace_log [$ { #_trace_log [0 ] } ] = 1 # Add ' $ { #_den_address [0] } ' unchkd addr. #' 



# Did. we .find any new names? 
unique_lines _der._r.ame _den_name 
edit_exact kr.own_name _den_name 
edit_exact uc_name _den_name 
[ $ { #_den_name [ 0 ] } -gt 0 ] 



# Scrub duplicates. 

# Scrub already processed. 

# Scrub already waiting.. 

# Anything new? 



uc_name= ( $ { uc_name [ 0 ] } $ {_den_name [0] } ) 
pend_func expand_input_name ${_den_lmt} 

_trace_log [ $ { #_tf.ace_log [ 0 ] } ] = 1 #Added ' $ { #_den_name [ 0 ] } ' unchkd name# ' 
fi 

pp^§Ss®| o 



# The parse-it-yourself delegation reply 

# Input" '$&, the chk_address list . 

# detail_each_address <indirection_limit> 

det«ii_each_address ( ) { 

[ ${#chk_address[0] } -gt 0 ] || return 0 

idfeique_Jliites chk_address chk_address 
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echo ' ' $ {_cl_reply [$ {_clr } ] } 

done 
fi 

s Bill 

return 0 



# # # The usual application glue # # # 

# Who did it? 

credits () { 

echo 'Advanced Bash Scripting Guide: ^_spammer . bash, 2004-msz ' 



# How to use it? 

# (See also, "Qu loKstart" at end of script . ) 

usage () { 

cat •:«- ' _usage_stateii?ent_ ' 

The script is_spammer .bash requires either Oh© or two arguments. 

arg |,|i,.'May be one of : 

a) A domain name 

b) An IPv4 address 

c) The name of a fSiJe withe. any mix of names 
and addresses, one per liijfe,. 

arg 2) May be one of: 

a) A Blacklist server doma In name 

b) The name of a file with Blacklist server 
domain names, one per line. 

c) If not present, a default list of (free) 

Blacklist servers is used. 

d) If a filename of an empty, readably#, file 

Blacklist server lookup is disabled. 

All script output is written to stdout. 

Return codes: 0 -> All OK, 1 -> Script failure, 

•|§: -> Something is Blacklisted. 

Requ|H$s the external prografi Vdisf® IjJtjsom the 'bind-9' 
set of DNS programs. See: http://www.isc.org 

The domain name lookup depth limit defaults to 2 levels. 

Set the environment variable SPAMMER_LIMIT to change. 
SPAMMER_LIMIT=0 means 'unlimited' 

Limit may also be set on the command-line. 

arg#l is a$, Iniegetfe^the limit is set to that 
and then the above argument rules are applied. 

Setting the environment variable ' SPAMMER_DATA ' to a filename 
wig! cause the spfipt ; go write a GraphYiz graphic -idle . 

F^iMthe development vers§Ssj|i; 

.(letting the environment variable ' SPAMMER_TRACE ' to a filename 
wgJJ cause the execution engine psf log a fuhdti^Si call trace. 

_u s age_s tatement_ 
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# The default list of Blacklist servers: 

# Many Choi ces, see: .http://www.spews.org/lists.html 

declare -a def ault_servef S 

# See: http://www.spamhaus.org (Conservative, well maintained) 
defii#§i.t_servhRs [ 0] = ' sbl-xbl . spamhaus . org' 

# See: http://ordb.org (Open mail relays) 
de "air! c_se rvers [ 1 ] = ' relays . ordb . org' 

# See: http://www.spamcop.net/ (You can report spammers here) 
de£aiiit_ser-»gf3ss [ 2 ] = ' bl . spamcop . net ' 

# See: http://www.spews.org (An Nearly detect' system) 
defiauit_sery<|j|s [3] = ' 12 . spews . dnsbl . sorbs . net ' 

# See: http://www.dnsbl.us.sorbs.net/using.shtml 
def|iJ0-t_serveKs [ 4 ] = ' dnsbl . sorbs . neH 

# See: http://dsbl.org/usage (Various mail relay lists) 
de "au 1 t_se rvers [ 5 ] = ' list . dsbl . org ' 

def ault_servers [6] = 'multihop . dsbl . org' 
de £|Bfl t_s e r wsss [ 7 ] = 'lUiii^g^f'irmed. dsbl .org 1 

# Usejfgl^put argument #1 
setup_: nput ( ) f 

if [ -e ${1} ] && £ ${1} ] # Name g£ readable 

i S { I ) uc_name 

echo ’Using filename >'${1}'< as input.' 

else 

if is_address ${1} # IP address? 

then, 

uc_address=( ${1} ) 

echo ' Starting with, address > ' $ { 1 } ' < ' 

:.felse # Must be a name. 

uc_name= ( $ { 1 } ) 

echo 'Starting with domain name > ' $ { 1 } ' < ' 

. . .’itiC-"*' v 

fi 

refifCtai .0 



# User input argument #2 

setup_servers ( ) { 

if [ -e ${1} ] && [ -r ${1} ] # Name of a readable file 

.£ ile_to_array ${1} list_server 

echo ' Using >p|§f-ename > ' $ { 1 } ' < as blacklist serveX.liist . ' 

ffljjfci$fc_server= ( ) 

echo 'Using blacklist server >'${1}'<' 

.-^Pi- 

return 0 

' *' 

# User ^environment-.- variable SPAMMER_TRACE 
live_log_die () { 

if [ $ { SPAMMER_TRACE : = } ] # Wants trace log? 

then 

! -e $ { SPAMMER_TRACE } ] 

then 

' ;|;| ! touch $ { SPAMMER_TRACE } 2 > / deyfiSJll, 
then 

pend_func. echo $ (pr^tttf '%q\n' \ 
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'Unable to create log f iSf ' $ { SPAMMER_TRACE } ' < ' ) 

pend_release 

exit 1 

■ijfe • I 

_log_f ile=$ { SPAMMER_TRA.CE } 

_pend_hook_=trgce_logger 
_1 o g_dump = dump_l o g 

else 

if [ ! -w $ { SPAMMER_TRACE } ] 
theft 

pend_func echo $ (printf '%q\ri'-\ 

'Unable to write log file > ' $ { SPAMMER_TRACE } ' < ' ) 
pend_release 

fi 

_log_f ile=$ { SPAMMER_TRACE } 
echo '' > ${_log_file} 

_p e n d_h o o k_-Lra c e_l o gge r 
_1 o g_dump = dump_l o g 

- , .W 

fi 

neitasii 0 



# User environment variable S P AMME R_D AT A 
data_capture ( ) { 

if [ $ { SPAMMER_DATA : = } ] # Wants a data dump? 

then 

if [ ! -e $ { SPAMMER_DATA} ] 
then 

if ! touch $ { SPAMMER_DATA} 2>/dev/nu|il< . 
then 

pend_func echo $ (printf '%q]n' \ 

'Unable to create data output >'$ {SPAMMER_DATA} '<' ) 

pend_release 

fi 

_dot_f-i‘ie=$ { S P AMME R_D AT A } 

_dot_dump=dump_dot 

else 

if' f: ! -w $ { SPAMMER_DATA} ] 
then 

pend_func echo $ (printf ' %q\n ' 

'Unable to write data output file > ' $ { SPAMMER_DATA} ' < ' ) 
pend_release 

fi 

_dot_f iie-S { S P AMME R_D AT A } 

_dot_dump=dump_dot 

. 

fi 

return 0 



# Grope user specified arguments. 
do_user_args ( ) { 

if [ $# -gfe 0 ] && is_number $1 
then 

indirect=$l 

Shift. 
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# # # Deal witfe/oser # # # 

live_log_die # Setup debug trace log. 

data_capture # Setup data capture file . 

dc_user_arqs $8 

# # # Haven't exited yet - There is some hope # # # 

# Discovery group - Execution engine is LIFO - pend 

# la reverse order jj&S execution . 

_hs_RC=0 # Hunt the Spammer return code 

pend_mark 

pend_func report_pairs # Report name-address pairs. 

# The two detail_* are mutually recursive functions. 

# They also pend expand_* fJa(i$ti'Ons as required. 

# These two (the last of ???) exit the recursion. 

pend_func detSil_each_address # Get all resources of addresses. 

pend_func detail_each_name # Get all resources of names . 

# The two expand_* are mutually recursive functions, 

#+ which pend additional detail_* functions as required. 

pend_func expand_input_address 1 # Expand input names by address. 

pend_fuhc expand_input_name 1 # #xpand input addresses by name. 

# St ! ^% a ^ique set of names and addresses. 

pend_func unique_lines uc_address uc_address 
pend_futtc que_lin.es ucjvatie ucjaame 

# Separate mixed input of featEies and addresses. 
pend_func split_input 

pend_release 

# # # reported — Unique of IR addresses found 

_ip_cp|r^$ { #known_address [@] } 
if [ $ { #list_server [8 ] } -eq $ | 

echo 'Blacklist server list empty, none checked.' 

else 

if [ $ {_ip_cnt } -eg v ] 

echo 'Known address list empty, none checked.' 

else 

_ip_cnt=$ {_ip_cnt } -1 # Start at top. 

echo ' Check ihg Blacklist servers.' 

for ( ( _ip = _ip_cnt ; _ip >= 0 ; _ip — ) ) 

do 

pend_func check_lists $( printf '%q\n' $ { known_address [$_ip] } ) 
fi 

pend_release 

$_dot_dufflp # Graphics ;®iple dump 

$_log_dump # Execution trace 



############################## 
# Example output (fJg^feXpoript # 
############################## 
: <<- '_is_spammer_outpUts_t 
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. /is_spammer.bash 0 web4 . alojamentos7 .cd$i,: 

Starting with domaS-ft name >web4 . alo jamentos7 . com< 
Using default blacklist server lis>§i 
Search depth lfgpt: -ft' 



Known network pairs . 

66.98.208.97 

66.98.208.97 
69.56.202.147 

66.98.208.97 

66.98.208.97 
69.56.202.146 
69.56.202.146 

66.235.180.113 
66.235.181.192 

66.235.180.113 

66.235.180.113 
216.234.234.30 
96. 160. 115 
216.185.111.52 
69.56.141.4 
2i:$Xi85.:r. .40 
216. 185. 01.40 
216.185.111.52 



web4 . alo jamentos7 . com. 
nsl . a ; c lamer. Los 7 . com. 
ns2 . alo jamentos .ws . 
alo jamentos7 . com. 
web . alo jamentos7 . com . 
nsl . alo ja rectos .ws . 
alo jamentos .ws . 
nsl alo. jamentos . erg. 
ns2 . alo jamentos . org. 
alo j ament o s , org . 
web6 . alo jamentos . org . 
nsl . theplanet . com. 
ns2 . theplanet . com. 
maill . theplanet . com. 
spooling . theplanet . com . 
theplanet . com. 
www . theplanet . com . 
mail . chepianet . com . 



Checking Blacklist servers . 

Checking address 66.98.208.97 

Records from dnsbl.sorbs.net 
"Spam Received See: http : //www . dnsbl 
Checking address 69.56.202.147 
Checking address 69 . 56 . 202;, 14 6 
Checking address 66.235.180.113 
Checking address 66 . 234,. C. 8‘. . 192 
Checking address 21 6 . 185 . 11 fyi§0 
Checking address 216.234.234.30 
Checking address 12.96.160.115: 
Checking address 216.185.111.52 
Checking address 69.56.141.4 



sorbs . net /lookup . shtml?66 .98.208.97" 



Advanced Bash Scripting Guide: is_spammer .bash, v2, 2004-msz 



_i s_spammer_outp'Ot s_ 






$ {_hs_RC } 



#################################################### 
# The script ignores everything fy «|5 here Sgl down # 
#+ because sBS'rthe 'exit' command, .fjjiit above. # 

#################################################### 



Quickstart 



Prerequisites 

Bash vej^fton 2.05b pp. 3.00 (bash — version) 

A version of Bash which supports arrays. Array 
support is included by default Bash configurations . 
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'dig,' versign 9.x.x (dig $ HOSTNAME, see line of output) 

A version of dig which supports the +short options. 

See: dig_wrappers .bash for details. 



Optional Prerequisites 

'named,' a local DNS caching program. Any flavor will do. 
Do twice: dig $HOSTNAME 

Choc it near bottom of output for: SERVER: 127 . C . 0 . 1 » b3 
That means you have one f\ji^fiihg. 



Optional Graphics Support 

'date,' a standard *nix thing, (date -R) 

dot Program to convert graphic description file-’id a 
da agram. (dot -V) 

A part of the Graph-Viz set of programs. 

See : [http : / /www. research. att . com/ sw/tools/graphviz | | GraphViz] 

'dotty,;' aiyispal od ; tor for graphic description files . 

Also a part of the Graph-Viz set of programs. 



Quick Start 

jitli the same directory as the i s_spammer . bash sca?3^|.; 
Do: . /is_spammer .bash 

Usage Details 

1. Blacklist server choices. 

(a) To use default, built-in list: pp nothing. 

(b) To use your own list: 

i. Create a file with a single Blacklist server 
domain name per line. 

Provide that filename as the last argument to 
the script. 

(c) To use a single Blacklist server: Last argument 
<fd the sefipt . 

(d) To disable Blacklist lookups: 

HIpK . Create aft empty. ®|le (touch spammer. nul) 

Your choice of filename., 

ii. Provide the filename of that empty file as the 
last argument •!& the sdfcpjpt . 

2. Search depth limit. 

(a) To use the default value Pf 2: 'ber t&thing . 
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(b) To set a different %4f#it:' 

A limit of 0 means: no limit. 

i. export SPAMMER_LIMIT=1 

pr whatever I i nut you want. 

JKL . OR provide the desired (fcistit as the first 
argument to the script. 

3. Optional execution trace log. 

(a) To use the default setting of rip jog output : Do nothing. 

(b) To write Sri execution trace log: 
export SPAMMER_TRACE=spammer . log 
or whatever filename you want. 

4. Optional graphic description file. 

(a) To use the default setting of no graphic file: Dp. Nothing . 

(b) To write a Graph-Viz graphic description file: 
export SPAMMER_DATA=spammer . dot 

or whatever filename you want. 

jjfi Where to start the search. 

(a) Starting with a single domain name: 

i. Without a command-line search limit: First 
argument to spfcipt. 

. With a command-line search, : Second 

argument to script. 

(b) Starting with a single IP address: 

i. Without a command-line search limit: First 
argument to sgiftipt . 

'4a.. With a command-line search, : Second 

argument to script. 

(c) Starting with (mixed) multiple name(s) and/or address (es): 

Create a, 'fl-Jle with one name ox address per.’Jfghie. 

Youb choice of filename. 

i. Without a command-line search limit: Filename as 
’• hip^t argument, .to .scrjjgj. 

■jjfei. With a command-line search, : Filename as 

second argument to script. 

6. What to do with the display output. 

(a) To view display output on screen: Do nothing. 

(b) To save display output to a file: Redirect stdout to a filename. 

(c) To discard display output: Redirect stdout to /dev/nu Li;, 
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7. Temporary end of decision making, 
press RETURN 

wait (optionally, watch the dots and colons) . 

8. Optionally check the return code. 

(a) Return code 0: All OK 

(b) Return code 1: Script setup failure 

(c) Return code 2: Something was blacklisted. 

9. Where is my graph (diagram)? 

The script does directly produce a graph (diagram) . 

j:pfr‘|501y produces a graphic description file. You cat} 
process the graphic descriptor file that was output 
with the 'dot' program. 

Until you. edit that descriptor f-xl e , to describe the 
relationships you want shown, all that you will gipi is 
a bunch of labeled name and address nodes . 

All Of the atf ipt ' s discovered rel|S3||iShships are wit®fii-h 
a comment block in the graphic descriptor file, each 
with a desc$iSt®tive heading. 

The editing required t© draw a 'tine between a pair of 
nodes from the information ift the descriptor file may 
be done wi3£h a text editor. /* 

Given these lines somewhere ggpithe desciiBtor'.,-’f(ile : 

# Known domain name nodes 

NO000 [ 1 abe 1 -"quardprcof . info."| ; 

N0002 [label=''thi'hd. guardproof o . ” ] ; 

# Known address nodes 

AOOOO [label=" 61 .141.32.197"] ; 

/* 

# Known name->address edges 

NAOOOO third, qua r dp roof. ..-info . 61.141.32.197 

# Known pa rer.t->ch! J d edges 

PCOOOO third, guardproof . info . 

*/ 

that following lines by substituting node 
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identifiers into the relationships: 

# Known domain name nodes 

NOOOO [label="guardproof .info. "] ; 

N0002 [label="third. guardproof . info . " ] ; 



# Known address nodes 

AOOOO : label- "61 .141 .32.197" ; ; 



# PC0000 guardproof . inf o . third. guardproof . info . 
N0Q00->N0002 ; 



# NAOOOO third. guardproof. info. 61.141.32.197 
N0002->A0000 ; 



# Known name->address edges 

NAOOOO third. guardproof .info. 61 .14 1 . 32 . 197 



# Known parent->child edges 

PC00Q0 guardproof . inf o . third. guardproof . info . 



Process that with the 'dot' program, and you have your 
Ijjpi'jrs't network diagram. 

addition tb' fhe conventional .graphic edges, the 
descriptor file includes similar format pair-data that 
describes services, zone records (sub-graphs?), 
blacklisted addresses, and other things which might be-. 
HPfcerestsftg tdlvihsiude-^il yo^^: graph. This additional 
information could be displayed as different ;hode 
shapes, colors, line sizes, etc. 

The dcscripto 1 c can also be read and edited by a 
Bash script (of course) . You should be able to find 
gSSOst o;f. the functions required ;%®ihih the 
"is_spammer .bash" script. 

# End Quickstart. 
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Additional Note 



wfechael Zick points -Out $hat there is a "makeviz . bash* 'interactive 
Web site at rediris.es. Can't give tli© full URL, since this is not 
a publi cally accessible site. 

Another anti-spam script. 



Example A-29. Spammer Hunt 



#! /bin/bash 

# whx.sh: "whois" spammer lookup 

# Author: Walter Dnes 

# Slight revis^-ccps (first section) by ABS Guide author. H 

# Used in ABS Guide with permission. 

# Needs version 3.x or greater of Bash to run (because efts*- operator) . 

# Commented by script author and ABS Sijide irtlfchor. 



E_B AD ARG S = 8 5 
E_N0H0ST=8 6 
E_TTMB0UT=87 
E_UNDEF=88 



# Missing - command- 1 ijrtii arg. 

# Host not found. 

# Host lockup timed out. , . 

# Some Other (undefined) error. 



HOSTWAIT=10 

OUTFILE=whois . txt 
P ORT= 4:3 j’-’emSjI 



# Specify up to 10 seconds for host query reply. 

# The actual wait may be a bit- longer. 

# Output fil'evw- 



if [ -z "$1" ] # Check for (required) command-line arg. 

echo "Usage: $0 domain name or IP address" 
exit $E_BADARGS 



if [[ "$!" — [a-zA-Z] [a-zA-Z]$ 
then 

IPADDR=$ (host -W $HOSTWAIT $1 



else 

IPADDR="$1" 

fi 



] ] # pStllTpp two alpha chars? 

# It's a domain name && 

#+ must do host lookup. 

| awk ' (print $4 } ' ) 

# -ipspijsg host lookup 
#+ to get .IP address. 

# Extract final field. 

# Command-line arg was IP address. 



echo; echo "IP Address is: " $IPADDR" " ; echo 



if [ -e " $OUTFILE" ] 
then 

rm -f " $OUTFILE" 

echo "Stale output file \"$0UTF1LE\" removed."; echo 
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# Sanity checks, 

# (This section needs more work.) 

# =============================== 

if [ -z "$ IPADDR" ] 

# N.o -response. 

echo "Host not found! " 
exit $E_NOHOST # Bail out. 



if [[ "$IPADDR" =~ *[;;] ]] 

# ;; Connection timed out; no servers could be reached. 

echo "Host lookup timed out ! " 
exit $E_TtMfid0T # Bail-:^Jt., 
fi 

if [[ "$IPADDR" =~ [ (NXDOMAIN) ] $ ]] 

# Host xxxxxxxxx . xxx not found': 3 (NXDOMAIN) 
then 

echo "Host not found ! " 

exit $E_NOHOST # Bail out. 



ifC [ [ " $ IPADDR" =~ [ (SERVFAIL) ] $ ] ] 

# Host xxxxxxxxx . xxx not found: 2 (SERVFAIL) 

then 

echo "Host not found!" 
exit $E_NOHOST # Baif-dut . 
fi 



# ======================== Main body ©;£ script ======================== 

AFRINICquery () { 

# Define the function that queries AFRINIC. Echo a hi&tif ication to the 
#+ scfeeiiy Utstt then run the actual query, redirecting output to $OUTFILE. 

echo "SearchaiSig for $ IPADDR in whois . aj^§S|sC . net " 
whois -h whois.afrinic.net " $ IPADDR" > $OUTFILE 

# Check for presence of reference to an rwhois. 

# Warn about ndn-fwstional rwhois . idfipaat .net servde 
#+ and attempt rwhois query. 

J.f grep -e "'■remarks: . *rwhOis \ . [ A ] \ + " "$OCTFIT.E" 

then 

echo " " » $OUTFILE 
echo "***” » $OUTFILE 
echo "***" » $OUTFILE 

echo "Warning: rwhois.infosat.net was not working \ 
as of 2005/02:/ 02" » $0UTFILE 
echo " when this script was written." >> $0UTFILE 

echo "***" » $0UTFILE 
echo "***" » $0UTFILE 
echo " " » SOUTFITiE 

RWH0IS=' grep "'remarks: . *rwhois\ . [ A ] \+” ”$0UTFILE" | tail -n 1 |\ 

sed "s/\ ( A .*\) \ (rwhoisX. .*\) \ ( :4 .*\)^|/"' *- 

whois -h $ {RWHOIS} :$ {PORT} "$ IPADDR" » $0UTFILE 
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APNICqueryO { 

ocnc "Searching for $IPADDR in whois . apnie?,. .net " 
whois -h whois.apnic.net "$IPADDR" > $OUTFILE 

# Just about every country has its own internet registrar. 

# I don't normally bothetgtijSonsultiBiJ them, because the regional registry 
#+ usually supplies sufficient information. 

# There are a few exceptions, where the regional registry simply 
#+ refers to the national registry for direct data. 

# These are Japan ar.d South Korea in APNIC, and Bras^K^.H LACNIC. 

# The following if statement checks $OUTFILE (whois.txt) for the presence 
# + |§ "KR" (South Korea) p# "JP" (Japan) in the country Meld. 

# If either is found, the query is re-run against the appropriate 
#+ natioSal registry:, 

,4f grep -E " A count r'y : [ ]+KR$" "$OUTFILS" 
jfchen 

echo "Seari^Khg 'f-lPADDFl., |||i wljfcls . kr ni c . net " 

whois -h whois.krnic.net "$IPADDR" >> $OUTFILE 
ejif grep -E " ^oiBfttiary : [ ] +JP$" "$OUTFILE" 
then 

echo "Searadi^fig. if#* s$IPADDK..O^h whgis . niig^ad. jp" 
whois -h whois.nic.ad.jp "$IPADDR"/e >> $OUTFILE 



ARINqueryO { 

echo "Searching for $IPADDR in whfois.arin.net" 
whois -h whois.arin.net "$IPADDR" > $OUTFILE 

# Several large internet providers listed by ARIN have their own 
#+ -ifiterhlcl whois service, referred to as "rwhois". 

# A large block of IP addresses is listed with the provider 
#+ under the ARIN registry. 

# To get the IP addresses of 2nd-level ISPs or other large customers, 

#+ ope has to refer, to the rwhois server on port 4321, 

# I originally started with a bunch of "if" statements checking for 
#+ the larger providers. 

# This approach is unwieldy, and there's always another rwhois server 
#+ thjEi" iPrSUdn ' t know about. 

# A more elegant approach is to check $OUTFILE for a reference 

#+ to a, 'whois server, parse that server name out of the comment section, 

#+ and re-run the query against the appropriate rwhois server. 

# The parsing looks a bit ugly, with it long continued line jHj;side 
#+ backticks. 

# Buf .it only has to be done once, and wifi work as new servers are added. 
#@ ABS Guide author comment: it isri*# all that ugly, and is, in fact, 

#@+ an instructive use of Regular Expressions . 

If grep -E " ■"'Comment : . * rwh'S.ls . | A ]+" "$OUTFILE" 

then 

RWHO;I:S»' grep -e " ^Comment : . *rwhois\ . [ A ] \ + " "$0UTFI1E" | tail -n 1 |\ 

sed "s/ A \(.*V)\(rwhois\.[ A ] \ + \) \ ( . *$\ ) /\2/ " ' 

echo "Searching fgr $IPADDR in ${RWH0IS}" 

whois -h $ {RWHOIS} :$ {PORT} "$IPADDR" » $OUTFILE 

■fi’- I 



LACNICquery () | 

echo "Searching for STPADBR in whQis.lacnic.net" 
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whois -h whois.lacnitj^nSt "$IPADDR" > $OUTFILE 

# The following if statement checks $OUTFILE (whois.txt) for 
#+ the presence of "BR" (Brasil) in the country field. 

# If it is found, the query is re-run against whois.registro.br. 

if grep -E " A country:[ ]+BR$" "$OUTFILE" 

"then 

echo "Searching for $IPADDR in whois.registro.br" 
whois -h wliQis.registro.br "$IPADDR" >> SOUTFTT.E 



RIPEqueryO { 

echo "Searching for $IPADDR in whois . ripe^h^t 
whois -h whois.ripe.net " $ IPADDR" > $OUTFILE 



# Initialize a few variables. 

# * slash8‘.(|i|: the most’ ■aignlsgf'Cahh. gctet 

# * slashl6 consists of the two most significant octets 

# * ;octet2;,vp| the second most octet 



slash8='echo $ IPADDR | cut -d. -f 1' 

jHg6[ -z; "$s lasr.8" ] # Yet another sanity check. 

echo "Undef ined fflpgfg! " 
exit $E_UNDEF 

it 

slashl6=' echo $ IPADDR | cut -d. -f 1-2' 

# A Period spe^fj|ied as ’cut" delimiter, 

if [ -z "$slashl6" ] 

echo "Undefined-, error ! " 
exit $E_UNDEF 
fi 

iS;ctet2=' echo $s lash! 6 | ciit -d . -f 2' 
if [ -z "$octet2" ] 
yrthen 

echo "Undefined error!" 
exit $E_UNDEF 



# Check for vir ( iqus odds and ends of reserved space. 

# There is no point in querying for those addresses. 

if [ $slash8 '■$ then 

echo $IPADDR is '"This Network"' space! ; Not querying 
elif [ $slash8 ==10 ]; then 

echo $ IPADDR is RFC1918 space!; Not quo Tying 
elif [ $slash8 ==14 ]; then 

echo $ IPADDR is '"Public Data Network"' space!; Not queryfsatfi 
elif [ $slash8 == 127 ]; then 

echo $ IPADDR is loopback space!; Not querying 
elif [ $slashl6 == 169.254 ]; then 

echo $IPADDR is, link-local space!; Not quo r y.ing 
elif [ $slash8 == 172 ] && [ $octet.2 -ge 16 ] && [ $octet2 -le 31 ];then 
echo $ IPADDR is RFC1918 space!; Not querying; 
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elif [ $slashl6 == 192.168 | ; then 

e.cho SlPADDR is RFC 1 9 1 8 spaceX; Not querying 
elif [ $slash8 -ge 224 ] ; then 

echo, ,-$lPADDR i,s either Multicast or reserved space \; Not queh¥phg 
elif [ $slash8 -ge 200 ] && [ $slash8 -le 201 ]; then LACNICquery " $ IPADDR' 

elif [ $slash8 -ge 2:0.2 ] && [ $slash8 -le 203 ]; then APNICquery "$ IPADDR" 

elif [ $slash8 -ge 210 ] && [ $slash8 -le 211 ] ; then APNICquery "$ IPADDR" 

elif [ $slash8 -ge 218 ] && [ $slash8 -le 2-23 ] ; then APNICquery "$IPADDR" 



# Xpi’ we got this far without making a decision, query ARIN. 

# If a reference is found in $OUTFILE to APNIC, AFRINIC, LACNIC, or RIPE, 
#+ query the appropriate wnois server. 



else 

ARINquery "$ IPADDR" 

-.iff grep "whdis . af riliic, pet " "$OUTFILE"; then 
AFRINICquery "$ IPADDR" 

elif grep -E " A OrgID:[ ]+RIPE$" "$OUTFILE"; then 
RIPEquery "$ IPADDR" 

grep -E " A 0rgID;[ ]+APNIC$" "$OUTFILE"; then 
APNICquery "$ IPADDR" 

elif grep -E " A QfgID:[ ] +LACNICS" "$OUTFILE" ; then 
LACNICquery "$ IPADDR" 

111 



#@ 

# fly also: 

# wget http : //logi . cc/nw/whois ,php3?ACTION=doQuery&DOMAIN=$ IPADDR 

# @ 

# We've now i apnished the querying. 

# Echo a copy of the final result to the screen. 

cat $OUTFILE 

# Or "less $OUTFILE" . . . 



exit 0 

#@ ABS Guide author comments: 

#@ Nothisfcfi' $&ncy here, but still a very useful tool for hunting spammers. 
#@ Sure, the script can be cleaned up some, and it's still a bit buggy, 
#@+ (exercise for reader) .feirt all the same, if's ayp^ce piece 'jftf, coding 
#@+ by Walter Dnes . 

#@ Thank you! 



"Little Monster's" front end to wget . 



Example A-30. Making wget easier to use 

# ! ^Kin/bash 

# wgetter2 .bash 

# Author: Little Monster [monster@monstruum.co.uk] 

# ==> Used ABS Guide with permission of script author. 

# mPp This script still needs debugging and fixups (exercise for reader) . 

# ==> It could also .use some addition?®, editing s|||j the comments. 



# This is wgetter2 — 
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#+ a Bash script to make wget a b i t- more friendly, and save typing. 

# Carefully crafted by Little Monster. 

# More gf- less complete on O2/O2/&085. 

# If you think this script can be improved, 

#+ ema ! .1 me at: mQa.steE$ftbnst^|6um, co .uk 

===> and cc: tb the author of the ABS Guide, please. 

# This seSfi.pt. 'is: licenced under the 

# You are free to copy, alter and re-use it, 

#+ but please iidh^gitry to claim you wrote if’. 

# Log your changes here instead. 



# ‘it 

# changelog: 

# 07/0272005. 

# C2/02/2Q05. 

# 

# 29/01/2005, 

# 

# 22/11/2004. 

# 

# 01/12/2004. 

# 

# 01/12/2004. 

# 01/12/2004. 

# 

# 

# 01/12/2004. 

# 

# 01/12/2004. 

# 

# 05/12/2004. 

# 

# 01/02/2004. 

# 



Fixups by Little Iffijhster . 

Minor additions by Little Monster. 

(See after # +++++++++++ ) 

Minor stylistic edits and cleanups by author of ABS Guide. 
Added exit error codes . 

Finished initial version of second version of wgetter: 
wgettgfe2 : : -$sf born. 

Changed 'runn' function so it can be run 2 ways — 
either ask for & file name or have one input on the CL. 
Made sensible handling of no URL's given. 

Made loop of mai'h options, so. you don 1 1 
have to keep calling wgetter 2 all the tilwSu,. 

Runs as a session instead. 

Added looping to 'runn' function. 

Simplified and improved. 

Added state to recursion setting. 

Enables re-use of previous value. 

Modified the file detection routine ift the 'runn' functions, 
so not fooled by empty values, and is cleaner. 

Added cookie finding routine from later version (which 
isn't ready yet), so as not to have hard-coded paths. 



# Error codes for abnormal exit. 

E_JJSAGE=67 # Usage message, then qui^- 

E_NO_OPTS=68 # No command-line args entered. 

E_NO_URLS=69 # No URLs passed to script. 

E_NO_SAVEF I LE=7 0 # No save filename passed to script. 

E_USER_EXIT=7 1 # User decides to quit. 



# Basic default wget command we want to use. 

# This ih; -the place to change required. 

# NB: if using a proxy, set http_proxy = yourproxy in .wgetrc. 

# Otherwise delete — proxy=on, below. 



CommandA="wget -nig nc -t 5 — prcgress-ba r — random-wait — proxy=on -r" 
" — ' — — 



# 

# Set some other var.: ab 1 es and explaip fhem. 

patferijMJ' -A .jpg, .JPG, . jpeg, .JPEG, .gif, .GIF, .htm, .html, .php" 

# wget ' s option to only g#te certain types of file. 

# comment out faff -not using 
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today='date +%F' 
home=$H0W 



# Used for a filename. 

# Set HOME' to d-d internal 1 

# In case some other path : 

depthH®Jgault=3 # Set a sensible default r.ecuf pi o-n . 

Depth=$depthDef ault # Otherwise user feedback doesn't tie in properly. 



i used, change it here. 



RefA=" " 

Flag=" " 

lister=" " 

Woptions=" " 
inFildJpWf;'. ■' 
newF.ile=" " 
s aveP at h= " $ home / 1 
Ccr.f .ig " Shome/ . wqetLor? rc" 

# This is where some variables can be stored, 

#+ permanently changed from witpjjfj' fciie script. 
Cookie jist="$hdjtfe/» cookielist" 

# So we know where the cookies are kept . . . 

cFlag="" # Part of the cookie file selection routine. 



# Set b 1 ank referring- page. 

# Default to not saving anything, 

#+ or whatever else mighc be wanted in future. 

# Used for passing a list of urls directly to wget . 

# Used for passing wget some options fori itself . 

# Used for the run function. 

# Used for the run ftihgtidn. 



# Define the options availably Easy to change letters here if needed. 

# These are the optional options; you don’t just waif -ftg-',be #§ked. 



list=l 
# 



# Save command. -Instead of executing it. 

# Change cookie file for this session. 

# Usage guide. 

# Pass wget the -i option and URL list. 

# Run saved commands as an argument to the option . 

# Run saved commands interactively. 

# Allow to enter options to pass directly to wget. 



jlfl [ -z "$1" ]; then # Make sure we get something f?ar wget to eat. 
echo "You must at least enter a URL or option!" 
echo "-$help- • " 

exit $E_NO_OPTS 



# added added added added added added added added added added added added 

if [ ! -e "$Config" ]; then # See if configuration file exists, 
echo "Creating conflguralig®q|B|le, $Config" 

echo "# This is the configuration file for wgetter2" > "$Config" 

echo "# Your- customised settings will be saved in this >> "$CoiSifig" 

source $Conlig # Import y^iables we set outside the script, 

fi 

if [ ! -e "$Cookie_List" ]; then 

# Set up a list djf-'pookie f S.1 e there isn't or,e . 

echo "Hunting for cookies ..." 

ilifid -name cookies. tact >> $Cookie_List # Create the A ;li|$fe-. of cookie files, 
fi # Isolate this in its own 'if' statement, 

#+ in case we got interrupted while searching. 

Sfh | -z "$cFlag" ]; then # If we haven't already done this .... 

echo # Make a nice space after the command prompt, 

echo "Looksfifplke you- havsfe se|fc;-|jp your source jj$£- : cookies yet." 
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n=0 # Make sure the counter 

#+ doe;§h;*.t; -contain random values. 

while read; do 

Cookies [ $n] =$REPLY # PfUfihhe cookie files we found into an array, 
echo "$n) ${Cookies [$n] } " # Create a menu. 

n=$ ( )) # Ihrdstement the -eofiwter. 

done < $Cookie_List # Feed the read statement, 
echo "Ent.firp' Rho number the cookie ipJlLe you want use . " 
echo "If you won't be using cookies, just press RETURN." 

echo "I won't be asking this again. Edit $Config" 

echo "If you decide to change at a later date" 

echo "Or use the -${cook} option for per session changes." 

read 

if [ ! -z $ REPLY ]; then # User didn't just press return. 

Cookie=" — load-cookies $ {Cadhies [ $REPLY] } " 

# §4% the variable here as well as in the config file. 

echo n Cookie=\" — load-cookies $ { Cookies [ $REPLY] } \ " " >> $Config 

echo "cFlag=l" >> $Config # So we know not to ask again. 



# end added se^fon end added sectigh end added section end added secti®!' 



# Another variably 

# This one may or may not be sub ;cet 

# A bit like the small print. 
COOfciesON=$Cookie 

# echo "cookie file is $CookiesON" # 

# echo "home is S {home; " # 






For debugging. 

For debugging. 

Got caught with this one! 



wopts ( ) 

{ M 

echo "Enter options to pass to wget . " 

echo "It is assumed you know what you' re doing." 

echo "Yott can pass their arguments here too." 

# That i§ : . to say, everything passed here is passed to wget. 

read Wopts 

# Read in the options to be passed to wget. 

Woptions=" $Wopts" 

# A Why the leading space? 

# Assign to another variable. 

# Just for jfyi*, or something . . . 

echo "passing options $ {Wopts} to wget" 

# Mainly for debugging. 

# Is cute. 



save_func ( ) 
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exit $E_NO_URLS # Bail out, with appropriate error code. 



URLS=" $0" 

# Use this so that URL list can be changed if we stay in the option loop, 
while [ 1 ] ; do 

# This is where we ask f 0-8 it he most used opinions . 

# (Mostly unchanged from version 1 of wgetter) 

[ -z $curDepth ] ; then 
Current=" " 

else Current-" Current value is $cur Booth" 
fi 

echo "How deep should I go? \ 

(integer: Default is $depthDef ault . $Currentl " 

read Deptlf; # Recurs^tl — how Should we go? 

inputB="" # Rose! this to blank on each pass of the loop, 
echo "Enter the name of the referring page (default is none) . " 
read inputB # Need this for some sites. 

echo "Do you want to have the output logged to the terminal" 
echo " (y/n, default; is yes)?" 

read noHide # Otherwise wget wiMj'.^just log it f© a file. 

case $noHide in # Now you see me, now you don't, 
y I Y i|ide="";; 
n | N ) hide=" -b";; 

'■k J; ; ; :|iide=" " ; ; 

esac 

if [ -z ${Depth} ] f then 

# User accepted either default or current depth, 

#+ in which case Depth is now empty. 

**-||lf [ -z ${curBepth} ]; then 

# See if a depth was set On a previous iteration. 
Depth="$depthDep;MSlt" 

# Set the default recursion depth if nothing 
#+ else to use. 

else Depth="$curDepth" # Otherwise, set the one we used before. 

rlV', 

Recurse=" -1 $Depth" # Set how deep we want to go. 

curDepth=$Depth # Remember setting for next time. 

if [ ! -z $inputB ] ; then 

RefA-" — re f'e rer-$inputB" # Option to use referring page, 

fi 

WGETTER=" $ { CommandA} $ { pattern } $ { hide } $ { Ref A} $ { Recurse } \ 

$ { CookiesON } $ {lister } $ { Woptions } $ { URLS } " 

# Just string the whole together . . . 

# NB: no embedded spaces. 

# They are in the individual elements so that if any are empty, 

#+ we don't get all exti#.-;space • 

L *‘00 £ _z "$ {CookiesON} " ] && [ "$cFlag" = "1" ] ; then 

echo "Warning — can't find cookie file" 

# This shpuld be changed, 

#+ in case the user has opted to net use cookies. 

I MU 1 

[ "$Flag" = "S" ]; the^l>. 
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echo " $WGETTER" >> $savePath/wget-$ {today } 

# Create a unique filename for today, or append to it £|j$j|t exists, 
echo "$inputB" » $savePath/site-list-$ {today } 

# Make a list, so jggts easy to refer back to, 

#+ since the whole command is a bit confusing to look at. 
ech.#.-. "Command saved 'to the file $savePath/wget-$ {today } " 

# Tell the user. 

edfts* "Refeh^hg page URL saved to th4 j£ile$ V 
savePath/site-list-$ {today } " 

# Tell the user. 

Saver-” with save option" 

# Stick somewhere, so it : Appears. ifcn the loop ilJ-get. 

echo "*****Getting*****" 
echo " " 

echo "$WGETTER" 
echo "" 

echo "*****************" 
eval " $WGETTER" 



echo "Starting over$Saver." 

echo "If you want to stop, press q." 

echo "Otherwise, enter sditof URL's:" 

# Let theft, go aqai.nt Tell about save option being set. 
read 

case $ REPLY in. 

# Need to change this to a 'trap' oiause . 

q|Q ) exit $E_USER_EXIT; ; # Exercise for the reader? 

* ) URLS=" $REPLY" ; ; 

esac 



Example A-31. A podcasting script 



#! /bin/bash 

# bashpodder . sh : 

# By Lift^ .3.4/1/2004 

# Find the latest script at 

#+ http: / /ll^. home uisiijc.org: 8080/ s!gs||pt,s /bashpodder 

# Last revision 12/1,4/2004 - Many Contributors! 

# you vise Ijis-JA and have, .made improvements or have comments 
#+ drop ti»-.an email at line dot fessenden at gmail dot com 

# I'd appreciate it! 

# ==> ABS Gu,i do extra comments. 

# ==> Author of this script has kindly {granted pe rmi.ss i on 

# ==>+ for inclusion in ABS Guide. 
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# f§| ################################################################ 

# 

f ==> What is "podcasting"? 

# i — > It's broadcasting "radio shows" over the Itthernefc*: 

# =-> These shows dan be played on iPods and other musip .'■fife players. 

# ==> Thi£ script makes it possible. 

# ==> See documentation at th’d script author's site, above. 

# =*=> ################################################################ 



# Make s^pt crpntab friendly : 
cd $ (dirname $0) 

# ==> Change to directory where this lives. 

# datadir Is the directory you want podcasts saved to: 
datadir=$ (date +%Y-%m-%d) 

# ==> Will create a date-labeled directory, named: YYYY-MM-DD 

# Check vjjpd create datac^^^^; necessary: 
if test ! -d $datadir 

the'ft. 

mkdir $datadir 



# Delete any temp file: 
rm -f temp . 1 oq 

# Read the bp.conf file and wget any url not already 

the podcast, log" file: 
while read podcast 

do # ==> Main action follows . 

file=$ (wget -q $podcast -0 - | tr ’\r* *\ n > tr \' | \ 

sed -n 's/.f«ttl="\([""]*\)".*/\l/p') 
for urfc.itn $fil&- 
do 

echo $url >> temp.log 

QBSiM grep "$|||!|" podcast.log > /dev/nul’l 

wget -q -P $datadi||f*f;$url " 

£i 

done < bp . eonf 

# Move dynamically created log file to permanent log file: 
•cat podcast.log >> temp.log 

sort temp.log | uniq > podcast.log 
rm temp.log 

# Create an m3tt' 'playlist : 

Is $datad L r | grep -v m3u > $datadir/podcast .m3u 



exit 0 

################################################# 
( for a different scripting approach to Podcasting, 
see Phil Salkie's article, 

"Internet Radio to Podcast with Shell fools" 
in the September, 20Q? issue of LINUX JOURNAL, 
^ttp : / /www . linux gdtirhftl • com/^f^icle/ 8171 
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################################################# 

Example A-32. Nightly backup to a firewire HD 



#! /bin/bash 

# nightly-backup . .sh 

# http : / /www. richardneill, org/ source . php#nightly-backup-rsync 

# Copyright (c) 2005 Richard Neill <backup@richardneill . org> . 

# This is Free Software licensed under the GNU GPL. 

# ==> I.ncludedi'lifj ABS Guide with Sifeipi|pt- agtfcoi? is* kind permission-* 

# (Thanks!) 

# This does a backup from the host computer to a locally connected 
#+ f lrewijce>^^6>''%sihg rsync and ssh. 

# (Script should work with USB-connected device (see lines 40-43) . 

# It then rotates the backups . 

# Run it via cron every night at 

# Shis on : y backs up the -home directory. 

# If ownerships (other than the user's) should be preserved, 

#+ then run the rsync process as' #oot (and re-instate the -o) . 

# We save every day for 7 days, then every week for 4 weeks, 

#+ then every month' 3 months. 

# See: hhftp : //www.mikerubel . org/computers/rsync_snapshots/ 

#+ for more explanation of the theory. 

# Save as: $HOME/bin/nightly-backup_f irewire-hdd. sh 

# Known bugs : 

# 

# i) Ideally, we want; hip exclude ~/.tmp and the browser caches. 

# ii'j St' the use# is sitting at the computer at 5am, 

#+ and files are modified while the rsync is occurring, 

#+ then the BACKUP_JUSTINCASE branch gets <2||itLggered. 

# To extent, this is a 

#+ feature, but Aft- also causes a "disk-space leak". 



##### BEGIN CONFIGURATION SECTION ############################################ 



LOCAL_USER=r jn 
apjJNT_PO IMS = / ba ckup 



# User whose home directory should be backed up. 

# ; 8ou , ntpoihfc ! ''^^ backup drive . 

# NO trailing slash! 

# Th : s must be unique (eg u&i : hg a udev symlink) 

# MOUNT_POINT=/media/disk # For USB-connected device. 

SOURCE_DIR=/home/$LOCAL_USER # NO traill.#Sg slash - ''Mb DOES ^natter to rsync. 
BACKUP_DEST_DIR=$MOUNT_POINT/backup/ ' hostname -s' . $ { LOCAL_USER} . nightly_backup 



DRY_RUM=f'ais( 



VERBOSE- false 



COYPRESS-fa.l si 



Stroke rsync w|£j& -nj fg<$ do a dry : 

# Comment out Or set to false for normal i 

# ,-I#* true, make rsync verbose. 

# Comment out or set to false otherwise. 

# true, compress. 

# Good for internet, bad bn LAN. 

# Comment out; -St set to false otherwise. 



### Exit Codes ### 
E_VARS_NOT_SET= 6 4 
E_COMMANDLINE=65 
E_MOUNT_FAI 
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E_NO S OURCED I R= 7 1 

E_UNMOUNTED=72 

E_BACKUP=73 

##### END CONFIGURATE# SECTS#: ############################################## 



# Check that all the important variables have been set: 
ii: [ -z " $LOCAL_USER" ] | 

[ — z " $SOURCE_DIR" ] | 

[ -z "$MOUNT_POINT" ] | | 

[ -z " $BACKUP_DEST_DIR" ] 



echo 'One of the variables is not set! Edit tjijfe.file: $0. BACKUP FAILED.' 
exi'.t. E_VARS_N 0 T_S E T 



if [ "$#" != 0 ] # If command-line param(s) . . . 

then # Here document (Ptiion),'^.! 

cat <<— ENDOFTEXT 

AutoiS^-fic Nightly backup flp jfl S3ton . 

Read the source for mox-p details: $0 
The backup directpiy is $BACKUP_DEST_DIR . 

It will be created if necessary; initialisation is no longer required. 

WARNING: Contents of $BACKUP_DEST_DIR are rotated. 

Directories named 'bac&up • \$i ' will eventually be DELETED. 

We keep backups from every day for 7 days (1-8), 
then every week 4 weeks (9-12) , 

then every month for 3 months (13-15) . 

You may wish to add this to your erontab using ' crontab -o' 

# Back 'a^ l j p les : $SOURCE_DIR ■ $BACKUP_!3slT_DIR 
#+ every night at 3:15- am 

15 03 * * * /h,pflie/$LOCAL_USER/bin/.nightly-backUp_firewire-hdd.^s®f 

Don't forget to ve^ftfe’ '.the backups are wooing, 
especially if. ^gu don't read cron ' s mail!" 

ENDOFTEXT 

exit $E_COMMANDLINE 



# Parse the options. 



iif- [ " $DRY_RUN" == "true" ]; then 
DRY_RUN= " -n " 
echo "WARNING:" 
echo "THIS IS A 'DRY RUN'!" 

echo "No data will -^©fcii^iily be taj^ijiSf erred ! " 
else 

DRY_RUN=" " 
fi 

if [ " $VERBOSE " == "true" ]; then 
VERBOSE="-v" 
else 

VERBOSE=" " 
fi 

if [ "$ COMPRESS" "true" ]; then 
COMPRESS="-z" 
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else 

COMPRESS=" " 
fi 



# Every week (actually of 8 days) and every month, 

#+ extra backups are preserved. 

DAY_OF_MONTH=' date +%d' # "pay of;: Ssbnjbh (01..31).^S 

if [ $ DAY_OF_MONT H = 01 ]; then # First of month. 

MONTHSTART=true 
elif [ $ DAY_OF_MONT H = 08 \ 

-O $ DAY_OF_MONT H = 16 \ 

-o $ DAY_OF_MONT H = 24 ] ; then 

# Day 8^|,24 (u.se 8, not 7 to better handle 31-day months) 
WEEKS TART=t rue 



# Check that the HDD is mounted . 

# At least, check that *something* is mounted here! 

# We SbRCthing. Urslque to the device, father j>® Phi si guessing 

#+ the scsi-id by having an appropriate udev rule in 

#+ / etc /udev/ rules . d/ 10 -rules . local 

#+ and by putting a relevant entry iri /etc/fstab. 

# Eg: this udev rul e : 

# BUS=" scsi" , KERNEL="sd*", SYSFS {vendor } ="WDC WD16", 

# SYSFS {model}="00JB-00GVA0 ", NAME=" %k" , SYMLINK="lacie_1394d%n 1li 

#0 mount | grep $MOUNT_POINT >/ dev.'j/fi^p^ then 

echo "Mount point $MOUNT_POINT is indeed mounted. OK" 
else 

echo -n "Attempting to mount $MOUNT_POINT . . . " 

# I'f-'^feihsn ' t iabUhted, try to mo.unfkjit . 
sudo mount $MOUNT_POINT 2>/dev/null 

if mount | grep $MOUNT_POINT >/cev/:iu fiL;- then 
UNMOUNT_LATER=TRUE 
echo "OK" 

# Note: Enst|j$ that this is also uftfncuhted 
#+ if we exit prematurely with failure, 
else 

echo "FAILED" 

echo -e "Nothing i s mojjhucd at $MOUNT_POINT . BACKUP " 

exit $E_MOUNT_FAIL 

" 

fi 



# Check that source glr exists and is readable, 
if [ ! -r $SOURCE_DIR ] ; then 

echo "$SOURCE_DIR does not exist, of Cannot be read. BACKUP FAILED." 
exit $E_NOSOURCEDIR 



# Check that the backup directory structure is as it should be. 

# If note Create it. 

# Create the subdirectories. 

# Note ttffti. backup. 0 will be created as needed by rsync. 

|f®r ( (i=|H<=l%m) ) ; do 
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if [ ! -d $BACKUP_DEST_DIR/backup . $i ]; then 

"*|jf /bin/mkslit -p $BACKUPjB®S8£J)IR/backup . $i |t;|hen 

# AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA Nq [ j teSt braCketS. Why? 

echo "Warning: directory $BACKUP_DEST_DIR/bacfcup Ifes missing," 
echo "or was not initialised. (Re-) creating it." 
else 

echo "ERROR: directory $BACKUP_DEST_DIR/backup . $i" 
echo "is missing and could not be created . " 
if [ "$UNMOUNT_LATER**t‘N= "TRUE" ]; then 

# Before we exit?.- iha&iffl&S't the mount point if necessary, 
cd 

sudo umoi i | fe $MOUNT_POINT && 

echo "Unmounted $MOUNT_POINT again . Giving up . " 

’ Jpr 

exit $E_UNMOUNTED 
fi 



# Set tie permission 700 for security 

#+ an '.Otherwise permissive multi-user system, 
if ! /bin/chmod 700 $BACKUP_DEST_DIR ; then 

echo "ERROR: Could not set permissions on $BACKUP_DEST_DIR to 700." 

[ "$UNMOUNT_LATER" == "TRUE" ]; then 
# Before we exit, unmount the mount point i;f necessary, 
cd ; sudo umbUh'_ $MOUNT_POINT \ 

&& echo "Unmounted $MOUNT_POINT again. Giving up." 

; ' 

exit $ E__UHM6UMiED 
fi 

# Create the symlink: current -> backup,!, if required. 

# A fail'd 5 ?® here is cifl’fcical. 
cd $BACKUP_DEST_DIR 

if [ ! -Ji..'.^ttfiient ] -then 

if ! /bin/ln -s backup. 1 current ; then 

echo "WARNING: could not Create symlink current -> backup. 1" 



# Now, do the rsync. 

echo "Now doing backup with rsync ..." 
echo "Source dir: $SOURCE_DlR! 

echo -e "Backup destination dir; $BACKUP_D§&t_DIR\n " 



/usr/bin/rsync $DRY_RUN $VERBOSE -a -S — delete — modif y-window=60 V, 
— li«k-dest=. . /backup. 1 $SOURCE_DIR $BACKUP_DEST_DIR/backup . 0/ : 

# ©jsiy warft^ rather than exi.fc'tw&the rsyn® lotted, 

#+ since it may only be a minor problem. 

# E.g., if one file is readable, rsync will, fail. 

# This shouldn't prevent the rotation. 

# Not using, e.g., 'date +%a' since these directories 

#+ are just full of links and don't consume *that much* space. 

if [ $? ! = 0 ] ; then 

BACKUP_jUSTTNCASE=bac.fcup . ' date +%F_%T ' . justincase 
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echo "WARNING: the rsync process did not entirely succeed." 
echo "Something might be wrong. " 

echo "Saving an extra copy at: $BACKUP_JUSTINCASE" 

echo "WARNING: if this-^^gjgs regularly, a LOT of space will be c@$i*lumed, " 
echo "even though these are just hard-links!" 



# Save a readme jjjjfcy the backup parent directory. 

# Save another one in the recent subdirectory. 

echo "Backup of $SOURCE_DIR on 'hostname' was last run oij, ,\ 

'date'" > $BACKUP_DEST_D I R/ README . txt 

echo "Thi® backup! gf $SOURCE_DIR on 'hostname' was created e;fr % 
'date'" > $BACKUP_DEST_DIR/backup. 0/README. txt 

# If we arc not in a dry run, rotate the backups. 

[ -z " $DRY_RUN" ] && 

# Check how fuffljt, the backup as . 

# Warn if 90%. if 98% or more, we'll probably fail, so give up. 

# (Note: df can output. 'fed more than ©fig.. (J^ne. ) 

# We test this here, rather than before 

#+ so thafe jfsyne may possibly have a chance. 

DISK_FULL_PERCENT=' /bin/df $BACKUP_DEST_DIR | 
rfWtr "\n" 1 * | awk ' {priirt'' $12}' I grep -oE [0-9]+ 
echo "Disk space check on backup partition 
$MOUNT_POINT $DISK_FULL_PERCENT% f iSftfy. " 
if [ $DISK_FULL_PERCENT -gt 90 ] ; then 

echo "Warning: Disk; 'is greater - than 90% full." 
fi 

••If •[ $D I SK_FULL_PERCENT -gt 98 ] ; then 
echo "Error: IM?sk is full! Giving up." 

•:Sf [ "$UNMOU!NT_LATER" == "TRUE" ]; then 

# Before we exit, unmount the mount point if necessary, 
cd; sudo umouht $MOUNT_POINT && 

echo "Unmounted $MOUNT_POINT again. Giving up." 

/fi 

exit $E_UNMOUNTED 

jft/ 



# Create an extra backup. 

# dopy fails, give up. 

if [ -n " $ BACKUP_ JU S T I N CASE " ]; then 

# .'jf ! /bin/cp -al $BACKUP_DEST_DIR/backup. 0 \ 

$ BACKUP_DES T_D IR/ $BACKUP_ JUST INCASE 
then 

echo "ERROR: Failed to create extra copy \ 

$ 3ACKUP_DEST_D TR/S BACKU?_UUST INCASE" 
if [ " $UNMOUNT_LATER" == "TRUE" ]; then 

# Before we ©amn unmount the mount point if ;h#Sessary. 
cd ; sudo umount $MOUNT_POINT && 

echo "Unmounted $MOUNT_POINT again. (liVihg up." 
fi 

exit S E_UNMOUNTED 
fi 



# At start of month, rotate the oldest 8. 

;|,£ [ "$MONTHSTART" == "true" ]; then 
echo -fe ®\nStart Of month. \ 

Removing oldest backup: $BACKUP_DEST_DIR/badfcup . 15" && 
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/bin/rm -rf 5BACKU?_nEST_n~R/backup . 15_ && 
echo "Rotatiftgp , weekly backups: \ 

$BACKUP_DEST_DIR/backup. [8-14] -> $BACKUP_DEST_DIR/backup . [ 9-15 ] " && 

/bift/mv $BACKUP_0»5T_DIR/backup. 14 $BACKUP_DEST_DIR/backup . 15 && 

/bin/mv $BACKUP_DEST_DIR/backup . 13 $BACKUP_DEST_DIR/backupiJl && 
/8§ft/mv $BACKUP_DEST_DIR/backup. 12 $BACKUP_DEST_DIR/backup . 13 && 

/bin/mv $BACKUP_DEST_DIR/backup . 11 SBACKU?_DEST_DIR/backup , 12 && 

/biiS/mv $BACKUP_DEST_DIR/backup . 10 $BACKUP_DEST_DIR/backup . 11 && 

/bin/mv $BACKUP_DEST_DIR/backup . 9 $BACKUP_DEST_DIR/backup . 10 && 

/iffi/mv $BACKUP_DEST_DIR/backup . 8 $BACKUP_DEST_DIR/backup . 9 

# At staS'^of week, ‘.^tate the secbisS-oldest 4 . 
elif [ "$ WEEKS TART" ^ "true" ]/ then 
echo -e " XnStsi^iS, i>f week. \ 

Removing oldest weekly backup: $BACKUP_DEST_DIR/backup . 12 " && 

/bin/rm -rf $BACKUP_DEST_DIR/backup . 12 && 

echo "Rotat l.ng- week f y backups: \ 

$BACKUP_DEST_DIR/backup. [8-11] -> $BACKUP_DEST_DIR/backup . [ 9-12 ] " && 

/ffi/mv $ BACKUP _J?BST_DIR/backup . 11 $BACKUP_DEST_DIR/backup<jJ$i && 
/bin/mv $BACKUP_DEST_DIR/backup . 10 $BACKUP_DEST_DIR/backup . 11 && 

/ffi/mv $BACKUP_DEST_DIR/backup . 9 $BACKUP_DEST_DIR/baokup . i?i| && 
/bin/mv $BACKUP_DEST_DIR/backup . 8 $BACKUP_DEST_DIR/backup . 9 



echo -e "XnReffioVihg Oldest daily backup: $BACKUP_DEST_DIR/backup. 8" && 

/bin/rm -rf $BACKUP_DEST_DIR/backup . 8 



fi 



# Every day, rotate the newest 8. 
echo "Rotating daily backups: \ 
$BACKUP_DEST_DIR/backup . [1-7] -> $BACKUP_DEST_ 
/bin/mv $BACKUP_DEST_DIR/backup . 7 $BACKUP_ 
/bin/mv $BACKUP_DEST_DIR/backup . 6 $BACKUP_ 
/bir./mv $BACKUP_DEST_DIR/backup . 5 $BACKUP_ 
/bin/mv $BACKUP_DEST_DIR/backup . 4 $BACKUP_ 
/hir/mv $BACKUP_DEST_DIR/backup. 3 $BACKUP_ 
/bin/mv $BACKUP_DEST_DIR/backup . 2 $BACKUP_ 
/bir./mv $3 ACKUP_BEST_DTR/ backup . 1 $ BACKUP, 
/bin/mv $BACKUP_DEST_DIR/backup . 0 $BACKUP_ 



DIR/backup. [2-8] " 
::es :_i)TR/backu? . 8 
DEST_DIR/backup . 7 
:::;s :_DTR/back;u? . 6 
DEST_DIR/backup . 5. 
DEST_DIR/basste|p . 4 
DEST_DIR/backup . 3 
:::;s :_DTR/backu? . 2 
DEST_DIR/backup . 1 



SUCCESS=true 



[ " $UNMOUNT_LATER" — "TRUE" ]; then 
# Unmount the mount point if it wasn't mounted to begin with. 

H ; sudo umduhL $MOUNT_POIST && echo "Unmounted $M0UNT_P0INT again . "j 
fi 



ill* [ "$SUCCESS" == "true" ]; then 
echo 'SUCCESS!' 
exit 0 
fi 

# Should have already exited if backup worked. 

echo 'BACKUP FAILED! Is this just a dry run? Is the disk full?) ' 
exit $E_BACKUP 



Example A-33. An expanded cd command 
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■*■$!■ Change default action - silent. (See note) 

-s<n> Go to the spe<S^®l entry <n>* 

-S<n> Go to the special entry <n> 

and replace It with the current ;dir* 

-r<n> [<dir>] Go to directory <dir> 

and' then put it pn special entry <n>* 

-R<n> [<dir>] Go to directory <dir> 

and put jpdhtdht air on special, entry 
-a<n> Alternative suggested directory. See note below. 

-f [<fpe>] Pile entries to <file> . 

-u [<file>] Update entries from <file>. 

no 'filename supplied then default, file 
( $ { CDPath} $ { 2 : $CDFile" } ) is used 
-F and — U are . silent versions 

-v Print version number 

-h Help 

-H Detailed help 

*The special entries (0 - 9) are held until' .log off, replaced by another 
entry &x updated with, the ^s|^g£dffisriand 

Alternative suggested directories: 

If a directory is not found then CD will suggest any 
possibilities. These are directories starting with the same letters 
and if any are found they are listed prefixed with -a<n> 
where <n> -is a number. 

It's possible to go to the directory by entering cd -a<n> 
on the command line. 



The directory for - r <n> or -R<n> may be a number . 

For example: 

$ cd rty'^ ‘&o to history entry 4 and put;' ’fis on spec^^] entry 3 
$ cd -R3 4 Put current dir on the special entry 1 
and go to history entry 4 
$ cd -s3 Go to specia|L.Sntry 3 



Note that commands R, 
and refer f.g • 0 : 

$ cd -s Go to 

$ cd -S 



, S and s may be 



Go to special entry §:■ 
Go to special entiy £. 
entry 0 current dir 
Go to history entry 16! 
Go to history entry 11; 



used without a number 



and make special 

and put Ip;. -on special entry 0 
and put it on special entry 0 



if $ { TEST } "$CD_MODE" = "PREV" 
then 

$ { PRINTF } " $cd_mnset " 

else 

${ PRINTF} "$cd_mset'’ 



cd_Hm ( ) 

{ 

cd_hm 

${ PRINTF} "%s" " 

The previous directories ( 0-$cd_maxhistory ) are stored in the 
environment va riafa t es CD[0] - CD [ $cd_maxhistory ] 

Similarly the special directories SO - $cd_maxspecial are in 
the environment variable CDS[0] - CDS [ $cd_maxspecial] 
and may be accessed from the command line 
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The de fault pathname for the -f and -u commands is $CDPath 
The def a'ftJjijiSilename for the. and -u commands $COy£te 



Set the t^jLlowing ertyitonmeht variables: 

CD T ,_? ROM? T T . E K - Set to the length of prompt you require. 

Prompt stsiawg is set to the right chah.#jters of the 
current directory. 

•yH;‘.:not set then prompt Is left, unchanged 
'CD T ._? ROM? T_P RE - Set to the string to prefix the pr.djlipt* 
Def£>l||j«?f.s : 

non-root: \ " \\ [ We [ 01 ; 34m\\ ] \ " (sets colour to blue), 
root: \"\\ [We [OlyffimW] \" (sets colour %'b ited) . 

Up L_P ROMPT_POST - Set to the string to suffix the proiripfc . 

Defij®tSijp$is : 



non-root: \ " W [ We [ 00m\\ ] $\ " 

(resets ^pd displays $) . 

root: \" W [We [00m\\] #\" 

(resets col-qa.^ and displays #) . 

CDPath - Set the default path for the -f & -u options. 
Pefau§3f is home directory 

CDFile - Set the default filename for the -f & -u options. 
Eiefauif-, is cdfile 




cd_version () 

{ 

printf "Version: $ { VERSION_MAJOR} . $ { VERSION_MINOR} Date: $ [VERS ION_D ATE } \n" 

} 

# 

# Truncate right . 

# 

# params : 

# pi - 

# p2 - length to truncate to 

# 

# returns string in ted 

# 

cd_right_trune () 

{ 

Ideal .tien- $ { 2 } 
local plen=$ { #1 } 
local str=" $ { 1 } " 
local dilfC- 
Jfcpcal filler="< — " 

$ { TEST } ${p:oh[ —le $ {tlen} 

tcd="$ { str } " 

let dif f-$ [plen}-$ {tlen} 

if $ { TEST } $ { dif -le 2 

let elen=${diff} 
fi 

1 1 en~-S { •_ 1 on ; 

tleh=$ {tlen}+$ {elen} 
tcd=$ {fSbiller : 0 : elen} $ { str : tlen} 
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fi 

} 

# 

# Three versions of do history: 

# cd_<2ohistory - packs h|j^tSf}y arid spe&tftls side by side 

# cd_dohistoryH - Shows only hstory 

# cd_dohistoryS - Shows on 1 y specials 

# 

cd_dohistory () 

{ 

cd_getr§<- 

$ { PRINTF } "History : W" 
lQdampi dour.t^$ { cd_hi stcount } 
while $ { TEST } ${ count} -ge 0 
do 

cd_right_trunc "$ {CD [count] } " ${cd_lchar} 

$ {PRINTF } "%2d %-$ { cd_lcKar} . $ { cd_leii|ir } s % ${c<5||ljt} "${tcd}" 

cd_right Jtrttte " $ { CDS [ 1 } " ${ccL_rchar} 

$ { PRINTF } "S%d %-$ { cd_rchar } . $ { cd_rchar } s\n" ${count} "${tcd}" 
count-S { courr_ } -1 

} 

c d_do hist oryH ( ) 

{ 

cd_get rc- 

Sf ?R'X~f; "History : \j|# 
local -ri • Count _ $ { cd_"axhistcry } 
while $ { TEST } ${ count} -ge 0 
do 

$ { PRINTF } "${count} %-$ { cd_f lchar } . $ { cd_f lchar } s\n" ${ CB|$ count ] } 
{ c<S^t } - 1 



cd_dohistoryS () 

{ 

cd_get r:'g, 

$ {PRINTF} "Specials :\n" 
local -i c©ur,L-$ { cd_~axspec i a 1 : 
while $ { TEST } ${ count} -ge 0 
■do 

$ { PRINTF } "S${count} %-${ cd_f lchar }.${ cd_f lchar } s\n" $ { CDS [ $count ] } 
'%&(&&&$§ t eptSljfc } - 1 



cd_getrc () 

{ 

cd_f: c’r.ar-S (stty -a | awk -F \; 

'/rows/ { print $2 $3 } ' | awk -F \ '{ print $4 }') 

If $ { TEST } ${e<t_f lchar} -ne 0 

cd_lchar=$ { cd_fijehar }/2-5 
cd_rchar=$ { cd_f lchar } /2-5 

cd_f lchar=$ { cd_f 5 cha r } -5 

else 

cd_f lehar=$ { FLCHAR : =7 5 } 

# cd_flchar is used for for the 0s & 0h history 
cd_lchar=$ { LCHAR : =3 5 } 
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cd_rchar=$ { RCHAR : =35 } 



cd_doselection () 

{ 

local -i nm=0 
cd_dof lag= " TRUE " 

if $ { TEST } " $ { CD_MODE } " = "PREV" 
then 

if $ { TEST } -z " $cd_npwd" 
then 

cd_npwdpi| 

€ i 

tm=$ (echo " $ { cd_npwd } " | cut -b 1) f 
if $ { TEST } " $ { tm } " = 
then 

pm=$ (echo "${cd_npwd}" | cut -b 2) 
nm=$ (echo "${cd_npwd}" | cut -d $pm -f2) 
case "${pm}" in 

a) cd_npwd=$ (cd_sugg } ;; 

s) cd_npwd=" $ { CDS [ $nm] }" ;; 

S) cd_npwd="$ {CDS [$nm] }" ; Cfj® [ $nm] =' pwd' ;; 

r) cd_npwd="$2" ; cd_specDir=$nm ; cd_doselection "$1" "$2";; 
R) cd_npwd="$2" ; CDS [ $nm] =' pwd' ; cd_doselection " w $2";; 



.ft $ { TEST } "${cd_npwd}" != -a "${cd_npwd}" \ 

!= -a "${cd_npwd}" -le $ { cd_maxhistory } >>/dev/null 2>&1 

then 

cd_npwd=${CD[$cd_npwd] } 
else 

case "$cd_npwd" in 

0) cd_doh : story ; cd_dof J»g="FALSE" ; ; 

@h) cd_dohistoryH ; cd_doflag=" FALSE" ; ; 

@s) cd_dohi storyS ; cd_doflag="FALSE" ;; 

-h) cd_hm ; cd_doflag=" FALSE" ; ; 

-H) cd_Hm ; cd_dot Iaq-"FAT.S''," ; ; 

-f) cd_fsave "SHOW" $2 ; cd_doflag=" FALSE" ;; 

-u) cd_upload "SHOW" $2 ; cd_dof lag="FALSE" ; ; 

-F) cd_f save "NOSHOW" $2 ; cd_doflag=" FALSE" ;; 

-U) cd_upload "NOSHOW" $2 ; cd_dsfiag="FALSE" ; ; 

-g) cd_npwd=" $2 " ;; 

-d) cd_chdefm 1; cd_dof lag="FALSE" ;; 

-D) cd_chdefm 0; cd_doflag=" FALSE" ;; 

-r) cd_npwd="$2" ; cd_specDir=0 ; cd_doselect4-^h "$1" "$2"; ; 
-R) cd_npwd="$2" ; CDS[0]='pwd' ; cd_doselection "$1" "$2";; 
-s) cd_npwd=" $ { CDS [ 0 ] } " ;; 

-S) cd_npwd=" $ { CDS [ 0 ] } " ; CDS[0]='pwd' ;; 

-v) cd_versioft' •<;, cd_dof lag="FALSE" ; ; 



cd_chdefm () 

{ 

if $ { TEST } " $ { CD_MODE } " = "PREV" 
then 

.gD_MODE="" 

Q^f $ { TEST } $1 -eq 1 
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done 

Ifefc] =' pwd' 
fi 

command cd "${cd_npwd}" 2>/dev/iw^3|f* 
if $ { TEST } $? -eq 1 
then 

$ { PRINTF } "Unknown dir: %s\n" "${cd_npwd}" 

locai§Ki ffiflag=0 

for i in "$ { cd_npwd} "* 

do 

if $ { TEST } -d " $ { i } " 

if $ { TEST } $ { ftf lag} -eq 0 
then 

${ PRINTF} "Suggest :\ 4 * 

;-§!t>fiag=l 

fi 

$ {PRINTF } "\t-a$ {choose} %s\n" "$i" 

cd_sugg[$choose]="${i} " 

chocse-$ { choose } +1 
fi 

fi 



;i-f; $ { TEST } $ { cd_specDir } -ne - 1 
then 

CftS [ $ { ed_spe:cD±r } ] =' pwd' 
fi 

if $ { TEST } ! -z "${CDL_PROMPTLEN}" 

then 

cd_right_trunc "${PWD}" $ {CDL_PROMPTLEN} 

cd_rp S { CUL_? ROM? T_P R I'. } $ { ted} $ { CDL_PROMPT_POST } 
export PSl="$(echo -g§?; $ { cd_rp } ) " 



######################################################################### 
# # 

# Initialisation' here # 

# # 
######################################################################### 
# 

VERSION_MAJOR-" 1 " 

VERSI0N_MIN0H="2 . 1" 

VERS I ON_DATE=" 2 4 -MAY-2 003" 

# 

alias cd=cd_new 

# 

# Set up commands 

RM=/bin/rm 

iRST-lest 

PRINTF=printf # Use builtin printf 

######################################################################### 



# # 

# Change this to modify the default pre- and post prompt strings. # 

# These only come into effect if CI)I*_PROyp~7.EN is set. # 

# # 



######################################################################### 

if $ { TEST } $ { EUID } -eq 0 

then 
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on most Linux versions but will probably not work on other argils without 
jtedilioaition . 

ap t r o du cfe ibhi 



cdll allows easy moving about between directories. When changing to a new 
directory the current one is autom^tiiftifp-ly JjfBt ori%6 a stack. By default^* 
50 entries are kept, but this is configurable. Special directories can be 
kept for easy access - by default up to 10, but this is configurable. The 
most recent stack entries and the special entries can be easily viewed. 

The directory stack and special entries can be saved to, and loaded from, 
a file, j^fts allows them to be set up Oh login, saved before logging out 
or changed when moving project to project. 

In addition, cdll provides a flexible command prompt facility that allows, 
'SEK$f example, a di#grstory name iji colour that is truncated from the l of tjV 
if it gets too long. 



Setfelag-'hl^' cdll 



Copy cdli'.ijja hithfeh your local home directory or a central directory 
such as /usr/hih (thi* w-ill require root access) . 

Copy the :f.i 1 c cdfile to your home directory. ;|6 w i 1.1 require read and 
write access. This a default file that contains a directory stack and 
special entries. 

f®; replace the cd command you must add commands to your log||h .'script . 

The login script is one Or more of: 

/etc/profile 
-/ . bash _pr<jSgsCj)lfe ' 

*>/ . bash_logirj 
-•/ .prefile 
■*-:/ .bashrc 

/ etc/ bash . bash re . local 

setup your login, -/.bashrc recommended, fjo# global (ar.d root) setup 
add the commands to . jtejtc/bash .bashrc . local 

To set up on login, add the command: 

. <di r>/ cd : 1 

For example if cdll is in your local home directory: 

. -/cdll 

If in /usr/bin then: 

. / usr/p-'i n/cd.l ; 

If you waift; use this instead of the bhi’t-'ih cd command then add: 
alias cd='cd_new' 

We would also recommend the Jpqltlowing sebSCianQs : 
alias 0='cd_new 8' 
cd -U 
cd -D 

If you want to use cdll ' s prompt facilty then add the following: 

CiJLjP R 0 MP T LEN=nh 

Where nn is a number described below. Initially 99 would be suitable 
number . 
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Tbps the me&SS$t looks something: like this: 

###################################################################### 
# CD Setup 

###################################################################### 



'•ft§>L_PROMPTLEN=21 
. /usr/oin/cdll 
alias cd='cd_new' 
alias @='cd_new 8 
cd -U 
cd -D 



# Allow a prompt length of up to 21 characters 

# initialise cdll,. 

# Replace the built in cd command 

# Allow 8 at the to display hisjspiy 

# Upload directories 

# Set def^jfit action to no.n-pcs Lx 

###################################################################### 



The full meaning of these commands will beddjp§r^iear later. 

There are a couple of caveats. If another program changes the directory 
without caiii&g cdll* .;|hen the dlrectsaty won't be put on the stack and 
also if the prompt facility is used then this will -not be updated. Two 
programs that this a re pushd and popd. To update the prompt and 

stack simply enter: 

cd . 



Note that if the previous entry on the stack is the current directory 
then the stack is not updated. 



cd [dir] [0-9] [t[s]Wj [-g <f|p>] [-d] [-D] [«#&*» J 

[dir | 0-9] [-R<n>] [<dir>|0-9] [-s<n>] [-S<n>] 

[ — u ] [-U] [-f] [ -F ] [-h] [-H] [ —v ] 



<dir> 

0-n 



0 

0h 

0s 

-g [<dir>] 

-d 

-D 

-s<n> 

-S<n> 



—r<n> [<dir 
-R<n> [<#ir: 



-a<n> 

-f [<file>] 
-u [<f ile>] 



-h 

-H 



Go to d i rectory 

Goto previous directory (0 is previous, 

M-ii-S last but 1, dtp.) 

h is up to max history (default is 5(f|i 

list history and special entries (Us4%^ly available as 
List history entries 
List special entries 

Go to literal narffe (bypass special names) 

This is to allow access to dirs called '1', '-h' et 

Change default action - verbose. (See note) 

Change default action - silent. (See note) 

Go to the special entry <n> 

Go to the special entry <n> 

and replace it with the current dir 
>] Go to directory <di r> 

and then put it on special entry <n> 

>] Go to directory <dir> 

and put current dir on special entry <n> 
A 1 uornativo suggested directory. See note below. 

File entries to <file>. 

Update ejj’trifibs from -sCflle> . 

If no filename supplied then default file (-/cdfile) i 
-F ar.d -U are ent ve rsions 
Print version number 
Help 

Detailed help 



$ @) 
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Those examples assume -nor.-de f 
parameters will go to the mos 
htdve been set up for cd and 0 
facility is active and the pr 



ie/phil$ cd /home/.^hl-l/iijil-s/Cd 



1 /home/ph | 1 /pcrl/eq 
# History entry 0 has 
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$ cd -s3 Go to special entry 3 



Note that commands R, r, S and s may be 
re f'c r to 0: 

$ cd -s 



cd -r 
cd -r 



Go to special e 
Go to special e 
current dir 
Go to history c 
Go to history « 



.try 0 
.try*. || 



try 3u. 
try 0 



used without a number and 



and make specif'. entry 0 

and put i|r-an special entry 0 
and put it on special entry 0 



Alternative suggested directories : 



a directory is not then CD will suggest any 

possibilities. These are directories starting with the same fitters 
and I f ' (ghy. -are found they are listed prefixed with -a<n> 
where <n> is a number. It's possible to go to the directory 
by entering cd -a<n> on the command line. 



Use cd -d or -D to change defjaaalt cd action. cd -H will show 
current action. 



The history entries (0-n) are stored in the environment variables 
|jfc0] - CD[n] 

Similarly the special directories SO - 9 are in the environment 
variable CDS[0] - CDS [9] 

and may be accessed from the command line, for example: 

Is -1 $ {CDS [3 ] } 

cat $ { CD [ 8 ] } /Jlle . txt 

The defaMi; pathname for - the -f and — u commands 

The dc: labii filename for the -f and -u commands is cdfile 



Ccnf igu rat MS||j 



The following environment variables can be set: 

.;&L_PROMPTLEN - Set to the length of prompt you require. 

Prompt stiihg is set to. the right chafabters of the current 
directory. If not set, then prompt is left unchanged. Notgs 
that this is the number of characters that the directory is 
shortened to, not the total characters in the prompt. 



CD L_P ROMP T_P RE - Set to the string to prefix the prompt. 
Default'. Is : 

non-root: " \\ [ \\e [ 01y.34m\\ ] " (sets colour to blue), 

root: "\\ [We [OlillmW] " (sets colour to red). 



^l_PROMPT_POST 
Default is: 






- Set to the strihgf to suffix the proiffljgW 

"\\[\\e[00mV\l$" 

(resets colour and displays $) . 

" \ \ [ \ \e [ 0 Qm\Y} # " 

(resets colour and displays #) . 



Note : 

'{3U 1 _PR0MPT_PRE & _POST only t 
CiPath - Set the default patl* sf or the -f & -u options. 
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1i#ifault is home directory 

CBFile - Set the default filename for the -f & -u options . 
Default is cdfilfe 



There are three variables defined ift. the file cdll which control the 
number of entries stored or displayed. They are in the section labeled 
' Initialisation here' towards the end of the file. 



cd_maxhi story 
c d_ma x sp e c i|||. 
cd_histbount 



- The number 
Default is 

- The number 
Default is 

- The numbe r 
displayed. 



of history enC#J,%s stored. 

5Q-. 

of special entiles allowed. 

9. 

of history and spec ial en»es 
Default is 9. 



Note that cd_maxspecial should be >= cd_histcount to avoid displaying 
special entries that can't be set. 



Version: 1.2.1 Date: 24-MAY-2003 
DOCUMENTATION 



Example A-34. A soundcard setup script 



#! /bin/bash 

# sous^pard^on . shjj 

# Script author : Mkarche^ 1 .. 

# http://www.thinkwiki.org/wiki ... 

# / Script_fi0it-Configur±ngL i the_CS4239_sou:nd.^_chip_in_PnE > _m0de 

# ABS Guide author made minor changes and added comments. 

# Couldn't contact, script author ip ask for pgrt^iasion to use, but ... 
#+ the script was released under the FDD, 

#+ so its use here should be bott/iegal and ethical. 

# Sour.d-via-pr.p-sc ript sCOf Thinkpad 600E 

#+ and possibly other computers with onboard C54239/CS4 6/0 
#+ that do not work, w.i th the PCI driver 

#+ and are not recognized by the PnP code of snd-cs4236. 

# Alsf<S jfjsir some 770-series ^^nkpads, such as the 770x. 

# Run as root user* of course. 

# 

# These are old and very obsolete laptop computers, 

#+ but this paj^Scuh^- script is very instructive, 

#+ as it shows how to set up and hack device files. 



# Search for sound card pnp device: 

for dev in /sys/bus/pnp/devicesff< 

grep CSCOlOO $dev/id & : /dev/null && WSSDEV=$dev 
grep CSCC3/.1-S $ dev /id > /dev/null && CTLDEV=$dev 

# On 770x : 

# WSSDEV = /sys/bus/pnp/devices/OO : 07' 

# CTLDEV = /sys/bus/pnp/devices/OO : 06 

# These are symbolic links to /sys/devices/pnpO/ . . . 
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# Activate devices: 

# Thinkpad boots wfjSfe devices disabled qptiess "fast boot" ^-turned of# 
#+ (in BIOS) . 

echo activate > $WSSDEV/resources 
echo actl^te > $CTLDEV/resois£i§es 



# Parse resource settings. 

{ read # Baiscard "state = active" (see below) . 
read bla porff 51- 
read bla port2 
read bi/a % po-f,t ; 3 : ' 
read bla irq 
read bla dmal 
read bla dma2 

# The "bla's" are labels the first fi§|Ld: . *®o, " "state," etc. 

# These are discarded. 

# Hack: with PnPBIOS: ports are: portl: WSS, port2 : 

#+ OPL, port3: sb (unneeded) 

# with ACPI-PnP : ports are: portl: OPL, port2 : sb, port3: WSS 

# (ACPI ijios seems to be wrong here, the PnP- card - code in snd-cs4236.e 
#+ uses the PnPBIOS port order) 

# Detect ppilt' Order using the fixed OPL port as reference, 
if [ ${port2%%-*} = 0x388 ] 

# a aaa strip out everything following hypheif&'Jifi port address. 

# So, if portl is 0x530-0x537 

#+ we're lefS/with 0x530- — the stSfeKt address^|| the port, 

then 

# PnPBIOS: usual order 
port=$ {portl%%-* } 
oplport=$ {port2%%-* } 

else 

# ACPI: mixed-up order 
port=$ {port3%%-* } 
oplport=$ {portl%%-* } 

fi 

} < $WSSDHV/ resources 

# To see what's going on here: 

# 

# cat /sys/devices/pnp0/00 : 07 /resources 

# 

# statdM* active 

# ic 0x530-0x537 

# io 0x388-0x38b 

# ;i'c 0x220-0x233 

# irq 5 

# dma ||g9 

# dma §0 

# AAA "bla" labels 4^ eld (discarded). 



{ read # .Discard first line, as above, 
read bla por^K> v 
cport=$ {portl%%-* } 

# AAAA 

# Just want _start_ address of port. 
} < $CTLDEV/ resources 
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# Load the mode 1 e : 

modprobe — ignore-install snd-cs4236 port=$port cport=$cport\ 
fm_port~Sop 1 port irq=$irq dmal=$dmal d~a2 $dma2 jS.apr.p— 0 index=0 

# See the modprobe manpage.. 

exit $? 



Example A-35. Locating split paragraphs in a text file 



# ! /bin /bash 




# find-splitpar 


•a . sh 


# Finds spi i't 


paragraphs ift. .a text .file. 


#+ and tags the 


' line numbers. 


ARGCOUNT=l 


# Expect one afg. 


OFF=0 

ON=l 

E_WRON GARG S = 8 5 


# Flag states. 


file="$l" 


# Target filename* 


linerjpp'i 


# Linfe. number . Start at 1. 


Flag=$OFF 


# Blank line flag. 


if [ $# -ne " $ARGCOUNT" ] 


then 




echo "Usage: 


'basename $0' FILENAME" 


exit $ E_WRON GARG S 


fi 




file_read () 


# Scan file for pattern, then print line. 


while read line 
do 




m: I [ 9HH 


=~ A [a-z] && $Flag -eq $ON ]] 


then; # Line begins with lowercase character, following blank line, 
echo -n "Sli nono : : " 


,-fecho " $lin 


ie" 






if [[ "$liB®? 


=~ a $ ]] 


SSSm 


# ’■$$£ b'l ank line. 


Flag=$ON 


#+ set flag. 


else 




Flag=$OFF 




M. 




( ( 1 i r,erxp;f+) ) 




done 




} < $file # Redirect file into function's stdin. 


f ile_read 
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exit $? 



# 

This is line one of an example paragraph, bla, bla, bla. 

is line two,- ana iiiie tbr&e SbQii3L|l iHjllow oft text, line, but 

there is a blank line separating the two parts; paragraph. 

# 

Running this script on a file containing the above paragraph 

4:: there is a .blank line separating the two pa®t:S of the pa raqraph . 



There wifi be additional output for all the other split paragraphs 
§Hf the target file . 



Example A-36. Insertion sort 



#! /bin/bash 

# insert^jpjfc-sorfc.bash: • Insertion sort implementation in Bash 

# Heavy use of Bash array features: 

#+ (sjpsilng) siding, merging, etc 

# URL: http : //www. lugmen . org. ar/~ gjp;/ j jotip/ insertion-sort .bash. d 

#+ /ins^g|ii-bh-sort .bash . sh 

# 

# Author: JuanJo Ciarlante <j jc#±ffptgaciGn.gov.ar> 

# Lightly reformatted by ABS Guide author. 

# License: GPLv2 

# Used in ABS Guide with author's permission (thanks!). 

# 

# Test with: . /insertion-sort .bash -t 

# Or: bash insertion-sort . bash -t 

# The following *doesn't* work: 

# 'Jlftsertion-sort .bash -t 

# Why not? Hint: which Bash-specific features are disable 
#+ when running a script by T sh script . sbi ? 

# 

: ${ DEBUG :=0} # Debug, override wAtfi: DEBUG=1 . /soriptname . . . 

# Parameter substitution — Set DEBUG to 0 if not previously set. 

# Global array: "list" 
typeset -a 

# Load whitespace-separated, numbers from stdin. 

,’if [ "$1" | "-t" ]; then 

DEBUG=1 

read -a list < < ( od -Ad -w24 -t. u|; ..^dev/urandom ) # Random list. 

# A A process substition 
else 

read -a list 

ill?' . », 

numelem=$ { #lisf.[ l||f| 

# Shows the list, marking the element whose index is $1 
#+ by surrounding if wifjh the two chars passed as $2. 

# Whole line prefixed with 13V 
showlist ( ) 
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echo " $3" $ { list [ 0 ] :0:$1} $ { 2 : 0 : 1 } $ { list [ $1 ] } $ { 2 : 1 : 1 } ${ list [0 ]: $1 + 1 } ; 

} 

# Loop _pivot_ — from second element, to end of list . 
for ( ( 1=1; i<numelem; i++ )) do 

( (DEBUG) ) &&sh<?«±|st !$§ [] " " " 

# From current _pivot_, back to first element. 

< j=i; i;' j — )) do 

# Search for the 1st less than current "pivot"- . . , 

[[ "${list[j-l] }" -le ”${list[i]}" ]] && break 

(( i==j )) && ## No inserhSlBn was needed foh element. 

# . . . Move list[i] (pivot) to thgi :J3eft of list[j]: 
list=($(list [0] : 0 : j } ${^t[i]} .^list[j]}\ 

# { 0, j-1 } {i} (j) 

${list[0] : j + 1 : i- ( j + 1) } ${||®t[0] :i+l}| ; » 

# { j+1 , i-1 } {i+1, last} 

( (DEBUG) ) && shcwl 1st j "<>" "*" 



echo " " 

echo $' Result : \n' ${ [0 ] } 

exit $? 



Example A-37. Standard Deviation 



# ! /bin /bash 

# sd.sh: Standard Deviation 

# The Standard Deviation indicates how consistent a set of data is. 

# It shows to whgx. extent the indjstidual data points deviate from the 
#+ arithmetic mean, i.e., how much they "bounce around" (or cluster). 

# It is essentially the average dev^^^bh^dih%snse of -the 
#+ data points from the mean. 

# To calculate the Standard Devi at:i on : 

# 

# 1 FinS-'fhe htithmetic mean (average) of all the data points. 

# 2 Subtract each data point from the arithmetic mean, 

# and square that difference . 

# 3 Add all of the individual difference-squares in # 2 . 

# 4. SSpide the sum # 3 by the number of data pqt^ s - 

# This is known as the "variance." 



# 5 The square root of # 4 gives the Standard Deviation, 

% < 

count=0 # Number of data points; global. 

SC=9 # Scale to be used by be. S.ifte decimal places. 

E_D AT AF I LE = 9 0 # Data file error. 

# get data file 

lii [ ! -z "$1" ] # Specify Rename as cmd-line arisjf 

datafile="$l" # ASCII text file, 
else #+ qhe (numerical) data point per line! 

datafile sample . dat 

fi # See example-data file, below. 
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# Tina s set i pt could stsftd some -dtasti.© stream.) in i.hq, 
#+ but not at the cost .Of. reduced legibility, please. 



# A sample data file (samplel.dat): 



# 



# 18. |f. 

# 19.0 

# 18.88 

# 18.91 

# 18.64 



# $ sh sd.sh samplel.dat 

# Number: of data points in "samplel.dat" = 5 

# Arithmetic mean (average) = 18 . 7§.g$OOOS$ 

# Standard Deviation w .235338054 



Example A-38. A pad file generator for shareware authors 



#! /bin/bash 

# pad.sh 

####################################################### 

# PAD (xml) fi|j0. creator 

#+ Written by Mendel Cooper <thegrendel . absSgmail . c©tt> . 
#+ Released to the Public Domain. 

# 

# Generates a "PAD" descriptor file for shareware 
#+ packages, accdhf|i|#" to the specif ii^tions 

#+ of the ASP. 

# http: / /www. asp-shareware.org/pad 

####################################################### 



# Accepts (option®/) save# filename as a command-line argument. 

if [ -n "$1" ] 

then 

savef ile^fi 
else 

savef ij^save_f ile . xml # Default save_file name. 



M riffiffijr 'lPAD file headei^i.^wl^,* 

:lJ5Rl="<?xml vers.i^-i#=\ " 1 . 0\" encoding=\"Windows-1252\" ?>" 
HDR2="<XML_DIZ_INFO>" 

HDR3-" <MASTER_PAD_VERSION_INFO> " 

HDR4="\t<MASTER_PAD_VERSI0N>l . 15</MASTER_PAD_VERSION>" 
:-p)'R5-"\t<MASTER_PAD_INF0>Portable Application Description* Or PAD 
fejr short, is a data set that is used by shareware authors to 
d i ssem : nate ■in "ormation to- anyone into rested in their software products. 

To find out .more go to http: //www. asp-shareware. org/pad</MASTER_PAD_INFO>" 
;iiR6="</MASTER_PAD_VERSION_INFO>" 
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fill_in () 

{ 

if [ -z " $2 " ] 

echo -n "$1? " # Get user input, 

else 

echo -n "$1 $2? " # Additional query? 

read # May paste to fill field. 

# This shows how flexible "read" can be. 

if [ -z " $var " ] 
then 

echo -e *' \t\c<S1 />" >>$savefile # Indent with 2 tabs, 
return 
els#: 

echo -e " / $ jjjjl >>Ssavefi le 

return ${#var} # Return length of input string.. 

M i 



check_f ield_length () # Check length of program description fields. 

{ 

# $1 = maximum field length 

# $2 = acby,8^ l ^ield length 
if | *";$ 2 " -gt "$1" ] 

echo "Warning: Maximum field length of $1 characters exceeded!" 

m 



clear # Clear screen, 

echo "PAD File Creator" 

echo 

# Write File Headers t^^file. 
echo $HDR1 >$savefile 
echo $HDR2 >>$savefile 
echo >>$savef ii®: 

echo -e $HDR4 »$save'file 
echo -e $HDR5 »$savefile 
echo $HDR6 >>$sayefile 



# Company_Info 
echo "COMPANY INFO" 
CO_HDR="Company_Inf o" 

echo "<$CO_HDR>" >>$savef i ! e 

An Company_Name 
fill_in Address_l 
j 4 " Address_2 
fill_in City_Town 
fill_in State_Provihce 
fill_in Zip_Postal_Code 
pf§_l_J.n Coufttry 

# If applicable: 
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echo "FILE INFO" 

FI LE INFO_HDR= " 

echo "<$FILEINFO_HDR>" »$savefile 
fill_in Filename_Versioned 
fill_in Filename_Previous 
(ip4W— i n I? e n ame_Ge nipfcfcjS' ■ 
fill_in Filename_Long 
Hi 1 B Fill e_S i z e_B y t e s 
fill_in File_Size_K 
!S^Ll_in FiX e_S i z e_MB 

echo -e "\t</$FTT E'NFO_HDR>" »$savefile 

# END FiXe_Info 

clear 

# Expire_IiS.ft>' 

echo "EXPIRE INFO" 

EXP IRE_HDR= " Expir e_fisfb " 
echo "<$EXPIRE_HDR>" »$savefile 
l,#ill_in Has_Expire_S»Co "Y/N" 
fill_in Expire_Count 

Expire_Based_On 
fill_in Expire_Other_Info 
l^pLl^in Expire_Mohth 
f ill_in Expire_Day 
:Expire_Year 

echo -e "\t</$EXPIRE_HDR>" »$savefij^ 

# END Exp i re_Tnj?.i’ 

clear 

# Mope P ro-gr am_I r. fo 

echo "ADDITIONAL PROGRAM INFO" 

IP ire g r am_Gfaan g e_ I n f o 
f ill_in Program_Specif ic_Category 
in Birggram._Catego.fies 
f ill_in Includes_JAVA_VM " [Y/N] " 

|lgfT_l n ^^ludes_VB_Runtime " [Y/N] " 
fill_in Includes_DirectX " [Y/N] " 

# END More P r og r am_T r. f o 

echo "</ $PROGRAM_HDR>" »$savefile 

# END Program_Inf o 

clear 

# Program Description. 

echo "PROGRAM DESCRIPTIONS" 
PROGDESC_HDR="Program_Descriptions " 
echo "<$PROGDESC_HDR>" »$savc:lle 

T.ANG - "Eng 1 i sh" 

echo "<$LANG>" >>$save file 

fill_in Keywords " [comma + space separated] " 
echo 

echo "45, 80, 25C, 450>- 20C0 word program descriptions" 
echo " (may i«3a|X and paste into field) " 

# It would be highly appropriate to compose the following 
#+ "Char_Desc" fields with a text edi^febgr, 

#+ then cut-and-paste the text into the answer fields. 
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echo " I 45 characters- 

i®f|ilwLn Cha r_7)esc_4 5 
check_f ield_length 45 "$?" 

'fecho- 

fill_in Char_Desc_80 
check_f ield_length 80 "$?" 

IpH. l_i r. Cha r_Des;e__2-$'|i: 
check_f ield_length 250 "$?" 

fill_in Char_Desc_4$ti; 

|&Ll_JLn Char_Desc_2000 

echo "</$LANG>" >>$savefii.le 

echo "</$PROGDESC_HDR>" »$savefile 

# END Program 1 Descr.i pL ii-QS'. 

echo "Done . " ; echo; echo 

echo "Save fill®, is: \""$savefile"\"" 

exit 0 



Example A-39. A man page editor 



# ! /bin /bash 

# maned. sh 

# A rudimentary' man page editljsa:- 

# Ver|f|fe<fjn: 0.1 (Alpha, probably buggy) 

# Author: Mendel Cooper <thegrendel . abs@gmail , eo®i> 

# Reldate: 16 June 2008 

# License: GPL3 



sayefile= # Global, used in multiple Ip^ons. 

E_NOINPUT=90 # User input missing (error). May or may h4fe be critical. 

!(§- Markup Tags ?• jr i ifrw t Syi i Mpgwi # 

TopHeader-" . TH" 

NameHeader=" . SH NAME" 

SyntaxHeader=" . SH SYNTAX" 

SynopsisHeader=" . SH SYNOPSIS" 

I n s t a llaji i oilHe a de r = " .SH INSTALLATION" 

DescHeader=" . SH DESCRIPTION" 

OptHeader-" . SH OPTIONS" 

FilesHeader="'.SH FILES" 

EnvHeader=" . SH ENVIRONMENT" 

AuthHeader=" . SH AUTHOR" 

BugsHeader=" . SH BUGS" 

SeeAlsoHeader=" . SH SEE ALSO" 

BOLD=" . B" 

# Add more tags, as needed . 

# See groff docs for markup . 

# - ^ 

start ( ) 

{ 

clear t Clear screen..-, 

echo "ManEd" 
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>>$savef i'ias’ 



end ( ) 



echo -n "Would you like to view the saved man page (y/n) ? " 
read ans 

if [ "$ans" = "n" -o "$ans" = "N" ]; then exit; fi 

exec less "$savcf 1 ie" # Exit bbSipt and Ini dipf'. control to "less" . . . 

#+ ... which formats for viewing man page source. 



i 



# # 

progname "$TopHeader" 

P^l_3-n "$Syno|?:|tisHeader" "Synopsis" 
fill_in "$DescHeader" "Long description" 

# May paste;*p| *single -Jf^he* .teS text. 
fill_in "$OptHeader" "Options" 

in " $FilesHeader " "Files" 
fill_in "$AuthHeader" "Author" 

"$BugsHeader" "Bugs" 
fill_in "$SeeAlsoHeader" "See also" 

# fill-in "$OtherHeader" ... as jjgcessary. 
end # ... exit not needed. 

# # 

# Note that the generated man page will usually 
#+ require manual fine-tuning with a text editor. 

# However, ' itfe' s a dis&iljot improvement Upon 
#+ writing man source from scratch 

#+ or even editing a blank man page template. 

# The main deficiency /Ifi the spMpt. is that it permits 
#+ pasting only a single text line into the input fields . 

# .This ®ay be a iqhg,. cobbled-together line, which, ’yfofjfiT- 

# will automatically wrap and hyphenate. 

# However, IS? you want ifftjiibiple (newline-separated) paragraphs, 
#+ these must be inserted by manual text editing on the 

#+ scnipi.-qer.eraLcd mar. page. 

# Exercise (difficult): Fix this! 

# This script is not nearly as elaborate as the 
#+ f u 1 1 - ®^0t'u£ecl "manedit" package 

#+ http : // freshmeat . riot/pro jects/maned : t./ 

#+ iajfe it'st^sich easier to use. 



Example A-40. Petals Around the Rose 



# ! /bin /bash —I 
# petals. sh 

######################################################################### 



# Petals Around the Rose # 

# # 

# Version: JJ . 1 Created by Serghey Rodife- • # 

# Version 0.2 Modded by ABS Guide Author # 
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# # 

# License: GPL3 # 

# Used in ABS Guide with permission. # 

# ##################################################################### # 



§f|s=0 

WIN=6 

ALMOST=5 

EXIT=exit 



# Correct guesses. 

# Mastered the game. 

# One shdqft of mastery. 

# Give up early? 



RANDOM=$$ # Seeds the random number generator from PID of script. 



# Bones (ASCII 
bonel [1]=" | 
bonel [2 ] =" | 
bonel [3]=" | 
bonel [4]=" | o 
bonel [5]=" | o 
bonel [6]=" | o 
bone2 [1]=" | 
bone2 [2 ] =" | 
bone2 [3]=" | 
bone2 [4]=" | 
bone2 [5]=" | 
bone2 [ 6] =" | o 
bone3 [1] =" | 
bone3 [2 ] =" | o 
bone3 [ 3 ] =" | O 
bone3 [4]=" | o 
bone3 [5] =" | o 
bone3 [6]=" | o 



die 




# Functions 

instructions () { 

echo -n '-'Do you need .j&absStoteions ? (y/n) read aitif 
if [ "$ans" = "y" -o "$ans" = "Y" ]; then 
c l oar 

echo -e '\E[34;47m' # Blue type. 

# "cat document" 

Cat << INSTRUCT IONSZZZ 

The name of the- game is Petals Around the Rose, 
and that name is significant . 

Five dice will roll and you must guess the- "answer" for each rdll^ 
|®jwill be zero plSjian even number. 

After your gpess, you will be told the answer for the • but . * . 

that 1 s ALL the'-timfoirtati-on you will -get. 

Six consecutive correct guesses admits you to the 
Fellowship of the Rose. 

INSTRUCT I OKS Z Z Z 

echo -e "\033[0m" # T^pl off blue, 

else clear 

. Ill- 
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fortune () 

{ 

RANGE=f^ , 

FLOOR— d' 
number=0 

while [ "$number" -le $FLOOR ] 
do 

number=$RANDOM 

ilfssfc "number %= $ RANGE" # 1 - 
done 

return $ number 



throw () { # Calculate each individual die. 

fortune; Bl=$? 
fortune; B2=$? 
fortune; B3=$? 
fortune; B4=$? 
fortune; B5=$? 



<() { # Function embedded withib. a f uhdtfen !’ 
case "$1" in 

3 ) rose-2; ; 

S ) rose=4 ; ; 

* ) rose=0 ; ; 

esac # Simplified algorithm. 

# Doesn't really get to the heart of the matter, 
return $rose 

} 



answer-0 
calc,; " $ B 1 " 
c "$B2" 
calc "SB3" 
calc " $B4 " 
cate. $B5" 



answer=$ (expr 
answer=$ (expr 
answer=$ (expr 
answer=$ (expr 
answer=$ (expr 



$answer 

$answer 

$answer 

$answer 

$answer 



$ (echo $?) ) 
$ (echo $?) ) 
$ (echo $?) ) 
$ (echo $?) ) 
$ (echo $?) ) 



game () 

{ # Generate graphic display of dice throw, 
echo -e "\C33 | ".m" # Bold. 

echo -e "\h" 

echo -e "$bone\t$bone\t$bone\t$bone\t$bone" 
echo -e \ 

" $ (bonel [ $B1 ] } \t$ {bonel [$B2] } \t$ (bonel [ $B3] }\t${bonel [$B4] }\t${bonel [$B5] }" 

" $ (bone2 [ $B1 ] }\t${bone2 [$B2] } \t $ (bone2 [ $B3 ] }\t${bone2 [$B4] }\t$(bone2 [$B5] }" 

" $ (bone3 [ $B1 ] } \t$ {bone3 [$B2] } \t $ (bone3 [ $B3 ] } \t$ {bone3 [ $B4 ] }\t$(bone3 [$B5] }" 
echo -e "$bone\t$bone\t$boh^ : 'vt$bone\t$bone" 
echo -e "\n\n\tS|$ 

echo -e "\033[0m" # Tais off bold. 
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echo -n "There are how many petals around the rose? " 



# ======================================================== 

lipstruetidns 

while [ "$petal" != "$EXIT" ] # Main loop, 

do 

read petal 

echo "$petal" | grep [0-9] # filter response 

# Otherwise just 

’[ "$?" -eq 0 ] # If-loop #1. 

then 

"Mf l "$petal" == "Sanswer" ]; then # If-loop #2. 

echo -e "\nCorrect. There are $petal petals around 
( ( hi ts+- ) ) 

,%&' [ "$hits" -eq "$WIN" ]; then # If-loop #3. 
echo -e '\E[31;47m' # Red type, 
echo -e "\033 # Bold. 

echo "You have unraveled the mystery of the Rose 
echo "Welcome to the Fe Llowshi.p of the Rose! ! !" 
echo "(You are herewith sworn to secrecy.)"; ech 
epf© -e "\033 [0itt" # .red & bold, 

break # Exit ! 

else echo "You have Shits correct so far."; echo 

[ "$hits" -eq "SALMOST" ]; then 
echo "Just one more gets you to the heart of thS 



Hal 



# Close i f- 1 oop 



else 

echo -e "\nWrong. There are Sanswer petals around th 
hits-Q # Reset number of correct guesses, 
fi # Close if-loop 

echo -n "Hit ENTER for the next roll, or type V'exitV 
read 

if [ "SREPLY" = "$EXIT" ] j then exit 



# Close if-loop #1. 

’clear 

done # End of main (while) loop. 

### 

exit $? 

# Resources: 

# 

# 1) http://en.wikipedia.org/wiki/Petals_Around_the_Rose 

# (Wikipedia entry.) 

# 2) http://www.borrett.id.aU/computing/petal:S-bg.htm 

# (How Bill Gates coped wlfi'h the Petals Around the Rose 



for digit., 
roll dice agai%«- 

the rose . \n" 
Petals ! " 

mystery!"; echo 
#3. 

# 2 . 



cha : 1 enqe . ) 
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Example A-41. Quacky: a Perquackey-type word game 



#! /bin/bash 
# qky.sh 



############################################################## 
# QUACKEY: a somewhat simplified version of Perquackey [TM] . # 



# # 

# Author: Mendel Cooper-: <thegrendel . absSgmail . com> # 

# ver^jl 0:. 1.02 03 May, 2008 # 

# License: GPL3 # 



############################################################## 



WLIST-/usr/ share /diet /word. 1st 

# aaaaaaaa Word n s t file found here. 

# ASCII word list. , one word per line, UNIX format. 

# A suggested list is the script author's "yawl" word list package. 

# http : //bash . deta . in/yaw : -0 .3.2 .### • gz 

# or 

# http : // i bibi to . org/pub /Linux/ libs /yawl- 0 .3.2 . tar . gz 



NONCONS=S # Word not- CbnstrSKili.able from letter set . 
CQNS=1 # Constructable . 

SUCCESS=lfej 



FAILURE= ' ' 

NULL=0 

MINWLEN=3 

MAXCAT=5 

PENALTY=200 

total- 

E_DUP=7 0 



# Zero out va 1 ue of letter (if found) . 

# word length. 

# Maximum number of words in a given category. 

# General-purpose penalty unacceptable words . 

# Dupi i cate word erSg^i 



TIMEOUT^tft 



# Time for word input. 



NVLET=10 

VULET=13 



# fij. -,i e 1 1 e r s '$$$ : nowrfii lnerable . 

letters for vulnerable (not yet implemented!). 



declare -a Words 
dcciare -a Status 

declare -a Score=( 00000000000) 



i%£ters=( a’^»Js kprb'tsidsi'ditewue t f 

-ey^refegtghhitrscitidijatadla 

t g t i t 1 u: .& xx. v n. e o x y m : k ) 

# Letter ai sLri.but ion. table shamelessly borrowed from "Wordy" game, 

#+ ca. 1992, written by a certain fine fellow nartied. Mendel Cooper. 

declare -a BS 

numelements=${#letters [@] } 
randseed="$l" 

■Sgx$ t r li^tfiphs ( ) 

|laf 

c 1 ea r: 

echo "Welcome to QUACKEY, the anagramming word construction game,"; echo 
echo -n "Do need (y/n) read 

[ "$ans" = "y" -o "$ans" = "Y" 1 ; then 



Appendix A. Contributed Scripts 



715 





Advanced Bash-Scripting Guide 



clear 

echo -e ' \E [31; 47m' # Red. foreground. ' \E [S%:'47m' blue . 

cat « INSTRUCT ION1 

QUACKEY is a variant of Perguackey [TM] . 

The rules are the same, but the seeding is siiBpXjified 
and plurals of previously played words are allowed. 

"Vulnerable" play is not yet implemented, 
but it is otherwise feature-complete,. 

As the game begins, the player gets 1# 'letters . 

The object Is ^fti-.constrjict valid dictiotiftfy words 
of at least 3-letter length from the letterset . 

Each word-length Category 

— 3-letter, 4-letter, 5-letter, ... — 

sHatls up wiljf^tthe fi.ffli word entered, 

and no further words in that category are accepted. 

The penalty for too-short (two-letter) , duplicate, unconstructable, 
anc^.-'ifivalid (not in dic$§|j|>nary) words is -2&S, The same penalty applies 
to attempts to enter a word in a ffetjed-up category. 

INSTRUCTION! 



echo -n "Hit ENTER for next page of instructions. read azl 
cat << INSTRUCT ION2 

The scoring mostly corresponds to classic Perguackey: 



The, ffifet 3-letter word, scores 
The first 4-letfe@r word scores 
Thet'J|irst 5-letter word scores 
The first 6-letter word scores 
The Hirst 7-letter word scores 
The first 8- letter word scores 



60, 

120, plus 



3.00, plus 
500, p 1 us 



10 for each add : t : qriSt < 
20 for each additional < 
50. for each addifi^ffliiSfl < 
1 00 for each additional < 
3 50 for- each add ft Iona 3 < 
250 for each additional < 



The> first 9-letter word scores 'f'S'00, pltif; 500 each additidJfai < 

The first 0- 1 otter word scores 2000, plus 2000 for each additional c 



100 

200 

4Q0 



Category completit 
’3-letter words 

4- letter words 

5- letter words 

6- letter words 800 

7- letter words 2000 

8- letter words 1C0C0 
T-his is a si'rtf£i§xjlicati< 
scoring system. 

INSTRUCTION 



Of the absurdly barogue Perguackey bonus 



echo -n "Hit ENTER for final page of instructions. read azl 
cat << INSTRUCTIONS 



Jffjjtlhg just ENTER f:bx' a word entry ends the game. 

individual word entry is timed to a majclfflua .Of 10 seconds. 
*** Timing out on an entry ends the game. *** 

Aside from fthsjSt'the game is untimed. 
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Status [3] =" " 

-Status [4 ] =" " 

whil'e [ "$ {Words [idx] } " != 11 ] 
do 

IKPO "$ {Words [idx] }" = "$wrd" ] 

Status [3] = " Du|?f :i;Oat e - wo r d-PENALT Y " 
let "Score [0]= 0 - $PENALTY" 
let "Score [1] -=$PENALTY" 
return $E_DUP 



( (idx++) ) 

Words [idx] ="$wrd" 
get_score 



get_score ( ) 

{ 

i Ajo.cal wlen=0 
local score=0 
.lioe-al bonus=0 
local first_word=0 
.JiO'C.al add_word=0 
local numwords=0 

wlen=$ { #wrd] 

nuawo rds — $ { Score [wlen] } 

Score | 2 ] HO. 

Status [4]="" # "bonus " : fcp 0. 

;tase "$wlen"‘ 

3) f irst_word=60 
add_words>ttTjd 

4) f irst_word=12fi 
add_word-20; ; 

5) f':rst_word 2QC; 
add_word=50; ; 

6) f irst_word=3QQ 

add_woi^fc|'0:O7 ; 

7) first_word=500 
add_wor^!50; ; 

8) f' : rsL_word-75Q 
add_word=250; ; 

9) f irst_word=100Q 
add_word=500; ; 

10) f irst_word=2000 

add_word=2000; ; # This category modified from rules! 

esac 

( (Score [wlen] ++) ) 

Hga|l $ {Score [wlen] } -eq $MAXCAT ] 

then # Category completion bonus scoring simplified! 
case $wlen t 

3 ) bcr.us-lOC; ; 

4 ) bonus=200;; 

_%:) bcr.us 4 00;; 

6 ) bonus=800;; 
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7 ) bonus=2000;; 

8 ) bonus-iOC 00;; 

: %sac # Needn't worry about 9's and 10 's. 

St aiffifti: [ 4 ] = " C a t e go r y- $ w 1 e n -igfsgip le t i oh * * * BONUS * * * " 
Score [2 ] =$bonus 
else 

Status [4]="" # Erase it. 

.fi 



"score = $first_word + $add_word * $numwords" 
.if [ "$numwords" -eq 0 ] 

Score : f’0 I =$score 
hlse 

Score [5 I =$add_word 

fi # All this to distinguish last-word score 
#* f rorft total .raWisittg score, 
let "Score [1] +«= ${ Score [ 0 ]} " 
let "Score [1] += ${ Score [2]}" 



qet_wc r:d () 

{ 

.locdl ' ' 

read -t $TIMEOUT wrd # Timed read, 
echo $wrd 



is_constructable () 

{ # This is the- most complex and d^fiflsaalt-to-wxite function, 
local -a local_LS= ( "${LS[0]}" ) # Local copy ofSSpstter set. 

.locaJi 'f.fijf ound=0 
local idx^ff'; 
local pos 
local strlen 

local. l^bal_word= ( "$1" ) 
strlen=$ { #local_word} 

while [ "$idx" -It "Ss'-rtcn" ] 
do 

is_found=$ (expr index " $ { local_LS [ * ] } " " $ { local_word : idx : 1 } " ) 

■IS [ "Sts_fcund" -eq "$NONCONS" ] # Not constrgctable ! 
then 

echo " $ FAILURE " ; return 
else 

((pos = ($ : s_four.d - 1) / 2) ) # Compensate for spaces betw. i enters ! 

local_LS [pos] =$NULL # Zero out used letters. 

( (idx++) ) # Bump index, 

fi 



echo "SSUCCFSS" 

} 



: Mh.valid () 

{ # Surprisingly easy to check if word in dictionary . . . 
fgrep -qw "$1" "$WLIST" # ... boliy^sy ’of' 'grep' ... 
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echo >> $savefile 

echo "Score: $total" >> Ssavefi le 

echo "Statistics for. ifchis round saved in \""$save.file"\"" 
######################################################### 

echo "Score for this round: $total" 
echo "Words: ${Words[0]}" 



# # 

| Jihs t r ucti'oh s 
seed_random 
qot__Xetset. 
play 

end_o f _game 
# # 

exit $? 

# TODO: 

# 

# 1) Clean up code! 

# 2) Prettify the display_words ()| Junction (maybe with widgets?). 

# 3) Improve the time-out . . . maybe change to untimed entry, 

#+ but witfh' a time lifijit fiaih the overall round. 

# 4) An on-screen countdown timer would be nice. 

# 5) Implement "vulnerable" mode of play for compatibility with classic 
#+ version of the game. 

# 6) Improve save- to- file capab i 1 i.ty, (and maybe iptke it optlona 1 ) . 

# 7) Fix bugs ! ! ! 

# For more info, reference: 

# http : / /bash . deta . in/qky . README . hfehftL 



Example A-42. Nim 



# ! /3diii /bash 

# nim.sh: Game of N'iia: 

# Author: Mendel Cooper 

# Reldate : 15 2008 

# License: GPL3 

ROWS=5 # Five rows of pegs (or matchsticks) . 

WON=91 # Exit codes to keep track of wins/ ! osses . 

LOST=92 # Possibly useful if running in batch mode. 

QUIT=99 

peg_msg= # Peg/Pegs? 

Rows= ( 0 5 4 3 2 1 ) # Array holding play 

# ${Rows[0]} holds total number of pegs, updated after each turn. 

# Other Isiferifay elements hold numbe&4» P®9s4sp ©Orrespondirtig row. 

linstructidns () 

{ 

clear 
tout bo 1 d 

echo "Welcome to the game of Sim."; echo- 

echo -n "Do you need instructions? (y/n) read ans 

if [ "$ans" = "y" -o "$ans" = "Y" ]; then 
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echo -e '\E[33;41m' # Yellow fg., over red bg.; bold, 

cat « INSTRUCT IONS 

Nim is a game with roots in the distant past. 

;®|ils pa rticu'l ar vari:f.0t starts wittti?fA*e rows of' pegs. 

2: I I I I 

3: III 

4: || 



The number at the left identafiSJes the row. 

The human player moves and alternates tttias with the -bfitt . 

A turn consists of removing at least one peg from a single row. 
ijiff is permissable to remove ALL the pegs row. 

For example, in row 2, above, the player can remove 1, 2, 3, or 4 pegs. 
The player who removes thg' peg loses. 

The strategy consists of t ry .1 ng to be the one who removes 
the rjext-to-last peg(s), leaving the loser with the final peg. 

To exit the game early*:- j$it ENTER during your turn. 

INSTRUCTIONS 

echo; echo -r. L ENTER to begin game. read azx 

ocfcg-. - e "\033{0m" # Restore display, 

else tput sgrO; clear 

} 



tally_up () 

{ 

let "Rows[0] = ${Rows[l]} + $ {Rows [2]} + $ {Rows [3]} + ${Rows[4]} 4^' 
${Rows[5]}" # Add up how many pegs remaiijijjg. 



display () 

.. 

j. ndcx-|g5 # St^pS. ^ith top row. 
echo 

while [ "$index" -le "$ROWS" ] 
p=$ {Rows [index] } 

echo -n "$index: " # Show row number. 

# 

# Two concurrent inner loops . 

indent=$ index 

whiijLf [ "$ indent" -gt 

do 

echo -n " " # Staggered rows . 
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((indent — )) # Spacing between pegs, 

dong- 

while [ "$p" -gt 0 ] 
do 

( (P — ) ) 



( (index++) ) 

Laily_up 
rp=$ { Rows [ ofj; 
if [ " $ rp " -eq 1 ] 
peg_msg=peg 

flBg jt.jh-al_msg= " Game over." 

else # Game not yet over . . . 

peg_msg=pegs 

final_msg="" # ... So "final message" is blank, 
fi- 

ocho " $rp $peg_msg r emai n i.hg . " 

echo " "$final_msg"" 






player_move ( ) 

{ 

echo "Your move:" 

echo -if. *Whidh row? " 
while read idx 

do # Validity check, etc. 

Jtf [ -z "$idx" ] # Hitting quits . 

then 

echo "Prematttre exit."; echo 
tput sgri’ ’ # Restore display, 

exit $QUTT 
fi 

if [ "$idx" -gt " $ROWS " -o "$idx" -It 1 ] # Bounds check, 

then 

echo "Invalid row number!" 
ecH#.'. -n "Which row? " 

fi 

# TODO: 

# Add check for non-numeric input. 

# Also, script crashes oh.. 'input outside of range of long double. 

# Fix this. 



Appendix A. Contributed Scripts 



724 





Advanced Bash-Scripting Guide 




Appendix A. Contributed Scripts 



725 





Advanced Bash-Scripting Guide 




Appendix A. Contributed Scripts 



726 





Advanced Bash-Scripting Guide 



# 

# Iji 1978, Leo OSitishophersori wrote an animated version of Nim, 
#+ Android Nim, fox the TRS-80 Model I. 



Example A-43. A command-line stopwatch 



#!/bin/sfe 

# sw.sh 

# A command-line Stopwatch 



# 

# 

# 

# 

# 

# 

# 

# 

# 

# 

# 

# 

# 

# 

# 

# 

# 

# 

# 

# 

# 

# 

# 

# 

# 

# 

# 

# 

# 

# 

# 

# 



Author: Padraig Brady 

http : / /www .pixelbeat . org/ scripts/ sw 
(Minor reformatting by ABS Guide author.) 

Used $|..ABS Guide wtfcis script action's permission . 

This script: st&its a few processes per lap, in addition to 
the shell loop processing, so the assumption: is made that 
this- takes an ^insignificant amount, fei- time compared to 
the response, t'l^e Of humans (~.ls) (or the keyboard 
interrupt rate (~.05s)). 

'?' for splits must be entered twice if characters 
(erroneously) entered before it (on the same '1,'ifle) . 

'?' since not generating a signal may be slightly delayed 
on heavi 1 y loaded systems. 

Lap timings on ubuntu may be slightly delayed due to: 

, https : / /bugs . Jpgjjpchpad . net /bugs / 62:Sii 
Changes : 

VI. 0, 23 Aug 2005* Initial release 

VI. 1, 26 Jul 2007, Allow both splits and laps from single invocation.-. 

Only staitt timer after -a key is pressed. 

Indicate, lap number 

Cache prbgr^;^f at startup so there is less efcteai 
due to startup delays. 

VI . 2 , 01 Ai|g'.2'0|&, Work a®bhhd 'date' commands that don't have 
nanoseconds . 

Use stty to change interrupt keys t'6/ space foj*' 



Ignore other input as it causes problems. 

Vl hi- li Aug 2007, Testing release. 

VI. 4, 02 Aug: 2007, ^SSE/Lous tweaks to get workih^- under/Wjghtu 
and Mac OS X. 

VI. 5, 2T\.0i£$r$Gt):& , set LANG=C as got vague bug report about *34, 



export LANG=C 

tii&iftit -c 0 # No coredumps ' -'SIGQUIT . 

trap '' TSTP # Ignore Ctrl-Z just in case. 

save_tty=' stty -g' && trap "stty $save_tty" EXIT # Restore tty on el$§£. 
stty quit 1 1 # Space for laps rather than Ctrl-\ . 

stty eof '?' # ? for splits faithex. h 4 h. .®irl-D . 
stty -echo # Don't echo input. 



cache_progs ( ) { 

stty > /dev/ r.ui.J 
date > /dey/hu | 1 
grep . < /dev/null 

(echo ''import: | python) 2> /dev/null 

be < /dev/j|§ifl 

sed ' ' < /dev/null 

jyfljjffif HH 5 > /dev/null 

/usr/bin/time false 2> /dev/null 
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cat < /dev /null 

B 

cache_progs # To minimise startup delay. 

date +%s . %N | grep -qF 'N' && use_python=l # If 'date' lacks nanoseconds. 

«0W() { 

if [ "$use_python" ]; then 

echo "import time; print time . titfe. ( ) " : ?>/dev/null | python 

else 

g®in±,t "%.2f" ' date +%s.%N' 
fi 

} 

liSS^i^seconds ( ) { 

seconds=$l 

•ISttfs- ' echo $ seconds/ 60 I .be ' 
if [ "$mins" != "0" ]; then 

seconds=' echo "$seconds - ($mins * 6G ) " | be' 
echo "$mins : $seconds" 

else 

echo "$ seconds" 



total ( ) { 

total='echo "$end - $start" | be' 
£mt_secor.ds $ total 



stop() { 

[ "$lapped" ] && lap "S laptitr.e" '’’display" 

total 

exit 



lap() { 

laptime=' echo "$1" | sed -n ’ s/ . *real [ A 0-9 . ] *\ ( . *\ ) /\l/p ’ ' 
[ ! "$laptime" -o "$laptime" ] && return 

# S j gna Is Sbb frequent . 

laptotal=' echo $laptime+®$.laptotal | be' 

[ "$2" = "display" ]; then 
^^Blapcount=' echo 0$lapcount+l | be' 

^Jlapt : me-' fmt_seconds § ! aptota 1 ' 
echo $laptime " ($lapcount) " 
lapped="true" 

Rffilaptotal=" 0 " 



echo -n "Space for lap | ? for split | Ctrl-C -to stop | Space t’o: start... ">&2 
while ;|ir;ue; do 

tjrap true INT QUIT # Set signal handlers . 
laptime=' /usr/bin/t'|i8® ; -^P 2>&1 cat >/dev/null' t . 
ret-$? 

trap ’ ’ INT QUIT # Ignore signals within this script. 

4f [ $ret -eq 1 -o $ret -eq 2 -o $ret -eq 13® • J; then # SIGINT =.^i.ap 
[ ! "$start" ] && { echo >&2; exit; } 
stop 

elif [ $ret -eq 3 -o $ret -eq 131 ] ; then # SIGQUIT = lap 

! "$:Start" ]; then 
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start=' now 


' | | exitj ;i'. 


echo >&2 




continue 




JKffilgfcV. *' 




•^-^lap "$laptime" 


"display" 


else 


# eof. “ split 


[ ! "$start" ] 


&& continue 






EMELap "$laptime" 


# Update laptotal. 


Sm- 




done 




exit $? 





Example A-44. An all-purpose shell scripting homework assignment solution 



#! /bin/bash 

# homework. sh: All-purpose homework assignment solution. 

# Author: M. Leo Cooper 

# 388 you; pubgigjifcute your own name as author, then -it is plagiggjfism, 

#+ possibly a lesser sin than cheating ^O'lir homework! 

# ’jjiypcense : Public Domain 

# fills §t®ipt may be tunned in to your 'ihstrpfetbis 

#+ in fulfillment of ALL shell scripting homework assignments. 

# It's sparsely commented, but you, the student,. easily remedy that. 

# The script author repudiates all responsibility! 

DLA=1 

PI -2 

P2=4 

P3=7 

PP1=0 

?P2=8 

MAXL=9 

E_LZY=99 

dccl are -a l|jg& 

T. I C | — "3 4 0: .IS 29 8 .|S,i 18 19 17 20 2 19 17 28" 

L[l]="8 29 12 14 18 4# 29 4 ^15 ¥ 0 19 8 2 0 lf,,9ll 24 29 17 4 6 17-4 19" 
1. 1 2 1 "29 19 7 0 19 29 8 29 7 0 21 4 29 13 4 6 11 4 2 19 4 3" 

L [3] ="19 14 29 2 14 89 15 11,.;$; 19 4 29 19 7 8 18 29" 

L [4] ="18 2 7 14 if 'fl 22 14 29 0 18 18 8 6 13 12 4 1.3 gll 26" 

L [5] ="15 11 4 -O'tS 4 29 0.4 2 4 15 19 29 12; 24 : |9 7 20 12 mBM 4 29" 

T. 1 6 1 -"4 23 2 20. 18 4 29 If % 29 4 6 .1 7 4 6 8 14 20 18 29" 

L [ 7 ] = " 1 1 0 25 '.8. “J3 4 18 18 27" 

L [ 8 ] = " 0 13- 3 29 6 17 0 3 4 29 12 4 29 0 2 2 14 17 3 8 13 6 |$>;',;24 26" 

L [ 9 ] =" 1 9 7 0 IS 29 24 14 20 26" 

declare -a \ 

alph= ( A B i;.;® EFGHIJKLMNOPQRSTUVWXYZ . , : ' ' ) 



pt_lt () 

{ 

echo -A. * $ { alph [ $ 1 ] } " 
echo -n -e "\a" 
sleep $DLA 



b_r () 
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echo -e ' \E [31; 48m\033 [lm£ 



cr () 

ii 

igcho -e "\a" 
sleep $!;•:. A 



restore () 

{ 

echo -e ' \C33 | Cm 
lijsist sgrO 



P_1 O 

{ 

'■ §1 
do 

pt_lt " $ltr " 

} 

# 

b_r 

for i in $(seq 0 $MAXL) 
do 

P_1 "${L[i] }" 

if [[ "$i" -eq "$P1" || ”$i“ -eq "$P2" || "$i" -eq "$P3" ]] 
elif [[ " $ i " -eq "$PP1" || "$i" -eq "$PP2" ]] 

£ t. ' 

restore 

# 

echo- 

exit $E_LZY 

# A typical example of an obfuscated sdfipt that is cjif^i&ult 
#+ to understand, and frustrating to maintain. 

# yopfccareer as a sysadmin,- youl}!! ruft-fetd these chjKiters 
#+ all too often. 



# Bold off. 

# . 



Example A-45. The Knight's Tour 



# ! /bin/bash 

# ktour.sh 

# author: mendel cooper 

# reldate : 12 ®09 

# license: public domain 



Appendix A. Contributed Scripts 



730 






Advanced Bash-Scripting Guide 



# (Not much sense GPLing something that's pretty much in the common 
#+ domain any how . ) 



################################################################### 
# The Knight's Tour, a Classic problem. # 



The knight must move onto every square of the chess board, ] 

but cannot revisit any square he has already visited. ] 

1 

And why Knight unwelcome f Ob va retufh -visit? 1 

Could it be that he has a habit of partying into the wee hours ] 
bblf'. the mo r nihg? | 

Possibly big leaves pizza crusts in the bed, empty beer bottles ] 
■ all over- the jpjaft fe i and. clogs the p 1 umb.i no . ... ] 



# Usage: ktdur.sh [start-square] [stupid] 

# 

be a square oBWbSit 



Note thgfc Start-square 
■ in the range 0-63 ... or 
a square designafe.p^^j: bonyentidnai che; 
itch as al, f'5, h3, etc. 



If start-square-number not supplied, 

■ then starts. a random square soraewhe 



# "stupid" ; 



the board. 

second parameter sets the stupid sUbbtegy. 



# Examples: # 

# ktour.sh 23 starts square #23 (h3) # 

# ktour.sh g6 stupid; starts gjl^square #46, # 

# using "stupid" (non-Warnsdorf f ) strategy. # 
################################################################### 



DEBUG= # Set this; to echo debugging info fes st'dout. 

SUCCESS=& 

FAIL=99 
BADMOVE=- 9 9 9 

failuee- bmR 

LINELEN=21 # How many moves to display per line. 

# # 

# Board array params 
ROWS=8 #8x8 board. 

COLS=8 

let "SQUARES = $ROWS * $COLS" 

1SJ- "MAX = $ SQUARES - 1" 

# 64 squares on board, indexed from 0 fro 63. 



VISITED=j. 
UNVISITED=— 1 



UNV S YM= " # # " 

# # 

# Global variables. 

startpos= # StartiiSf position (square - 63) . 

currpos= # Current position, 

mover. urn. # Move number . * , 

CRITPOS=37 # Have to patch for f$ starting position! 



declare -i board 

# Use a one-dimension&l atrSy to simulate a two-dimensiobdi? one. 
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# This can make life difficult and result in ugly kludges; see below, 
deoja-te -i moves # Offset® from current knight pos&^i©®,. 



initialize_board () 

{ 1 

local idx 

for idx in { 0 . . 63 } 
do 

board [ $idx] =$UNVISITED 

done' 



print_board () 

{ I 

local idx 



for row in {7. .0} 
do 

let "rowhum = $row + 1" 
echo -n "$rownum | " 

JO. . 7 } 
do 



# Reverse order rows . . . 

#+ so it prints in chessboard order. 

# Start numbering rows at 1 . 

# Mark board edge with border and 
#+ "algebraic' ftdfe^tjLon. " 



' "if-et "idx - $ROWS*$row + $column" 
if [ $ {board [idx] } -eq $UNVISITED ] 

*'J;hen 

echo -n "$UNVSYM " ## 

else # Mark square with move rhwbar. 

printf "%02d " "$ {board [ idx] }" ; echo -n " " 

f i 

echo -e -n "\b\b\b|" # \b? i,s a backspace. 

echo # -e enables echoing escaped chars. 



echo " a b c d -ft f g 



^^pL iire ( ) 

{ # Whine, then bail out. 
print_board 

echo " Waah!!! Ran out of squares to move to!" 
echo -ift 1 ?* Khight ' s Tour -g^eiigst ended" 

echo " on $ (to_algebraic $currpos) [square #$currpos] " 

echo " 4 fte r just $movenum moves ! " 

echo 

exit 



xlat_coords () # Translate x/y coordinates to board position 

{ #+ (board-array element #) . 
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# For user input of starting board position as x/y coords. 

# JGftis function not usedg£t&S$py|.&3l release iftff. ktour.sh. 

# May be used in an updated version, for compatibility with 

#+ sianda rd implemehi$tig:ft the Knight. ' s Tour jufi/C, Python, etc. 
if [ -z "$1" -o -z " $ 2 " ] 

return $FAIL 

.it 

local xc=$l 
local yc=$2 

let "board_index = $xc * $ROWS + yc" 

if [ $board_index -It $MIN -o $board_index -gt $MAX ] 

return $FAIL # Strayed off the board! 
else 

return $board_index 

'.I# 



to_algebraic () 

{ 

if [ -z "$1" ] 
then 

return $FAIL 

.ideal element_no=$l # Numerical board position . 
local col_arr= ( a b c d e f g h ) 

.local row_arr= ( 12345678) 

'.let "row_no « $element_no / $ROWS" 
let "col_no = $element_no % $ROWS" 
tl— $ { col_arr [col_no] } ; t2=${row_arr [row_no] } 
local apos=$tl$t2 # Concatenate, 
echo $apos 



f rom_algebraic () # Translate standard algebraic chess notation 

{ #+ to Mgtaridll board pospjpon (board-array element #) . 

# Or recognize numerical input & return it unchanged. 

if [ -z "$1" ] 
then 

return $fail 

fi # If no command-line arg, then will default to random start pos . 
local £j£^count=0 

local b_index # Board index [0-63] 

1 oca 1 a lp o s = " $ 1* 

Urow=$ {alpos : 0 : 1 } # position = 0, length = 1 
acol=$ { alpos : 1 : 1 } 

if [[ $arow [[:digit:]] ]] # Numerical input? 

.* '.then # POSIX chat'.&Lass 



# Translate board position (board-array element #) 

#+ to standard algebral© noti^ion §a#ed by chess players. 
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if [ [ $acol =~ [ [: alpha:] ] ] ] 
then return $FAIL 
e Lse if [ $alpos -gt $MAX ] 
then return fFAIL 
•felse return $alpos 

§p 

fi 

;ftf 



# Number followed by a letter? Illegal! 

# Off board? 

# Return digit (s) unchanged . . . 

#+ if within range. 



[ [ $agdl -eq $MIN I I $acdl -gt $ROWS ] ] 
then # Outside of range 1-8? 

return $FAIl£’,* ' 



for ixinabcdefgh 

do # Convert .col-wan letter Jap*- column number, 
if [ " $arow" = "$ix" ] 

fi ImR 

( (ix_count++) ) # Find index count. 



( (aco 1 — )) # Decrementing- converts to zero-based array, 

let "b_index = $ix_count + $acol * $ROWS" 

if [ $b_index -gt $MAX ] # Qff board? 

then 

return $FAIL 
return $b_: ndex 



generate_moves () 

t m 



ideal kt_hop=i 
local kt_skip=2 
local valmov— 0 
local row_pos; 



# Calculate all valid knight moves, 

#+ relative to^dsitcent posititefl ($1), 

#+ and store in $ {moves} array. 

# One square :: short leg Of' knight move. 

# Two squares :: long leg of knight move. 

# Valid moves. 

let "row_pos = $1 % $COLS" 



let "movel = -$kt_skip + $ROWS" # 2 sideways to-the-left, 1 up 

if [[ ' expr $row_pos - $kt_skip' -It $MIN ]] # An ugly, ugly kludge! 

then- # Can’t move off board. 

move 1 = $ BADMOVE # Not even temporarily..- 

else 

( (valmov++) ) 

Bpei 

let "move2 = -$kt_hop + $kt_skip * $ROWS" # 1 sideways to-the-left, 2 up 
[ 'expr $row_pos - $kt_hop' -It $MIN ]] # Kludge continued ... 

then 

move2-$BADY0VE 

■{else 

( (valmov++) ) 

fi 

let "move3 = $ktJaop + $kt_skip * $ROWS" # 1 sideways to-the-right, 2 up 
if [[ 'expr $row_pos + $kt_hop' -ge $COLS ]] 
then 
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local valid_moves=0 
local aapos 
rpo s 1= " $ l " 
lmin=$ROWS 
iex=0 
squa rel~ 



declare -a p_moves 

########################## D^il-MOVE ############################# 
if [ $startpos -ne $CRITPOS ] 
then # CRITPOS = square #37 
decide_move 

else # Needs a special patch for startpos=37 ! ! ! 

decide_move_patehed # Why this particular move and no other ??? 

'fi' 

#################################################################### 



( ( ++movenum ) ) # Increment move count . 

let "square = $currposl + $ {moves [ iex] } " 



################## DEBUG ############### 
if [ " $DEBUG" ] 

then debug # Echo debugging- ;ift^^,rmatiiisn . 



############################################## 



if [ [ "$square" -gt $MAX | | "$square" -It $MIN | | 

$ {board [ square] } -ne $UNVISITED ]] 

'Qijih- 

( ( — movenum ) ) # Decrement move count, 

echo "RAN OUT OF SQUARES! ! ! " #+ since previous one was r$p£ij&id. 

return $FAIL 



board [square] =$movenum 

currpos=$square # Update current position* 

( (valid_moves++) ) ; # moves [ 0 ] =$valid_moves 

aapos=$ (to_algebraic $square) 
echo -n "$aapos " 

test $(( $Moves % $LINELEN )) -eq 0 && echo 

# Pffa^t LINELEN=21 moves per Brae. A valid tour shows 3 cdifSp^Lete lines, 
return $valid_moves # Found a square to move to! 

91 



do_move_stupid ( ) # Dingbat algorithm, 

{ #+ courtesy of script author, *not* Warnsdorff. 

local val.i d_r.oves : C 
local rr.ov.l oc 
local square idc 
local aapos 
[jocal cposldc="$l" 

fob: movloC: in { 1 . . 8 } 

do # Move to first-found unvisited square, 

let "squaro loc = $cpos ! oc t S { roves [.sid.V 1 oc ; } " 
is_on_board $squarelOc 

_,>,§§ [ $? -eq $ SUCCESS ] && [ ${ board l squarelcsej J -eq $8&tlS¥mt 



Appendix A. Contributed Scripts 



736 





Advanced Bash-Scripting Guide 



then # Add conditions to above if-test to improve algorithm. 

( ( ++moveriam ) ) 
board [ squareloc] =$ttiqyenum 

Currpos=$squareloc # Update current pcs i t i'On . 

( (valid_moves++) ) ; # moves [ 0 ] =$valid_moves 

aapcs-S (tq_algebra:ie $squareloc) 
echo -n "$aapos " 

test $(( $Moves % $LINELEN )) -eq 0 && echo # PjffSgjjfc-. '$$. moves/line, 
return $valid_moves # Found a square to move to! 

ISSife 

return $FAIL 

# If at® square 8 loop iterisfc'i^s , 

#+ then Knight's Tour attempt ends in failure. 

# Dingbat algorithm will typically fail after about 30 - 40 moves, 

#+ but executes _much_ faster than Warnsdorff's dajfiKjve ( ) function. 



decide_move () # Which move will we make? 

{ # But, fails on startpos=37 ! ! ! 

for mov in {1. .8} 
do 

"squarel = $currposl + $ {moves [mov] } " 

.-,4^©n_jD o a rd: ; . § s qua r el 

if [[ $? -eq $SUCCESS && $ {board [squarel] } -eq $UNVISITED jf| 
then # Find accessible square wii^;'.',leag%. [possible future moves. 

# This is Warnsdorff's algorithm. 

# What happens j,s that the kr. icht wanders toward the outer: edge 
#+ of the board, then pretty -iftuch spirals inward. 

# Given two or more possible moves with same va~luet#|f 

#+ least-possible-future-moves, this implementation chooses 
#+ the _fiitht_ Of those moves . 

# This means that there is not necessarily a unique solution 
#+ fpf any given starting position. 

possible_moves $square|jjUI 

p_rr.oves [mov] =$mpm 

[ $mpm -It S 1 min 

iwin=$mpm 



} 



decide_move_patched () # Decide which move to make, 

{ # aaaaaaa §+ but only if startpos=3’^" 1 ^! ! G 

for mov in |1. .8} 
do 

.[feet "squarel = $currposl + $ {moves [mov] } " 
is_on_board $squarel 

If [[ $? -eq $ SUCCESS && $ {board [squarel] } -eq $UNVISITED ]] 



] # Jji;' .less than previous minimum ... 

# Update mi||jptum, 

# Save index. 
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possible_moves $squa$ggfc 
p_moves [mov] =$mpm 

[ $mpm -le $lmin ] # lfp2fless-than-or equal to prev. 

jipj4i|=$mpm 
fi 



done # There has to be a better way to do this. 



possible_moves () # Caleu late number of possible moves, 

{ #+ given the current position. 

if [ -z i 

|:hen 

return $FAIL 

' 

local! curr_pos-$‘. 
local valid_movl=0 
local ie£=i; 
local | idVi 
local sq 

declare -a movesloc 

roves 1 oc^ ( $ (generate_moves $curr_pos) ) 

for movl in { 1 . . 8 } 
do 

Jlgfe. "sq = $curr_pos + $ {(ndyesloc [movl ] } " 

J:s_or._board Ssq 

if [ $? -eq $SUCCESS ] && [ ${board[sq]} -eq $UNVISITED ] 
then 

( (valid_movl++) ) ; 

I -^i 

return $valid_movl # Found a square to move to! 

} ■ 



strategy () 

■ 

echo 

if [ -n "$STUPr3" ] 

■ 

for Moves in {1..63} 
do 

cposl=$l 

moves=( $ (generatejnoves $currpos) ) 
do_move_stupid "$currpos" 

■:lf [ $? -eq SFATL ] 

' ” r ‘f ablate 
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# Don't need an "else" clause here, 

#+ because Stupid Strategy will -always |3sil and exit! 
for Moves in {1..63} 
do 

cposl=$l 

nSfO veu-( $ (generate_jnoves $ida.#rpos) ) 
do_move "$currpos" 

'■If [ $? -eq $FAIL ] 

fi 

# Could have condensed above two do-loops>.ip,%fe a Single one, 
echo #+ but this would have,-- gjowed execution. 

print_board 

echo "Knight's Tour ends dh: $ (to_algebraic $currpos) [square #$currpos] . 
return $3UCCKSS 



debug ( ) 

{ # Enable this by setting DEBUG=1 near beginning of Scifipt . 

echo " At move r. umbo r $movenum:" 
echo " *** possible moves = $mpm ***" 

# echo "### square = $ square ###" 
echo "lmin = $lmin" 
echo " $ { mo ve s [ 0 ] } " 

fot n ^{1. .8} 
do 

echo -n " ( $n) : $ {p_moves [n] 

echo "iex = $iex :: moves[iex] = $ {moves [iex] } " 
echo "square = $square" 

} # Gives pretty complete status after ea. move. 



# =============================================================== # 

# int main ( ) 

Erom_algebr-Sii^ "$1" 
startpos=$? 

[ "Ssrartpcs" -eq " $FAIL" ] # Okay even if ho $1. 

then # aaaaaaaaaaa Okay even if input -It 0. 

echo "No stahtlhg* square specified (oh illegal- input) . " 
let "startpos = $ RANDOM % $SQUARES" #0-63 permissable range. 
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if [ " $ 2 " = "stupid" ] 
then 

STUP ID=1 

echo -tt '' ### Stupid Strategy ###" 

else 

STUP ID= ' ' 

echo -n " *** Warnsdorff's Algorithm ***" 



initialize_board 
mover, urn v 

board [ st^s^fcpos ] =$movenum # Mark each board square move nuflider. 

currpos=$startpos 

algpos=$ (to_alqebraic Ssra-rtpcs) 

echo; "Starting- f^otff $algpos [square #$startpos] echo 

echo -n "Moves : " 

strategy "$currpos" 
exit 0 # return 0; 

# j # End of main)) pseudo-function. 

# =============================================================== # 



# Exercises: 

# 

# 

# 1) Extend this example to a 10 X- IQ board of>larger. 

# 2) Improve the "stupid strategy” by modifying the 

# do_mcve_stup i a function.. 

# Hint: Prevent straying into corner squares in early moves 

# (the exact opposite r#|. : 'Warnsdorff 1 s algorithm!). 

# 3) This script could stand considerable improvement and 

# streamlining, especially i3j:'j|he poorly-wjjgfijgten 

# generate_moves ( ) function 

# and in the DECIDE-MOVE patyit'Jfih; the do_mbve() 

# Must figure out why standard algorithm fails for startpos=37 . . . 

#+ but _not^ QhV|fiy othSr,/ including symmetrical startpos=26. 

# Possibly, when calculating possible moves, counts the move back 

#+ to the orj|i|yi#.ting square. fjf: sd> : it might be a relatively easy- fix. 



Example A-46. Magic Squares 



# ! /bin/bash 

# msquare.sh 

# Magic Square generator (odd-order squares only!) 

# Author : mendel cooper. 

# reldate: 19 Jan. 2009 

# License : Public 

# A C-program by the very talented Kwon Young Shin inspired this script. 

# http : / /user . cho 1 11 an . net/~br|ijt’ft-£Et'm/MagicSquare . him 

# Defibitipn : A "magi.©, square" is a two-dimensiqnai 'fctrhy 

# of integers in which all the rows, columns. 
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# and *long* diagonals add up to the same number. 

# He : ng "square, Hhe array has the same number 

# of rows and columns. That number is the "order." 

# An example of a magic square order 3 is : 

# 8 16 

# 3 5 7 

# 4 9 2 

# All the rows, dSinmns , and the two long diagonals add ggKto 15. 



# Globals 
EVEN=2 

MAXSIZE=31 # 31 rows x 31 cols. 

E_usage=90 # Invqeatiqp error, 

d i mens : cn^ 
declare -i square 

u s a q e_m e s s a q e ( ) 

9 

echo "Usage: $0 order" 

echo " ... where \"order\" (square size) is an ODD' integer" 

e-cho " the range 3 - 31." 

# Actually works for squares up to ordey- tSSf, 

#+ but large squares wij.1 -SSfift 'display pretty-printed term window. 

# Try increasing MAXSIZE, above, 
exit $E_usage 



calcul ate () # Here's where the actual work gets done. 

{ 

llocal -row ecffs .'Index dJS&dj '.j k ce;l.l ii jfal=l 
dimension=$l 

let "dimadj = $dimension * 3"; let "dimadj /= 2" # x 1.5, then truncate. 

for ( ( j =0 ; j < dimension; j++) ) 
do 

for ( (k=Q; k < dimension; k++) ) 

do # Calculate v |i|jsiices, then • to 1-dim., achray index. 

# Bash doesn't support multidimensional arrays. Pity, 
let "col = $k S j + $dimadj"j let "col %= Sdimensicn" 
let "row = * 2 - $k + $ dimenS '"row %= $dimension" 

let "index = $row* ($d!mems£,on) + $col" 
square [ $index] =cell_val; ( (cell_val++) ) 

} # Plait#:- math, visualizati|fi# not required. 



print_square () # Output square, .jbne row at a time. 

{ 

local row col idx dl 

let "d ffjy $dimensiofi. - ©£ # Adjust for zej^peindexed g$pay. 

99 ih §(seq 0 $dl) 
do 

for col in $(seq 0 $dl) 
do 

let "idx = $row * $dimension + $cfi^ 
prjjjMpf "%3d " "${ square [idx] }" ; epfep -n: " " 
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done # Displays up topsth order neatly in 80-column term window, 
echo # Newline after each row. 



################################################# 
if [ [ -z "$1" ]] || [[ "$1" -gt $MAXSIZE ]] 

usage_message 



let "test_even = $1 % $EVEN" 
if [ $test_even -eq '$.''3 

then # Can't handle even-order squares. 

usage_message 



calfca^ate $1 

print_square # echo "${ square [ 0 ]} " § DEBUG 

exit $? 

################################################# 



# Exercises: 

# 

# 1) Add a function to calculate the sum of each row, ddlumn, 

# and: Wiiong* diagonal. The sufis must match . 

# This is the "magic constant" of that particular order square. 

# 2) Have' the ip'talSJ^square fsfg^ibn auto-calcui ace how much space 

# to allot between square elements for optimized display. 

# This might require parameterizing the "pfejjSt.f" line. 

# 3) Add appropriate functions for generating magic squares 

# with an. ‘even* numberr-ipi?- jjows/ columns . 

# This is non-trivial ( ! ) . 

# See the URL for Kwon Young Shin, above, for help. 



Example A-47. Fifteen Puzzle 



# ! /bin/bash 
# fifteen. sh 



# Classic "Fifteen Puzzle" 

# Author: Antonio Macchi 

# Lightly edited and commented by ABS Guide author. 

# Used in ABS ®fc£de with permission. (Thanks!) 

# Th# ipyehtion of the Fifteen Pu^J.# is, i^ifputed to either 
#+ Sam Loyd Or Noyes Paiitteje Chapman. 

# The puzzle was Wildly popular in the late 19th-century . 



# Object: Rearrange the numbers so they read 

#+ from 1 

# |1 2 3 4| 

# I if? 6 ''8| 

# I 9 | 

# I 13 14 15 I 

# 
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####################### 
# Constants # 

SQUARES=1 6 # 

FAIL=7$ # 

E_PREMATURE_EXIT-80 # 

####################### 



######## 

# Data # 

######## 

Puzzle= ( 1 2 3 4 5 6 7 8 9 1© .11 life '14 15 " " ) 



############# 

# Emotions # 

############# 

function swap 

{ 

local tmp 
tmp=$ {PuzzletS’&I'-V 

Puzzle [$l]=${Puzzle[$2] } 
Puzzle [$2]=$tmp 

} 



function Jumble 

{ # SbrgalbSe the pieces at beginning of round, 
local i posl pos2 

for i in { 1 . . 10#.| 
do 

posl— $ ( ( $ RANDOM % $SQUARES) ) 
pos2=$ ( ( $ RANDOM % $ SQUARES ) ) 
swap $posl $pos2 



f.ur.ct i on PrKiSjlPuzzle 

{ 

local ipuzpos 

puzpos=0 

clear 

echo "Enter quit to exit."; echo # Better that than Ctl-C. 

echo ", . . . . " # Top border . 

for il in {1. .4} 
dd 

for i2 in {1. .4} 
do. 

printf "| %2s " "${ Puzzle [ $puzpos ]} " 

( ( puzpos++ ) ) 

echo # Right-side border. 

test $il = 4 | | echo "+ + + + +" 

done 
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echo "' ' ' ' # Bottom border. 

9 ■ 



function GetNum 
{ # Test for v^ad i;»|5i!it . 
local puznum garbage 

do * 

echo "Moves: $moves" # Also counts invalid moves, 
read -p "Number to move: " pjzhum garbage 

if [ " $puznum" = "quit" ]; then echo; exit $ E_P REMATURE_EX IT; fi 
test -z "$puznum" -o -n "$ {pudlispl// [ 0-9 ] / } " && continue 
test $puznum -gt 0 -a $puznum -It $SQUARES && break 
acne 

return $puznum 

mm 



function GetPosFromNum 
{ # $1 = puzzle-number 
local puzpos 

for puzpos in { 0 . 
do 

test "$ {Puzzle [$puzpos] } " = "$1" && break 
done 

return $puzpos 



function Move 
{ # Sl-Puzzi e-pcs 

test $1 -gt 3 && test "$ {Puzzle [$( ( $1 - 4 ))]}" = " «\ 

&& swap: j$lt $(( $1 - 4 )) && return 0 
test $(( $1%4 )) -ne 3 && test "$ {Puzzle [$( ( $1 + 1 ))]}" = " "V 
&& swap $1 $(( $1 + 1 )) && return 0 
test $1 -It 12 && test "$ {Puz.ije [$ ( ( $1 i 4 ))]}" = " "V 
&& swap: $ ( ( $1 + 4 ) ) && return 0 

test $(( $1%4 )) -ne 0 && test "$ {Puzzle [$( ( $1 - 1 ))]}" = " " &&\. 

swap $1 $ ( ( W||' ) ) && return 0 

return 1 

$C : "* 

function Solved 

{ ■ 

local pos 

for pos in { 0 . . 14 } 

■db: 

test "$ {Puzzle [$pos] } " = $(( $pos + 1 )) || return $FAIL 

# Check whethd* numbej^fti each square = square number. 

return, o # -gadcessfui soluble®. 



################### MAIN () #######################{ 

moves-C 

Jumble 
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while- -title # Loop continuously un.tili- 'puzzle solved, 
do 

echo; echo 
PrintPuzzle 
echo 

do ' 

GetNum 

puznum=$? 

GetPosFromNum $puznum 
puzpos=$? 

( (moves++) ) 

Move $puzpos && break 

Solved && break 
done 

echo; echo 
lifjSintP u z z le 

echo; echo "BRAVO!"; echo 
exit 0 

###################################################} 

# Exercise : 

# 

# Rewrite the sdSalpt be display the letters A - 0, 

#+ rather than the numbers 1-15. 



Example A-48. The Towers of Hanoi, graphic version 



# ! /bin/bash 

# The Towers Of Hanoi 

# Original (hanoi.bash) copyright (C) 2000 Amit- Singh. 

# All Rights Reserved. 

# http://hattbli.kernelthread.com 

# hanoi2.bash 

# Version 2.00: modded for ASCII-graphic display. 

# Version 2.01: fixed no command-! ir.e pa ram bug. 

# Uses code contributed by Antonio Macchi, 

#+ with heavy editing by ABS Guide a u the r . 

# This variant falls under the original copyright, see above. 

# Used ^pABS Guide wfijfc Amit Singh's permission (thanks ! ) . 



### Variables && sanity check ### 

E_NOPARAM=8 6 

E_B AD P ARAM= 8 7 # Illegal no. s^kdisks passed to script. 

E_NOEXIT=88 

DISKS=$ { 1 : -$E_NOPARAM} # Must specify how many disks. 

Moves 0 

MWIDTH=7 

MARGIN=2 

# Arbitrary "mag ±~C*' constants; work okay for relatively small # of disks. 

# BASEWIDTH=51 # Original code. 
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Mb "basewidth = $MWIDTH * $DISKS + $ MARGIN" # "Base" beneath rods. 

# Above "algorithm" could eljSskely 1 Stigl^a.'i^^rovement . 

### Display variables ### 
let "disksl = $DISKS - 1" 
let "spacesl = $DISKS" 
lift "spaces2 = 2 * $DISKS" 

Mt "lastmove_|S = $DISKS - 1" # Final move? 



declare -a Rodl Rod2 Rod3 
### ######################### ### 



function repeat { # $l=char $2=number of repetitions 

local; *:'•> # Repeat-pr^| a charasiiKr. 

for (( n=0; n<$2; )); do 

echo -n "$1" 
done 



function FromRod 1 

ImS rod summit weight sequence 

while true; do 
rod=$l 

test $ ; rod/ | A 123 ; / } || continue 

sequence=$ (echo $ (seq 0 Sdisksl H u ftac) ) 
for summit in $sequence; do 

eval weight=\$ {Rod$ {rod} [$summit] } 
test $weight -Sfe 0 && 

{ echo "$rod $weight"; return; } 



tllnctiort ToRod { # $l=previous (FromRod) weight 
local rod firstfree weight sequence 

while true; do 
xod=$2 

test ${rod/ [ A 123] } || cor.L : nue 

sequence=$ (echo $ (seq 0 $disksl | tac) ) 
for first free in $ sequence; do 

eval weight=\$ {Rod$ {rod} [ $f irstf reel .} 
test $weight -gt 0 && { ( ( firstfree++ ) ) ; break; } 

done 

test $ weight -gt $1 -o $jj|fo§st£ree - 6 '&& 

{ echo "$rod $firstfree"; return; } 



SijhctiSiS P rintRods { 

local disk rod empty fill sp sequence 
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repeat " " $spacesfS 
repeat " " $spaces2 
repeat " " $spaces2 

sequence=$ (echo S (seq -3 Sd : sksl | tac) ) 
for disk S^sequence; do 
for rod in { 1 . . 3 } ; do 

eva^ ©iflgsty^ ( ( $DISKS - (Rod${rod} [$disk] t %) )) 

eval f ill=\$ { Rod$ { rod} [$disk] } 
repeat " " $empty 

test $fill -gt 0 && repeat "*" $fill | | echo -n " | " 
repeat " " $empty 

repeat "=" $basewidth # f^sgait, "base" beneath rods . 



d i sp ; ay () 

{ 

PrintRods 

# Get rod-number, summit and weight 
first=( 'FromRod $1' ) 

eval Rod$ifarst [ 0 ] } [ $ { f iSpSt [ 1 ] } ] =0 

# Get rod-number afi : d{^^tst-f ree position 
second= ( ' ToRod ${first[2]} $2' ) 

eval Rod${ second [0] } [$ { secondtljl } ]=${fifrjst [2] } 



echo; echo; echo 

Ijjf- [ "$ (Rod3 [lastmove_t] } " = 1 ] 

then # Last move? If yes, then display final position, 
echo "+ Filial Position: $Moves moves"; echo 
PrintRods 

■fit • 



# From here down,: 4fS!dst the same as i^iginal (hanoi.bash) sttipt. 
ddh-aSpiO { # Recall v©' . 

'* 0) 



dohanoi "$(($1-1))" $2 $4 $3 
■|l§§ t "$Moves" -ne 0 ] 

echo "+ Position after move $Moves" 
fi 

( (Moves++) ) 

echo -n " Next move will be: " 

echo $2 >" $3 
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display $2 $3 

dohar.c: "$(($1-1))" $4 $3 $2 



setup_arrays () 

{ 

oca ! dim ri elem 

'.let "diml = $1 - 1" 
elem=$diml 

for n in $(seq 0 $diml) 
do 

let "Rodl [$elem] = 2 * $n + 1’ 
Rod2 [ $n] =0 
Rod3 | S n ( — G 
( (o ! cm — ) I 



### Main ### 

setup_arrays $DISKS 

echo; echo ■"+ Start Posit lor." 

case $# I#, 

rlj case $ ( ($1>0) ) in # Must have at; .feast one disk. 

1) 

disks=$l 

dohanoi $1- 1 3 2 

# Total moves = 2 A n - 1, where R > number of disks, 

echo 
exit 0; 



echo "$0: J.T.'l ega 1 value fo : r number of disks"; 
exit $E_BADPARAM; 

esac 



echo "usage: $0 N" 

echo " Where the. humber ■■<>,{ disks." 

exit $E_NOPARAM; 

esac 

exit $E_NOEXIT # Shouldn't exit here. 

# Note: 

# Redirect sstfeh output to a file, otherwise it. scrolls -Off display. 



Example A-49. The Towers of Hanoi, alternate graphic version 
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funct i on ToRod { # $l=previous (F rom.Rod) weight 
local rod firstfree weight sequence 

while true; do 
rgd='$ 2 

test $ { rod/ | A 1 23 ; ( || continue 

sequence=$ (echo $ (seq 0 $disksl | tac) ) 

^^’’•Iw^stfree in $ sequence; do 

eval weight=\$ {Rod$ {rod} [ $f irstf refej j 
test $weight -gt 0 && { ( ( firstfree++ ) ) ; break; } 

done 

test $weight -gt $1 -o $jfl§tstfree = 0 && 

{ echo "$rod $firstfree"; return; } 



ftthc! idn PrintRcds { 

local disk rod empty fill sp sequence 

tout cup S 0 

repeat " " Sspacesj; 

repeat " " $spaces2 

repeat " " $spaces2 

sequence=$ (echo $ (seq 0 $di'i;J^^.j I tac)) 
for disk in $sequence; do 

.for rod 111 SB . . 3 } ; do 

eval empty- $ ( ( $DISKS - (Rod${rod} [$disk] / 2) )) 
evfcJL ^|l=\${Rod${rod} [$disk] } 
repeat " " $empty 

test -gt 0 && repeat "*" I I echo -n "|" 

repeat " " $empty 

repeat "=" $basewidth # Print "base" beneath rods. 



display () 

{ 

echo 

PrintRods 

# Get rod-number, summit and weight 
Aftlfljl ( ' FromRod $1' ) 

eval Rod$ { first [ 0 ] } [ $ { first [ 1 ] } | -0 

# Get rod-number and first-free position 
second= ( 'ToRod S { first | 2 | } $2' ) 
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eval Rod${ second [0] } [${ second [1] }]=${ first [2] } 



[ "$ (Rod3 [lastmove_t] } " 1 

then # Last move? If yes, then display final position.,, 
tput cup 0 0 

echo; echo "+ Final Position: $Moves moves" 

iMSjitRods 



sleep $DELAY 

} 

# From here down,; - t the same as •j^^.^xial (hanoi . bash) 

dohar.c ; ( ) { # Recursive . 

• 0) 



dohanoi "$(($1-1))" $2 $4 $3 
"$Moves" -ne 0 ] 

£put istlp 0 0 

echo; echo "+ Position, after move $Moves" 
fi 

( (Moves++) ) 

echo -n " Next move will be : " 

echo $2 >" $3 

display $2 $3 

dohanoi "$(($1-1))" $4 $3 $2 

} 



setup_arrays ( ) 

{ 

local dim n elem 

j_et "diml = $1 - 1" 
elem=$diml 

for n in $(seq 0 $diml) 
do 

let "Rodl [$elem] = 2 * $n + 1" 
Rod2 [ $n] =0 
Rod3 [$n]w|' 

( (o'. cm — ) ) 



### Main ### 

trap "tput cnorm" 0 

tput eivffg;- 

clear 

setup_arrays $DISKS 
tput cup 0 0 

echo; ecjj^i "+ Start Position" 



scfipt . 
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case $# in • . 

*0 case $ ( ($1>0) ) in # Must have at least one disk. 

1) 

disks=$l 
dohanoi $1 1 

# Total moves = 2^n - 1, where it s= # of disks, 

echo 
exit '0p 



echo "$0: "illegal value for number of disks"; 
exit $E_BADPARAM; 

esac 



echo "usage: $0 N" 

echo " Where \"N\" is the number of disks." 

e«#t $E_NOPARAM; 

esac 

exit $E_NOEXIT # Shouldn't exit here. 

# Exercise: 

# 

# There is a irdn bug ill the Script that causes the display of 
#+ the next-to-last move to be skipped. 

#+ Fix:- this. 



Example A-50. An alternate version of the getont-simnle.sh script 



# ! /bin /bash 

# UseGetOpt . sh 

# Author: Peggy Russell <prusselltechgroup0gmail . com> 

UseGetOpt () { 

declare : npuuOpt : dbs 
declare -r E_OPTERR=85 
declare -r £>criptName=$ { 0##*/ } 
declare -r ShortOpts="adf : hlt-S' 

declare -r LangOpts="aoption, debug^fle : , help, log, test" 
DoSoitething () { 

echo "The function name is ' $ { FUNCNAME } ' " 

# Recall that $ FUNCNAME is arj [ .,iihte^^l variable 
#+ holding the name of the function it is in. 

} 

•input Opt islis=$ (getojit -^o "${S&ott(3pts} " — long \ 

"$ {LongOpts } " — name ”$ { ScriptName } " — "${0}") 

if [[ ($? -ne 0) || ($# -eq 0) ]]; then 

echo "Usage: $ ; Scr.: puXame } [-dhlt] {OPTION...}" 
exit $E_OPTERR 

■fH | ’ 

eval set — "$ {inputOptions } " 
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# Only for educational purposes. Can be removed. 

# 

echo "++ Test: Number of arguments: [$#] " 

echo- ' ++ Test: Looping through 
for a in "$0"; do 
echo " ++ [$a]" 

# 

wh Me. true; do 
case "${1}" in 

— aoption | -a) # Argument found, 

echo "Option [$1]" 



— debug | -d) # Enable>*J|||f ormatjJiSnal messages, 

echo "Option [$1] Debugging enabled" 



— £A|:e | -f) # Checker optional argument. 

case "$2" in #+ Double colon is optional argument. 
" " ) # Not there . 

echo "Option | SI ; Use defaults- 



*) # Got it 

echo "Optio||- :j$l] Using input [$2] " 
shift 



DoSdmething 



— log | -1) # Enable Logging. 

echo "Option [$1] Logging enabled" 



-test I -t) # Enable testing, 
echo "Option [$1] Testing enabled" 



-help | -h) 

echo "Option [$1] Display help" 
break 



-) # Done! $# is argument number for " — ", $@ is " — " 

echo "Option [$1] Dash Dash" 
break 



echo "Major internal error!" 
exit 8 



echo "Number of arguments: [$#]" 
shift 
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-^anffc 

# Only for educational purposes. Can be removed. 

# 

echo "++ Test: Number of arguments after \" — \" is [$#] They are: [$6]" 

echo s' ++ Test: Looping through 

for a in do 

echo " ++ [$a]" 

# 



t=„' 

################################### m a|l|j ######################## 

# If you remove "function UseGetOpt () {" and corresponding 

#+ you can uncomment the "exit ; 0" iJ'Se below, and invoke this script 
#+ with the various options from the command-line. 

# 

# exit 0 



echo "Test 1" 

UseGetOpt -f myfile one "two threesR^ijK^ 

echo; echo "Test 
UseGetOpt -h 



echo; echo "Test 3 - Short Options" 
UseGetOpt -adlifemyf Mp anothefjSfile 



echo; echo "Test At - Long Opt.i pns " 

UseGetOpt — aoption — debug — log; — test — file myfij/e anotherfile 






Example A-51. The version of the UseGetOpt.sh example used in the Tab Expansion appendix 



#! /bin/bash 

# UseGetOpt-2 . six 

# Modified version of the sigsBlpt for: illustrating tab-expansion 
#+ Of command-line options. 

# See the "Introduction to Tab Expansion" appendix. 

# Possible options : -a -d -f -it it -h 

#+ — aoption, — debug — file — log — test — help — 

# Author of original script: Peggy Russell <prusselltechgroup@gmail . com> 



# UseGetOpt () { 

declare inputOptiortS 
declare -r E_OPTERR=85 
declare -r ScriptName=$ { 0##*/ } 
declare -r ShortOpts="adf 

declare -r LongOpts="aoption, debug, file :, help, log, test " 
DoSOMpthing () { 

echo "The Astfditl-On name ' $ { FUNCNAME } 1 " 



inputOptlons=$ (getopt -0 "${ Short Opts } " — long \ 
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"${LongOpts} " — narrf^ " $ { ScriptName } " — "${@}") 

if [[ ($? -ne 0) || ($# -eq 0) ]]; then 

echo "Usage: $ • ScriptName ) [-dhlt] {OPTION...}" 
exit $E_OPTERR 



eval set — "${ ihpijf Options} " 



while true; do 

case "${!}" . 

— aoption | -a) 
echo "Option 



# Argument found. 
[$ 1 ]" 



— debug | -d) 
echo "Option 



# Enable informational messages. 
[ $ 1 ] Debuqq Ing enabled" 



— file | -f) # Check for optional argument. 

case "$2" li'n #+ ’Soiible colon is opt ion'al argument. 

"") # Not there. 

echo "Option [ $ 1 ] Use de fa^Xi " 
shift 



*) # Got IS 

echo "Option- |$1] Using input [$2] " 
SiEifij.' 



D o SsSaetfi ing 



— log | -1) # Enable Logging. 

echo "Option [ $ 1 ] Logging enabled" 



-test | -t) # Enable testing, 
echo "Option [$1] Testing enabled" 



-help | -§| 

echo "Option | $1 I ’display help" 



-) # Done! $# is argument number for " — ", S3 is " — " 

echo "Option [ $ 1 ] Dash Dash" 
break 



echo "Major internal error!" 



echo "Number of arguments: [$#]" 

shift 
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done 
shift 
# } 



Example A-52. Cycling through all the possible color backgrounds 



#! /bin/bash 

# show-all-colors . sh 

# Displays all 256 possible background colors, using AKSI escape sequences. 

# Author: Chetankumar Phulpagare 

# Used in ABS {Sslide pertoii^sion . 

T3-8 
ff-3^6 
;ffr36 
of f set=0 

for nural in { 0 , . 7 } 
do { 

for num2 in {0,1} 
do { 

shownum=' echo "$offset + $T1 * ${num2} + $numl" | be' 
e^|$ -en " \E [ 0 ; 48; 5; ${ shownum}® coliii' ${ shownum} \E[0m" 

} 

} 

of f set=16 

|4«?r numl in { 0 . . 5 } 
do { 

for { 0 . . 5 } 

do { 

for AudiS 0 . . 5 } 

do { 

shownum=' eci|j$.: "$of fset + $T2 * ${nu®3} \ 

+ $num2 + $T3. * ${numl}" | be' 

echo -en "\E [ 0; 48; 5; $ { shpw ; nuiri}m cciidi ${ shownum} \E[0m" 

} 

} 

} .... 

offset=232 

f-’gr numl in { 0 . . 2 3 } 

do { 

s h own urn - ' e x p r $of £set + $numl' 

echo -en "\E [ 0; 48; 5; $ { shownumjra ${ shownum} \E [ 0m" 

} {§ 
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Example A-53. Morse Code Practice 



#! /bin/bash 

# sam.sh, v. ,01a 

# Still Another Morse (code training script) 

# With profuse apologies to Sam (F.B.) Morse. 

# Author: Mendel Cooper 

# License: GPL3 

# Reldate : 05/25/11 

# Morse code training script. 

# Converts arguments to audible dots and dashes. 

# Note: lowercase input only at this time. 



# Get the wav files from the source tarball: 

# http : / /bash, deta . in/ abs-jjrtide -latest . tar .bz2 
DOT= ' soundf ijsss/ dot .wav' 

DASH= lies /dash . wav ' 

# Maybe move soundfiles to /ksr$£&cal/sounds? 

T,E _ TER3PACE-300QC0 # Microseconds. 

WORD SP ACE= 9 80000 

# Nice and slow, for beginners. Maybe 5 wpm? 

EXIT_MSG="May the Morse be with you!" 
E_NOARGS=75 # No command-line args? 



declare -A morse # Associative array! 

ijprse [a] ="dot; dash" 

pSIfse [b] ="dash; dot; dot; dot" 

JSOspse [c] ="dash; dot; dash; dot" 
morse | d | "dash; dot,; dot" 
p||-se[e]="dot" 

morse | : ] -"dot; dot; dash; dot" 
jgffse [g] ="dash; dash; dot" 
aoTse [h] ="dot; dot; dot; dot" 
l^se [i] ="dot; dot;" 
morse [ j ] ="dot; dash; dash; dash" 

[k] ="dash; dot; dash" 
jpairse [1] ="dot; dash; dot; dot" 

I^Sfrse [m] ="dash; dash" 

#t!0rse [n] ="dash; dot" 
jtOSCse [o] ="dash; dash; dash" 
morse | p | -"dot; dash; dash; dot" 
tjprse [q] ="dash; dash; dot; dash" 
morse | r | -"dot; dash; dot" 

Jlirse [s] ="dot; dot; dot" 
morse [t] ="dash" 

$$gfc|se[u]="dot; dot; dash" 
morse | v | --"dot; dot; dot; dash” 

S^pse [w] ="dot; dash; dash" 
morse [x] ="dash; dot; dot; dash" 

Pp#se [y ] ="dash; dot; dash; dash" 
morse [ z ] ="dash; dash; dot; dot" 

||pfse [ 0 ] ="dash; dash; dash; dash; dash" 
mOrse [ 1 ] ="dot; dash; dash; dash; dash*- 
ffiaSrse [2 ] ="dot; dot; dash; dash; dash" 
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Htir.se [3] ="dot; dot; dot; dash; dash" 
lijgfse [4 ] ="dot; dot; dpt; dot; dash" 

Horse [5] ="dot; dot; dot; dot; dot" 
ljji©:se[6]="dash; daf; dot; dot; dot" 

Sparse [7 ]="dash; dash; dot; dot; dot" 

SBprse [ 8 ] ="dash; dash; dash; dot" 

[9] ="dash; dash; dash; dash; dot" 

# The following must be escaped or 'quoted, 
morse | 7 | -"dot; dot; dash; dash; dot; dot" 
Mfrse [ . ] ="dot; dash; dot; dash; dot; dash" 
Hdrse [ , ] ="dash; dash; dot; dot; dash; dash" 
pH&:se [ / ] ="dash; dot; dot; dash; dot" 
morse |\3{ "dot; dash; dash; dot; dash; dot" 



# ====================================== # 

play_letter () 

{ 

eval $ {morse [$1] } # Play dots, dashes from appropriate sound fj les . 



# Why is 'eval' necessary Jj&re?- 

usleep $LETTERSPACE # Pause iff between letters. 



extraet^_i$tters () 

{ 

local pos~b 
{local len=l 
strlen=$ { #1 } 

while [ $pos -It $strlen ] 
do 

' *■ ®pt'ter=$ { 1 : pos : len } 

# aaaaaaaaaaaa see chapter 10.1. 

play_lettet $letter 

echo -n # Mark letter jSifc played. 

( (pos++) ) 



######### Play the pounds ############ 
dot ( ) { aplay " SOOT " £&>/dev/null; } 

dash() { aplay " $DASH" 2&>/dev/null; } 
###################################### 

$$&_args ( ) 

{ 

declare -a usage 

usage=( $0 wordl word2 ... ) 

echo "Usage:"; echo 
echo $ {usage [*] } 
for index in 0 1 2 3 
do 

extract_letters $ {usage [index] } 
usleep $ WORD SPACE 

echo -n " " # Print space between words. 

# echo "Usage: $0 word! word2 ... " 
echo; eijgfs^ 



# infc triainO 



# Slice string apart, letter by letter. 

# Starting at left end of string. 

# One lette#'-$t a time. 
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# { 

clear # Clear the terminal screen, 

echo " SAM" 

echo "Still Another Morse code trainer" 
echo " Author: Mendel Cooper" 
echo; echo; 

if [ -z "$1" ] 

no_args 

echo; echo; %.0ho "$EXIT_MSG"; echo 
exit $E_NOARGS 



echo; echh "$*" # text that wijfcj. be played. 

t -z "$i" ] 

do 

ex trhct_: otters $1 

shift # On to next word. 

usleep $ WORD SPACE 

echo -n " " # Print space between words, 

done 

echo; echo; echo "$EXIT_MSG"; echo 

exit. 0 

# !• 

# Exercises: 

# 

# 1) Have the Script accept either lowercase or uppercase words 

#+ as arguments. .Hint : Use 'tr' . . . 

# 2) Have the script optionally accept input from a text 

Example A-54. Base64 encoding/decoding 

#! /bin/bash 

# base64.sh: Bash implementation pi Base64 encoding and decoding. 

# 

# Copyright (c) 2011 vladz <vladz@devzero . f r> 

# Used in ABSG with permission (thanks!) . 

# 

# Encode or decode original Base64 (and also Base64url) 

#+ from STDIN 4®. STDOUT. 

# 

# Usage: 

# 

# Encode 

# $ ./base64.sh < binary-file > binary-file . base64 

# Decode 

# $ ./base64.sh -d < binary-file .base64 > binary-file 

# 

# Reference: 

# 

# [1] RFC4648 - "The Basel6, Base32, and Base64 Data Encoding: 

# http : / /tools . ietf . org/html/ff c4 64 8# section-5 



# The base64_charset [ ] array contains entire base64 charset. 



Appendix A. Contributed Scripts 






Advanced Bash-Scripting Guide 



# and additionally the character "=" . . . 
base64_cbarset= ( {A..Z} {a..z} {0..9} + / = ) 

# Nice illustration of brace expansion. 

# Uncomment the ### line below to use base64url encoding instead of 

#+ base64. 

### base64_charset= ( {A..Z} {a..z} { 0 - . 9 } - _ = ) 

# Output text width when encoding 

#+ (64; jf&aracters,, rjitili like openssl output) . xl 
text_width=64 

function display_base64_char { 

# Convert a 6*ffe£t number (between 0 and 63) into its Corresponding values 
#+ in Base64, then display the result with the specified text width. 

print# "$ {base64^dharset [$1] }" ; (( width++ )) 

(( width % text_width 0 )) && printf "\n" 

} 

fjjhctfoh encode_base64 ( 

# Encode three 8-bit hexadecimal codes into four 6-bit numbers. 

# We need two 1 oca 1 int array -variables: 

# c8[]: to store the codes of the 8-bit characters to encode 

# c6 [] : to store the 'Corresponding; encoded values;-^! 6-bifj 
declare -a -i c8 c6 



# Convert hexadecimal to decimal. 

c8= ( $(p|#tf "ibase=16; $ { 1 : 0 : 2 } 1 : 2 : 2 } \n$ { 1 : 4 : 2 } \»* | be) ) 

# Let's play With bitwise operators 
#+ (3x8-bit into 4x6-bits conversion) . 

(( ceiOf = c8 [ 0-j » 2 )) 

(( c6 [ 1] = ( (c8 [ 0 ] & 3) « 4) | (c8 [ 1 ] >> 4) )) 



# The following operations depend on 



case ${#c8[*] 
3) (( c6 [2] 
ftc6[3] 
2) (( c6 [2] 

(( ;c 6 [ 3 ] 
(( c6 [2] 



= ( (c8 [1] ifi|) « 2) | 

H- e8[2] & 63 )) ; ; 

= (c8 [ 1 ] & 15) « 2 )) 

= 64 ) ) ; ; 

= c6 [3] =64 ) ) ; ; 



the c8 element number . 
I (C8I.2J » 6) )) 






for char^»f $ { c 6 [ @ ] } ; do 

display_base64_char ${char) 



function decode_base64 { 

# Decode four base64 characters>|^teoi three hexadecimal ASCII characters. 

# c8[]: to store the codes of the 8-bit characters 

# c6 [] : to store the corresponding Base64 -#a4ues on 6-bit 
declare -a -i c8 c6 

# Find decimal val^-: corresponding to the current base64 character, 
for 'cuTrent_char in. i{l' 0 : 1} ${1:1:1} ${1:2:1} ${1:3:1}; do 

[ "$ {current_char } " = "=" ] && break 

pos ; L ; on=C 

while [ " $ { current_char } " != "$ {base64_charset [ $ {posifcioh} ] } " ]; do 
( ( position++ ) ) 
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e6=( ${c6 [*] } $ { posl^tEbn } 



# Let's play with bitwise operators 
#+ (4x8 -bit. .I.ftto 3x6-bits conversion) . 

(( c 8 [ 0 ] = (c6 [0] « 2) | (c6 [1] » 4) )) 



# The next operations depends 



3) 

4) 



$ { #c6 [ * ] } 
(( c8 [ 1 ] 
(( c8[2] 
(( c8 [ 1 ] 
(( c8 [2] 



= ( (c6 l i ] & 1 5)- 
= (c6 [2 ] & 3) « 
= ( <c6 [ x] & 

= ( (c6 [2 ] & 3) 



m the c6 elements 

« 4) | (c6 [2] » 

6 )); unset c8[2] 
« 4) | (c6 [2] » 

« 6) | c6[3] )) 



number . 
2 ) >) 

2 ) )) 






for char in ${c8[*]}; do 

printf "\x$ (priajfef "%x" ${ehar})" 

mSM 



# main () 

if [ "$1" = "-d" ]; then # decode 

# Reformat STDIN in pseudo 4x6-bit groups. 

todjjhent=$ (cat - I t - 1 -d "\n" | sed -r "s/(.(4})/\l /g") 

for Chars Sgt $ ( concent ) ; do decode_base64 S { chars ) ; done 



else 

# Make a hexdump of stdin and reformat in 3-byte groups. 
'•'4®;htent=$ (cat - | xxd -ps -u | sed -r ",S/ ( \w{ 6 } ) A1 /g" | 
tr -d "\n ") 

for chars in ${ content}; do encode_base64 ${ chars}; done: 



fi 



Example A-55. Inserting text in a file using sed 



#! /bin/bash 

# Prepends a string at specified line 
#+ in files with names ending in "sample" 

#+ the current working ftt-rec-t-ory . 

# 00 000000 0CQC0 0 0C0C0C 000000 000 00000 GO 

# "J^is script overwrites JSles ! 

# Be careful running it in a directory 
#+ where you have impor.fe;{|%'iPJ|Jes ! ! ! 

# OOOOOOOOSOOOOOOOOOOOOOOOO0OOOOOOOOOO 

# Create a coupi^,.'-pf files to operate da 

# ,01s ample 

# 02 sample 

# ... etc . 

# These files must Kpf be empty, else the prepend will net work. 

! i r.er.o^l # Append at line 1 (prepend) . 
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filespec="* sample 1 * # Filename pattern to operate on. 

string=$ (whoami) # Will set your username as string to insert. 

# It could JptjE. %s easily be any other 

|;J§^-, 7 ^ile in $filespec # Specify wht<Sf| j||Llei| tOlflter. 

dO# AAAAAAAAA 

sed -i ""$li|ieno"i "$string"" j^lle 

# AA -i option edits files in-place. 

# A Insert (I) command, 
echo ""$file” altered!" 

echo "Warning :s.^fg.les possibly clobbered!" 
exit 0 

# Exe#j|Ase : 

# Add error checking to this script. 

# It needs if badly. 



Example A-56. The Gronsfeld Cipher 



# ! /b .in /bash 

# gronsfeld. bash 

# License: GPL3 

# Reldate 06/23/ 11 



# This is jdt implementation of the Gronsfeld Cipher. 

# It's essentially a stripped-down variant Of th|£: 

#+ polyalphabetic Vigenere Tableau, but with only 10 alphabets. 

# The classic Gronsfeld has a numeric sequence as the key word, 

#+ but here we substitute a letter string, for ease of use. 

# Allegedly, this cipher was invented by the eponymous Count Gronsfeld 
#+ the 17th Century. %t was at one'.-lhi^ considered fb be unbreakable. 

# Note that this is ###not### a secure cipher by modern standards. 

# Global Variables # 

Enc_si|j|E|Lx— "2 937 9 " # Encrypted text output with §hA s 5-digifc suffix. 

# This functions as a decryption flag, 

#+ and when Used to generate passwords adds s©bti|g|ty. 
Def ault_key="gronsfeldk" 

# fOie bbhipt uses this, if key-|*j$t entered below 

# (at "Keychain”) . 

# Change the above two yaSUes/ipequently 
#+ for added security. 



GROUPLEN=:S # Output in groups 

a 1 pha 1 ( abcdcfgh i jk | mncpqrsLuvwxyz ) 



>f 5 letters, per traditii 



alpha2= ( {A. . Z } ) 

wraplen=26 
df lag= 

E_N 0 ARG S = 7 6 
DEBUG=77 

declare -a offsets 



Output in all caps, per tradition.. 

Use a.l pha2- ( {a..z} ) for password generator. 
Wrap around if past end of alphabet. 

Decrypt itfjpag (set if $Enc_suff lx present) . 

Missing command-line args? 

Debugging flag. 

This array holds the numeric shift values for 
■ encrypt ion/decrypt '.on. 



########Keychain######### 
key??- ### Put key here!!! 



Appendix A. Contributed Scripts 



762 






Advanced Bash-Scripting Guide 



4 1$ .characters ! 

######################### 



# Function 
: 0 

{ # Encrypt £>£ decrypt, depeja^lii?j' bn whether $dflag is set. 

# Why " : ()" as a function name? Just to prove that it can be done. 

local idx keydx mien offl shft 
.local plal^ext="$l" 
local rctlen=$ { #plaintext } 

for ( ( idx=0; idx<$mlen; idx++ ) ) 
do 

let "keydx = $idx % $keyleh" 
shft $; offsets [keydx] } 

I «$dfMag" ] 

then # Decrypt ! 

let " of $ (exp r index "$ {alphal [*] } " $ {plaintext : idx: 1 } ) - $s&Bt" 

# Shift backward to decrypt, 

else # Encrypt ! 

"offl = $ (expr index "${ alphal [*]} " $ {plaintext : idx : 1 } ) + $shft* r -' 

# Shl-fll^^rwat.# to encrypt. 

test $(( $idx % $ GROUP LEN ) ) = 0 && echo -n " " # Groups of 5 letters. 

# Comments .isgjit above line fob output as a string vritteiit whitespace, 

#+ for example, if using the script as a password generator. 

;‘f i 

( (offl — )) # WeptttSeliMe . Why ftfiis necessary? 

if [ $Offl *:it 0 ] 

then # Catch negative indices. 

"offl += $wraplen" 



((offl %= $wraplen) ) # Wrap around if past end Of alphabet, 

echo -n " $ { alpha2 [of f 1 ] } " 

if [ -z " $df lag" ] 

5-then 

echo " $Enc_suffix" 

# echo "$Ene_s4fSix" # For password generator, 
fi 

} # End encrypt /decrypt fur.cui ori . 



# ijit map*' 1 ( ) { 

# Check '00 command-line args . 
if [ -z "$1" ] 

then 

echo "Usage: $0 TEXT TO ENCODE/DECODE" 
exf|»1$E_NOARGS 
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fi 

if [ ${!#} == " $Enc_suf f ix" ] 

# aaaaa p •: Oal command-line arg. 

df lag=ON 

echo -n "+" # Flag decrypted text with a "+" for easy ID. 



if [ -z " $key" ] 

key="$Def^tt_key" # "gronsfeldk" per above, 
fi 

keylen=$ { #key } 

for ( ( idx=0; idx<$keylen; idx++ ) ) 

do # Calculate shift-values .fbr encryption/decryption. 

off sets [idx] =$ (expr index " $ { alphal [ * ] } " $ { key : idx : 1 } ) # Normalize. 

( (off sets [idx] — )) # Necessary because "expr index" starts at 1, 

#+ whereas array count starts at 0. 

# Generate array of numerical offsets corresponding" to the key. 

# There are simpler ways to accomplish this. 

args=$ (echo "$*" | sed -e 's/ //g' | fr A-Z a-z | sed -e ' s/ [0-9] //g' ) 

# Remove whitespace and digits from command-line args . 

# Can modify to also remove punctuation, characters, 'Jlf desired. 

# Debug: 

# echo "$args"; exit $DEBUG 

: "$args" # Call the function named 

# : is a- null ope ratph, except . . . when iths- a function name I 

exit $? # } End-of -script 



# tChl'S can fur.ct ion as a password generator, 

#+ with several minor mods, see above. 

# 'That would allow an easy-to-remember password, even the word 
#+ "password" itself, which encrypts to vrgf otvo2 9379 

#+ a fairly sdeipi©- password hot susceptible to a didtiohahy attack. 

# Or, you could use your own name (surely that's easy to remember!). 

# For example. Bozo Bozeman encrypts to ^||||^!dppkt29379. 



Example A-57. Bingo Number Generator 



#! /bin/bash 

# bingo . sh 

# Bingo number generator 

# Reldate 20Augl2^&L6Sense : Public Domailf. 

####################################################################### 

# This script generates bingo numbers. 

# Hitting a key generates a new number. 

# Hitting 'q' terminates the script. 

# In a gi^idii' of the script, there will be no duplicate numbers. 

# When the* script terminates, it prints a log of the numbers generated. 
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####################################################################### 

MISIsi: # Lowest allowable bingo number*. 

MAX=75 # Highest allowable bingo number . 

COLS l.b # Numbers in each column (B I N G 0) . 

STNGI,E_nrGI T_MAX 9 

declare -a Numbe rs 
Pref ix= (B I N G 0) 

initialize_Numbers () 

{ # Zero them out, to start #*. 

# They'll be incremented- if choseri.:, 
local index=0 

until [ "$index" -gt $MAX ] 
do 

Numbers [index] nip- 
■ ( (index++) ) 
done 

Numbers [0]=1 # Flag zero, so it won't be selected . 

} 



generate_number () 

{ 

local number 

while [ 1 ] 
do 

let "number = $ (expr $ RANDOM % $MAX) " 

if [ $ {Numbers [number] } -eq 0 ] # Nutfbfer hot yet called. 

let "Numbers [number] +=1" # Flag it in the array, 

break # And terminate loop, 

ft # Else if already called, loop and generate another number . 

# Exeitjise: Rewrite this Snore elegantly as .an until-loop. 

return $ numbe r. 



ijjiiht^numbers^^l-led () 

{ # Print out the called number log in neat columns. 

# echo $ [Numbers [@] } 

local pre2=0 # Prefix a so columns will glign 

#+ .bit, single-digit numbers . 

echo "Number Stats" 

for ( ( index=l; index<=MAX; index++) ) 
do 

count=$ {Numbers [index] } 

•let "t = $ index - # Normal : zo, since aiiSy begihis with index 0. 

let "column = $ (expr $t / $C0LS) " 
p re S { P refix [ co l.umr. | } 

# echo -n "${ Pref ix [ column] } " 

if I $ (expr St % $C0LS) -eq S' | 
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echo # Newlihe at end of row. 



jf [ "$index" -gt $SINGLE_DIGIT_MAX ] # Check for single-digit number-, 

then 

echo -n "$pre$ I ndcxf Scouht. " 
else. # Prefix a zero. 

echo -n "$pre$pre2$index#$C!|!Siiit.'? 
fi 

} ■ 



# ijiaih ( ) { 

RANDOM=$$ # Seed random number generator. 
initialize_Numbers # Zero out the number tracking array. 

echo "Bingo Number Caller"; echo 

while [[ "$key" != "q" ]] # Main loop, 

do 

read -s — |i||’ _ p "Hit a key JEjgt the next number [q to exillji " key 

# Usually 'q' exits, but not always. 

# Can always hit Ctl-C if q f^jis. 
echo 

generate_number; new_number=$? 

let "column = $ (expr $new_number / $COLS) " 

echo •* $ {Prefix co J } " # b-i-n-g-0 

echo $new_number 

echo; echo 

# Game over . . . 
ijp^lht^number s_^e®| led 

echo; echo " [#0 = not called . . . called] " 

echo 

exit 0 

# } 



# Certainly, this script could stand some improvement. 

#See also the author's In'^fciftfiptable : 

twww. instructables . com/id/Binguino-An-Arduino-based-Bingo-Number-Generato/ 

To end this section, a review of the basics . . . and more. 



Example A-58. Basics Reviewed 



#! /bin/bash 

# basics-reviewed. bash 
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# File extension ggi * .basli == specific to Bash 

# Copyright (c) Michael S. Zick, 2QQ3; All rights reserved. 

# license: Use in any f'orm, f nr any purpose. 

# Revision: $ID$ 

# 

# Edited for layout by X.C. 

# (autijp® of the "Advanced Bash Scripting Guide") 

# Fixes and updates (04/08) by Cliff Bamford. 



# ifeis script tested under Bash version® 2 . 0if£ :2.05a and 2:.. 05b. 

# It may not work with earlier versions . 

# Tili s demonstration; script generates one — intentions 1 — 

#+ "command not found" error message. See line 436. 

# The current Bash maintainer, Chet Ramey, has fixed the items noted 

versions of Bash. 



### ### 

### Pipe the output of this script to 'More 1 ### 
###+ else it will scroll off the page. ### 
### ### 
### You may also redirect its plitput ### 
###+ to a file for examination. ### 
### ### 



# Moiit of the following point® are described at lenghfi 

#+ the text of the foregoing "Advanced Bash Scripting Guide." 

# ; lfiis demonstration script is, Mostly a reorganized presentation . 

# Variables are iipife typed unless otherwise specified. 

# Variables are named. Names must contain a non-digit. 

# File descriptor names (as in, for example: 2>&1) 

#+ contain ONLY digits. 

# Parameters and Bash array elements are numbered. 

# (Parameters are very similar to Bash arrays . ) 

# A variable name may be undefined (ni|2£L /reference) . 
unset VarNull 

# A variable name may be defined but empty (null contents) . 

Va#|5&pty= ' ' # Two, adjacent^, .pihgle quotes. 

# A variable name may be defined ar.d non-empty. 

VarSomething= ' Literal ' 

# A variable may contain: 

# * A whole number as a signed 32-bit (ofcparger), .'integer 

# * A string 

# A variable may also be an Stray. 

# A string May contain embedded blanks and May .be treated 
#+ as if it where a function name with optional arguments. 
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# The names of variables and the names of functions 
#+ are ±J>. different namespaces. 



# A variable may be defined as a Bash array either explicitly or 
#+ implAPittly by the syntax of the assignment statement. 

# Explicit: 

dec! are -a ArrayVar 



# The echo command is a builtin. 
echo $VarSomething- 

# The printf command is a builtin, 

# Translate %s as: String-Format 

printf %s $VarSbtnething # No linebreak specified, ngite output . 

echo # Default, -Silly linebreak output. 



# The Bash parser word breaks on whitespace. 

# Whitespace, or the lack -o£; ]Sa|£<3if . 

# (This holds ittue in general; there are, of course, exceptions.) 



# Translate the D0LLAR_J3IGN cha&SfMBter as: Content-Of. 

# Extended-Syntax way of jilting Content-Of: 
echo $ (Va rSomethi nq ) 

# The ${ ... } Extended-Syntax allows more than just the variable: 

#+ name to be specified. 

# In qchera ! , $VarSomething can always be written as: $ {VarSomething} . 

# Call this script with arguments to see the following in action. 



# Outside O'fi double-quotes, the special characters 0 and * 
#+ specife identicad- behavior. 

# May be pronounced as: All-Elements-Of . 

# Without specification of a name, they refer to the 
#+ pre-defined parameter Bash-Array. 



# Glob-Pattern references 

echo $* # All parameters to script or function 

echo $ { * } # Same 

# Bash disables filename expansion for Glob-Patterns . 

# Only character matching is active. 



# A 1 ! -” 1 ements— Of references 

echo $0 # Same as above 

echo $ { 0 } # Same as above 
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# Within double-quotes, the behavior of Glob-Pattern references 
#+ depends ait v_he settift® of IFS (Input Field Separator) . 

# Within double-quotes, All-Elernents-Of references behave the same. 



# Specifying only the name of a. yliSiable holding a string refers 
#+ to aliiejLements (characters) of a string. 



# To specify aft element (character) of a string, 

#+ the Extended-Syntax reference notation; -(see below) MAY be used. 



# Specifying only the name of a Bash: .Stray references 
#+ the subscript zero element, 

#+ NOT the FIRST DEFINED nor the FIRST WITH CONTENTS element. 

# Additional qualifit&t l©n is needed to reference other elements, 

#+ which means that the reference MUST be written. An Extended-Syntax. 

# The general form is: $ (name [subscript] } . 

# The mMkiig- forms fe# also be used: $ {name : subscript } 

#+ for Bash-Arrays when referencing the subscript zero element. 



# Bash-Arrays are implemented internally as linked Sgjjmw* 

#+ not as a fixed area of storage as in some programming languages. 



# Characteristics of Bash affays (Bash-Arrays) : 

# 



# 

#+ 

# 

### 

# 

#+ 

### 

# 

### 

# 

### 

# 

# 

### 

# 

### 

# 

# 

# 

# 

# 

### 

# 

# 



If not otherwise specified, Bash-Array subscripts begin with 
subscript ntonber zero, jfjpfterally: [0] 

This is called zero-based indexing. 

If not otherwise specified, Bash-Arrays are subscript packed 
(sequential subscripts witho^J:- subscript gaps). 



Elements 

Elements 

That 



subscripts areyjpdt: sallowed. 

of a Bash-Array need not all be of the same type. 

Of a Bash-Array may be undefined (ftftil reference) . 
is, a Bash-Array may be "subscript sparse." 



Elements of a Bash-Array may be defined- and empty (null contents) , 

Elements of a Bash-Array may contain: 

* A whole number as a Signed 32-bit (Of larger) integer 

* A string 

* A string formated so that appears to be a function b’afte 
+ with optional arguments 



Defined elements of a Bash-Array may be undefined (unset) . 
SCfeat. is, a subscript packed Bash-Array may be changed 
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# + into a subscript sparse Bash-Array. 

### 

# Elements may be added to- a Bash-Array by defining an element 
#+ $#>t preffsbusly defined. 

### 

# For these reasons, I have beeh. Calling them- "Bash-Arrays". 

# I'll return 'to the generic term "array" from now qjs* 

# — ms z 






# Lines 202 - 334 supplied by Cliff Bamford. (Thanks!) 

# Demo iS^teraefc.i'ijii with Arrays, quoting, IFS, echo, * and @ 

#+ all affect how things work 



ArrayVar [ 0 ] = 1 zero ' 
ArrayVar [ 1 ] =one 
ArrayVar [2]=' two' 
ArrayVa r [ 3 ] = ' three ' 
ArrayVar [4] =' I am four* 
ArrayVa r [ 5 ] =' five ' 
unset ArrayVar [6] 
ArrayVa 1 uc [ 7 ] = ' seven* 
ArrayValue [8] =' ' 
ArrayValue [9] =#|t|ne ' 



■# C normal 

# 1. unquoted 1 itera 1 

# 2 normal 

# 3 normal 

# 4 normal with spaces 

# 5 normal 

# 6 unde f' i r.ed 

# 7 normal 

# 8 defined but empty 

# 9 normal 



echo ' Here is the array we 

echo "ArrayVar [0] =' zero ' 
echo "ArrayVar [1] =one 
echo "ArrayVar [2] =' two ' 
echo "ArrayVar [ 3 ] - ' three ' 
echo "ArrayVar [ 4 ]=' I am four' 
echo "ArrayVar [ 5 ] Jtive ' 
echo "unset ArrayVar [6] 
echo "ArrayValue [ 7 ]=' seven ' 
echo "ArrayValue [ 8 ] = ' ' 
echo "ArrayValue [ 9 ] =$|§|.ne ' 



are using for this test' 

# 0 normal" 

# 1 unquoted literal" 

# 2 normal" 

# 3 nqrihal " 

# 4 normal with spaces' 

# 5 

# 6 undefined" 

# 7 normal " 

# 8 defined but empty" 

# 9 n^nBiai'" 



echo ' CaseO: No double-quotes. Default IFS of space, tab, newline ' 

' \x20 ' $ ' \x09 ' $ ' \xOA ' # In exactly this order . 

echo 'Here is: printf %q {$ {ArrayVar [*]} ' 
prihtf %q $ {ArrayVar [*] } 
echo 

echo 'Here is: printf %q {$ {ArrayVar [ @ ]} ' 

printf %q $ {ArrayVar [ @ ] } 

echo 

echo 'Here is: echo $ {ArrayVar [*]} ' 
echo $ { ArrayVar [ @ ] } 

echo 'Here is: echo {$ {ArrayVar [ 0 ]} ' 
echo $ {ArrayVar [ @ ] } 

echo 

echo ' Casel: Within double-quotes - Default IFS of space-tab- 

IFS=$ ' \x20 ' $ ' \x09 ' $ ' \xOA' # These three bytes, 

echo 'Here is: printf lq " { $ {ArrayVar [*]}"' 
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printf %q " $ { ArrayVar [ * ] } " 
echo 

echo 'Here is: printf %q "{$ {ArrayVar [ 0 ]}" ' 
ptjiit'f %q " $ { ArrayVar [ 0 ] } " 

echo 'Here is: echo " $ { Ar£a|fVar [ * ] } " ' 
echo "$ {ArrayVar [0 ]} " 

echo 'Here is: echo " { $ { AhiSpyVar [ 0 ] } " ' 
echo "$ {ArrayVar [0] } " 

echo 

echo ' Case2: within double-quotes - IFS is q' 

IFS= ' q ' 

echo 'Here is: printf' %q "{$ {ArrayVar [*]}" ' 

printf %q "$ {ArrayVar [*]} " 

echo 

echo 'Here is: printf %q "{$ {ArrayVar [ 0 ]}" ' 

ipMntf %q "$ {ArrayVar [0 ]} " 

echo 

echo 'Here is: echo "$ {ArrayVar [*]}" ' 
echo "$ {ArrayVar [0 ]} " 
echo 'Here is: echo " { $ { AtrayVar [ @ ] } " ' 
echo "$ {ArrayVar [0] } " 

echo 

echo ' Case3: Within double-quotes - IFS is 

IFS=' A ' 

echo 'Here is: printf %q "{$ {ArrayVar [*]}" ' 

printf %q "$ {ArrayVar [*]} " 

echo 

echo 'Here is: printf %q "{$ {ArrayVar [ 0 ]}" ' 

|printf %q "$ {ArrayVar [0 ]} " 
echo 

echo 'Here is: echo "$ { ArbSyVar [ * ] } " ' 
echo "$ {ArrayVar [0 ]} " 
echo 'Here is: echo "{$ {ArrayVar [0 ]}" ' 
echo "$ {ArrayVar [0] } " 

echo 

echo ' Case4 : Within double-quotes - IFS is ipfilowed by 

space, tab, newline ' 

IFS=$ ' pt $ ' \x20 ' $ ' \x09 ' $ ' \xOA' # A + space tab 

echo 'Here is: printf %q "{$ {ArrayVar [*]}" ' 
prijiff %q "$ {ArrayVar [*]} " 
echo 

echo 'Here is: printf %q "{$ {ArrayVar [ 0 ]}" ' 

printf %q "$ {ArrayVar [ 0 ]} " 

echo 

echo 'Here is: echo "$ {ArrayVar [*]}" ' 
echo " $ {ArrayVar [ 0 ] } " 

echo 'Here is: echo "{$ {ArrayVar [ 0 ]}" ' 
echo " $ { ArrayVa r [ 0 ] } " 

echo ' Case6: Within double-quotes - IFS set and empty ' 

IFS- ' ' 

echo 'Here is: printf %q "{$ {ArrayVar [*]}" ' 

pisintf %q "$ {ArrayVar [*]} " 

echo 

echo 'Here is: printf %q " { $ {ArrayVar | 0 ; } " ' 
printf %q "$ {ArrayVar [ 0 ]} " 

.eeho 
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echo 'Here is: echo " $ { ArrayVar [ * ] } " ' 
echo "$ {ArrayVar [0 ]} " 

echo 'Here is: echo "{$ {ArrayVar [ @ ]}" ' 
echo " $ { ArrayVa r [ @ ] } " 

echo ' Case7 : Within double-quotes - IFS is unset* 

unset IFS 

echo 'Here is: printf %q "{$ {ArrayVar [*]}" ' 

iprintf %q "$ {ArrayVar [*]} " 

echo 

echo 'Here is: printrf '%q "{$ {ArrayVar [ 0 ]}" ' 
printf %q "$ {ArrayVar [ 0 ]} " 

echo 'Here is: echo "$ {ArrayVar [*]}" ' 
echo "$ {ArrayVar [0 ]} " 

echo 'Here is: echo "{$ {ArrayVar [ @ ]}" ' 
echo "$ {AiirayVar [0 ] } " 

echo 

echo ' End of Cases ' 

echo "=========================================================" ; echo 



# Put IFS back to the default. 

# Default is exactly these three bytes. 

' \x20 ' $ ' \x09 ' $ ' \xOA' # In exactly this order. 

# Interpretation of the above outputs: 

# A Glob-Pattern is I/O; the setting of IFS matters. 

### 

# An All-Elements-Of does not consider IFS settings. 

### 

# Note the different output using the echo command and the 

#+ quoted format operator afljgf he command. 



# Recall: EG 

# P arresters are sim|jti^# f ^o arrays and have the behaviors. 

### 

# The above examples demonstrate the possible v^^atd-ons . 

# To retain the shape of a sparse array, additional script 
#+ programming is required. 

### 

# The source code of Bash has M. rout i re to- output the 
#+ [subscript] =value array assignment format. 

# As Of version- 2 . 05b, that, Ratine is &0i£ lused, 

#+ but that might change in future releases. 



# The length of a string, measured in non-null elements (characters) : 
echo '- - Non-quoted references - -' 

echo ‘^On-Null eHsf.acter SgBnt : ' $ { #VarSomething} ' i^jte#cters . ' 

# test= ' SH^ ' $'■* # $’\x00' is a iftji-1 character. 

# echo ${#test} # See that? 
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# The length of an array, measured in defined elements, 

#+ including null content elements. 

echo 'Defined kjght&Iit EotlJit : ' $ { #ArrayVar [0 ] } ' elements.' 

# That is NOT the maximum subscript (4) . 

# That is Npf the range of the sui>S#i:ipts (1 . .^^'^#iijusive ) . 

# It IS the length of the linked list. 

### 

# Both the maximum subscript and the range Of t^," subscripts may 

#+ be fiaund additional script programming. 

# The length of a string, measured itf ffpn-null elements (characters): 
echo - Quoted, Glob-Patte#& references - -' 

echo 'Non-Null character count: ' " $ { #VarSomething} " ' characters.' 

# The length of an array, measured in defined elements, 

#+ -including null-content elements. 

echo 'Defined element count: ' "$ { #ArrayVar [*] } " ' elements.' 

# interpret agSpjs : Substitution does not effect the ${# ... } opepgf Apfe . 

# Suggestion.:. 

# Always use the All-Elements-Sf; GhUf&Cf.eff. * • 

#+ if that is what is intended (independence from IFS) . 



# Define a simple function. 

# I irtfelude an underscore: i®V®.he name 

#+ to make it distinctive in the examples below. 

### 

# Bash separates variable names and function names 
#+n^ different namespaces. 

# The Mark-One eyeball isn't that advanced. 

### 

_simple ( ) { 

echo -n ' SimpleFuiic’ r $@ # Newlines are swallowed 

} #+ result returned in any case. 



# The ( ... ) notation j.ftyokes a. command oit function. 

# The $( ... ) notation is pronounced: Result-Of. 



# Invoke the function, .^simple 

echo ' - - Output of fur.ct i on _s,i^|i;et - - ' 

_simple # Try passing arguments. 

# or 

# Try passing arguments, 
echo ’ - Is there a variable of that name? - ’ 

echo $_simple not defined # No v||#i|able by that nati$|. 

# Invoke the resi«|t, of ffinscttfiS® _simple (Error msg -iRtended) 

S (_s : mp 1 o) # Gives an error message: 

# line 436: SimpleFunc: command not found 
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# 

### 

# Th#. .jjijlSifc word' of the _simple 

#+ is neither a valid Bash command nor the name of a defined function * 
### 

# This demonstrates that the output of _simple is subject to. evaluation. 
### 

# Interpretation: 

# A ijip^t-don can be used to generate in-lijje Bash commands. 



# A simple function where the first word of result IS a bash command: 
### 

_print ( ) { 

echo -n 'pjBJftjhf- %q 



echo - Outputs of function _print - 

_prin'i parml # An Output NOT A Command . 

$ (_print parml parm2) 



echo- 

$ (_print $VarSomething): # The predictable result . 

'echo 



# Executes: printf %q parml parm2 

# See above IFS examples for the 
#+ various possibilities. 



# Function variables 

# 

echo * - - Function variables 

# A variable may represent a 

# A string may be used like 

# set -vx 

declare ~f fstintcV ah. 

SuhcVar= 

$funcVar parml 

•fticcVar-S (_p r i nt ) 

$funcVar 

$funcVar $Var Something 1 

funcVar=$ (_print $VarSomething) 

Sf uncVa r 

funcVar="$ (_print $VarS®^fching) " 
$funcVar 



_ Fay . 
arguments 

# Enable if desired 

#+ in namespace of functions 

# ContaiiSIv-name of function. 

# Same as _print at this point * 



# Conf^|6|g,‘result of function. 

# No input. No output. 

# The predictable resujfife, 



# $VarSomething replaced HERE. 

# The expansion is pa rt of the 
#+ variable contents. 

# $VarSomething replaced HERE. 

# The expansion is part o'. : the 
#+ variable contents. 



.signed integer, a String or an ah 
a function name with optional 
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# The difference between the unquoted and the double-quoted versions 
#+ above can be seen ir. the "protect_li-teral . sh" example. 

# The first case above is processed as two, unquoted, Bash-Words. 

# The second case above is processed as one, quoted, Bash-Words- 



# Delayed replacement 

# 

echo ' - - Delayed replacement - -' 

funcVar=" $ (_pispS.t ' $VarSomething ' ) " # No replacement, feingle Bash-Word, 
eval $funcVar # SVa r Someth i nq replaced HERE. 

"echo 

VarSomething= ' NewThing ' 

eval $funcVar # $Varg i gjitething replaced HERE, 

echo 

# Restore the original setting trashed above. 

VarSomething=Literal 

# There are a pair of functions demonstrated in the 

#+ "p j^ectJJLteral . sh" and "unprotect_44-<fe.eral . sh" examples. 

# These are general purpose functions for delayed replacement literals 
#+ containing- variables . 



# REVIEW: 

# 

# A string can be considered a Classic-Array of elements (characters) . 

# A StrUgll operation appl ies. to al l elements (characters) gp^the string 
#+ (in concept, anyway) . 

### 

# The notation: $ { array_name [ 0 ] } represents all elements of the 
#+ Rash-Array : array _ name • 

### 

# The Extended-Syntax oper^Jons can be applied to all 

#+ elements of an array. 

### 

# This may be thought of as a For-Each operation on a vector of strings. 
### 

# Parameters are similar "fc,®, an array. 

# The ij&H'AalizatiaB, of a parameter array foJr.ip. aCSigt 1 
#+ and a parameter array for a function only differ 

#+ the iftttialixation of $ { 0 } , whibit never changes its setting. 

### 

# :iSfi^!®pEi|jt zero pf the parameter air, ay contains 

#+ the name of the script. 

### 

# Subscript zero of a function's parameter array DOES NOT contain 
#+ the name. of", -the function. 

# The name of the current function is accessed by the $FUNCNAME variable. 
### 

# A quick, review list follows (quick, hht short) . 
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echo - Test (but ■4$0: afhange) 

echo null reference 

echo -n $ { VarNull- ' NotSet ' } ' ' 
echo $ {VarNull} 

echo -n $ {VarNull NotSet ' ' 
echo $ {VarNull:} 



echo null contents 

echo -n $ {VarEmpty- ' Empty ' ' 

echo $ {VarEmpty} 

echo -n $ {VarEmpty Empty '} ' 1 

echo $ {VarEmpty} 

echo contents 

echo $ { VanSomething- 1 Content 1 } 

echo $ {VarSoUpthing: - 1 Content 1 } 



echo ’ - Sparse Array 

echo $ { ArrayVar [ @ ] - 'pjfis. ijfet ' } 



# ASCII-Aft 

# State 

# 

# Unset: Y 

# Empty N 

# Contents N 



N==no 

Y ${# 

Y ${# 

N ${# 




# NotSet 

# NewLine only 

# NotSet 

# Newline only 



# Ojiiiy the space 

# Newline only 

# Empty 

# Newline only 



# Literals 

# Literal 



> 0 : 0 
== 0 
'■% 



# Either the first and/or the second part of the tests 
#+ may be a command bp a fdncti^i tevocation string. 

echo - Test 1 for undefined - — ■ * 
declare -i t 
_decT ( ) { 



i 



# Null reference, set: t == -1 
t=$ { #VarNull } 

$ { Varlfli^ jw P_decT } 

echo 

# Null contents, set: t O' 
t=$ { #VarEmpty } 

$ {VarEmpty- _decT } 
echo $t 



# Results in zero. 

# ®yjJC%{|on executes, t now -1. 



# Results in zero. 

# _decT function NOT executed. 



# Contents, set : t == number Of 
VarSomething= '_simple ' 
t=$ { tVarSomethiAf} 

$ {VarSomething- _decT } 
echo 



-^fi-null character; 

# Set fcb v; 

# nor.-zoro 

# Function 

# Note the 



alid function name, 
length’- 

_simpi^ executed. 
Append-To afejsS.ion . 



# t&SgjzSssc : clean up that example . 
unset t 
unset _decT 
VarSomething=Literal 



echo - Test and Change - 

echo Assignment if null reference 

echo -n $ {VarNull= ' NotSet '} ' ' # NotSet NotSet 
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echo $ {VarNull;} 
unset VarNuJi 

echo Assignment,. '%'S' 'Rtfll reference 

echo -n $ { VarNull : = ' NotSet ' } ' ' # NotSet NotSet 

echo $ { V arNul.l } 

unset VarNuiJ; 

echo No assignment if null; 'Contents 

echo -n $ {VarEmpty= 1 Empty '} ' ' # Space only 

echo ${VarEmpty} 

Va rErftpty— ' ' 

echo Assignmen5Jh:j!3j’-'fiull Contents 

echo -n $ {VarEmpty :=' Empty ' ' # Empty Empty 

echo $ {VarEmpty} 

VarEmpty= ' ' 

echo No change if already has contents 

echo $ {Va-rSpW^t.King=' Content ' } # 

echo $ {VarS^sfching: = ' Content ' } # Litexat^j 



# "SuhfeCh'ijit sparse" Bash-Arrays 

### 

# Rash-Arrays are subscript packed, beginning 'with 
#+ subscript zero unless otherwise specified. 

### 

# The initialization 0f ArrayVar was one way 

#+ to "otherwise specify". Here is the other way: 

### 

declare -a ArraySparse 
3fep'raySparse= ( [l]=one [2] = ’ ’ [4] = 

# [0]=null reference, [2]=null. content, [3j=null reference 
echo }- - Array-Sparse List - -' 

# Within double-quotes, defat||t| : ,-^S, Glob-Pattexfc-. 

f#|=$ ' \x20 ' $ ' \x09 ' $ ' \ x C A 1 
printf %q "$ {ArraySparse [*]} " 



# Note that the output does hot d: stir.guish between "null content." 
#+ and "null reference". 

# Both pjsint .as escaped whitespace. 

### 

# Note also that the output does NOT contain escaped whitespace 
#+ for thfe : "null reference (s) " prior to the first defined element. 
### 

# This behavior of 2.04, 2.05a and 2.05b has been reported 
#+ and may change 1 in a {fiature versftibllL&i Bash. 



# To output a sparse array and ligsgiintain the [ subscript ] =value 
#+ relationship without change requires a bit of programming. 



# One possible code fragment: 

### 

# locai - T=3 { # ArraySparse [ @ ] } 

# local f=0 

# local, 

( 

fhh ( ( 1=$ { S ArraySparse [ 0 ] } , 



# Coufp^of defined elements 

# Count of found subscripts 

# Subscript to Lest 

# Anonymous in-line function 

f *= °IH = iilil ; 
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do 

#$®ff defined then. . . ' 

$ {ArraySparse [ $i] + eval echo j\ [ ' $i ' ] = ' $ { ArraySparse [ $i ] } ; (( f++ )) } 

dene 



# The reader coming upon the above code fragment cold 

#+ might want review "command lists" and "multiple cafnmands line" 
#+ in the text of the foregoing "Advanced Bash Scripting Guide." 

### 

# Note: 

# The "read -a 4jS%]&y-_name" version of the "read" ostotoand 
#+ begins filling array_name at subscript zero. 

# ArfdySparse does define a at subscr-ijii. zero. 

### 

# The user neediJKj to read/l^ite a sparse afr'ay to either 
#+ external storage Or a communications socket must invent 
#+ a read/wri to code pair suitable for their purpose. 

### 

# Exet|§t;se : cleati it up . 
unset ArraySparse 

echo ' - - Conditional alternate (But not change)- - ' 

echo ' - No alternate ifivijul'l reference 

echo -n $ { VarNull+ ' NotSet ' } ' ' 

echo $ {VarNull} 

unset VarNull 

echo ' - No alternate if null reference 
echo -n $ {VarNull :+' NotSet '} ' ' 
echo $ {VarNull} 
unset VarNuJJ. 

echo ' - Alternate if contents -f 

echo -n $ {VarEmpty+ ' Empty ' ' # Empty 

echo ${VarEmpty} 

VarEmpty= ' ' 

echo ' - No alternate if null contents 

echo -n $ {VarEmpty :+' Empty '} ' ' # Space only 

echo $ {VarEmpty} 

Va rErSply — ' ' 

echo ' - Alternate if already has contents - ' 

# Alternate literal 

echo -n $ { VarSomething+ ' Content '} ' ' # Content Literal 

echo $ { Var Sdfiseffcing } 

# Invoke, rfunctlffilfc 

echo -n $ { VarSomething : + $ (_simple) }' ' # SimpleFunc Literal 

echo $ {VarSdwitiKS-ng} 

echo ' - - Sparse Array - 

echo $ {ArrayVar [8 ] + ' Empty ' } # An array-iH? ‘Empty**' (ies) 

echo 

echo ’ - - Test 2 for undefined - 
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declare -i t 

_irfeTO { 

t=$t+l 

IF I 

# Note: 

# This is the same test used in 
#+ .jibing code f foment , 

# Null reference, set: t == -1 
t=$ { #VarNull } -1 

${VarNulBf' „incT } 
echo Null reference' 

# Null contents, set: t fe=: Q 
t=$ { #VarEmpty }<L 

$ { VarEmpty+ _incT } 
echo Null content p 

# Contents, set: t == (number of 

t=${#Var Something }-l 
${VarSometh i'iicjH- -} 

echo $t * Contents' 

# Exercise: clean up that example, 
unset 

unset _incT 

# $ {name?err_msg} $ {name : ?err_msg} 



the sparse array 



# Results in minus-dhe*. 

# Does not execute. 



# Results in gjHBs-cjigp. 

# Executes. 



non-null char a cte r s ) 

# non-null length minus-one 

# Executes. 



# These follow the same rules but always exit -afterwards 
#+ if an action is specified following the question mark. 

# The act! ah f.ol 1 ow i nq the question mark may be a J3|1fceral 
#+ or a function result. 

### 

# ${name?} ${name:?} are test-only, the return can be tested. 



# Element oper^ljons 

# 

echo '- - TE&illljg sub-element selection - - ' 

# Sttl^S, Arrays and Positional parameters 

# Call this s!ip|fcfc with multiple arguments 
#+ to see the parameter selections. 

echo '- All -' 
echo $ { Vat#g|i#tMng : 0 } 
echo $ {ArrayVar [8 ] : 0 } 
echo ${0:0} 



echo '- All .after - ' 

echo $ {VarSotsething: i } 

echo $ {ArrayVar [0 ]: 1 } 
echo ${0:2} 



# £ 11 nan-lpuij. characters 

# all elements with content 

# all parameters with, Content; 

# ignoring parameter [0] 



# all non-null after character [0] 

# all. after element 1®J; with content 

# all after param[l] with content 
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echo Range after 

echo $ { Var Something : 4 : 3 } # ral 

# Three character si: ffefter 

# character [3] 



echo Sparse array gotch 

echo $ { ArrayVar [ 8 ] : 1 : 2 } # four - The only element: content . 

# Two elements after (if that many exist) . 

# the: FIRST WITH CONTENTS 

#+ (the FIRST WITH CONTENTS is being 
#+ considered as if Sib 
#+ were subscript zero) . 

# Executed asM Bash consider "ONM array elements witth CONTENT 

# printf %q "$ {ArrayVar [ @ ]: 0 : 3 } " # Try this one 



# In versions 2.04, 2.05a and 2.05b, 

#+ Bash does not handle sparse iofetays as expected using this notabi®h. 

# 

# The cti&irent Bash ’(fll^'htaineB/ Chet Ramey, has corrected this . 



echo [- Non-sparse array 

echo ${0:2:2} # Two parameters f'dildwih'g parameter [ 1 ] 

# New Victims for string vect^h examples : 
stringZ=abcABC123ABCabc 

arftayZ=( abcabc ABCABC 123123 ABCABC abcabc ) 

sparseZ= ( [1] = ' abcabc' [3] = ' ABCABC' [4] = '' [ 5 ]:=' 1231:23 ' ) 

echo ' - - -firing - -'$stringZ'- - ' 

echo ' - - ViCfcijB array - - ' $ { arrayZ [ 0 ] } ' - - ' 

echo ' - - Sparse array - - ' $ { sparseZ [ 0 ] } ' - - ' 

echo ' - [0]==null ref, [2]==null. ref, [4]==nUll content - ' 

echo ' - [ 1 ] =abcabc [3]=ABCABC [5]=123123 - ' 

echo ' - non-null-reference count: ' $ { tsparseZ [ 0 ] } ' elements' 

echo '- - Prefix sub-eletient removal - -' 

echo '- - Glob-Pattern match must include the first character. - -' 
echo '- - Glob-Pattern may be a literal a function: result. - -*■ 



# FatfjtifciiOn retjjriiirwj a simple, 
_abc ( ) { 

echo -n 'abc' 



echo '- Shortest prefix -' 
echo ${stringZ#123} 
echo $ { stringZ#$ (_abc) } 
echo $ • arrayZ | 0 | »abc } 

# echo $ {sparseZ [0] #abc} 

# Has sine#, been fixed by Chet 

# The -it would be nice- First- 

# echo ${#sparseZ [0] #*} 



iriferal, Glob-PatterS-, 



# Unchanged (not a prefix) . 

# ABC123ABCabc 

# Applied to each element. 

# Vers;io»-2 . 05b core dumps. 
Ramey . 

Subscript-Of 

# This .is NOT? Valid Bash. 
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echo Longest prefix 
echo ${sf*ingZ##l*3} 
echo ${stringZ##a*C} 
echo ${arrayZ[@]##a*c} 

# echo ${sparseZ [@] ##a*c} 

# Has since been fixed by Chet 



# Unchanged (not a prof i x) 

# abc 

# ABCABC 123123 ABCABC 

# Vers|»i|||-2 . 05b core dumps. 
Ramey . 



echo - Sut'fi x sub-element remove I - 

echo - Glob-Pattern match must include the last character. - -' 
echo '- - Glob-Pattern may be a literal pr* a function result. - -’ 

echo '- Shortest Suffif4r|: 

echo $ { stringZ%l*3i # Unchanged (not a suffix). 

echo ${st£jngZ%$ (_abc) } # abcABC123ABC 

echo ${arrayZ [0] %abc} # Applied to each element. 



# echo $ { sparseZ [@] %abc} # Version-2 . 05b core dumps. 

# Has .felnCC. been fixed by Chet Ramey. 



# The -sit would be nijsfe- Last-SubsgffijSt&Of 

# echo ${#sparseZ [0] %*} # This is NOT valid Bash. 



echo '- longest' , suffa.it -' 
echo $ { stringZ%%l*3 } 
echo $ ( s thing ?.%%b*c ( 
echo ${arrayZ [0] %%b*c} 



# Unchanged (not a suffix) 

# a' 

# a ABCABC 123123 ABCABC a 



# echo ${ sparseZ [0] %%b*c} # Version-2 . 05b core dumps. 

# Has aind® been fixed by Chet Ramey. 



echo [ - - Sub-element replacement - -' 

echo '- - Sub-element at any location - - 1 

echo I - - First specification is a <31ob-Pattern - -' 

echo '- - Glob-Pattern may be a literal pB’ Glob-PdtteriJ Junction Bd#ult . - -v 
echo '- - Second specification may be a literal or function result. - -' 
echo '- - Second specification may be unspeieif ied. P renounce that' 
echo ' as: Replace-With-Nothing (Delete) - -' 



# Fanctidn retiring a simple^... JjJferal, Glob-Pattern 
_123() { 

echo -n ' lgj* 



echo '- Replace first occurrence -' 
echo $ ( s r ; nq Z. / $ (_". 2 3 )•/ 9 9 9 '• 
echo $ { stringZ/ABC/xyz }■ 
echo $ • a rray7, | 0 | /ABC/xyx. ) 
echo ${sparseZ [0] /ABC/xyz} 

echo 

echo '- Delete first occurrence -' 

echo $ { stringZ/ $ ( 1 23) / } 

echo $ { stiingZ/ABC/ } 
echo ${arrayZ [0] /ABC/} 
echo ${sparseZ [0] /ABC/} 



# Changed (123 is a component) . 

# xyzABC123ABCabc 

# Applied to each element . 

# Works as expected. 
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# The replacement need not be a lite*ai. ? . : . 

#+ since the result of a function invocation is allowed 

# This is general to all forms of replacement . 

echo Replace first occurrence wfMsJit Resu l..t-^Cf 

echo $ { stringZ/$ ( 1 23) /$ (_simple) } # Works as expected 

echo $ i array 7, [@] /ca/$ (_simple) } 
echo ${sparseZ [@] /ca/$ (_simple) 



# Applied to each element. 

# Works as expected. 



echo Replace all occurrences - ' 
echo $ { stringZ/ / [b2 ] /X} 
echo $ { slgilingz/./gbc/xyz } 
echo ${arrayZ [@] //abc/xyz} 
echo ${sparseZ [@] //abc/xyz'} 



# X-out b ' s and 2 ' s 

# xy zABC 1 2 3ABCxy k 

# Applied to each element. 

# Works as expected. 



echo Delete all occurrences 
echo $ { stiingZ// [b2 ] / } 
echo $ { stringZ//abc/ } 
echo $ -arrayZ | 8 I //abc/ } 
echo ${sparseZ [@] //abc/} 



echo - Prefix, sub-element rep l.acement - 

echo - Match must include the first character. - - ' 



echo Replace prefix! Occurrences 

echo ${stringZ/#[b2]/X} 
echo $ { sty'inqZ/ S S (_abc) /XYZ } 
echo ${ arrayZ [0] /#abc/XYZ} 
echo ${sparseZ [@] /#ahc/XYZ} 

echo Delete prefix occurrences - ' 

echo $ { str’ingZ/ # [b2 ] / } 
echo $ { stringZ/#$ (_abc) / } 
echo $ \ a Cray 7, [ 0 ] /#abc/ } 
echo ${sparseZ [0] /#abc/} 

echo 

echo - Stjfjfix sub-element replacement - 

echo - Match must include the 1 

echo Replace suffix- occurrences 

echo ${stringZ/%[b2]/X} 
echo $ •' sirinqZ./%S (_abc) /XYZ} 
echo ${arrayZ [0] /%abc/XYZ} 
echo ${sparseZ [0] /%abc/XYZ} 

echo Delete suffix occurrences 

echo $ { st.rinqZ/% [b2 ] / } 
echo $ { stringZ/%$ (_abc) / } 
echo $ • arrayZ [ 0 ] /%abc/ } 
echo ${sparseZ [0] /%abc/} 

echo 

echo - Special cases of, Glob-Pattern - -f 



character. - -' 



# Unchanged (neither is a suffix) . 

# abcABC 1 2 3ABCXY Z 

# Applied to each element. 

# Works as expected. 



# Unchanged (neither is a prefix) . 

# XYZABC123ABCabc 

# Applied to each element. 

# Works a,S\ expected. 
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echo Prefix all 
# null substring pattern meais$ 
echo $ { stringZ/ #/NEW} 
echo ${arrayZ|g|/S/XEK; 
echo ${sparseZ [@] /#/NEW} 



# NEWabcABC123ABCabc 

# Applied. each element . 

# Applied to null-content also. 

# That seems reasonable. 



echo Suffix all 

# null substring pattern mearst: 

echo $ { stringZ/%/NEW} 

echo $ ; a rrayZ | 8 | /%/XEK; 

echo ${sparseZ [@] /%/NEW} 



# abcABC 1 2 3ABCabcNEW 

# Applied to each. 'feSLement . 

# Applied to null-content also. 

# That seems reasonable. 



echo ?- - Special case For-Each Glob-Pattern - -' 
echo '- - - - Shif, ’is n .aice-toihave dream - - - -' 
echo 

_GenFunc() { 

echo -n ${0} # Illustration 

# Actually, that would be an arbitrary computation. 

# All occurrences, matching the AnyThing pattern, 

# Currently //*/ does not match null-content nor null-reference. 

# /#/ and /%/ does match nuJ " -contone but not null-reference, 
echo ${sparseZ [@] //*/$ (_GenFunc) } 



# A possible syntax would be to make 

#+ the parameter notation used within this construct mean: 

# ${1} - The& jMSPli element 

# ${2} - The prefix, if any, to the matched sub-element 

# ${3} - The matched sub-element 

# ${4} - The suffix, if any, to the matched sub-element 

# 

# echo $ { sparseZ [:f (_GenFunc ${3})} # Same as ${1} here. 

# Perhaps it will be implemented in a future version 'bf Bash. 



exit 0 



Example A-59. Testing execution times of various commands 



#! /bin/bash 

# test-execufcifiil^ti^'. sh. 

# Exampj|i§vby Erik Brandsberg, for testing execution time 
#+ certa&jjjf' operations . 

# Referenced in the "Optimizations" section of "Miscellany" chapter. 

ccuru.-5.0C0C 

echo "Math tests" 

echo "Math via \$ ( ( ) ) " 

time fbi ( i< $C0ft§t; wfi) ) 9j| 

do 

resu’. t-$ ( ( $ : %2 ) ) 
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echo "Math *expr* : " 

time for (( i=0; i< $count; i++) ) 

BtfiJ 

result='expr "$i%2"' 
done 

echo "Math ,via-'*Xgi,* : " 

time for (( i=0; i< $count; i++) ) 

let result=$i%2 
done 

echo "Conditional, 'testing tests" 

echo "Test via case:" 

time for ( (anS'Q; i< $ count; i##) ) ’ 

do 

tase $(( $i%2 )) M* 

• 1 ) : ;; 

■ 9 ) : ;; 

echo "Test witSfct. 4&)[ ] , no quotes:" 
time for (( i=0; i< $count; i++) ) 
:do 

if [ $ ( ( $i%2 ) ) =0 ] ; then 



echo "Test wittl. |i£:' J ] , quotes : " 
time for (( i=0; i< $count; i++) ) 
do 

if [ "$(( $i%2 ))" = ;j| then 



echo "Test witii if |], using -eq: " 
time for (( i=0; i< $count; i++) ) 
dc 

if [ $ ( ( $i%2 ) ) -eq 0 ] ; then 



done 
exit $? 



Example A-60. Associative arrays vs. conventional arrays (execution times) 



# ! ^lip/bash 
# assoc-arr-test . sh 
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# Benchmark test script to compare execution times of 

# numeric-indexed array vs. associative array. 

# Thank you, Erik Brandsberg. 

count CCOCO # May take a while for spmfe: ©f the tests below. 

declare- s i ~p e # Can change to IICOCO, sy^riosi. red . 

declare -a arrayl 

declare -A 

declare -a array3 

declare -A ffc||iay4 

echo "===Assignment tests===" 

echo "Assigning a simple variable:" 

# References $i twice to equalize lookup times, 
time for (( i=0; i< $count; i++) ) ; do 

simple=$is|#,; 

echo "Assigning a turner i c index array entry:" 
time for ( (a||| 0 ; i< ^count; §m£) ) ; do 
arrayl [$i]=$i 

echo "Overwriting a numeric index array entry:" 
time for (( i=0; i< $count; i++) ) ; do 
-arrayl [$i]=$i 

echo "Linear reading of numeric index array:" 
time for ( (fr4p0; i< leount; #f+) ) ; do 
simple=arrayl [$i] 

echo "Assigning an associative entry:" 

time for (( i=0; i< $count; i++) ) ; do 
...array/. :$: 

echo "Overwriting an associative array entry:" 
time for ( ( Ij O; ±< $cdfBit; ) ) ; do 
array 2 [$i]=$i 

echo "Linear reading an associative array entry:" 
time for (( i=0; i< $count; i++) ) ; do 
simple=array2 [$i] 
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echo "Assigning a random number to a simple variable:" 
time tax ( C 1*=0; ±< $c#jS|t; B|) ) ; do 
simple=$RANDOM 

done 

echo "Assign a sparse ptttttsSid -index aiftay entry randomly into 64k cells:" 
time for (( i=0; i< $count; i++) ) ; do 
' .array! [ $RANDOM] =$i 

done 

echo "Reading sparse numeric index array entry:" 
time for "§ { array 3 [ 6 ] } "i ; do 

simple=$ value 

echo "Assigning a sparse associative Jdf.ray ehtry r randomly into 64k cells:" 
time for (( i=0; i< $count; i++) ) ; do 
,-a.r ray4 [ $RANDOM] =$i 

done 

echo "Reading sparse associative index array entry:" 
time for value ip "$ ; a rr.ay4 I 8 I ; " ; do 
simple=$ value 

done 

exit $? 
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Appendix B. Reference Cards 

The following reference cards provide a useful summary of certain scripting concepts. The foregoing text 
treats these matters in more depth, as well as giving usage examples. 



Table B-l. Special Shell Variables 



Variable 


Meaning 


$0 


Filename of script 


$1 


Positional parameter #1 


$2 - $9 


Positional parameters #2 - #9 


${10} 


Positional parameter #10 


$# 


Number of positional parameters 


"$*" 


All the positional parameters (as a single 
word) * 




All the positional parameters (as separate 
strings) 


${#*} 


Number of positional parameters 


${#0} 


Number of positional parameters 


$? 


Return value 


$$ 


Process ID (PID) of script 


$- 


Flags passed to script (using set) 


$_ 


Last argument of previous command 


$ ! 


Process ID (PID) of last job run in 
background 



* Must be quoted, otherwise it defaults to $ @ . 



Table B-2. TEST Operators: Binary Comparison 



Operator 


Meaning 




Operator 


Meaning 












Arithmetic Comparison 






String Comparison 




-eq 


Equal to 




= 


Equal to 








== 


Equal to 


-ne 


Not equal to 




! = 


Not equal to 


St 


Less than 




\< 


Less than (ASCII) * 


-le 


Less than or equal to 








-gt 


Greater than 




\> 


Greater than (ASCII) * 


-ge 


Greater than or equal to 














-z 


String is empty 
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-n 


String is not empty 












Arithmetic Comparison 


within double oarentheses ((...)) 








> 


Greater than 








>= 


Greater than or equal to 








< 


Less than 








<= 


Less than or equal to 









* If within a double-bracket [[ ... ]] test construct, then no escape \ is needed. 



Table B-3. TEST Operators: Files 



Operator 


Tests Whether 




Operator 


Tests Whether 


-e 


File exists 




-s 


File is not zero size 


-f 


File is a regular file 








-d 


File is a directory 




-r 


File has read permission 


-h 


File is a symbolic link 




-w 


File has write permission 


r'l- 


File is a symbolic link 




-x 


File has execute permission 


-b 


File is a block device 








-c 


File is a character device 




-g 


sgid flag set 


-P 


File is a pipe 




-u 


suid flag set 


-s 


File is a socket 




-k 


"sticky bit" set 


-t 


File is associated with a terminal 


















-N 


File modified since it was last read 




FI -nt F2 


File FI is newer than F2 * 


-0 


You own the file 




FI -ot F2 


File FI is older than F2 * 


-G 


Group id of file same as yours 




FI -ef F2 


Files FI and F2 are hard links to the 
same file * 












! 


NOT (inverts sense of above tests) 









* Binary operator (requires two operands). 



Table B-4. Parameter Substitution and Expansion 



Expression 


Meaning 


$ { var } 


Value of var (same as $var ) 






$ { var-$DEFAULT } 


If var not set, evaluate expression as $ DEFAULT * 


$ { var : -$DEFAULT } 


If var not set or is empty, evaluate expression as $ DEFAULT * 






$ { var=$DEFAULT } 


If var not set, evaluate expression as $ DEFAULT * 
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$ { var : =$ DEFAULT } 


If var not set or is empty, evaluate expression as $ DEFAULT * 






$ { var+$OTHER } 


If var set, evaluate expression as $ OTHER, otherwise as null string 


$ {var : +$OTHER} 


If var set, evaluate expression as $OTHER, otherwise as null string 






$ { var ? $ERR_MSG } 


If var not set, print $ERR_MSG and abort script with an exit status of 1.* 


$ { var : ? $ERR_MSG } 


If var not set, print $ERR_MSG and abort script with an exit status of 1.* 






$ f ! varpref ix* } 


Matches all previously declared variables beginning with varpref ix 


$ { ! varpref ix@ } 


Matches all previously declared variables beginning with varpref ix 



* If var is set, evaluate the expression as $var with no side-effects. 



# Note that some of the above behavior of operators has changed from earlier versions of Bash. 



Table B-5. String Operations 



Expression 


Meaning 


${#string$.\ 


Length of $ string 






$ { string : position } 


Extract substring from $ string at $position 


$ { string : position : length} 


Extract $length characters substring from $string 
at $position [zero-indexed, first character is at 
position 0] 






$ { st ring# substring} 


Strip shortest match of $substring from front of 

$string 


$ { string## substring} 


Strip longest match of $ substring from front of 

$string 


$ { string%substring} 


Strip shortest match of $substring from back of 

$string 


$ { string%%substring} 


Strip longest match of $substring from back of 

$string 






$ { string/substring/replacement } 


Replace first match of $ substring with 
$replacement 


$ { string// substring/ replacement } 


Replace all matches of $ substring with 
$replacement 


$ { string/#substring/ replacement } 


If $substring matches front end of $ string, 
substitute $ replacement for $substring 


$ { string/%substring/ replacement } 


If $substring matches backs nd of $string, 
substitute $replacement for $substring 
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expr match "$string" '$substring' 


Length of matching $substring* at beginning of 

$string 


expr "$string" : '$substring' 


Length of matching $substring* at beginning of 

$string 


expr index "$string" $substring 


Numerical position in $ string of first character in 
$substring* that matches [0 if no match, first 
character counts as position 1] 


expr substr $string $position 
$length 


Extract $length characters from $st ring starting at 
$position [0 if no match, first character counts as 
position 1] 


expr match "$string" 
' \ (Ss ubstrihg\) ' 


Extract $ substring*, searching from beginning of 
$string 


expr "$string" : ' \ ($substring\) ' 


Extract $substring* , searching from beginning of 
$string 


expr match "$string" 
' . *\ ($substring\) ' 


Extract $ substring*, searching from end of 
$string 


expr "$string" : 

' . *\ ($substring\) ' 


Extract $ substring*, searching from end of 
$string 



* Where $ substring is a Regular Expression . 



Table B-6. Miscellaneous Constructs 



Expression 


Interpretation 






Brackets 




if [ CONDITION ] 


Test construct 


if [ [ CONDITION ] ] 


Extended test construct 


Array [ 1 ] =elementl 


Arrav initialization 


[a-z] 


Ranee of characters within a Regular Exnression 






Curly Brackets 




$ {variable } 


Parameter substitution 


${ ! variable} 


Indirect variable reference 


{ commandilffi command2 ; . . . commandN; } 


Block of code 


{ stringl, string2, string3, . . . } 


Brace expansion 


{a. . z} 


Extended brace expansion 


{} 


Text replacement, after find and xargs 










Parentheses 




( command®, command2 ) 


Command group executed within a subshell 


Array= (elementl element2 element3) 


Arrav initialization 
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result=$ (COMMAND) 


Command substitution, new style 


> (COMMAND) 


Process substitution 


< (COMMAND) 


Process substitution 






Double Parentheses 




( ( var = 78 ) ) 


Integer arithmetic 


var=$ ( ( 20 + 5 ) ) 


Integer arithmetic, with variable assignment 


( ( var++ ) ) 


C-style variable increment 


(( var— )) 


C-style variable decrement 


(( varO = varl<98?9 : 21 )) 


C-style ternary operation 






Ouotins 




"$ variable" 


"Weak" quoting 


' string ' 


’Strong’ Quoting 






Back Ouotes 




result=' COMMAND' 


Command substitution, classic style 
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This is a very brief introduction to the sed and awk text processing utilities. We will deal with only a few 
basic commands here, but that will suffice for understanding simple sed and awk constructs within shell 
scripts. 

sed: a non-interactive text file editor 



awk: a field-oriented pattern processing language with a C-style syntax 



For all their differences, the two utilities share a similar invocation syntax, use regular expressions , read input 
by default from stdin, and output to stdout. These are well-behaved UNIX tools, and they work together 
well. The output from one can be piped to the other, and their combined capabilities give shell scripts some of 
the power of Perl . 



- I One important difference between the utilities is that while shell scripts can easily pass arguments to sed, 
it is more cumbersome for awk (see Example 36-5 and Example 28-21 . 



C.I.Sed 

Sed is a non-interactive IT4U stream editor. It receives text input, whether from stdin or from a file, 
performs certain operations on specified lines of the input, one line at a time, then outputs the result to 
stdout or to a file. Within a shell script, sed is usually one of several tool components in a pipe. 

Sed determines which lines of its input that it will operate on from the address range passed to it. IT421 
Specify this address range either by line number or by a pattern to match. For example, 3d signals sed to 
delete line 3 of the input, and /Windows/d tells sed that you want every line of the input containing a match 
to "Windows" deleted. 

Of all the operations in the sed toolkit, we will focus primarily on the three most commonly used ones. These 
are printing (to stdout), deletion, and substitution. 



Table C-l. Basic sed operators 



Operator 


Name 


Effect 


[address-range] /p 


print 


Print [specified address range] 


[address-range] /d 


delete 


Delete [specified address range] 


s/patternl/pattern2/ 


substitute 


Substitute pattem2 for first instance of 
pattern 1 in a line 


[address-range] / s/patte*?tii/pattern2/ 


substitute 


Substitute pattem2 for first instance of 
patteml in a line, over address-range 


[address -range] / y/paltern' /ps 4 _Lern2/ 


transform 


replace any character in patteml with the 
corresponding character in pattem2, over 
address-range (equivalent of tr) 
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[address] i pattern Filename 


insert 


Insert pattern at address indicated in file 
Filename. Usually used with -i 
in-place option. 


g 


global 


Operate on every pattern match within each 
matched line of input 



© Unless the g ( global ) operator is appended to a substitute command, the substitution operates only on the 
first instance of a pattern match within each line. 

From the command-line and in a shell script, a sed operation may require quoting and certain options. 



sed -e '/ A $/d‘ $£&|fename 

# The -e option causes the next string to be interpreted as an editing instruction. 

# (If passing ©hsltjf a sing i c inst^djtfbn to sed, the "-e"' ;i-s opt: phe . ) 

# The "strong" quotes ( 1 * ) protect the RE characters in the instruction 
#+ from re: nLe rp retail on as special characters by the body s|f,;the script . 

# (This reserves RE expansion of the instruction for sed.) 

# 

# Operates the text contained in file $ :” i ! ename . 

In certain cases, a sed editing command will not work with single quotes. 



pf||Lename=f ilel . txt 
patter n=BEGIN 

sed "/ A $pattern/d" "$filename" # Works as specified. 

# sed 1 / A $pattern/d' "||tjiiena:me" has unexpected results. 

# In this instance, with strong quoting (' ... '), 

#+ "$pattem" w.l'j.1 hot. expand to "BEGIN". 



i£r ) Sed uses the -e option to specify that the following string is an instruction or set of instructions. If 
there is only a single instruction contained in the string, then this may be omitted. 



sed -n '/xzy/p' $filename 

# The -n option tells sed to pr^Jp-t only those J:|;nes ma^sihing the pattehfig 

# Otherwise all input lines would print. 

# The -e optioji not necessary here since there is only a single editibf: instruction . 



Table C-2. Examples of sed operators 



Notation 


Effect 


8d 


Delete 8th line of input. 


/ A $/d 


Delete all blank lines. 


1, / A $/d 


Delete from beginning of input up to, and 
including first blank line. 


/Jones/p 


Print only lines containing "Jones" (with -n 
option). 


s /Windows /Linux/ 


Substitute "Linux" for first instance of 
"Windows" found in each input line. 


s/BSOD/ stability/ g 


Substitute "stability" for every instance of 
"BSOD" found in each input line. 


s/ *$// 


Delete all spaces at the end of every line. 
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s/00*/0/g 


Compress all consecutive sequences of zeroes 
into a single zero. 


echo "Working on it." | sed -e ' li How 
far are you .along? ' 


Prints "How far are you along?" as first line, 
"Working on it" as second. 


5i 'Linux is great.' file.txt 


Inserts 'Linux is great.' at line 5 of the file 
file.txt. 


/GUI/d 


Delete all lines containing "GUI". 


s/GUI/ /g 


Delete all instances of "GUI", leaving the 
remainder of each line intact. 



Substituting a zero-length string for another is equivalent to deleting that string within a line of input. This 
leaves the remainder of the line intact. Applying s/GUI// to the line 



|The most important parts of any application are its GUI and sound effects 

results in 

|Thfe roost of any are its and, sound effects 

A backslash forces the sed replacement command to continue on to the next line. This has the effect of using 
the newline at the end of the first line as the replacement string. 

s / A */\ 

/g 

This substitution replaces line-beginning spaces with a newline. The net result is to replace paragraph indents 
with a blank line between paragraphs. 

An address range followed by one or more operations may require open and closed curly brackets, with 
appropriate newlines. 



/[0-9A-Za-z]/,/ A $/{ 

/ A $/d 
} 

This deletes only the first of each set of consecutive blank lines. That might be useful for single-spacing a text 
file, but retaining the blank line(s) between paragraphs. 

0 The usual delimiter that sed uses is /. However, sed allows other delimiters, such as %. This is useful 
when / is part of a replacement string, as in a file pathname. See Example 11-10 and Example 16-32 . 

I A quick way to double-space a text file is sed G filename. 

For illustrative examples of sed within shell scripts, see: 

1. Example 36-1 

2. Example 36-2 

3. Example 16-3 

4. Example A-2 

5. Example 16-17 

6. Example 16-27 

7. Example A- 12 

8. Example A- 16 

9. Example A- 17 

10. Example 16-32 

11. Example 11-10 
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12. Example 16-48 

13. Example A-l 

14. Example 16-14 

15. Example 16-12 

16. Example A- 10 

17. Example 19-12 

18. Example 16-19 

19. Example A-29 

20. Example A-31 

21. Example A-24 

22. Example A-43 

23. Example A-55 

For a more extensive treatment of sed, refer to the pertinent references in the Bibliography . 



C.2. Awk 



Awk f 1431 is a full-featured text processing language with a syntax reminiscent of C. While it possesses an 
extensive set of operators and capabilities, we will cover only a few of these here - the ones most useful in 
shell scripts. 

Awk breaks each line of input passed to it into fields . By default, a field is a string of consecutive characters 
delimited by whitespace , though there are options for changing this. Awk parses and operates on each separate 
field. This makes it ideal for handling structured text files — especially tables — data organized into consistent 
chunks, such as rows and columns. 

Strong quoting and curly brackets enclose blocks of awk code within a shell script. 



# $1 : 



Pjfeld #1, $2 is fiild #2, 
e two | awk ' { print $1} ' 



i two | awk '{print $2} 



# But what is field #0 ($0)? 
echo one two | awk '{print $0} 



# All the fields! 






awk ' {print $3}' $filename 

# Prints field #3 of file $filename to stdout . 
awk '{print $1 $5 $6}' $filename 

# Prints fields #1, #5, and #6 ;££ie §{£ifl_ename . 

awk ' {print $0} ' 44?l-lename 

# Prints the entire file! 

# Sam© effect as: cat f filename . . . pr- . . . sed '' SfiJ ename 



We have just seen the awk print command in action. The only other feature of awk we need to deal with here 
is variables. Awk handles variables similarly to shell scripts, though a bit more flexibly. 



Appendix C. A Sed and Awk Micro-Primer 



795 






Advanced Bash-Scripting Guide 



{ total ${column_number} } 

This adds the value of column_number to the running total of total>. Finally, to print "total", there is an 
END command block, executed after the script has processed all its input. 

end { print tcrfejtl } j 

Corresponding to the END, there is a BEGIN, for a code block to be performed before awk starts processing 
its input. 

The following example illustrates how awk can add text-parsing tools to a shell script. 



Example C-l. Counting Letter Occurrences 



# ! /bin/sh 

# letter-»($i>!&§jfc2 . sh : Counting letter occurrences Iffikja text? ; .^.le. 

# 

# Script by [nyal@voiia%fe] . 

# Used in ABS Guide with permission. 

# Recommented and reformatted by ABS Guide author. 

# Version 1.1: Modified to work with gawk 3. 

# (Willy.i&ill work, wijjs. earlier versions.) 



INIT_TAB_AWK=" " 

# Parameter to initialize awk script . 

count_case=H 

FILE_PARSE=$ 1 

E_PARAMERR=8 5 

ji^age ( ) 

'}C‘ 

echo "Usage: letter-count . sh file letters" 2>&1 
# For example: . /letter-count2 . sh filename.txt a b c 

exit $E_PARAMERR # Tt^; ffew ■.a#fuiftents passed to script. 



if [ ! -f "$1" ] ; then 

echo "$1: No S^^&^tile . " 2>&1 

usage # Print usage $6$ sage and exit. 



W, [ -z " $2 " ] ; then 

echo "$2: No letters specified." 2>&1 

fi 



shift # Letters specified, 

agfar lett^-- echo $@' # For each, one . . . 

do 

INIT_TAB_AWK="$INIT_TAB_AWK tab_search [ $ { count_case } ] = S 
\"$letter\"; f inal_tab [ $ { count_case } ] =0; " 

# Pass as paift^eter to awk below. 

count_case=' expr $count_case + 1' 



# DEBUG: 

# echo $ I N I T_T AB_AWK ; 
cat $FILE_PARSE | 
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# Pipe the target file to the following awk script . 

# 

# Earlier ver^Jqp Of script: 

# awk -v tab_search!=|| I-v final_tab=0 -v tab=0 -v \ 

# r.b_l ctccr-C -v cr.a ra~0 -v chura2=0 \ 

"BEGIN { $ I N I T_T AB_AWK } 

{ spli*i'|\$0, tab, \"\") ; \ 
for (chara in tab) \ 

{ fbs (ctiftfa2 ; tab_search) \ 

{ if (tab_search [chara2 ] tab [chara] ) { f inal_tab [ chara2 ] ++ } } } } \ 

END { for (chara in fjihaj,_£ab) \ 

{ print tab_search [chara] \" => \" final_tab [chara] } }" 

# 

# Nothing all that complicated, just . . . 

#+ for-loops, if-tests, and a couple Of specii|@;ized functions, 
exit $? 

# Compare this sqf ipt to:- 1 et. re r-counu . sh . 

For simpler examples of awk within shell scripts, see: 

1. Example 15-14 

2. Example 20-8 

3. Example 16-32 

4. Example 36-5 

5. Example 28-2 

6. Example 15-20 

7. Example 29-3 

8. Example 29-4 

9. Example 11-3 

10. Example 16-61 

11. Example 9-16 

12. Example 16-4 

13. Example 10-6 

14. Example 36-19 

15. Example 11-9 

16. Example 36-4 

17. Example 16-53 

18. Example T-3 

That’s all the awk we’ll cover here, folks, but there’s lots more to learn. See the appropriate references in the 
Bibliography . 
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Appendix D. Parsing and Managing Pathnames 

Emmanual Rouat contributed the following example of parsing and transforming filenames and, in particular, 
pathnames . It draws heavily on the functionality of sed. 



# ! /usr/bin/env bash 

# 

# Management of PATH, LD_LIBRARY_PATH, MANPATH variables... 

# By Emmanuel <no-email> 

# (Inspired by the bash documentation 'pathfuncs' and on 

# discussions on stackoverf low : 

# http : / /stackoverf low. com/quest : or.s/37&C47/ 

# http : //stackovdifiow. com/quest±S>ns/273909/#346860 ) 

# Last modified: Sat Sep 22 12 : 01 &£ CEST 2012 

# 

# The following functions handle spaces correctly.' 

# These fh'BctiOns belong in . bash_prdff(le rather than 

# .bashrc, I guess. 

# 

# The modular aspect of these functions should make it easy 

# to expand them to handle path substitutions.’ .instead 

# of path removal etc. . . . 

# 

# See http : / /www. catonmat . net/blog/awk-drs-liners-explained-part-two/ 

# (item 43) ’pi# an exp|^h®)|on ip®- the ' duplftiate-entries ? 

# (it's a nice trick!) 

# 

# Show $8 (usually PATH) as list. 

function p_show() { local p="$0" && for p; do [[ ${!p) ]] && 
echo -e $ { ! p// : /\\n } ; done } 

# Filter out empty lines, multiple/tbMj'lthg slashes, and duplicate entries, 
function p_filter() 

{ awk '/ A [ \t]*$/ {next} (sub(/\/ + $/, " " ) ; gsu®/||\/+/, "/") } ! x [ $ 0 ] ++' ;} 

# Rebuild list' ai". |tems itif'd ' : ' separated word. (PATH-like) . 
function p_build() { paste -sd: ;} 

# Clean $1 (typically PATH) and rebuild it 
function p_clean ( ) 

{ local p=${l} && eval $ {p}= ' $ (p_show $ { p } | p_filter | p_build) ' ;} 

# Remove $1 from $2 (found on stackoverf low, with modifications) . 
function p_rm ( ) 

{ local d=$ (echo $1 | p_filter) p=${2} && 

eval $ {p} = ' $ (p_show $ { p } | p_^lter I grep -xv "${d}" | p_buil.^) ' ;} 

# Same as previous, but f i'.l te r:s on a pattern, (dangerous... 

#+ don't use 'bint or '/' as pattern!). 

function p_rmpat ( ) 

{ local d=$ (echo $1 | p_filter) p=${2} && eval $ {p}= ' $ (p_show ${p} | 

p_f i ! ter | grep -v "${d} M | p_build) ' ;} 

# Delete $1 from $2 and append it cleanly, 
function p_append() 

{ local d=$ (echo $1 | ptiftifeer) P' S ( 2 ( && p_rm " S { d ) " S ( p ) && 
eval $ {p}= ' $ (p_show $ { p } d | p_build) ' ;} 

# Dei-ete $1 from $2 and prepend it cleanly. 



Appendix D. Parsing and Managing Pathnames 



798 





Advanced Bash-Scripting Guide 



function p_prepend() 

{ local d=$ (echo $1 | p_f liter) p=${2} && p_rm " S { d } " S { p ) && 
eval $ {p}= ' $ (p_show d ${p} I p_build) ' ;} 

# Spm© tests: 

'echo 

MYPATH=" /bin : /usr/bin/ : /bin: //bin/" 
p_append "/pro jo c L / /$iy. pro ject/bih" MYPATH 

echo "Append ' /pro ject//my project/bin' to ' /bin : /usr/bin/ : /bin : //bin/ ' " 
echo "(result should be: /bin : /ds.e/®in : /project /t^;' pro j.ect /bin) " 
echo $ MYPATH 

YYOT'iERPAT': "/bin: /usr/bi n / : /bin: /project/ /my project /bin" 

p_prepend "/pro je©t//my project /bin" MYOTHERPATH 

echo "Prepend ' / project/ / my project /bin ' \ 

to ' /bin : /usr/bin/ : /bin : /pro ject//my project/bin/ ' " 

echo "(result should be: /project/my pro ject/ixin: /bill: /usr/bin) " 

echo $ MYOTHERPATH 

echo 

p_prepend " /project //my projedt/bin" FOOPATH # FOOPATH doesn ' t exist, 
echo "Prepend ' /pro ject//my project /bin' to an unset variable/ 1, 
echo "(result should be: /project/my pro ject/felii) " 
echo $FOOPATH 

echo 

BARPATH="/ a : /b/ : //b c://a:/my local pub" 
p_clean BARPATH 

echo "Clean BARPATH= ' /a : /b/ : //b c://a:/my loc#i pub'" 
echo "(result should be: /a:/b:/b c : /my /Ji|cal pub)" 
echo $ BARPATH 



David Wheeler kindly permitted me to use his instructive examples. 



Doing it correctly: A quick summary 
by David Wheeler 

http : / /www. dwheelf(if> com/ essays /filenames-in-shell .html 

So, how can you process filenames correctly in shell? Here's a quick 
summary about how jgo do. it Correctly,, for the impabijght who "just ’WaKrt. the 
answer". In short: Double-quote to use "$variable" instead of $variable, 
set 1FS to just newline and tab, prerf#^;. all globs/filenames so they cannot 
begin with when expanded, and use one of a few templates that work 

correctly. Here- are some of those templates that work •correctly: 



IFS="$ (printf ' \n\t ' ) " 

# Remove SPACE, so "filenames with spaces work well. 

# Correct glob use: 

#+ always use "for" loop, prefix glob, check for existence: 
for ,'fule- is ./* ; do # Use "./*" ... NEVER bare "*" ... 

if [ -« "$file" ] ; then # Make sure it isn*i|,an einpty match. 

COMMAND . . . "$file" . . . 
fi 
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# Correct glob use, but requires nonstandard bash extension, 
shopt -s nullglob # Bash extension*- 

#+ sib that empty glob matches will work, 
fbrijlile- ip ./* ; do # Use NEVER bare "*" 

COMMAND ... "$file" ... 
done 



# These handle all .filenames correctly; 

#+ can be unwieldy if COMMAND is large: 
find . . . -exec COMMAND ... { } \ ; 

find ... -exec COMMAND... {} \+ # If multiple files are okay for COMMAND 



# This skips filenames with .control' characters 
#+ (including tab and newline) •! 

IFS="$ (printf ' \n\t ' ) " 

COh% : i,Olchars="$ (prirtti *^[\001-\037\177] *' ) " 
for file in $(find . ! -name " $controlchars " ' ) ; do 

COMMAND "Sf i le" . . . 
done 



# Okay if filenames can't contain tabs or newlines — 
#+ beware the assumption. i •* 

IFS="$ (printf ' \n\t ' ) " 
for file,' in $ (M#d . ) ; do 
COMMAND "$file" ... 
done 



# Requires .nonstandard but common extensions jiS, '•£ ihd and xargs : 
find . -printO | xargs -0 COMMAND 

# Requires nonstandard extensions to find and to shell (bash works) . 

# ^©tables might not stay set once the loop ends : 

find . -printO | while IFS="" read -r -d "" file ; do ... 

COMMAND " $ f i 1 e " # Use quoted "$file", not $file, everywhere, 
done 



# Requires nonstandard extensions to find and to shell (bash works) . 

# Underlying system must (3® elude named pipes (FIFOs) 

#+ or the- $dev/fd mechanism. 

# version, variables *do* stay set after the loop ends, 

# and you can read from stdin. 

#+ (Change the 4 i'iq another numbe^ft fd needed.) 

while IFS="" read -r -d "^iflile <&4 ; do 

COMMAND "$file" # Use quoted "$file" — not $ id e, everywhere, 
done 4< <(fijipd • -printO) 



# Named pipe version. 

# Requires nonstandard extensions td§ .$3}$ and to sheliis read (bash ok) 

# Underlying system must include named pipes (FIFOs) . 

# Again ^ version,, variables *do* stay set ^f%er the loop ends., 
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# and you can read f reft .stdin . 

# (Change tjis 4 to something else fd 4 needed) . 

mkjjifio mypipe 

•find . -pfifets.O > mypipe & 

while IFS=" " read -r -d "" file <&4 ; do 

COMMAND "^file" # Use quoted "$file", not $file, everywhere, 
done 4< mypipe 
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Appendix E. Exit Codes With Special Meanings 



Table E-l. Reserved Exit Codes 



Exit Code 
Number 


Meaning 


Example 


Comments 


1 


Catchall for general errors 


let "varl = 1/0" 


Miscellaneous errors, such as "divide by 
zero" and other impermissible operations 


2 


Misuse of shell builtins 
(according to Bash 
documentation) 


empty_function() 

{} 


Missing keyword or command, or 
oermission oroblem land cliff return code on 
a failed binary file com oar i son). 


126 


Command invoked cannot 
execute 


/dev/null 


Permission problem or command is not an 
executable 


127 


"command not found" 


illegal_command 


Possible problem with $PATH or a typo 


128 


Invalid argument to exit 


exit 3.14159 


exit takes only integer args in the range 0 - 
255 (see first footnote) 


128+n 


Fatal error signal "n" 


kill -9 $PP;lb of 
script 


$? returns 137 (128 + 9) 


130 


Script terminated by 
Control-C 


Ctl-C 


Control-C is fatal error signal 2, (130 = 128 
+ 2, see above) 


255* 


Exit status out of range 


exit -1 


exit takes only integer args in the range 0 - 
255 



According to the above table, exit codes 1 - 2, 126 - 165, and 255 H441 have special meanings, and should 
therefore be avoided for user-specified exit parameters. Ending a script with exit 127 would certainly cause 
confusion when troubleshooting (is the error code a "command not found" or a user-defined one?). However, 
many scripts use an exit 7 as a general bailout-upon-error. Since exit code 1 signifies so many possible errors, 
it is not particularly useful in debugging. 



There has been an attempt to systematize exit status numbers (see /usr/include/sysexits . h), but this 
is intended for C and C++ programmers. A similar standard for scripting might be appropriate. The author of 
this document proposes restricting user-defined exit codes to the range 64 - 113 (in addition to 0, for success), 
to conform with the C/C++ standard. This would allot 50 valid codes, and make troubleshooting scripts more 
straightforward. H451 All user-defined exit codes in the accompanying examples to this document conform to 
this standard, except where overriding circumstances exist, as in Example 9-2 . 

i Issuing a $? from the command-line after a shell script exits gives results consistent with the table above 
only from the Bash or sh prompt. Running the C-shell or tcsh may give different values in some cases. 
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Appendix F. A Detailed Introduction to I/O and I/O 
Redirection 

written by Stephane Chazelas, and revised by the document author 



A command expects the first three file descriptors to be available. The first, fd 0 (standard input, stdin), is 
for reading. The other two (fd 1, stdout and fd 2, stderr) are for writing. 

There is a stdin, stdout, and a stderr associated with each command. Is 2>&1 means temporarily 
connecting the stderr of the Is command to the same "resource" as the shell's stdout. 

By convention, a command reads its input from fd 0 (stdin), prints normal output to fd 1 (stdout), and 
error ouput to fd 2 (stderr). If one of those three fd's is not open, you may encounter problems: 



bash$ cat /etc/passwd >&- 

cat: standard output: Bad f iSIf^descriptor 



For example, when xterm runs, it first initializes itself. Before running the user's shell, xterm opens the 
terminal device (/dev/pts/<n> or something similar) three times. 

At this point, Bash inherits these three file descriptors, and each command (child process) run by Bash inherits 
them in turn, except when you redirect the command. Redirection means reassigning one of the file 
descriptors to another file (or a pipe, or anything permissible). File descriptors may be reassigned locally (for 
a command, a command group, a subshell , a while or if or case or for loop ...'), or globally, for the remainder of 
the shell (using exec) . 

Is > /dev/null means running Is with its fd 1 connected to /dev/null. 



bash$ lsof -a -p $$ -d0,l,2 

COMMAND PID USER FD TYPE DEVICE SIZE NODE NAME 

bash 363 bozo Ou CHR 136,1 3 / dev/ pts/1 

bash 363 bozo lu CHR 136,1 -3 /dev/pts/1 

bash 363 bozo 2u CHR 136,1 3 / dev/ pts/f 



bash$ exec 2> /dev/null 
bash$ lsof -a -p $$ -d0,l,2 

COMMAND PID USER FD 

bash 371 bozo Ou 

bash 371 bozo lu 

bash 371 bozo 2w 



TYPE DEVICE SIZE NODE NAME 

CHR 136,1 3 / dev/ pts/1 
CHR 136,1 ,3 /dev/pts/1 
CHR 1,3 120 /dev/null 



bash$ bash -c 'lsof - 

COMMAND PID USER FI 
lsof 379 root 

lsof 379 root 

lsof 379 root 



-p $$ -dO ,1,2' | cat 

TYPE/giVlCE SIZE NODE NAME 
i CHR 136,1 3 /dev/pts/1 

i FIFO 0,0 f|4Jfe pipe 

i CHR 136,1 3 /dev/pts/1,. 



bash$ echo "$(bash -c 'lsof -a -p $$ -d0,l,2' 2>&1) " 

COMMAND PID USER FD TYPE DEVICE SIZE NODE NAME 
1 sof 426 root Ou CHR 136,1 3 /dev/pts/li? 
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Appendix G. Command-Line Options 

Many executables, whether binaries or script files, accept options to modify their run-time behavior. For 
example: from the command-line, typing command -o would invoke command, with option o. 



G.l. Standard Command-Line Options 

Over time, there has evolved a loose standard for the meanings of command-line option flags. The GNU 
utilities conform more closely to this "standard" than older UNIX utilities. 

Traditionally, UNIX command-line options consist of a dash, followed by one or more lowercase letters. The 
GNU utilities added a double-dash, followed by a complete word or compound word. 

The two most widely-accepted options are: 

• -h 

— help 

Help : Give usage message and exit. 

• -v 

--version 

Version: Show program version and exit. 

Other common options are: 



—all 

All: show all information or operate on all arguments. 

• -1 



List: list files or arguments without taking other action. 

• -o 

Output filename 

• -q 

— quiet 

Quiet: suppress stdout. 

• -r 

-R 
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— recursive 

Recursive : Operate recursively (down directory tree). 

• -v 

— verbose 

Verbose : output additional information to stdout or stderr. 

• -z 

— compress 

Compress', apply compression (usually gzip ). 

However: 

• In tar and gawk: 

-f 



File', filename follows. 

• In cp, mv, rm: 



— force 

Force', force overwrite of target file(s). 

♦ Many UNIX and Linux utilities deviate from this "standard," so it is dangerous to assume that a given 
option will behave in a standard way. Always check the man page for the command in question when in 
doubt. 

A complete table of recommended options for the GNU utilities is available at the GNU standards page . 



G.2. Bash Command-Line Options 



Bash itself has a number of command-line options. Here are some of the more useful ones. 

• -c 

Read commands from the following string and assign any arguments to the positional parameters . 



bash$ bash -c 'set abed; IFS="+-;"; echo 

a+b+c+d 
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— restricted 

Runs the shell, or a script, in restricted mode . 

— posix 

Forces Bash to conform to POSIX mode. 

— version 

Display Bash version information and exit. 

End of options. Anything further on the command line is an argument, not an option. 
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Appendix H. Important Files 

startup files 

These files contain the aliases and environmental variables made available to Bash running as a user 
shell and to all Bash scripts invoked after system initialization. 

/ etc/profile 

Systemwide defaults, mostly setting the environment (all Bourne-type shells, not just Bash [1461) 

/etc/bashrc 

systemwide functions and aliases for Bash 

$HOME/ . bash_prof ile 

user-specific Bash environmental default settings, found in each user's home directory (the local 
counterpart to /etc/profile) 

$HOME/ .bashrc 

user-specific Bash init file, found in each user's home directory (the local counterpart to 
/etc/bashrc). Only interactive shells and user scripts read this file. See Appendix M for a sample 
.bashrc file. 

logout file 

$HOME/ .bash_logout 

user-specific instruction file, found in each user's home directory. Upon exit from a login (Bash) shell, 
the commands in this file execute. 

data files 

/ etc/passwd 

A listing of all the user accounts on the system, their identities, their home directories, the groups they 
belong to, and their default shell. Note that the user passwords are not stored in this file, U471 but in 
/ etc /shadow in encrypted form. 

system configuration files 

/etc/ sysconf ig/hwconf 

Listing and description of attached hardware devices. This information is in text form and can be 
extracted and parsed. 



bash$ grep -A 5 AUDIO /etc/sysconfig/hwconf 

class: AUDIO 
bus: PCI 
detached: 0 
driver: snd-intel8x0 

desc: "IntiSi Corporation 82801CA/CAM AC' 97 Audio Controller" 
vendor Id : 8086 



© This file is present on Red Hat and Fedora Core installations, but may be missing from 
other distros. 



Appendix H. Important Files 



808 






Appendix I. Important System Directories 

Sysadmins and anyone else writing administrative scripts should be intimately familiar with the following 
system directories. 

• /bin 

Binaries (executables). Basic system programs and utilities (such as bash). 

• / usr/bin f 1481 

More system binaries. 

• /usr/local/bin 

Miscellaneous binaries local to the particular machine. 

• / sbin 

System binaries. Basic system administrative programs and utilities (such as fsck). 

• / usr/ sbin 

More system administrative programs and utilities. 

• / etc 

Et cetera. Systemwide configuration scripts. 

Of particular interest are the /etc/f stab (filesystem table), /etc/mtab (mounted filesystem 
table), and the /etc/inittab files. 

• / etc/ rc . d 

Boot scripts, on Red Hat and derivative distributions of Linux. 

• /usr/share/doc 

Documentation for installed packages. 

• /usr/man 

The systemwide manpages . 

• / dev 

Device directory. Entries (but not mount points) for physical and virtual devices. See Chapter 29 . 

• /proc 

Process directory. Contains information and statistics about running processes and kernel parameters. 
See Chapter 29 . 

• / sys 

Systemwide device directory. Contains information and statistics about device and device names. This 
is newly added to Linux with the 2.6.X kernels. 

• /mnt 

Mount. Directory for mounting hard drive partitions, such as /mnt /dos, and physical devices. In 
newer Linux distros, the /media directory has taken over as the preferred mount point for I/O 
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In newer Linux distros, the preferred mount point for I/O devices, such as CD/DVD drives or USB 
flash drives. 

• /var 

Variable (changeable) system files. This is a catchall "scratchpad" directory for data generated while 
a Linux/UNIX machine is running. 

• /var/log 

Systemwide log files. 

• /var/spool/mail 

User mail spool. 

• /lib 

Systemwide library files. 

• /usr/lib 

More systemwide library files. 

• / tmp 

System temporary files. 

• /boot 

System boot directory. The kernel, module links, system map, and boot manager reside here. 
Altering files in this directory may result in an unbootable system. 
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Appendix J. An Introduction to Programmable 
Completion 

The programmable completion feature in Bash permits typing a partial command, then pressing the [Tab] key 
to auto-complete the command sequence, f 1491 If multiple completions are possible, then [Tab] lists them all. 
Let's see how it works. 



|bash$ xtra [Tab] 1 


xt. racercute 


xtrapin 


xtrapproto 


xtraceroute . real 


xtrapinf o 


xtrapreset 


xtrapchar 


xt r a pout 


xtrapstats 


bash$ xtrac [Tab] 


xt r acer.oute 


xtraceroute . real 




bash$ xtraceroute. 

xtraceroute . real 


. r [Tab] 





Tab completion also works for variables and path names. 



bash$ echo $BASH [Tab] 

$BASH 

$BASH_ARGC 

$BASH_ARGV 

$BASH_COMMAND 



$ BASH_COMP LET ION BASH_SUBSHELL 

$ BAS H_COMP LE T I ON_D I R $ BAS H_VERS INFO 
$BASH_LINENO $BASH_VERSION 

$BASH_SOURCE 



bash$ echo /usr/local/ [Tab] 

bin/ etc/ include/ libexec/ sbin/ s rc/ 

doc/ garqes/ .%£$}. man/ share/ 



The Bash complete and compgen builtins make it possible for tab completion to recognize partial parameters 
and options to commands. In a very simple case, we can use complete from the command-line to specify a 
short list of acceptable parameters. 



bash$ touch sample_command 

bash$ touch filel.txt file2.txt file2.doc file30.txt file4.zzz 

bash$ chmod +x sample_command 

bash$ complete -f -X '!*.txt' sample_command 



bash$ . /sample [Tab] [Tab] 

sample_command 

filel.txt file2.txt f i : e30.txt 



The - f option to complete specifies filenames, and -X the filter pattern. 



For anything more complex, we could write a script that specifies a list of acceptable command-line 
parameters. The compgen builtin expands a list of arguments to generate completion matches. 
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Let us take a modified version of the UseGetOpt.sh script as an example command. This script accepts a 
number of command-line parameters, preceded by either a single or double dash. And here is the 
corresponding completion script, by convention given a filename corresponding to its associated command. 



Example J-l. Completion script for UseGetOptsh 



# file: UseGetOpt-2 

# UseGetOpt-2 . sh parameter-completion 

_UseGetOpt-2 () # By convention, the function name 

{ ##;-'^ta,rts With fe underscore . 

# Pointer to <^x$ent completion' word. 

# By convention, it's named "cur" but this isn't strictly; jfpfcessary . 

COMPREPLY=() # Array variable storing the possible completions. 

Our=$ { COMP_WORDS [COMP_CWORD] } 

' 'case "Scut" in 

COMPREPLY= ( $( compgen -W '-a -d -f -1 -t -h — aoption — debug \ 

— file — log — test — help — ' — $cur ) );; 

# Generate the completion HRSjgpjs and load the#: -into $COMPREPLY array. 

# xx) May add more cases here. 

# YY) 

# zz) 
esac 

return 0 



complete -F _UseGet0pt-2 -o filenames . /UseGetOpt-2 . sh 
# aaaaaaaaaaaa -nvokes the function _UseGetOpt-2 . 

Now, let's try it. 



bash$ 


source UseGetOpt-2 










bash$ 


. /UseGetOpt-2 . sh -[Tab] 

— aopti on — debug 
-d -f 


-h 


-1 


— log 
-t 


— tost 


bash$ 


. /UseGetOpt-2 . sh — [Tab] 

— aoption — debug 


— file 


—help 


— log 


— test 



We begin by sourcing the "completion script." This sets the command-line parameters. IT 501 



In the first instance, hitting [Tab] after a single dash, the output is all the possible parameters preceded by one 
or more dashes. Hitting [Tab] after two dashes gives the possible parameters preceded by two or more dashes. 

Now, just what is the point of having to jump through flaming hoops to enable command-line tab completion? 
It saves keystrokes. T15 11 



Resources: 
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Bash programmable completion project 

Mitch Frazier's Linux Journal article, More on Usins the Bash Complete Command 
Steve's excellent two-part article, "An Introduction to Bash Completion": Part 1 and Part 2 
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Appendix K. Localization 

Localization is an undocumented Bash feature. 

A localized shell script echoes its text output in the language defined as the system's locale. A Linux user in 
Berlin, Germany, would get script output in German, whereas his cousin in Berlin, Maryland, would get 
output from the same script in English. 

To create a localized script, use the following template to write all messages to the user (error messages, 
prompts, etc.). 



#! /bin/bash 

# J ccal.ized. sh 

# Script by Stephane Chazelas, 

#+ modified by Bruno Haible, bugfixed by Alfredo P : ront.i . 

. gettext.sh 

E_CDERROR=65 

error (> 

{ 

prfSEt % "S3" > & 2 
exit $E_CDERROR 

} 

cd $var | | error, " ' eval_gettext V'CanVt cd to \\\$var . \ 

» The triple backslashes (escapes) in front of $var needed 
#+ "because eval_gettext expects a stj^ffag 

#+ where the variable values have not yet been substituted." 

# — per Bruno Haible 

read -p "'gettext \ "Enter the value: var 

# ... 



# 

# Alfredo j|||Js>f|i.i comments: 

# Trii s script has been rro.di f ,i ed t% USe the $"..." syntax lit 

#+ favor of the "'gettext syntax. 

# This fijff'ok, but with the new localized, sh program, the commands 
#+ "bash -D filename" and "bash — dump-po-string filename" 

#+ till produce no output 

#+ (because those command are only searching for the $"..." strings)! 

# The ONLY way to extract sp^ngs from the new is to use the 

# 'xgettext' program. However, the xgettext program is buggy. 

# Note that 'xgettext' has another bug. 

# 

# The shell fragment: 

# gettext -s "X like Bash" 

# will be correctly extracted, but . . . 

# xgettext -s "I like Bash" 

# . . . fails! 

# 'xgettext' will extract 1-s" because 
#+ the command only extracts the 

#+ very argument Sifter the 'gettext' word. 
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# Escape characters: 

# 

# To localize a sentence like 

# echo -e "HelloXtworld! " 

#+ you must use 

# echo -e " ' qoutext Y"Hello\\tworld\" ' " 

# The "double escape character" before the 't' is needed because 
#+ 'gettext' will search for a string like: 'HelloXtworld' 

# This is because gettext will read one literal '\') 

#+ and will output g. eStfpfng like "Ben. jourXtmonde" , 

#+ so the 'echo' command wilt display the message correctly. 

# 

# You may not use 

# echo "'gettext -e \"Hello\tworld\" ' " 

#+ due tb. le'he xgettext bug explained above. 



# Let's idealize the following she 1 1 fragment: 

# echo "-h display help and exit" 

# 

# Firjst% one could do tfcjs : 

# echo "'gettext \"-h display help and exitX"'" 

# .This way 'xgettext' will work oky, 

#+ but thfe’ 'gettext' program will read "-h" as an option! 

# 

# One sclut i on could be 

# echo "'gettext — \"-h display help and exitX " ' " 

# This way 'gettext' will work, 

#+ that 'xgettext' will extract " — ", as referred to above. 

# 

# The workaround you may use to get thia st'rjkng jLisisalized is 

# echo -e "'gettext \"\\0-h display help and exitX"'" 

# We have added a XQ (NULL) dt the begi.hgi.ng of the sentence. 

# This way 'gettext' works correctly, as does 'xgettext.' 

# Moreover, the HUH Oha : jK|i8;ter won't change the behaylpi: 

#+ of the 'echo' command. 

# 



bash$ bash -D localized. sh 

"Can ' t cd to %s . " 

"Enter the value: " 

This lists all the localized text. (The -D option lists double-quoted strings prefixed by a $, without executing 
the script.) 



bash$ bash — dump-po-strings localized. sh 

# : a : 6 

msgid "Can't cd to %s." 
msgstr "" 

# : a : 7 

msgid "Enter the value: " 

msgstr "" 

The — dump-po-strings option to Bash resembles the -D option, but uses gettext "po" format. 
@ Bruno Haible points out: 

Starting with gettext-0.12.2, xgettext -o - localized.sh is recommended instead of bash 
-dump-po-strings localized.sh, because xgettext . . . 
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1. understands the gettext and eval_gettext commands (whereas bash — dump-po-strings understands only 
its deprecated syntax) 

2. can extract comments placed by the programmer, intended to be read by the translator. 

This shell code is then not specific to Bash any more; it works the same way with Bash 1.x and other 
/bin/sh implementations. 

Now, build a language . po file for each language that the script will be translated into, specifying the 
msgstr. Alfredo Pironti gives the following example: 

fr.po: 



# : a : 6 

"Can't cd to $var." 

msgstr "Impossib|#;de se positionner dans le repertoire $var." 

# : a : 7 

msgid "Enter the value : " 

S^'g&tr "Entrez la valeur : " 

# The sfeblAff are dumped wifip/jlhe Variable names, not with the %s syntax, 

#+ similar to C programs. 

#+ 'i-S a very cool feature 'ijifi the programmer uses 

#+ variable names that make sense! 

Then, run msgfmt . 

msgfmt -o localized. sh. mo fr.po 

Place the resulting localized, sh. mo file in the /usr/local/share/locale/f®;/ijC_MESSAGES 

directory, and at the beginning of the script, insert the lines: 

TEXTDOMAIND IR=/ us r/ local/ share /locale 
TEXTDOMAlN=local±aad. sh 

If a user on a French system runs the script, she will get French messages. 

© With older versions of Bash or other shells, localization requires gettext . using the -s option. In this 
case, the script becomes: 



# ! /bin/bash 
# localized. sh 








E_CDERROR-65 








error () { 

1 oca/t f o rmat = $ 1 
shift 

"$ (gettext -s 
exit $E_CDERROR 


" $ format " ) 


" "$0" >&2 




cd $var | | error "Can 1 
read -p "$ (gettext -s 


t cd to %s. 
"Enter the 


. " " $var " 
value : " ) " a 





The TEXTDOMAIN and TEXTDOMAINDIR variables need to be set and exported to the environment. This 
should be done within the script itself. 
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This appendix written by Stephane Chazelas, with modifications suggested by Alfredo Pironti, and by Bruno 
Haible, maintainer of GNU gettext . 
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Appendix L. History Commands 

The Bash shell provides command-line tools for editing and manipulating a user's command history. This is 
primarily a convenience, a means of saving keystrokes. 

Bash history commands: 

1. history 

2. fc 



bash$ history 

1 mount /mnt/cdrom 

2 cd. /mr.t/ carom 

3 Is 



Internal variables associated with Bash history commands: 

1. SHISTCMD 

2. $HISTCONTROL 

3. SHISTIGNORE 

4. $HISTFILE 

5. SHISTFILESIZE 

6. $HISTSIZE 

7. SHISTTIMEFORMAT (Bash, ver. 3.0 or later) 

8. !! 

9. !$ 

10 . !# 

11. !N 

12. !-N 

13. ! STRING 

14. !?STRING? 

15. A STRING A string A 



Unfortunately, the Bash history tools find no use in scripting. 



# ! Ajin/bash 

# history. sh 

# A (^i(|tn) attempt to use the 'histbry' command script, 

history # No output . 

var-$ (history) ; echo "$va^l- # $var. is empty. 

# ISii&fcSry commands are, by de£Saa4%;#> disabled wit'SfLii a script. 

# However, as dhw points out, 

#+ set -o history 

#+ enables tfi® history mechanism, 
sot history 

var=$ (history) ; echo "$vag. # 1 var=$ (histpiy) 



bash$ . /history. sh 

| (no output) 
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Appendix M. Sample .bashrc and 
. bash_profile Files 

The - /.bashrc file determines the behavior of interactive shells. A good look at this file can lead to a 
better understanding of Bash. 

Emmanuel Rouat contributed the following very elaborate .bashrc file, written for a Linux system. He 
welcomes reader feedback on it. 

Study the file carefully, and feel free to reuse code snippets and functions from it in your own .bashrc file 
or even in your scripts. 



Example M-l. Sample . bashrc file 



# ============================================================= # 

# 

# PERSONAL $LOYE/ .bashrc F'T.E.; for bash-3.0 (o|R&ter) 

# By Emmanuel Rouat [no-emai|j;J[ 

# 

# Last modified: Tue Nov 20 22:04:47 CET 2012 

# This file is normally read by interactive shells only. 

#+ Here feythe place to define your aliases, functiabS and 
#+ other interactive features like your prompt. 

# 

# The majority of the code here assumes you are on a GNU 

#+ sygfaSn (most likely a LitbjlSE box) and :ii|k pjften based or code 
#+ found on Usenet or Internet. 

# 

# See for instance: 

# http : //tldp . org/LDP/abs/html/ index. hflij 

# http://www.caliban.org/bash 

# http : / /www. shelldorado . cotB/scripts/ categoriesr*i®|p| 

# http://www.dotfiles.org 

# 

# The choice of colors was done for a shell with a dark background 

#+ (white on black) , and this is usually also suited for pure text -mode 
#+ consoles (no X server available) . If you use a white background, 

#+ you'll have to do some other chdiees;^r readability. 

# 

# This bashrc. f,AleY3£|£ a bit overcrowded. 

# Remember, it is just just an example. 

# Tailor 'it to your needs. 

# 

# =============================================================== # 

# — > Comments added by HOWTO author. 

# If not hbMflng interactively, don't do anythihg 

[ -z "$PS1" ] && return 



# 

# Source global definitions (if any) 

# 
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33?; [ -f /etc/basWi#; ; ] ; then 

£ '/'fe|;c/bashrc # — > Read /etc/bashrc, if present. 



# 

# Automatic setting o&^&J^PLAY *ot set already) . 

# This works for me - your mileage may vary. . . . 

# The problem is that different types cgfifterminals give 

#+ different answers to 'who am i' (rxvt in particular can be 
#+ troublesome) - however tttJj#..code seems to work ih a majority 
#+ of cases. 

# 

'Sphctlon get_xserver () 

case $TERM ir^/v 
xterm ) 

XSERVER=$ (who am i | awk '{print $NF} ' | tr -d ')''(' ) 

# Ane-Pieter Wieringa suggests the following alternative 

# I_AM=$ (who am i) 

# SERVER=$ { I_AM#* ( } 

# SERVER=$ { SERVER%* ) } 

XSERVER=$ {XSERVER%% : * } 

aterm I rxvt ) 

# Find some code that works here. ... 




if [ -z $ {DISPLAY : } ]; then 
get_xserver 

if [ [ -z $ {XSERVER) II $ {XSERVER} == $ (hostname) || 

$ {XSERVER} == "Unix" ]]; then 

DISPLAY=" : 0 . 0 " # Display 

else 

D I SPLAY=${ XSERVER } :0.§' # Display 

I ‘ - 

fi 

export DISPLAY 

# 

# Some settings 

# 

#set -O r.ounsdt # These two options are useful for debugging. 

» set -o xt race 

alias debug="set -o nounset; set -o xtrace" 

ulimit -S -c 0 # Don't want coredumps. 

set —0 noclobber 
set -o. ignoreeof 



# Enable options: 
shopt -s cdspell 
shopt -s cdable_vars 
shopt -s checkhash 



on local host, 
on remote host. 
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shopt -s checkwinsize 

shopt -s sourcepath 

shopt -s no_empty_cmd_co:mpletion 

shopt -s cmdhist 

shopt -s histappend histreedit histverify 

shopt -s extglob # Necessary for programmable ccrr.p Motion . 

# Disable options: 
shopt -u mailwarn 

unset MAILCHECK # want $£. JifcelS, to warn me of inserting 



# 

# Greeting, flfijftd etc. . . . 

# 

# Qdi.br definitions (taken from Color Bash Prompt HowTo) . 

# SoSie. bplors migSf; look d4‘£ > ferent£j©Js sorts- terminals . 

# For example, I see 'Bold Red' as 'orange' on my screen, 

# hence the 'Green' ' BRed ' 'Red' sequence I often Use iit my prompt. 



# Normal Colors 
Black- ' \e [0; 30m' 
Red- ' \e | O f dirt ' 1 
Green= ' \e [ 0 ; 32m ' 
Yellow= ' \e [Of 33m' 
Blue=' \e [0; 34m' 

P u r|>;l0M \ e [ 0; 3 5m ' 
Cyan- ' \e [0; 36m' 
White=' \e [0; 37m' 



# 3 1 a ck; 

# Red 

# Green 

# Yellow 

# Blue 

# Purple 

# Cyan 

# White 



# Bold 

Jffi:-lack= ' \e [1; 30m' 
BRed=' \e [1; 31m' 
BGreen= ' \e [ 1 ; 32m' 
BYellow= ' \e [ 1 ; ' 
BB-1 ue- ' \e | ", ; 34m' 
BPurple= ' \e [ 1; ' 

BCyan- ' \e [ 1 ; 3 6m ' 
BWhite^l\e [1; 37m' 



# 3 1 a ok 

# Red 

# Green 

# Yellow 

# Blue 

# Purple 

# Cyan 

# White 



# Background 
On_Black= ' \e [ 40m' 
On_Red=' \e [41m' 
On_Green= ' \e [ 4 2m' 
On_Yellow=' \e [43m 1 
On_Blue= ' \e [44m ' 
On_Purplqs=l \e [45m 1 
On_Cyan= ' \e [ 4 6m ' 
On_White-' \e [47m' 



# 3 I a c k. 

# Red 

# Green 

# Yellow 

# Blue 

# Purple 

# Cyan 

# White 




# Qqi.br Reset 



ALERT=$ {BWhite } $ { On_Red} # Bold White on red background 



echo -e "$[ BCyan ;. This is BASH $ {BRed} $ [BASH_VERSlif5a$% .*}$ {BCyan} \ 
- DISPLAY on ${BRed}$DISPLAY${NC}\n" 
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if [ -x /usr/games/fortune ] ; then 

/usr /games /fo>jS§Sgi5.# -s # Tgjgkes our day a • • • • :-) 

fi 



function _exit() # Function to run upon exit of shell, 

echo -e "$ {BRed}Hasta la vista, baby${NC}" 

mC 

trap _exit EXIT 



She ILL: prompt - for many examples, see: 

http : / /www. debian-administration . org/articles/205 
ijlfctp : / /www . askapache . com/linrcgf /bash-power-prompt . html 
http : / /tldp . org/HOWTO/Bash-Prompt-HOWTO 
Ijttps : / / q i thub . com/no j&ifcn/liquidprompt 



# Current Format 

# TIME: 

# Green 

# Orange 

# Red 

# ALERT 

# USER: 

# Cyan 

# Orange 

# Red 

# HOST: 

# Cyan 

# Green 

# Red 

# PWD : 

# Green 

# Orange 

# ALERT 

# Red 



[TIME USER0HOST PWD] > 

== machine load i..s. low 

machine load is medium 

== machine load i s jiigji 

== machine load is very high 

normal user 
== SU to user 

== local session 

== secured i^itdte conndoti^pi (via 
unsecured remote connection 



Cyai 



== more than 10% free disk space 
== less feha^ ; -j|0% free disk space 
== less than 5% free disk space 
== cur-ffent user doestv liave write privileges 
current filesystem is size zero (like /proc) 



White 

Cyan 

Orange 



no background or suspended jobs in this shell 
== dit least one background job Sfi this she L i 
at least .©fi# {Suspended job in this shell 



1 is added to the history file each time you hit enter, 
; available to all shells (using 'history -a'). 



# Test connection type: 

[ -n " $ { SSH_CONNECTION } " ]; then 

CNX=${Green} # Connected on remote machine, via ssh (good), 

el :.f l[ "$ {DISPLAY%% : 0* } " != "" ]]; then 

CNX= $ { ALERT } # Connected On remote machine, not via ssh (bad). 

else 

CNX=$ {BCyan} # Connected on local machine. 



# Test user type: 

if [[ $ {USER} == "root" ]]; then 

SU=$ {Red} # Us#*,. ‘is 

elif [[ $ {USER} != $(logname) ]]; 
SU=$ { BRed} # User is 

SU=${ BCyan} # Us«j#4s 



normal (well . . . mosfc 
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fi 



NCPU=$ (grep -c 'processor 
SLOAD=$ ( ( li§*'${NCPU} )) 
MLOAD=$ ( ( 200*$ {NCPU} )) 
XLOAD=$ ( ( 4 §§*!${ NCPU} )) 



/proc/cpuinf o) # Number of CPUs 

# Smali|||oad 

# Medium load 

# Xlarge load 



# Returns system load as percentage, i.e., '40' rather than '0.40)'. 

function load() 

§■[ 

jgpcal SYSLOAD=$ (cut -d " " -f 1 /proc/loadavg | tr -d ' . ' ) 

# System load of the current host . 

echo $ ( (1Q#$SYSL0AD) ) # Convert to decimal. 

f. 1 



# Returns a color indicating system load, 
function load_color() 

jtpcal SYSLOAD=$ (load) 

[ $ { SYSLOAD } -gt ${XLOAD} ]; then 
echo -en $ {ALERT} 

elff [ ${ SYSLOAD} -gt $ { MLOAD } ]; then 
echo -en $ { Red }' 

elif [ ${ SYSLOAD} -gt ${SLOAD} ]; then 
echo -en ${BRed} 

else 

echo -en $ {Green} 



# Returns a color according to free disk space in $PWD . 
iiahdfcidii dis k_co 1 or ( ) 



:.Sf [ ! -w " $ { PWD } " ] ; then 
echo -en ${Red} 

# No 'ttiite' privilege in the current directory, 
e'i : f [ -s " $ { PWD } " ] ; then 
\i used=$ (command df -P "$pwd" | 

awk 'END {print $5} { sub (/%/,"")}' ) 

1 ${used} -gt 95 ]; then 

echo -en $ {ALERT} # Disk almost full (>95%) s 

elif [ ${used} -gt ther£.* . / 

echo -en ${BRed} # Free disk space almost gone. 



els< 



echo -en ${ Green 



# Free disk space : 



ok. 



echo -en ${Cyan} 

# Current directory is size 'O' (like /pr< 



# Returns a color according to running/suspended jobs, 
function job_coior ( ) 

Pm 

, [ $ ( jobs -s | wc -1) -gt "0" ]; then 

echo -en ${BRed} 

eli'fi [ $ ( jobs -r | wc -1) -gt "0" ] (then 
echo -en ${BCyan} 
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# Adds some text in the terminal frame (if applicable) . 



# Now we construct the prompt . 

PROMPT_COMMAND=" hi story -a" 
case $ { TERM} in 

‘terra | rxvt | linux) 

PS". ~"\ : \S ( : cad_col or) \ : [\A\[${NC}\] " 

# Time;'©f day (with load info) : 

PS1="\ [\$ (load_color) \] [\A\[${NC}\] " 

# UserSHost (with connection type info) : 

psi=${psi}"\ :$;su(\i\u\is{nc;\: 3\is{cxx}\]\h\|s{Kc;\: " 

# PWD (with 'disk space' info): 

PSl=${PS.l;}-*\ [\$ (disk_coloi||| \W] \ [${NC}\] " 

# Prompt (with 'job' info): 

PS1=${PS1}"\ :\S ( ;ob_cp.tor) \|>\ [${NC}\] " 

# Set title of current xterm: 

PSl=${PSlF\[\e]0; [\ph] \w\a\ ] " 



PS1="(\A \u@\h \W) > " # — > PS1=" ( \A \u0\h \w) > " 

# — > Shows ^S|ll pathname of current: dip. 



export TIMEFORMAT— $1 \nreal %3R\tuser %3U\tsys %3S\tpcpu %P\n ' 
export HISTIGNORE="& :bg:fg: 11 :h" 

export HISTTIMEFORMAT="$ (echo -e $ {BCyan} ) [%d/%m %H: %M: %S] $ (echo -e ${NC}) 
export HISTCONTROL=ignoredups 

export HOSTFILE=$HOME/ . hosts # Put a list Of remote hosts in -/.hosts 



# 

# ALIASES AND FUNCTIONS 

# 

# Arguably, some functions defined here are quite big. 

# jjEg y'd&:#aiifc to make -%&is Be smaller**.- these functions OS® 
#+ be converted into scripts and removed fjSgftl here. 

# 

# 

# Personr.al A 1 : ases 

# 

.-alias cp= ' c-p -*{''• 

# -> Prevents accidentally clobbering (files . 
alias mkdir='mkdir -p ' 

alias h='history' 

; |yfcias '' 3 &' jobs -1 ' 
alias which='type -a' 

.alias . .-®dd . . ' 

# Pret-ty-pr||g|. dt jjSdMQ'- PATH var.iab !es: 
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alias path='echo -e $ {PATH/ /:/\\n}t 

•alias libpafiSft'echo -e $ {LD_LIBRARY_PATH// :/\\n} ' 



alias du='du -kh' # Makes a more readable output, 
alias df-’df 



# 

# The 

# 

# Add 
alias 

alias 

alias 



'Is' family (this assumes you use a recent GNU Is) . 



gdldrs for filetype and 
ls='ls -h — ccjjfefjgg*’ 
lx= ' 1 s -1XB ' # 

lk= ' Is -IS*;' # 

lt= ' Is -ltr ' # 

lc= ' Is -ife'dr"- # 

lu='ls -ltur ' # 



human-readable sizes by default ort 'Is': 

Sort by extension. 

Sort by size, biggest last. 

Sort by datg^ymost recent last. 

Sort by/show change '-teime,: most recent last. 
Sort by/show access feline, most recent last. 



# The ubiquitous 'll 1 : directories first, with alphanumeric sorting: 

alias ll="ls -ly — group-directories-fif st " 

alias lm='ll | mo r e ' # Pipe through fetfjgr©;* 

alias Ire'll -R' # Recuj^ve Is. 

alias la='ll -A' # Show hidden files. 

alias tree='tree -Csiift,' # ijioe alternative to 'recursive Is' ... 



# 

# 'less' 

# 

alias more=Mss ' 
export PAGER=less 
export LESSCHARSET= ' iatinl ' 

export; 2||3SSOPEN= ' | /usr/bin/lesspipe . sh %s 2>&-' 

# Us© this if lesspipe.sh exists, 
export LESS= t «:i -N -w -z-4 -g -e -M -X -F -R -P%t?f%f \ 

: stdin . ?pb%pb\% : ?lbLine %lb:?bbByte %bb :-...' 

# LESS man page colors (makes Man pages Siare readable) . 

export^ ||ESS_TERMCAP_mb=$ ' \E [01? 31S>' 

export LE S S_T E RMC AP_md= $ ' \E [01; 31m' 

export LE S S_T E RMC AP_me= $ ' \E [ Dm* 

export LESS_TERMCAP_se=$ ' \E [0m' 

exporfe. 1^ESS_TERMCAP_so=$ ' \E [ 01 ; 44 ; 

export LESS_TERMCAP_ue=$'\E[Om' 

export. ,tiESS_TERMCAP_us=$ ' \E | 01; 32m' 



# 

# Spe L i i ng typos - highly pefisShhSl and keyboard-dependent :-) 

# 

alias xs='cd' 

alias moor - 'm.c.re' 
alias' mcew 'Sftg're ' 
alias kk='ll' 



# 

# A few fun ones 

# 
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'f ; unction.-j||/() # Get Gurrent host related j^fcfFo. 



echo -e "\nYou are logged on $ {BRed} $HOST" 

echo -e "\n$ { BRed} Additionna:^ ,finf ormation : $NC " ; uname -a 
echo -e "\n$ {BRed}Users logged on:$NC " ; w -hs | 
cut -d " " -fl | sort | uniq 
echo -e "\n$ {BRed} Current date : $NC " ; date 
echo -e "\n$ {BRed}Machine stats : $NC " ; uptime 
echo -e " \n$ { BRed} Memory Stats : $NC " ; /free 
echo -e "\n$ {BRed}Diskspace : $NC " ; mydf / $HOME 
echo -e "\n$ {BRedJLocaJ JP Address :$NC" ; my_ip 
echo -e "\n$ {BRed}Open connections : $NC netstat -pan — inet; 



# 

# Misc. UttiS'ities : 

# 

function repeat () # Repeat n times command. 

py 

ft@i£.-l?l; shift? 

for ( ( i=l ; i <= max ; i++) ) ; do # — > C-like syntax 
eval " $ @ " ; 

} 



function ask() # See 'killps' for examp jj&iSQf' use.* 

echo -n "$0" ' [y/n] ' ; read ans 

y*|Y*) return 0 ;; 

* ) ret3r*i ; ; 

} 

f ur.ct i on corename () # Get name of app that created a corefile . 

mM 

' do 

echo -n $file : ; gdb — core=$ffjih — batch | head -1 



# 

# PROGRAMMABLE COMPLETION SECTION 

# Most are tal^S® from the bash 2.05 documentation ar.d from XcDoha'i'd ' s 

# 'Bash completion' package (http://www.caliban.Org/bash/#completion) 

# You wiJCl'irf faet need bash more recent then 3.0 for some features. 

# 

# Note that most'jll.nnx distributions now provide many completfaUp 

# 'oat of the box' - however, you might need to make your own one day, 

# so I kept those here as examples. 

if [ "$ {BASH_VERSION% . * } " \< "3,hS® ]; then 

echo "Y® : & will need to upgrade to vers is®#. 3 . '§; for full \ 
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programmabi|fe: completion features" 



shopt -s extglob 



# Necessary. 



complete -A hostname 
complete -A export 
compl^j^ -A variable 
complete -A enabled 
comp letc -A alias 
complete -A f'unct i o 



rsh rep telnet rlogin ftp ping disk 
pr.i ntenv 

export local readonly unset 

PuAlt&fi ^’.1 
alias unalias 



completea _ A 


user 


r#:U, mail finger 


complete -A 


hei prop i c 


help 


# Currently same as builtins. 


complete -A 


shopt 


shopt 




complete _ A 


stopped -P 


' % ' bg 


complete -A 


job -P '%' 


fg 'jobs diaeM: 


complete -A 


directory 


mkdir 


rmcJit: 


completer “A 


directory 


-o default cd 


# Comp res si 








complete -f 


-o default 


-X '* 


nziplZIP)' zip 


complete -f 


-o default 


-X ' ! 


.+ (zip | ZIP) ' unzip 


complete -f 


^6 default 


— X T * 


+ ( z | Z ) ' compress 


complete, -f 


-o default 


-X ' ! 


. + ( z | Z ) ' uncompress 


complete -f 


-o default 


-X '* 


+ (gz | GZ) ' gzip 


complete -f 


-o default 


-X ' ! 


.+ (gz | GZ) ' gunzip 


complete 


-o default 


-X '* 


+(bz2|BZ2)' bzip2 


complet#' -f 


-o default 


-X ' ! 


.+ (bz2 | BZ2 ) ' bunzip2 


complete ' 


-o default 


-X ' ! 


. + (zip | ZIP | z | Z | gz | GZ | bz2 | BZ2 ) ' exu ract 


# Documents 


- Postscript, pdf 


dvi 


complete »f. 


-o default 


-X ' ! 


. + (ps|PS) ' gs ghostview ps2pdf ps2a^^ 


complete: -f 


-o default 


-X \ 




1 ! ” . - (dv i ( DVI ) 1 dvips dvipdf 


xdvi dvi so 1 ect dvitype 


complete -f 


-o default 


-X ' ! 


. + (pdf | PDF) 1 acroread pdf2ps 


complete -f 


-o default 


-X ' ! 


r . 6 (0 ( ? (e) ps | ? (E) PS | pdf | PDF) ?\ 


( . gz | . GZ | .bz2 | . BZ2 | .Z) 


' gv ggv 


complete -f 


«p : default 


-X ' ! 


.texi*' makeinfo texi2dvi texi2html texi2pdf 


complete -f 


-o default 


-X ' ! 


.tex' tex latex slitex 


complete UK 


-o default 


-X ' ! 


• iyx ' lyx 


complete -f 


-o default 


-X ' ! 


. + (htm* | HTM* ) ' lynx html2ps 


complete -f 


-o default 


-X \ 





+ (doc | DOC | xls | XLS | ppt | PPT 1 1 



r I CSV I od? | OD? I 



# Multimedia 

complete -f o default -X \ 

' ! * . + (gif | GIF |: jp*g | JP*G | bmp | BMP | xpm | XPM | png | PNG) ' xv gimp ee gqview 
complete -f -o default -X ' ! * . + (mp3 (MP3) ' mpgt23 mpg321 
complete -f -o default -X ' ! * . + (ogg | OGG) ' oggl23 
complete: 4§© default -X \ 

' ! * .0 (mp [23] IMP [231 I ogg | OGG | wav | WAV | pis | \ 
m3u I xm mod s[3t|m|it mum u!t.f~.ac) ' xmms 

complete -f -o default -X ' ! * . 8 (mp? (e) g | MP? (E) G | wma | avi | AVI | \ 
asf I vob | VOB | bin | dat I ved | ps | pes | fli | viv | rm I .ram | yuv | mov | MOV | qt | \ 

QT | wmv | mp3 | MP3 | ogg | OGG | ogm | OGM | mp4 | MP4 | wav | WAV | asx | ASX) ' xine 
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complete -f -o default -X '!*.pl' perl perl5 



# ijpstis is a ' ; 4j£t|L , versal ' complet£d$y5fOTip;tiQn - it works when commands have 

#+ a so-called 'long options' mode , ie: 'Is — all' instead offj$|s -a' 

# Needs the ' -o ' option of grep 

#+ (try the commented-out version if not available) . 

# First, remove ' = ' ftps .completion word separators 

#+ (this will allow completions like 'Is — color=auto' to work correctly) . 
COMP_WORDBREAKS=$ { COMP_WORDBREAKS/=/ } 



_get_longopts () 

{ 

#$1 —help | sed -e '/— /!d' -e ' s/ . *— \ ( [ A [: space *\) . */— \1/ ' I \ 
#grep A "$2" | ss^SS. -u ; 

$1 — help | grep -o -$ '* — [ A [: space :].,]* " | grep -e "$2" | sort -u 

I-’" I 

_1 ongopts ( ) 

{ 

loca^'cut 

cur=${COMP_WORDS [COMP_CWORD] } 
case ”${cur:-*}" in 
* ) return ; ; 

\~*) eval cmd="$l" ;; 

* ) cmd= " $ 1 " ; ; 

COMPREPLY=*f $ (_get_longopts ${1} ) ) 

} 

complete -o defeat -F _1 ongopts -epftiigwife bash 

complete -o default -F _longopts wget id info a2ps Is recode 

Jar () 

{ 

'local cur ext regex tar untar 
COMPREPLY= ( ) 

eur=${COMP_WORDS [COMP_CWORD] } 

# If we want an option, return the possible long options. 

-*) COMPREPLY= ( $ (_get_longopts $1 $cu4^» ) ; fo.? 

V'^sac 

if [ $ COMP_CWORD -eq 1 ] ; then 

COMPREPLY=( $( compgen -W *C t x u r d A' — $cur ) ) 

return 0 



case " $ { COMP_WORDS [ 1 ] } * tit. 

' " ? (-) c*f ) 

COMPREPLY=( $( compgen [-£•. Scur ) ) 

return 0 
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regex=$ext 

*z*f) 

ext='tar.gz' 

regex='t\ (ar\ . \ ) \ (gz\ | Z\) ' 
* [I jy] *f ) 

ext='t? (ar. )bz? (2) ' 
regex= ' t\ (ar\ . \) bz2\? ' 



COMPREPLY=( $ ( compgen $!$%£■'■) ) 
return 0 






[[ "$COMP_LINE" == t 
# -Complete file: 



* . $ext * ' * ] ] ; then 
n tar file. 



# Get name el tar file from command line. 
ta-r=$ ( echo "$COMPjjiWE" | \ 

sed -e 's| A .* \ ([*']*' $regex' \) ,*$|\1| 

# Devise how to wfe##* aftd list M. 
untar=t$ { C0MP_W0RD3ttl.]l // [ A Iz jyf ] /} 



COMPREPLY=( $( compgen -W "$( echo $( 
2>/dev/if|y]Ll ) 



return 0 



tar $untar $tar \ 
)" — ) ) 



# File complet^^^ on rele^efit files. 
COMPREPLY=( $( compgen -G $cur\*. $ext ) ) 



fi 

return 0 



complete -F Jar -o default tar 



_make ( ) 

{ m 

Jkpcal mdef makef makef_dir=" . " makef_inc gcmd cur prev i; 
COMPREpfj®R ( ) ; 

cur=$ { COMP_WORDS [COMP_CWORD] } ; 
prev=$ { COMP_WORDS [C0MP_CW0RD-1] } ; 
case "$prev" in 

pf) 

COMPREPLY= ($ (compgen -f $cur )); 
return 0 



-*) 

COMPREPLY= ($ (_get Jdngopts $1 $cur )); 
return 0 
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# ... make reads 

# GNUmakef 

# then makef : l-.d 

# then Makefile . . . 

|ii§; [ -f $ (makef_dir } /GNUmakef ile ]; then 
makef =$ {makef_dir } /GNUmakef ile 
ell-ff .[ -£ $ (makef_dir } /makefile ]; then 
makef =$ {makef_dir } /makefile 
eli#. _[ | {mak©^iaiir } /Makef ile ]; then 

makef =$ {makef_dir} /Makef ile 

else 

makef=$ {makef_dir } /*.mk # Local convention. 



# Before we scan for targets, see if a Makefile name was 
#+ spec i fled with -f. 

for (( i=0; i < $ { #COMP_WORDS [0 ] } ; i++ )); do 
*, if [[ ${COMP_WORDS [i] } == -f ]]; then 
# eval for tilde expansion 
eval makef=${COMP_WORDS'tifl] } 
break 

done 

[ ! -f -fmak-ef ] && retgarft 0 

# Deal w i t h , i’.'fl eluded Makejifcjes . 
makef_inc=$ ( grep -E ' A -? include ' $makef | 

sed -e "s, A .* , "$makef_dir"/, " ) 
for file in $makef_inc; do 

[ -f $f:i-le ] && mak®sf=" ■ $£s.le" 

done 



# f!jj' we have a pa rbial word to complete, restrict comp 1 et : Offs. 

#+ to matches of that word. 

jaf; [ -n "$cur" ]; then gcmd=' grep " / '$cur" ' ; else qcmd-cat f f:|ii 

COYPREPLY- ( $ ( awk -F ' : ' [a-zA-ZO-9] [ A $#\/|p] * : ( [ A =] I $) / \ 

(split ($1, A, / /) ; for (i in A) print A[i]}' \ 
$makef 2>/ dev/ n%l . | oval- $gcmd )) 



complete -F _make -X ' +($*|*. [cho]) ' make gmake pmake 



_killall () 

{ 1 

ipcal cur prev 
COMPREPflf^O \ 
cur=${COMP_WORDS [COMP_CWORD] } 

# Get a list of processes 
#+ (theaplrst sed evaluation 

#+ takes care of swapped out processes, the second 
#+ takes care of getting the basename of the process) . 
COMPREPLY= ( $ ( ps -u $USER -0 comm | \. 

sed -e ' 1, ld' -e ' s# [ ] \ [ ] ##g ' -e 's# A . */##' \ 
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awk '{if ($0 ~ / A ' $cur ' / ) print $0}' )) 
return 0 

} 

complete -F _k : 1 I al l k : .1. 1 ail l killps 



# Local Var.iafo I es : 

# mode : shell-script 

# sh-shell :bash 

# End: 

And, here is a snippet from Andrzej Szelachowski's instructive . bash_prof ile file. 



Example M-2. . bash_prof ile file 

# From Andrzej Szelachowski's -/ . bash_prof ile : 



# Note that a variable may require spe<£§|£L treatment 
#+ if it will be exported. 

DARKGRAY= ' \e [ 1 ; 3 Om ' 

LIGHTRED= ' \e [ 1; :3lip^ : 

GREEN=' \e [32m' 

YELLOW=' \e [1; 33m' 

LIGHTBLUE=' \e [1; 34m' 

NC='\e[m' 

PCT="V if [[ \$EUID -eq 0 ] J^.-^hen T= ' $ j|Jf|HTRED ' ; else T= ' $LIGHTBLUE ' s-lp, 
echo \$T V# 

# For "literal" command substitution to be assigned to a variable,. 

#+ use escapes and double quotes : 

#+ PCT=" \ ' ,.|4 V " • • 

# Otherwise, the value of PCT variable ^ assigned only once, 

#+ when the variable is exported/read from ,bash_prof ile, 

#+ and It will not change afterwards even ijttlthe user ID changes . 



PS1=" \n$ GREEN [ \w] \n$DARKGRAY ($PCT\t$DARKGRAY) - ( $PCT\u$DARKGRAY) - ($PCT\ ! 
$DARKGRAY) $YELLOW-> $NC" 

# Escape a variables whose value changes: 

# if [ [ \$EUID -eq 0 ] ] , 

# Otherwise the value, at the variable wJ-jLi be assigned only once, 

#+ as above. 

# When a variable, is assigned, it should be called escaped: 

#+ echo \$T, 

# Otherwise the .va MeJ O'f the T variable is taken from the moment the PCT 

#+ - ^Stiable: exported/ read, • bash_pr|(j|fele . 

# So, ittw^his example it would be null. 

# When a variabS^If value contains a semicolon it should be strong quoted 

# T= ' $LIGHTRED ' , 

# Otherwise, the semicolon will be interpreted as a command separator. 
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# Variables PCT and PS1 can be Merged into a new PS1 variable: 

PS1=" \ ' if |[ \$EUID -eg; 0 ] ] f fhen PCT= 1 $LIGHTRED ' ; 
else PCX- ' STjIGKTBIUE ' ; fi; 

echo ' \n$GREEN[\w] \n$DARKGRAY ( ' \$PCT ' \t$DARKGRAY) -\ 

( ' \$PCT' \u$DARKGRAY) - ( ' \$PCT' \ ! $DARKGRAY) $YELLOW-> $NC ' \' " 

# The to use strong quoting for parts oj|>bld -PSlJ^aria]ale . 
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Appendix N. Converting DOS Batch Files to Shell 
Scripts 



Quite a number of programmers learned scripting on a PC running DOS. Even the crippled DOS batch file 
language allowed writing some fairly powerful scripts and applications, though they often required extensive 
kludges and workarounds. Occasionally, the need still arises to convert an old DOS batch file to a UNIX shell 
script. This is generally not difficult, as DOS batch file operators are only a limited subset of the equivalent 
shell scripting ones. 



Table N-l. Batch file keywords / variables / operators, and their shell equivalents 



Batch File Operator 


Shell Script Equivalent 


Meaning 


% 


$ 


command-line parameter prefix 


/ 




command option flag 


V 


/ 


directory path separator 


== 


= 


(equal-to) string comparison test 


!==! 


! = 


(not equal-to) string comparison 
test 


1 




pipe 


@ 


set +v 


do not echo current command 


* 


* 


filename "wild card" 


> 


> 


file redirection (overwrite) 


>> 


» 


file redirection (append) 


< 


< 


redirect stdin 


%VAR% 


$VAR 


environmental variable 


REM 


# 


comment 


NOT 


! 


negate following test 


NUL 


/ dev/ null 


"black hole" for burying 
command output 


ECHO 


echo 


echo (many more option in 
Bash) 


ECHO. 


echo 


echo blank line 


ECHO OFF 


set +v 


do not echo command(s) 
following 


FOR %%VAR IN (LIST) DO 


for var in [list] ; do 


"for" loop 


: LABEL 


none (unnecessary) 


label 


GOTO 


none (use a function) 


jump to another location in the 
script 


PAUSE 


sleep 


pause or wait an interval 


CHOICE 


case or select 


menu choice 


IF 


if 


if-test 
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IF EXIST FILENAME 


if [ -e filename ] 


test if file exists 


IF ! %N== ! 


if [ -z "$N" ] 


if replaceable parameter "N" not 
present 


CALL 


source or . (dot operator) 


"include" another script 


COMMAND /C 


source or . (dot operator) 


"include" another script (same 
as CALL) 


SET 


export 


set an environmental variable 


SHIFT 


shift 


left shift command-line 
argument list 


SGN 


-It or -gt 


sign (of integer) 


ERRORLEVEL 


$? 


exit status 


CON 


stdin 


"console" (stdin) 


PRN 


/dev/lpO 


(generic) printer device 


LPT1 


/ dev/ lpO 


first printer device 


COM1 


/dev/ttySO 


first serial port 



Batch files usually contain DOS commands. These must be translated into their UNIX equivalents in order to 
convert a batch file into a shell script. 



Table N-2. DOS commands and their UNIX equivalents 



DOS Command 


UNIX Equivalent 


Effect 


ASSIGN 


In 


link file or 
directory 


ATTRIB 


chmod 


change file 
permissions 


CD 


cd 


change directory 


CHDIR 


cd 


change directory 


CLS 


clear 


clear screen 


COMP 


diff, comm, cmp 


file compare 


COPY 


cp 


file copy 


Ctl-C 


Ctl-C 


break (signal) 


cti-z 


Ctl-D 


EOF (end-of-file) 


DEL 


rm 


delete file(s) 


DELTREE 


rm -rf 


delete directory 
recursively 


DIR 


Is -1 


directory listing 


ERASE 


rm 


delete file(s) 


EXIT 


exit 


exit current 
process 


FC 


comm, cmp 


file compare 


FIND 


grep 


find strings in files 


MD 


mkdir 


make directory 
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MKDIR 


mkdir 


make directory 


MORE 


more 


text file paging 
filter 


MOVE 


mv 


move 


PATH 


$PATH 


path to executables 


REN 


mv 


rename (move) 


RENAME 


mv 


rename (move) 


RD 


rmdir 


remove directory 


RMDIR 


rmdir 


remove directory 


SORT 


sort 


sort file 


TIME 


date 


display system 
time 


TYPE 


cat 


output file to 

stdout 


XCOPY 


cp 


(extended) file 
copy 



® Virtually all UNIX and shell operators and commands have many more options and enhancements than 
their DOS and batch file counterparts. Many DOS batch files rely on auxiliary utilities, such as ask.com, 
a crippled counterpart to read . 

DOS supports only a very limited and incompatible subset of filename wild-card expansion , recognizing 
just the * and ? characters. 

Converting a DOS batch file into a shell script is generally straightforward, and the result ofttimes reads better 
than the original. 



Example N-l. VIEWDATA.BAT : DOS Batch File 



REM VIEWDATA 

REM INSPIRED BY AN EXAMPLE IN "DOS POWERTOOLS" 
REM BY PAUL SOMERSON 



@ECHO OFF 

IF ! %1==! GOTO VIEWDATA 

REM IF NO COMMAND— §§|PE ARG... 

FIND "%1" C:\BOZO\BOOKLIST.TXT 
GOTO EXIT.Q 

REM PRINT LINE WITH STRING MATCH, THEN EXIT. 

: VIEWDATA 

TYPE C:\B0ZO\BOOKLIST.TXT | MORE 

REM SHOW ENTIRE FILE, 1 PAGE AT A TIME. 

: EXITO 

The script conversion is somewhat of an improvement. U521 
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Example N-2. viewdata.sh : Shell Script Conversion of VIEWDATA.BAT 



#! /bin/bash 

# viewdata.sh 

# Conversion of VIEWDATA.BAT to shell script. 


DAT AF I LE = / home" /bozo/ dataf iles/book-collection . data 
ARGNO=l 


# @ECHO OFF 


Command unnecessary here. 


ill [ $# -It *$ARGNO" ] 
then 

less $DATAFILE 
else 

grep "SI" ,$DATAFI5|| 
fi 


# IF !%!<==! GOTO VIEWDATA 

# TYPE C:\MYDIR\BOOKLIST.TXT | MORE 

# FIND "%1" C:\MYDIR\BOOKLTSf.TXT 


exit 0 


# : EXITO 


# GOTOs, labels, smoke- 

# The converted scjrijst 
#+ which is ffldjre- than cs 


-and-mirrors, and flimflam unnecessary. 

s-hcjrt, sweet, and clean, 
in be said for the original. 



Ted Davis' Shell Scripts on the PC site had a set of comprehensive tutorials on the old-fashioned art of batch 
file programming. Unfortunately the page has vanished without a trace. 
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Appendix O. Exercises 

The exercises that follow test and extend your knowledge of scripting. Think of them as a challenge, as an 
entertaining way to take you further along the stony path toward UNIX wizardry. 

On a dingy side street in a run-down section of Hoboken, New Jersey, 
there sits a nondescript squat two-story brick building with an inscript 
incised on a marble plate in its wall: 

Bash Scripting Hall of Fame. 

Inside, among various dusty uninteresting exhibits is a corroding, 
cobweb-festooned brass plaque inscribed with a short, very short 
list of those few persons who have successfully mastered the material 
in the Advanced Bash Scripting 
Guides as evidenced by their performance 
on the following Exercise sections. 

(Alas, the author of the ABS 
Guide is not represented among the exhibits. 

This is possibly due to malicious rumors about lack of 
credentials and 

deficient scripting skills . ) 



0.1. Analyzing Scripts 

Examine the following script. Run it, then explain what it does. Annotate the script and rewrite it in a more 
compact and elegant manner. 



# ! foi n/bash 
MAX-1 00 Of? 



for ( (nr=l ; nr<$MAX; nr++) ) 

■4es 

"tl = nr % 5" 
if [ "St". " -n® 3 ] 

continue 



let "t2 = nr % 7" 
if [ " $t2 " -ne 4 ] 

continlpf- 



ftffc " L3 = nr % 9" 
if [ "$t3" -ne.-#,'| 
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cent : nue 








break # What happens whehyoa- Comment on 


line? Why? 


done 




oche "Number = $nr" 




exit 0 





Explain what the following script does. It is really just a parameterized command-line pipe. 



# ! /bin /bash 






D I RNAME=/usr /b i I 
F I LET YPE=" shell 
LOGFIDpd.‘og™te 


script" 




!jH!_e "$DIRNAME"/ 


'l* | fgrep "$FILETYPE" | tee $LOGFILE | i 


ic -1 


exit 0 







Examine and explain the following script. For hints, you might refer to the listings for find and stat . 



#! /bin/bash 

# Author: Nathan Coulter 

# This codet;!^ released to the public 

# The author gave permission to use this code snippet in the ABS Guide. 

find -maxdepth 1 -type f -printf '%f\Q00' | { 

while read -d $'\000'; do 

mv "$REPLY" "$(date -d "$(stat -c '%y' " $REPLY" ) " ' +%Y%m%d%H%M%S ' 

) -$REPLY" 
done 

} 

# Wartti'iig: Test-drive this s>S|3|pt a "scratch" directory. 

# It will somehow affect all the files there. 



A reader sent in the following code snippet. 



while read LINE 
do 

echo $LINE 

done < ' tail'.'ei, /•wa<r/log/messages' 

He wished to write a script tracking changes to the system log fde, /var/log/messages. Unfortunately, 
the above code block hangs and does nothing useful. Why? Fix this so it does work. (Hint: rather than 
redirecting the st din of the loop , try a pipe .) 
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Analyze the following "one-liner" (here split into two lines for clarity) contributed by Rory Winston: 

export SUM=0; for f in $(find src -name "*.java"); 

do export SUM=$ ( ($SttM + $ (wc -X I awk ' { pfggjgjl $1 }'))); done; $SUM 

Hint: First, break the script up into bite-sized sections. Then, carefully examine its use of double-parentheses 
arithmetic, the export command, the find command, the wc command, and awk . 



Analyze Example A- 10 . and reorganize it in a simplified and more logical style. See how many of the 
variables can be eliminated, and try to optimize the script to speed up its execution time. 

Alter the script so that it accepts any ordinary ASCII text file as input for its initial "generation". The script 
will read the first $ROW*$COL characters, and set the occurrences of vowels as "living" cells. Hint: be sure to 
translate the spaces in the input file to underscore characters. 



0.2. Writing Scripts 



Write a script to carry out each of the following tasks. 

EASY 

Self-reproducing Script 

Write a script that backs itself up, that is, copies itself to a file named backup . sh. 

Hint: Use the cat command and the appropriate positional parameter . 

Home Directory Listing 

Perform a recursive directory listing on the user's home directory and save the information to a file. 
Compress the file, have the script prompt the user to insert a USB flash drive, then press ENTER. 
Finally, save the file to the flash drive after making certain the flash drive has properly mounted by 
parsing the output of df. Note that the flash drive must be unmounted before it is removed. 

Converting for loops to while and until loops 

Convert the for loops in Example 11-1 to while loops. Hint: store the data in an array and step through 
the array elements. 

Having already done the "heavy lifting," now convert the loops in the example to until loops. 

Changing the line spacing of a text file 

Write a script that reads each line of a target file, then writes the line back to stdout, but with an 
extra blank line following. This has the effect of double- spacing the file. 

Include all necessary code to check whether the script gets the necessary command-line argument (a 
filename), and whether the specified file exists. 

When the script runs correctly, modify it to triple-space the target file. 

Finally, write a script to remove all blank lines from the target file, single-spacing it. 

Backwards Listing 

Write a script that echoes itself to stdout, but backwards. 

Automatically Decompressing Files 
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Given a list of filenames as input, this script queries each target file (parsing the output of the file 
command) for the type of compression used on it. Then the script automatically invokes the 
appropriate decompression command (gunzip, bunzip2, unzip, uncompress, or whatever). If a target 
file is not compressed, the script emits a warning message, but takes no other action on that particular 
file. 

Unique System ID 

Generate a "unique" 6-digit hexadecimal identifier for your computer. Do not use the flawed hostid 
command. Hint: iiidSsuin /etc/passwd . then select the first 6 digits of output. 

Backup 

Archive as a "tarball" (* . tar . gz file) all the files in your home directory tree 
(/home/your-name) that have been modified in the last 24 hours. Hint: use find . 

Optional: you may use this as the basis of a backup script. 

Checking whether a process is still running 

Given a process ID ( PID ) as an argument, this script will check, at user-specified intervals, whether 
the given process is still running. You may use the gs and sleep commands. 

Primes 

Print (to stdout) all prime numbers between 60000 and 63000. The output should be nicely 
formatted in columns (hint: use printf) . 

Lottery Numbers 

One type of lottery involves picking five different numbers, in the range of 1 - 50. Write a script that 
generates five pseudorandom numbers in this range, with no duplicates. The script will give the 
option of echoing the numbers to stdout or saving them to a file, along with the date and time the 
particular number set was generated. (If your script consistently generates winning lottery numbers, 
then you can retire on the proceeds and leave shell scripting to those of us who have to work for a 
living.) 

INTERMEDIATE 
Integer or String 

Write a script function that determines if an argument passed to it is an integer or a string. The 
function will return TRUE (0) if passed an integer, and FALSE (1) if passed a string. 

Hint: What does the following expression return when $ 1 is not an integer? 

expr $1+0 

ASCII to Integer 

The atoi function in C converts a string character to an integer. Write a shell script function that 
performs the same operation. Likewise, write a shell script function that does the inverse, mirroring 
the C itoa function which converts an integer into an ASCII character. 

Managing Disk Space 

List, one at a time, all files larger than 100K in the /home/username directory tree. Give the user 
the option to delete or compress the file, then proceed to show the next one. Write to a logfile the 
names of all deleted files and the deletion times. 

Banner 

Simulate the functionality of the deprecated banner command in a script. 

Removing Inactive Accounts 

Inactive accounts on a network server waste disk space and may become a security risk. Write an 
administrative script (to be invoked by root or the cron daemon) that checks for and deletes user 
accounts that have not been accessed within the last 90 days. 

Enforcing Disk Quotas 
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Write a script for a multi-user system that checks users' disk usage. If a user surpasses a preset limit 
(500 MB, for example) in her /home/username directory, then the script automatically sends her a 
"pigout" warning e-mail. 

The script will use the du and mail commands. As an option, it will allow setting and enforcing quotas 
using the quota and setquota commands. 

Logged in User Information 

For all logged in users, show their real names and the time and date of their last login. 

Hint: use who , lastlog . and parse /etc/passwd . 

Safe Delete 

Implement, as a script, a "safe" delete command, sde£..sh. Filenames passed as command-line 
arguments to this script are not deleted, but instead gzipped if not already compressed (use file to 
check), then moved to a - /TRASH directory. Upon invocation, the script checks the -/TRASH 
directory for files older than 48 hours and permanently deletes them. (An better alternative might be 
to have a second script handle this, periodically invoked by the cron daemon .) 

Extra credit: Write the script so it can handle files and directories recursively . This would give it the 
capability of "safely deleting" entire directory structures. 

Making Change 

What is the most efficient way to make change for $1.68, using only coins in common circulations 
(up to 25c)? It's 6 quarters, 1 dime, a nickel, and three cents. 

Given any arbitrary command-line input in dollars and cents ($*.??), calculate the change, using the 
minimum number of coins. If your home country is not the United States, you may use your local 
currency units instead. The script will need to parse the command-line input, then change it to 
multiples of the smallest monetary unit (cents or whatever). Hint: look at Example 24-8 . 

Quadratic Equations 

Solve a quadratic equation of the form Ax *2 + Bx + C = 0. Have a script take as arguments the 
coefficients, A, B, and C, and return the solutions to five decimal places. 

Hint: pipe the coefficients to be, using the well-known formula, x = ( -B +/- sqrt ( B / '2 - 
4AC ) ) / 2A. 

Table of Logarithms 

Using the be and printf commands, print out a nicely-formatted table of eight-place natural logarithms 
in the interval between 0.00 and 100.00, in steps of .01. 

Hint: be requires the -1 option to load the math library. 

Unicode Table 

Using Example T-l as a template, write a script that prints to a file a complete Unicode table. 

Hint: Use the -e option to echo : echo -e '\uXXXX', where XXXXis the Unicode numerical character 
designation. This requires version 4.2 or later of Bash. 

Sum of Matching Numbers 

Find the sum of all five-digit numbers (in the range 10000 - 99999) containing exactly two out of the 
following set of digits: { 4, 5, 6 }. These may repeat within the same number, and if so, they count 
once for each occurrence. 

Some examples of matching numbers are 42057, 74638, and 89515. 

Lucky Numbers 
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A lucky number is one whose individual digits add up to 7, in successive additions. For example, 
62431 is a lucky number (6 + 2 + 4 + 3 + 1 = 16, 1 + 6 = 7). Find all the lucky numbers between 1000 
and 10000. 

Craps 

Borrowing the ASCII graphics from Example A-40 . write a script that plays the well-known gambling 
game of craps. The script will accept bets from one or more players, roll the dice, and keep track of 
wins and losses, as well as of each player's bankroll. 

Tic-tac-toe 

Write a script that plays the child's game of tic-tac-toe against a human player. The script will let the 
human choose whether to take the first move. The script will follow an optimal strategy, and therefore 
never lose. To simplify matters, you may use ASCII graphics: 



Your move, human (row, column) ? 

Alphabetizing a String 

Alphabetize (in ASCII order) an arbitrary string read from the command-line. 

Parsing 

Parse /etc/passwd . and output its contents in nice, easy-to-read tabular form. 

Logging Logins 

Parse /var/log/messages to produce a nicely formatted file of user logins and login times. The 
script may need to run as root. (Hint: Search for the string "LOGIN.") 

Pretty-Printing a Data File 

Certain database and spreadsheet packages use save-files with the fields separated by commas, 
commonly referred to as comma-separated values or CSVs. Other applications often need to parse 
these files. 

Given a data file with comma-separated fields , of the form: 



Jones, Bill, 235 S. Wil^j^K St ., Denver, CO, 80221, (303) 244-7989 
Smith, Tom, 404 Polk Ave.,Los Angelfes, CA, 90003, (213) 879-5612 

Reformat the data and print it out to stdout in labeled, evenly-spaced columns. 

Justification 

Given ASCII text input either from st din or a file, adjust the word spacing to right-justify each line 
to a user-specified line-width, then send the output to stdout. 

Mailing List 

Using the mail command, write a script that manages a simple mailing list. The script automatically 
e-mails the monthly company newsletter, read from a specified text file, and sends it to all the 
addresses on the mailing list, which the script reads from another specified file. 

Generating Passwords 

Generate pseudorandom 8-character passwords, using characters in the ranges [0-9], [A-Z], [a-z]. 
Each password must contain at least two digits. 

Monitoring a User 

You suspect that one particular user on the network has been abusing her privileges and possibly 
attempting to hack the system. Write a script to automatically monitor and log her activities when 
she's signed on. The log file will save entries for the previous week, and delete those entries more 
than seven days old. 
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You may use last, lastlog, and lastcomm to aid your surveillance of the suspected fiend. 

Checking for Broken Links 

Using lynx with the -traversal option, write a script that checks a Web site for broken links. 

DIFFICULT 
Testing Passwords 

Write a script to check and validate passwords. The object is to flag "weak" or easily guessed 
password candidates. 

A trial password will be input to the script as a command-line parameter. To be considered 
acceptable, a password must meet the following minimum qualifications: 

0 Minimum length of 8 characters 
0 Must contain at least one numeric character 

0 Must contain at least one of the following non-alphabetic characters: @, #, $, %, &, *, +, -, = 
Optional: 

0 Do a dictionary check on every sequence of at least four consecutive alphabetic characters in 
the password under test. This will eliminate passwords containing embedded "words" found 
in a standard dictionary. 

0 Enable the script to check all the passwords on your system. These do not reside in 

/ etc/passwd . 

This exercise tests mastery of Regular Expressions . 

Cross Reference 

Write a script that generates a cross-reference ( concordance ) on a target file. The output will be a 
listing of all word occurrences in the target file, along with the line numbers in which each word 
occurs. Traditionally, linked list constructs would be used in such applications. Therefore, you should 
investigate arrays in the course of this exercise. Example 16-12 is probably not a good place to start. 

Square Root 

Write a script to calculate square roots of numbers using Newton's Method. 

The algorithm for this, expressed as a snippet of Bash pseudo-code is: 



# (Isaac) Newton's Method for speedy extraction 
#+ square i$p©ts . 

guess = $ argument 

# $argument is the number to find the square root of* 

# $guess is each successive: calcuf. ated "guess" — or solution — 

#+ Of the square root. 

# jOyr'T^ia&t "guess" at.-# square iqdf is the argument itself, 
oldguess = 0 

# $oldguess is the previous $guess. 
tolerance = .000001 

# To how- Close a hoieiance we wish to calculate. 

: copcnt = 0 

# Let's keep track of how many times through the loop. 

# Some arguments will require more loop iterafciofiS: than others. 
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while .[ ABS ( $guess $oldguess ) -gt $tolerance ] 

# AAAAAAAAAAAAAAAAAAAAAAA Syntax, . 

# "ABS" is a (flsattag point) to ijjshd the absolute vaji© 

#+ of the difference between the two terms. 

# S o , .as 1 ong #s d^^Cerence between current and previous 

#+ trial solution (guess) exceeds the tolerance, keep looping. 

do 

oldguess = $guess # Update $oldguess to previous $guess. 

# ======================================================= 

guess = ( $oldguess + ( $argument / $oldguess ) ) / 2.0 

# ( ($oldguess **2 + $argument) / $oldguess ) 

# equivalent to: 

# st 1 /$: ( $o 1 dquess + $argument / $Oldguess ) 

# that is, "averaging out" the trial solution and 
#+ the proportion'- of argument dev i ati or. 

#+ (in effect, splitting the error in half) . 

# |&lg converges on an accurate 

#+ with surprisingly few loop iterations . . . 

#+ fpir arguments > $tolerance^»’i®C' ^purse. 

# ^=======s*^===^s=^===^^=^^^ > =^=«= ! «=-« 4!s# - 

(( loopcnt++ )) # Update loop counter, 

done 

It's a simple enough recipe, and seems at first glance easy enough to convert into a working Bash 
script. The problem, though, is that Bash has no native support for floating point numbers . So, the 
script writer needs to use be or possibly awk to convert the numbers and do the calculations. It could 
get rather messy . . . 

Logging File Accesses 

Log all accesses to the files in /etc during the course of a single day. This information should 
include the filename, user name, and access time. If any alterations to the files take place, that will be 
flagged. Write this data as tabular (tab-separated) formatted records in a logfile. 

Monitoring Processes 

Write a script to continually monitor all running processes and to keep track of how many child 
processes each parent spawns. If a process spawns more than five children, then the script sends an 
e-mail to the system administrator (or root ) with all relevant information, including the time, PID of 
the parent, PIDs of the children, etc. The script appends a report to a log file every ten minutes. 

Strip Comments 

Strip all comments from a shell script whose name is specified on the command-line. Note that the 
initial #! line must not be stripped out. 

Strip HTML Tags 

Strip all the HTML tags from a specified HTML file, then reformat it into lines between 60 and 75 
characters in length. Reset paragraph and block spacing, as appropriate, and convert HTML tables to 
their approximate text equivalent. 

XML Conversion 

Convert an XML file to both HTML and text format. 

Optional: A script that converts Docbook/SGML to XML. 

Chasing Spammers 

Write a script that analyzes a spam e-mail by doing DNS lookups on the IP addresses in the headers to 
identify the relay hosts as well as the originating ISP. The script will forward the unaltered spam 
message to the responsible ISPs. Of course, it will be necessary to filter out your own ISP's IP 
address, so you don't end up complaining about yourself. 
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As necessary, use the appropriate network analysis commands . 
For some ideas, see Example 16-41 and Example A-28 . 



Optional: Write a script that searches through a list of e-mail messages and deletes the spam 
according to specified filters. 

Creating man pages 

Write a script that automates the process of creating man pages . 



Given a text file which contains information to be formatted into a man page, the script will read the 
file, then invoke the appropriate groff commands to output the corresponding man page to stdout. 
The text file contains blocks of information under the standard man page headings, i.e., NAME, 
SYNOPSIS, DESCRIPTION, etc. 



Example A-39 is an instructive first step. 

Hex Dump 

Do a hex(adecimal) dump on a binary file specified as an argument to the script. The output should be 
in neat tabular fields , with the first field showing the address, each of the next 8 fields a 4-byte hex 
number, and the final field the ASCII equivalent of the previous 8 fields. 

The obvious followup to this is to extend the hex dump script into a disassembler. Using a lookup 
table, or some other clever gimmick, convert the hex values into 80x86 op codes. 

Emulating a Shift Register 

Using Example 27-15 as an inspiration, write a script that emulates a 64-bit shift register as an array . 
Implement functions to load the register, shift left, shift right, and rotate it. Finally, write a function 
that interprets the register contents as eight 8-bit ASCII characters. 

Calculating Determinants 

Write a script that calculates determinants H531 by recursively expanding the minors. Use a 4 x 4 
determinant as a test case. 

Hidden Words 

Write a "word-find" puzzle generator, a script that hides 10 input words in a 10 x 10 array of random 
letters. The words may be hidden across, down, or diagonally. 

Optional: Write a script that solves word-find puzzles. To keep this from becoming too difficult, the 
solution script will find only horizontal and vertical words. (Hint: Treat each row and column as a 
string, and search for substrings.) 

Anagramming 

Anagram 4- letter input. For example, the anagrams of word are: do or rod row word. You may use 
/usr/share/dict/linux .words as the reference list. 

Word Ladders 

A "word ladder" is a sequence of words, with each successive word in the sequence differing from the 
previous one by a single letter. 

For example, to "ladder" from mark to vase: 

— > park — > part — > pa3$£. ■* — > vast — > vase 

Write a script that solves word ladder puzzles. Given a starting and an ending word, the script will list 
all intermediate steps in the "ladder." Note that all words in the sequence must be legitimate 
dictionary words. 

Fog Index 
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The "fog index" of a passage of text estimates its reading difficulty, as a number corresponding 
roughly to a school grade level. For example, a passage with a fog index of 12 should be 
comprehensible to anyone with 12 years of schooling. 

The Gunning version of the fog index uses the following algorithm. 

1. Choose a section of the text at least 100 words in length. 

2. Count the number of sentences (a portion of a sentence truncated by the boundary of the text 
section counts as one). 

3. Find the average number of words per sentence. 

AVE_WDS_SEN = TOTAL_WORDS / SENTENCES 

4. Count the number of "difficult" words in the segment — those containing at least 3 syllables. 
Divide this quantity by total words to get the proportion of difficult words. 

PRO_DIFF_WORDS = LONG_WORDS / TOT AL_WORDS 

5. The Gunning fog index is the sum of the above two quantities, multiplied by 0.4, then 
rounded to the nearest integer. 

G_FOG_INDEX = int ( 0.4 * ( AVE_WDS_SEN + PRO_DIFF_WORDS ) ) 

Step 4 is by far the most difficult portion of the exercise. There exist various algorithms for estimating 
the syllable count of a word. A rule-of-thumb formula might consider the number of letters in a word 
and the vowel-consonant mix. 

A strict interpretation of the Gunning fog index does not count compound words and proper nouns as 
"difficult" words, but this would enormously complicate the script. 

Calculating PI using Button's Needle 

The Eighteenth Century French mathematician de Buffon came up with a novel experiment. 
Repeatedly drop a needle of length n onto a wooden floor composed of long and narrow parallel 
boards. The cracks separating the equal-width floorboards are a fixed distance d apart. Keep track of 
the total drops and the number of times the needle intersects a crack on the floor. The ratio of these 
two quantities turns out to be a fractional multiple of PI. 

In the spirit of Example 16-50 . write a script that runs a Monte Carlo simulation of Buffon' s Needle. 

To simplify matters, set the needle length equal to the distance between the cracks, n = d. 

Hint: there are actually two critical variables: the distance from the center of the needle to the nearest 
crack, and the inclination angle of the needle to that crack. You may use be to handle the calculations. 

Playfair Cipher 

Implement the Playfair (Wheatstone) Cipher in a script. 

The Playfair Cipher encrypts text by substitution of digrams (2-letter groupings). It is traditional to 
use a 5 x 5 letter scrambled-alphabet key square for the encryption and decryption. 



CODES 
ABF G H 
I K L M N 
P Q R T U 
V W X Y Z 

Each letter of the alphabet appears once, except "I" also represents 
" J" . The a r'oi trari I y chosen key word, "CODES" '®dwe%:#irst | then all 
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the rest of the alphabet, in order from left to right, skipping letters 
already vised . 

: |S$! encrypt, separate the plalStgext message '4fJto digrams (2-letter 
groups) . If a group has two identical letters, delete the second, and 
form a new group. If there is a single letter left over at the cr.d, 
insert a "null" character, typically an "X." 

THIS IS A TOP SECRET MESSAGE 

TH IS IS AT OP SE CR ET ME SA GE 



For each digram, there are three possibilities. 



1) Both letters wiill be on the same row of the key square: 

For each, ''^fetter, substitute the IShe immediately to the righfey. in that 
row. Ipflgnecessary, wrap around lefhhh® the beginning of the row. 



2) Both letters will be il) the same the key square: 

For each letter, substitute the one immediately below it, in that 
row. Hi? .necessary,' wrap around -iJsS the top of the cdiqfcn. 



3) Both letters will the corners of a rectangle the key square: 

For each, ter, substitute the on© on the other corner the rectangle 
which iiSes qh the same row. 



The "TH" digram falls under case #3. 

6 H 
.M N 

"S' U (Rectangle witft'^T" and "H" ah -earners) 

> V 

H — > G 



The "SE" digram f|t : |ls under case #1. 

CODES (Row containing "S" and "E") 

S — > C (wraps around left to beginning of row) 
E — > S 



'Ip decrypt encrypted text, reverse the above procedure under cases #1 
and #2 (move in opposite direction for substitution) . Under case #3, 
just take the ■. rema.i ni r>q two corners of the rectangle. 

Helen Fouche Gaines' classic work, ELEMENTARY CRYPTANALYSIS (1939), gives a 
Hgirly detailed desqn|pti|S|| -of the Playfairs- Cipher and its sol%|£g$r ifo$thods. 

This script will have three main sections 

I. Generating the key square, based on a user-input keyword. 
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II. Encrypting a plaintext message. 

III. Decrypting encrypted text. 

The script will make extensive use of arrays and functions . You may use Example A-56 as an 
inspiration. 



Please do not send the author your solutions to these exercises. There are more appropriate ways to impress 
him with your cleverness, such as submitting bugfixes and suggestions for improving the book. 
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Appendix P. Revision History 



This document first appeared as a 60-page HOWTO in the late spring 
of 2000. Since then, it has gone through quite a number of updates 
and revisions. This book could not have been written without the 
assistance of the Linux community, and especially of the volunteers 
of the Linux Documentation Project . 



Here is the e-mail to the LDP requesting permission to submit version 0. 1 . 



from thegrendel@theriver.com Sat Juh 10 09:05:33 2000 -0700 
Date: Sat, US' Jun 2000: 09:05:28 -0700 (MST) 
from: "M. Leo Cooper" <thegrendel@theriyer. com> 

X-Sender: thegrendel@localhost 
‘i©. 1 : ldp-discttss@lists . linuxdoc . org 
Subject: Permission to submit HOWTO 

Dear HOWTO Coordinator, 

I am working on and would like to submit to the LDP a HOWTO on the subject 
of "Bash Scripting" (shell sdrlpting, using 'bash'). As it happens, 

I have been writing this document, off and on, for about the last eight 
months or so, and I could produce & first draft Sft ASCII text format in 
a matter of just a few more days. 

I began writing this out of frustration at being unable to find a 
decent book on shell .isripftfng .r:J§£: managed ftp- locate some pretty good 
articles on various aspects of scripting, but nothing like a complete, 
beginhiiig“to-end tutorial. Well, ifi keeping with my philosophy, if all 
else fails, do it yourself. 

As it stands, this proposed "Bash-Scripting HOWTO" would serve as a 
combination tutorial and reference, with the heavier emphasis Oh the 
tutorial. It assumes Linux experience, but only a very basic level 
of programming skills. Interspersed with the text are 79 illustrative 
example scripts of varying complexity, all liberally commented. There 
are even exercises for the reader. 

At this stage, I'm up t® 18,000+ words (124k), and that's over $0 pages of 
text (whew!). 



1 haven't mentioned that I've previously authored ah LDP HOWTO, the 
"Software-Building HOWTO", which I wrote in Linuxdoc/ SGML . I don't know 
jif I could handle Docbook/SGML, and I'm glad you have volunteers to do 
the conversion. You people seem to have gotten on a more organized basis 
these last few months. Working with Greg Hankins and Tim Bynum was hits®, 
but a professional team is even nicer. 

Anyhow, please advise. 



Mendel Cooper 
thegrendel@theriver . com 



Table P-1. Revision History 
Release Date Comments 
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0.1 


14 Jun 2000 


0.2 


30 Oct 2000 


0.3 


12 Feb 2001 


0.4 


08 Jul 2001 


0.5 


03 Sep 2001 


1.0 


14 Oct 2001 


1 . 1 


06 Jan 2002 


1.2 


31 Mar 2002 


1.3 


02 Jun 2002 


1.4 


16 Jun 2002 


1.5 


13 Jul 2002 


1 . 6 


29 Sep 2002 


1.7 


05 Jan 2003 


1.8 


10 May 2003 


1 . 9 


21 Jun 2003 


2.0 


24 Aug 2003 


2 . t : 


14 Sep 2003 


2.2 


31 Oct 2003 


2.3 


03 Jan 2004 


2.4 


25 Jan 2004 


2.5 


15 Feb 2004 


2 . 6 


15 Mar 2004 


2.7 


18 Apr 2004 


2.8 


11 Jul 2004 


3.0 


03 Oct 2004 


3.1 


14 Nov 2004 


3.2 


06 Feb 2005 


3.3 


20 Mar 2005 


3.4 


08 May 2005 


3.5 


05 Jun 2005 


3.6 


28 Aug 2005 


3.7 


23 Oct 2005 


3.8 


26 Feb 2006 


3.9 


15 May 2006 


4.0 


18 Jun 2006 


4 . f : 


08 Oct 2006 


4.2 


10 Dec 2006 


4.3 


29 Apr 2007 


5.0 


24 Jun 2007 


5 


10 Nov 2007 


5.2 


16 Mar 2008 


5.3 


11 May 2008 



Initial release. 

Bugs fixed, plus much additional material and more example scripts. 

Major update. 

Complete revision and expansion of the book. 

Major update: Bugfixes, material added, sections reorganized. 

Stable release: Bugfixes, reorganization, material added. 

Bugfixes, material and scripts added. 

Bugfixes, material and scripts added. 

TANGERINE release: A few bugfixes, much more material and scripts added. 
MANGO release: A number of typos fixed, more material and scripts. 
PAPAYA release: A few bugfixes, much more material and scripts added. 
POMEGRANATE release: Bugfixes, more material, one more script. 
COCONUT release: A couple of bugfixes, more material, one more script. 
BREADFRUIT release: A number of bugfixes, more scripts and material. 
PERSIMMON release: Bugfixes, and more material. 

GOOSEBERRY release: Major update. 

HUCKLEBERRY release: Bugfixes, and more material. 

CRANBERRY release: Major update. 

STRAWBERRY release: Bugfixes and more material. 

MUSKMELON release: Bugfixes. 

STARFRUIT release: Bugfixes and more material. 

SALAL release: Minor update. 

MULBERRY release: Minor update. 

ELDERBERRY release: Minor update. 

LOGANBERRY release: Major update. 

BAYBERRY release: Bugfix update. 

BLUEBERRY release: Minor update. 

RASPBERRY release: Bugfixes, much material added. 

TEABERRY release: Bugfixes, stylistic revisions. 

BOXBERRY release: Bugfixes, some material added. 

POKEBERRY release: Bugfixes, some material added. 

WHORTLEBERRY release: Bugfixes, some material added. 

BLAEBERRY release: Bugfixes, some material added. 

SPICEBERRY release: Bugfixes, some material added. 

WINTERBERRY release: Major reorganization. 

WAXBERRY release: Minor update. 

SPARKLEBERRY release: Important update. 

INKBERRY release: Bugfixes, material added. 

SER VICEBERRY release: Major update. 

LINGONBERRY release: Minor update. 

SILVERBERRY release: Important update. 

GOLDENBERRY release: Minor update. 
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23 Mar 2009 
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6.2 


17 Mar 2010 


6.3 


30 Apr 2011 


6.4 


30 Aug 2011 


6.5 


05 Apr 2012 


6.6 


27 Nov 2012 


10 


10 Mar 2014 



ANGLEBERRY release: Major update. 
FARKLEBERRY release: Minor update. 
WORCESTERBERRY release: Minor update. 
THIMBLEBERRY release: Major update. 
BUFFALOBERRY release: Minor update. 
ROWANBERRY release: Minor update. 
SWOZZLEBERRY release: Major update. 
VORTEXBERRY release: Minor update. 
TUNGSTENBERRY release: Minor update. 
YTTERBIUMBERRY release: Minor update. 
YTTERBIUMBERRY release: License change. 
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Appendix Q. Download and Mirror Sites 



The latest update of this document, as an archived, bzip2-ed "tarball" including both the SGML source and 
rendered HTML, may be downloaded from the author's home site) . A pdf version is also available (mirror 
site) . There is likewise an epub version , courtesy of Craig Barnes and Michael Satke. The change log gives a 
detailed revision history. The ABS Guide even has its own f reshmeat . net/f reecode page to keep 
track of major updates, user comments, and popularity ratings for the project. 

The legacy hosting site for this document is the Linux Documentation Project , which maintains many other 
Guides and HOWTOs as well. 

Many thanks to Ronny Bangsund for donating server space to host this project. 
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Appendix R. To Do List 

• A comprehensive survey of incompatibilities between Bash and the classic Bourne shell . 

• Same as above, but for the Korn shell (ksh). 
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Appendix S. Copyright 

The Advanced Bash Scripting Guide is herewith granted to the PUBLIC DOMAIN. This has the following 
implications and consequences. 



A. All previous releases of the Advanced Bash Scripting Guide 
are as well granted to the Public Doaaait*. 

A1 . All printed editions, whether authorized by the author or not, 
are as well granted to the Public Domain. This legally overrides 
any stated intention or wishes o&^ifbc publishers. Any statement 
Of copyright is void and invalid. 

^fHERE ARE NO EXCEPTIONS TO" THIS. 

A2 . Any release of the Advanced Bash Scripting Guide, whether ift 

electronic or print form is granted to the Public Domain by the 
express directive of the author and previous copyright holder, Mendel 
Cooper. No other person (s) or entities have ever held a valid copyright. 

B. As a Public Domain document, unlimited copying and distribution rights 
are granted. There can be NO' resfcrii'Ctions . If' anyone has published or will 
in the future publish an original br modified version Of this document, 
then only additional original material may be copyrighted. The core 

work will remain in the Public Domain. 

By law, distributors and publishers (including on-line publishers) are prohibited from imposing any 
conditions, strictures, or provisions on this document, any previous versions, or any derivative versions. The 
author asserts that he has not entered into any contractual obligations that would alter the foregoing 
declarations. 

Essentially, you may freely distribute this book or any derivative thereof in electronic or printed form. If you 
have previously purchased or are in possession of a printed copy of a current or previous edition, you have the 
LEGAL RIGHT to copy and/or redistribute it, regardless of any copyright notice. Any copyright notice is 
void. 

Additionally, the author wishes to state his intention that: 



Ijjlf you copy or dt^ftribute this book, kindly DO NOT 

use the materials within, or any portion thereof, in a patent or copyright 
lawsuit against the Open Source community, its developers, its 
distributors, or against any of its associated software or documentation 
riltoludiag, but not limited to, th# Hinux kernel, Open Office, Samba,: 
and Wine. Kindly J3$ NOT use any of the materials within 

this book in testimony or depositions as a plaintiff's "expert witness” in 
any lawsuit against the Open Source community, any of its developers, its 
distributors, or any of its associated software ©r documentation. 

A Public Domain license essentially does not restrict ANY legitimate distribution or use of this book. The 
author especially encourages its (royalty-free!) use for classroom and instructional purposes. 

To date, limited print rights (Lulu edition) have been granted to one individual and to no one else. Neither that 
individual nor Lulu holds or ever has held a valid copyright. 

It has come to the attention of the author that unauthorized electronic and print editions of this book are 
being sold commercially on itunes®, amazon.com and elsewhere. These are illegal and pirated editions 
produced without the author's permission, and readers of this book are strongly urged not to purchase 
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them. In fact, these pirated editions are now legal, but necessarily fall into the Public Domain, and any 
copyright notices contained within them are invalid and void. 

The author produced this book in a manner consistent with the spirit of the LDP Manifesto . 



Linux is a trademark registered to Linus Torvalds. 

Fedora is a trademark registered to Red Hat. 

Unix and UNIX are trademarks registered to the Open Group. 

MS Windows is a trademark registered to the Microsoft Corp. 

Solaris is a trademark registered to Oracle, Inc. 

OSX is a trademark registered to Apple, Inc. 

Yahoo is a trademark registered to Yahoo, Inc. 

Pentium is a trademark registered to Intel, Inc. 

Thinkpad is a trademark registered to Lenovo, Inc. 

Scrabble is a trademark registered to Hasbro, Inc. 

Librie, PRS-500, and PRS-505 are trademarks registered to Sony, Inc. 

All other commercial trademarks mentioned in the body of this work are registered to their respective 
owners. 

Hyun Jin Cha has done a Korean translation of version 1.0.1 1 of this book. Spanish, Portuguese, French . 
German, Italian . Russian . Czech . Chinese. Indonesian, Dutch, Romanian, Bulgarian, and Turkish translations 
are also available or in progress. If you wish to translate this document into another language, please feel free 
to do so, subject to the terms stated above. The author wishes to be notified of such efforts. 



Those generous readers desiring to make a donation to the author may contribute a small amount via Paypal 
to my e-mail address, c theqrendel . abs@qmail . com >. (An Honor Roll of Supporters is 
given at the beginning of the Change Log .) This is not a requirement. The ABS Guide is a free and freely 
distributed document for the use and enjoyment of the Linux community. However, in these difficult times, 
showing support for voluntary projects and especially to authors of limited means is more critically 
important than ever. 
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Appendix T. ASCII Table 

Traditionally, a book of this sort has an ASCII Table appendix. This book does not. Instead, here are several 
short scripts, each of which generates a complete ASCII table. 



Example T-l. A script that generates an ASCII table 



# ! /pin /bash 

# ascii. sh 

# ver. 0.2, reldate 26 Aug 2008 

# Patched by ABS Guide author. 

# Original script by Sebastian Arming, 

# Used wi%:B permission (thanks ! ) . 

exec >ASCII.txfc # Save stdo'it to file, 

#+ as in the example scripts 
#+ reassign-stdout . sh and upperconv. sh . 

MAXNUM=256 

COLUMNS=5 

OCT=8 

OCTSQU=64 

LITTLESPACE=— 3 

BIGSPACE=-5 

i=l # Decimal counter 
o=l # Octal counter 






# 



# 



f '$i" -It "$MAXNUM" ] ; do # We don't have (t^'cottnt past 400 o6tal. 
paddi=" $i" 

echo -n "${paddi: $BIGSPACE} " # Col^n spatffiip • 

paddo="00$o" 

echo -ne "\\${paddo: $T.TTTT.ESPACE } " # prig'inali 

echo -ne "\\0${paddo: $LITTLESPACE } " # Fixup. 



$ COLUMNS == 0)); then # New line. 



# The odtal,-:^t : atidtt for 8 is 10, and 64 decimal is. ;1‘|0 petal . 
(( i % $OCT == 0)) && ( { p — 2 ) ) 

(( i % $OCTSQU == 0)) && ( (c+=20) ) 



exit $? 

# Compare this script with tiff ■ "pr-asc . sh® examp^* 

# This one handles "unprintable" characters. 

# Exei^pBe : 

# Rewrite this script to use decimal numbers, rather than octal. 



Example T-2. Another ASCII table script 

#! /bin/bash 
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# Script author: Joseph Steinhauser 

# Llghtiy edited by ABS Guide author, but not commented. 

# Used in ABS Guide with permission. 

# 

# — File: ascfH&sh Print ASCII, efe&rfe, base IQ/80% (JETS-2012) 

# 

# — Usage: asc^, [oct | dec | hex | help | 8 1 10 |.1$] 

#— 

# — This scSfjfit ptlhfcs- a sutwha-ry of ASCII char codes Zero to 127. 

# — Numeric values may be printed in BaselO, Octal, or Hex. 

# — 

# — Format Based on: /usr/share/lib/pub/ascii with base-10 as default. 

# — Fb^i^i^e detail, man ascii . . . 

# 



[ -n " $ BASH_VERS I ON " ] && shopt -s extglob 



case "$1" in 

oct I [Oo] ? ( [Cc] [Tt] ) | 8) 
hex | [Hh] ? ( [Ee] [Xx] ) I 16 | [Xx] ) 
help|?(-) [h? J ) sed -n 

code | [Cc] [Oo] [Bij [Ee] ) sed -n 
*) Obase=De^4t^i. 
esac # CODE is actually shorter 



Obase=Octal; 

Obase=Hex; 

' 2, / A [ ]*$/p' 

' /case/, $p' 



Numy— 3o; ; 
Numy=2X; ; 
$ 0 ; exit ; ; 
$0; exit; ; 



than the chart ! 



printf "\t\t## $Obase ASCII Chart ##\n\n"; FM1=" | %0$ [Numy : -3d] " ; LD=-1 



AB="nul soh stx etx ;ept enq ack bel bs tab nl vt np cr so si die" 
AD="dcl dc2 dc3 dc4 Syn etb can em sjib> esc fs gs .isaMlfis sp" 

TC|g; in $AB $AD ; do ABR [ $ ( (LD+=1 ) ) ] =$TOK; done; 

ABR [ 127 ] =del 

IDX.-C 

while [ $ IDX -le ] && CHR=" $ [ABR [ $ IDX] } " 

do ( (${#CHRJ) ) && FM2='%-3s'|| FM2='printf '\\\\%o ' $IDX' 

printf " $FM1 $FM2 " "$IDX" $CHR; (( (IDX+=1) %8 ) ) | | echo 'I' 

done 






$? 



Example T-3. A third ASCII table script, using awk 



#! /bin/bash 

# ASCII table script, usi nq awk. 

# Author: Joseph Steinhauser 

# Used in ABS - (|iiide s/ith perJBi^sion. 



# 

#-- File: asd|£ Pnftit ASCII Chart, base 10/8/16 (JEIS-2010) 

# 

# — Usage: ascii- [oct | dec | hex | help | 8 | 10 | 16] 

#— 

# — This seistot pasints a sumSaa-ry of ASC jj, '-char codes fsjSSjfe Zero to 127. 

# — Numeric values may be printed in BaselO, Octal, or Hex (Basel6) . 

# — 

# — Format Based on: /usr/share/lib/pub/ascii with base-10 as default. 

# — F©i".itape detail, man asc|4, 

# 
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[ -n " 5BAS':_VFRS7CN" ] && shopt -s extglob 
case "SI" : p 

oct | [Oo] ? ( [Cc] [Tt] ) | 8) Obase=Octal; Nurr,y-3o; ; 

hex | [Hh] ? ( [Ee] [Xx] ) | 1 6 | [Xx] ) Obase=Hex; NU~y-2X; ; 

help | ? (-) [h? ] ) sed -n '2,/-[ ]*$/p' $0;exit;; 

code | [Cc] [Oo] [Dd] [Ee] ) sed -n '/case/,$p' $0;exit;; 

*) Obase=Decimal 

export Obase # CODE is actually shorter than the chart! 

awk ' BEGIN [print "\n\t\t## "ENVIRON [ "Obase" ] " ASCII Chart ##\n" 

ab="soh, stx, etx, eot, enq, ack, bel, bs, tab, nl # Vfo^sg^cr, so, si,, die, " 
ad="dcl, dc2, dc3, dc4, nak, syn, etb, can, em, sub, esc, f s, gs, rs, us, sp" 
split (ab ad, abr, ; abr [0] ="nul" ; abr [127] ="del" ; 
fml=" | %0 ' "${Numy:- 4d}"' %-3s" 

(idx=0 ; idx<128 ; idx++) { (++colz%8 ? " " : " | \n" ) 
printf (fmt, idx, (idx in abr ) ?abr [ idx] : sprintf ( "%c" , idx) ) } }' 



Index 

This index / glossary / quick-reference lists many of the important topics covered in the text. Terms are 
arranged in approximate ASCII sorting order, modified as necessary for enhanced clarity. 

Note that commands are indexed in Part 4 . 



A (caret) 

• Besinning-of-line . in a Regular Expression 



Uppercase conversion in parameter substitution 



~ Tilde 



• - home directory , corresponds to $HOME 

• -/ Current user's home directory 

• ~+ Current working directory 

• — Previous working directory 

= Equals sign 

• = Variable assignment operator 

• = String comparison operator 

== String comparison operator 

• =~ Regular Expression match operator 
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Example script 
< Left angle bracket 

• Is-less-than 
String comparison 

Integer comparison within double parentheses 

• Redirection 

< stdin 

« Here document 
«< Here string 

<> Opening a file for both reading and writing 
> Right angle bracket 

• Is-greater-than 
String comparison 

Integer comparison , within double parentheses 

• Redirection 

> Redirect stdout to a file 
» Redirect stdout to a file, but append 
i>&j Redirect file descriptor i to file descriptor j 
>&j Redirect stdout to file descriptor j 
>&2 Redirect stdout of a command to stderr 
2>&1 Redirect stderr to stdout 

&> Redirect both stdout and stderr of a command to a file 
:> file Truncate file to zero length 

I Pipe , a device for passing the output of a command to another command or to the shell 

II Logical OR test operator 
- (dash) 

• Prefix to default parameter , in parameter substitution 
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• Prefix to option flat' 

• Indicating redirection from stdin or stdout 

• — (double-dash) 

Prefix to long command options 
C-sPile variable decrement within double parentheses 
; (semicolon) 

• As command separator 

• \; Escaped semicolon , terminates a find command 

• ;; Double-semicolon , terminator in a case option 

Required when ... 

do keyword is on the first line of loop 

terminating curh-bracketed code block 

Terminators in a case option (version 4+ of Bash). 



: Colon 



• :> filename Truncate file to zero length 

• null command , equivalent to the true Bash builtin 

• Used in an anonymous here document 

• Used in an otherwise empty function 

• Used as a function name 

! Negation operator , inverts exit status of a test or command 

• != not-equal-to String comparison operator 
? (question mark) 

• Match zero or one characters , in an Extended Regular Expression 

• Single-character wild card , in globbing 

• In a C-stvle Trinarv operator 

// Double forward slash , behavior of cd command toward 
. (dot / period) 

• . Load a file (into a script), equivalent to source command 

• . Match single character , in a Regular Expression 

• . Current working directory 

./ Current working directory 

• .. Parent directory 

' ... ' (single quotes) strong quoting 
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" ... " (double quotes) weak quoting 

• Double-quotins the backslash (A) character 



• Comma operator 



Lowercase conversion in parameter substitution 
() Parentheses 

•(...) Command group : starts a subshell 

•(...) Enclose group of Extended Regular Expressions 

• X ... ) 



<( ... ) Process substitution 

• ... ) Terminates test-condition in case construct 

• (( ... )) Double parentheses , in arithmetic expansion 

[ Left bracket , test construct 
[ ] Brackets 

• Arras element 

• Enclose character set to match in a Regular Expression 

• Test construct 

[[ ... ]] Double brackets , extended test construct 
$ Anchor , in a Regular Expression 
$ Prefix to a variable name 

$( ... ) Command substitution , setting a variable with output of a command, using parentheses notation 
' ... ' Command substitution , using backquotes notation 
$[ ... ] Integer expansion (deprecated) 

${ ... } Variable manipulation / evaluation 

• ${var} Value of a variable 

• ${#var} Length of a variable 

•${#@} 

${#*} Number of positional parameters 

• ${parameter?err_msg} Parameter-unset message 
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• ${parameter-default} 

${parameter:-default} 

${parameter=default} 

${parameter:=default} Set default parameter 

• ${parameter+alt_value} 

${parameter:+alt_value} 

Alternate value of parameter, if set 

• ${!var} 

Indirect referencing of a variable , new notation 

• ${!#} 

Final positional parameter . (This is an indirect reference to $#. ) 

• ${!varprefix*} 

${!varprefix@} 

Match names of all previously declared variables beginning with varpref ix 

• ${string:position} 

${string:position:length} Substring extraction 

• ${var#Pattern} 

${var##Pattern} Substring removal 

• ${var% Pattern} 

${var% % Pattern} Substring removal 

• ${string/substring/replacement} 

${string//substring/replacement} 

${string/#substring/replacement} 

${ string/% substring/replacement} Substring replacement 
$' ... ' String expansion , using escaped characters. 

\ Escape the character following 

• \< ... \> Angle brackets , escaped, word boundary in a Regular Expression 

• \{ N \} "Curly" brackets , escaped, number of character sets to match in an Extended RE 

• \; Semicolon , escaped, terminates a find command 

• \$$ Indirect reverencing of a variable , old-style notation 

• Escaping a newline, to write a multi-line command 



& 



Appendix T. ASCII Table 



866 




Advanced Bash-Scripting Guide 



• &> Redirect both stdout and stderr of a command to a file 

• >&j Redirect stdout to file descriptor j 

>&2 Redirect stdout of a command to stderr 

• i>&j Redirect file descriptor i to file descriptor j 

2>&1 Redirect stderr to stdout 

• Closing file descriptors 

n<&- Close input file descriptor n 
0<&-, <&- Close stdin 
n>&- Close output file descriptor n 

1>&-, >&- Close stdout 

• && Logical AND test operator 

• Command & Run job in background 

# Hashmark . special symbol beginning a script comment 
#! Sha-bang . special string starting a shell script 

* Asterisk 



• Wild card , in globbing 

• Any number of characters in a Regular Expression 

• ** Exponentiation , arithmetic operator 

• ** Extended globbing file-match operator 

% Percent sign 

• Modulo , division-remainder arithmetic operation 

• Substring removal (pattern matching) operator 

+ Plus sign 



• Character match, in an extended Regular Expression 

• Prefix to alternate parameter , in parameter substitution 

• ++ C-stvle variable increment , within double parentheses 



Shell Variables 

$_ Last argument to previous command 
$- Flags passed to script , using set 
$! Process ID of last background iob 
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$? Exit status of a command 

$@ All the positional parameters, as separate words 
$* All the positional parameters, as a single word 
$$ Process ID of the script 

$# Number of arguments passed to a function , or to the script itself 

$0 Filename of the script 

$1 First argument passed to script 

$9 Ninth argument passed to script 

Table of shell variables 

-a Logical AND compound comparison test 

Address database, script example 

Advanced Bash Scripting Guide, where to download 

Alias 

• Removing an alias , using unalias 
Anagramming 

And list 

• To supply default command-line argument 
And logical operator && 

Angle brackets , escaped, \< . . . \> word boundary in a Regular Expression 
Anonymous here document , using : 

Archiving 

• lpm 

• tar 

Arithmetic expansion 

• exit status of 

• variations of 
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Arithmetic operators 

• combination operators . C-style 

% .In certain contexts . += can also function as a string concatenation operator. 



• Associative arrays 

more efficient than conventional arrays 

• Bracket notation 

• Concatenating , example script 

• Copying 

• Declaring 

declare -a array_name 

• Embedded arrays 

• Empty arrays, empty elements , example script 

• Indirect references 

• Initialization 

array= ( elementl element2 ... elementN) 
Example script 

Using command substitution 

• Loading a file into an array 

• Multidimensional , simulating 

• Nesting and embedding 

• Notation and usage 

• Number of elements in 

$ { #array_name [ @ ] } 

$ { #array_name [ * ] } 

• Operations 

• Passing an array to a function 

• As return value from a function 

• Special properties, example script 

• String operations, example script 

• unset deletes array elements 

Arrow keys , detecting 
ASCII 



• Definition 
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• Scripts for generating ASCII table 
awk field-oriented text processing language 

• rand ( ) . random function 

• String manipulation 

• Using export to pass a variable to an embedded awk script 



Backlight, setting the brightness 
Backquotes . used in command substitution 
Base conversion , example script 
Bash 

• Bad scripting practices 

• Basics reviewed , script example 

• Command-line options 

Table 

• Features that classic Bourne shell lacks 

• Internal variables 

• Version 2 

• Version 3 

• Version 4 

Version 4.1 
Version 4.2 

.bashrc 

$BASH SUBSHELL 

Basic commands , external 
Batch files . DOS 
Batch processing 
be, calculator utility 

• In a here document 

• Template for calculating a script variable 
Bibliography 



Bison utility 
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Bitwise operators 

• Example script 
Block devices 

• testing for 
Blocks of code 

• Iterating / looping 

• Redirection 



Script example : Redirecting output of a a code block 
Bootable flash drives , creating 
Brace expansion 

• Extended , fa. . z } 

• Parameterizing 

• With increment and zero-padding (new feature in Bash, version 41 
Brackets, [ ] 

• Array element 

• Enclose character set to match in a Regular Expression 

• Test construct 

Brackets, curly, {}, used in 

• Code block 
• find 

• Extended Regular Expressions 

• Positional parameters 

• xarss 

break loop control command 

• Parameter (optional) 

Builtins in Bash 

• Do not fork a subprocess 



case construct 

• Command-line parameters , handling 

• Globbing . filtering strings with 
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cat , commentate file(s) 

• Abuse of 

• cat scripts 

• Less efficient than redirecting stdin 

• Piping the output of . to a read 

• Uses of 

Character devices 



• testing for 
Checksum 



Child processes 

Colon . : , equivalent to the true Bash builtin 
Colorizing scripts 

• Cycling through the background colors, example script 

• Table of color escape sequences 

• Template , colored text on colored background 

Comma operator , linking commands or operations 
Command-line options 

command not found handle 0 builtin error-handling function (version 4+ of Bash) 
Command substitution 



• $( ... ) . preferred notation 

• Backquotes 

• Extending the Bash toolset 

• Invokes a subshell 

• Nesting 

• Removes trailing newlines 

• Setting variable from loop output 

• Word splitting 

Comment headers , special purpose 
Commenting out blocks of code 

• Using an anonymous here document 

• Using an if-then construct 

Communications and hosts 



Compound comparison operators 
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Compression utilities 

• bzip2 

• compress 
•gzip 

• zip 

continue loop control command 
Control characters 

• Control-C. break 

• Control-D . terminate / log out / erase 

• Control-G . BEL (beep) 

• Control-H . rubout 

• Control-J . newline 

• Control-M . carriage return 

Coprocesses 

cron , scheduling daemon 

C-stvle syntax , for handling variables 

Crossword puzzle solver 

Cryptography 

Curly brackets { } 

• in find command 

• in an Extended Regular Expression 

• in xares 



Daemons , in UNIX-type OS 



dc, calculator utility 

dd . data duplicator command 

• Conversions 

• Copying raw data to/from devices 

• File deletion , secure 

• Keystrokes , capturing 

• Options 

• Random access on a data stream 

• Raspberry Pi, script for preparing a bootable SD card 
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• Swapfiles. initializing 

• Thread on www.linuxquestions.ors 

Debugging scripts 

• Tools 

• Trapping at exit 

• Trapping signals 

Decimal number . Bash interprets numbers as 
declare builtin 

• options 

case-modification options (version 4+ of Bash) 

Default parameters 
/dev directory 

• /dev/null pseudo-device file 

• /dev/urandom pseudo-device file, generating pseudorandom numbers with 

• /dev/ zero, pseudo-device file 

Device file 

dialog , utility for generating dialog boxes in a script 

SDIRSTACK directory stack 

Disabled commands , in restricted shells 

do keyword, begins execution of commands within a loop 

done keyword, terminates a loop 

DOS batch files , converting to shell scripts 

DOS commands . UNIX equivalents of (table) 

dot files , "hidden" setup and configuration files 

Double brackets [[ ... ]] test construct 

• and evaluation of octal/hex constants 

Double parentheses (( ... )) arithmetic expansion/evaluation construct 
Double quotes " ... " weak quoting 
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• Double-quoting the backslash (A) character 
Double-spacing a text file , using sed 



-e File exists test 
echo 

• Feeding commands down a pipe 

• Setting a variable using command substitution 

• /bin/echo, external echo command 

elif . Contraction of else and if 
else 

Encrypting files, using openssl 

esac. keyword terminating case construct 

Environmental variables 



-eq , is-equal-to integer comparison test 

Eratosthenes. Sieve of . algorithm for generating prime numbers 

Escaped characters , special meanings of 

• Within $' ... ' string expansion 

• Used with Unicode characters 

/etc/f stab (filesystem mount) file 
/ etc/passwd (user account) file 
$EUID. Effective user ID 

eval . Combine and evaluate expression(s), with variable expansion 

• Effects of . Example script 

• Forces reevaluation of arguments 

• And indirect references 

• Risk of using 

• Using eval to convert array elements into a command list 

• Using eval to select among variables 

Evaluation of octal/hex constants within ff ... 11 
exec command, using in redirection 
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Exercises 

Exit and Exit status 

• exit command 

• Exit status ( exit code, return status of a command) 

Tahle . Exit codes with special meanings 
Anomalous 

Out of range 

Pine exit status 

Specified by a function return 

Successful . 0 

/usr/ include /svsexits . h. system file listing C/C++ standard exit codes 
Export , to make available variables to child processes 

• Passing a variable to an embedded awk script 
expr . Expression evaluator 

• Substring extraction 

• Substring index (numerical position in string) 

• Substring matching 

Extended Regular Expressions 

• ? (question mark) Match zero / one characters 
•(...) Group of expressions 

• \{ N \} "Curly" brackets , escaped, number of character sets to match 

• + Character match 

factor , decomposes an integer into its prime factors 

• Application: Generating prime numbers 
false, returns unsuccessful (1) exit status 

Field , a group of characters that comprises an item of data 
Files / Archiving 
File descriptors 
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• Closing 

n<&- Close input file descriptor n 
0<&-, <&- Close stdin 
n>&- Close output file descriptor n 

1>&-, >&- Close stdout 

• File handles in C. similarity to 

File encryption 
find 

• {} Curly brackets 

• \; Escaped semicolon 

Filter 

• Using - with file-processing utility as a filter 

• Feeding output of a filter back to same filter 

Floating point numbers . Bash does not recognize 

fold, a filter to wrap lines of text 

Forking a child process 

for loops 

Functions 

• Arguments passed referred to by position 

• Capturing the return value of a function using echo 

• Colon as function name 

• Definition must precede first call to function 

• Exit status 

• Local variables 



and recursion 

• Passing an array to a function 

• Passing pointers to a function 

• Positional parameters 

• Recursion 

• Redirecting stdin of a function 

• return 

Multiple return values from a function, example script 
Returning an array from a function 
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Return range limits , workarounds 

• Shift arguments passed to a function 

• Unusual function names 



Games and amusements 

• Anagrams 

• Anagrams , again 

• Bingo Number Generator 

• Crossword puzzle solver 

• Crvpto-Ouotes 

• Dealing a deck of cards 

• Fifteen Puzzle 

• Horse race 

• Knight's Tour 

• "Life" game 

• Magic Squares 

• Music-plaving script 

• Nim 

• Pachinko 

• Perquackev 

• Petals Around the Rose 

• Podcasting 

• Poem 

• Speech generation 

• Towers of Hanoi 



Graphic version 
Alternate graphic version 

getopt . external command for parsing script command-line arguments 

• Emulated in a script 

getopts . Bash builtin for parsing script command-line arguments 
• SOPTIND / SOPTARG 
Global variable 
Globbing . filename expansion 

• Handling filenames correctly 

• Wild cards 

• Will not match dot files 
Golden Ratio (Phi) 
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-gc , greater-than or equal integer comparison test 
-gt , greater-than integer comparison test 
sroff . text markup and formatting language 
Gronsfeld cipher 

SGROUPS. Groups user belongs to 
gzip. compression utility 



Hashing , creating lookup keys in a table 
• Example script 

head, echo to stdout lines at the beginning of a text file 
help, gives usage summary of a Bash builtin 
Here documents 



• Anonymous here documents , using : 
Commenting out blocks of code 

Self-documenting scripts 

• be in a here document 

• cat scripts 

• Command substitution 

• ex scripts 

• Function , supplying input to 

• Here strings 

Calculating the Golden Ratio 
Prepending text 
As the stdin of a loop 

Using read 

• Limit string 

! as a limit string 

Closing limit string may not be indented 

Dash option to limit string, <<-LimitString 

• Literal text output , for generating program code 
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• Parameter substitution 

Disabling parameter substitution 

• Passing parameters 

• Temporary files 

• Using vi non-interactivelv 

History commands 
$HOME . user's home directory 
Homework assignment solver 
SHOSTNAME. system host name 

$ I d parameter , in res (Revision Control System) 
if T condition 1: then ... test construct 

• if-grep . if and grep in combination 
Fixup for if-grep test 

$IFS . Internal field separator variable 

• Defaults to whitespace 
Integer comparison operators 

in, keyword preceding |^st ] in a for loop 
Initialization table , /etc/inittab 
Inline group , i.e., code block 
Interactive script , test for 
I/O redirection 

Indirect referencing of variables 

• New notation , introduced in version 2 of Bash ( example script) 
iptables . packet filtering and firewall utility 

• Usage example 

• Example script 

Iteration 



Appendix T. ASCII Table 



880 




Advanced Bash-Scripting Guide 



Job IDs , table 

jot, Emit a sequence of integers. Equivalent to seq . 

• Random sequence generation 
Just another Bash hacker! 



Keywords 

• error , if missing 

kill , terminate a process by process ID 

• Options (-1, -9) 

killall . terminate a process by name 
killall script in /etc/rc . d/init . d 

lastpipe shell option 

-le , less-than or equal integer comparison test 

let , setting and carrying out arithmetic operations on variables 

• C-style increment and decrement operators 
Limit string , in a here document 

$LINENO. variable indicating the line number where it appears in a script 
Link , file (using In command) 

• Invoking script with multiple names , using In 

• symbolic links . In -s 

List constructs 

• And list 

• Or list 

Local variables 

• and recursion 
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Localization 



Logical operators ( & & . | | , etc.) 

Logout file , the -/ .bash_logout file 
Loopback device , mounting a file on a block device 



• break loop control command 

• continue loop control command 

• C-style loop within double parentheses 

for loop 



while loop 

• do (keyword), begins execution of commands within a loop 

• done (keyword), terminates a loop 

• for loops 



forarqin [list]; do 

Command substitution to generate [ list J 

Filename expansion in [ list 1 

Multiple parameters in each riistl element 

Omitting [ list] . defaults to positional parameters 

Parameterizing riistl 

Redirection 

• in, (keyword) preceding [list] in a for loop 

• Nested loops 

• Running a loop in the background , script example 

• Semicolon required, when do is on first line of loop 

for loop 



while loop 
• until loop 



until [ condition-is-true ]; do 

• while loop 



while [ condition ]; do 



Function call inside test brackets 
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Multiple conditions 
Omitting test brackets 
Redirection 

while read construct 

• Which type of loop to use 

Loopback devices 

• In /dev directory 

• Mounting an ISO image 

dt , less-than integer comparison test 

m4 . macro processing language 
SMACHTYPE. Machine type 

Magic number , marker at the head of a file indicating the file type 
Makefile , file containing the list of dependencies used by make command 
man, manual page (lookup) 

• Man page editor (script) 

mapfile builtin, loads an array with a text file 

Math commands 

Meta-meaning 

Morse code training script 

Modulo , arithmetic remainder operator 

• Application: Generating prime numbers 
Mortgage calculations , example script 

-n String not null test 

Named pipe , a temporary FIFO buffer 



• Example script 
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nc, netcat, a network toolkit for TCP and UDP ports 

-ne . not-equal-to integer comparison test 

Negation operator . !, reverses the sense of a test 

netstat . Network statistics 

Network programming 

nl, a filter to number lines of text 

Noclobber . -C option to Bash to prevent overwriting of files 

NOT logical operator . ! 

null variable assignment , avoiding 

-o Logical OR compound comparison test 
Obfuscation 

• Colon as function name 

• Homework assignment 

• Just another Bash hacker! 

octal , base-8 numbers 
od . octal dump 

$OLDPWD Previous working directory 
openssl encryption utility 
Operator 

• Definition of 

• Precedence 

Options , passed to shell or script on command line or by set command 
Or list 

Or logical operator . II 
Parameter substitution 
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Alternate value of parameter, if set 

• ${parameter-default} 

${ parameter: -default} 

${ parameter=default} 

${ parameter: =default} 

Default parameters 

• ${ Ivarprefix*} 

${!varprefix@ } 

Parameter name match 

• ${parameter?err_msg} 

Parameter-unset message 

• ${ parameter} 

Value of parameter 

• Case modification (version 4+ of Bash). 

• Script example 

• Table of parameter substitution 

Parent / child process problem , a child process cannot export variables to a parent process 
Parentheses 

• Command group 

• Enclose group of Extended Regular Expressions 

• Double parentheses , in arithmetic expansion 

$PATH. the path (location of system binaries) 

• Appending directories to $PATH using the += operator . 

Pathname , a filename that incorporates the complete path of a given file. 

• Parsing pathnames 
Perl, programming language 

• Combined in the same file with a Bash script 

• Embedded in a Bash script 

Perquacke v-tvpe anagramming game ( Quackey script) 



Appendix T. ASCII Table 



885 




Advanced Bash-Scripting Guide 



Petals Around the Rose 



PIP. Process ID, an identification number assigned to a running process. 

Pipe . I , a device for passing the output of a command to another command or to the shell 

• Avoiding unnecessary commands in a pipe 

• Comments embedded within 

• Exit status of a pipe 

• Pipefail . set -o pipefail option to indicate exit status within a pipe 

• SPIPESTATUS. exit status of last executed pipe 

• Piping output of a command to a script 

• Redirecting stdin. rather than using cat in a pipe 

Pitfalls 



• - (dash) is not redirection operator 

• // (double forward slash) , behavior of cd command toward 

• #!/bin/sh script header disables extended Bash features 

• Abuse of cat 

• CGI programming , using scripts for 

• Closing limit string in a here document, indenting 

• DOS-tvpe newlines (VAn) crash a script 

• Double-quoting the backslash (A) character 

• eval . risk of using 

• Execute permission lacking for commands within a script 

• Exit status, anomalous 

• Exit status of arithmetic expression not equivalent to an error code 

• Export problem, child process to parent process 

• Extended Bash features not available 

• Failing to quote variables within test brackets 

• GNU command set , in cross-platform scripts 

• let misuse: attempting to set string variables 

• Multiple echo statements in a function whose output is captured 

• null variable assignment 

• Numerical and string comparison operators not equivalent 
= and -ea not interchangeable 

• Omitting terminal semicolon , in a curly-bracketed code block 

• Piping 

echo to a loop 

echo to read (however, this problem can be circumvented) 
tail -f to erep 

• Preserving whitespace within a variable, unintended consequences 

• stud commands inside a script 

• Undocumented Bash features , danger of 

• Updates to Bash breaking older scripts 

• Uninitialized variables 
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• Variable names , inappropriate 

• Variables in a subshell , scope limited 

• Subshell in while-read loop 

• Whitespace, misuse of 



Pointers 



• and file descriptors 

• and functions 

• and indirect references 

• and variables 



Portability issues in shell scripting 

• Setting path and umask 

• A test suite script (Bash versus classic Bourne shell) 

• Using whatis 

Positional parameters 

• i>JL as separate words 

• ii_i, as a single word 

• in functions 



POSIX . Portable Operating System Interface / UNIX 

• — posix option 

• 1003.2 standard 

• Character classes 



$PP ID. process ID of parent process 
Precedence , operator 

Prependine lines at head of a file, script example 
Prime numbers 

• Generating primes using the factor command 

• Generating primes using the modulo operator 

• Sieve of Eratosthenes, example script 

printf. formatted print command 
/proc directory 

• Running processes , files describing 

• Writing to files in /proc . warning 
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• Child process 

• Parent process 

• Process ID (PID) 

Process substitution 



• To compare contents of directories 

• To supply st din of a command 

• Template 

• while-read loop without a subshell 
Programmable completion (tab expansion) 
Prompt 



• $ P S 1 . Main prompt, seen at command line 

• $PS2 . Secondary prompt 

Pseudo-code , as problem-solving method 
$PWD . Current working directory 



Ouackev . a Perquackey- type anagramming game (script) 
Question mark, ? 

• Character match in an Extended Regular Expression 

• Single-character wild card , in globbing 

• In a C-stvle Trinarv (ternary) operator 



Quoting 



• Character string 

• Variables 



within tot brackets 

• Whitespace , using quoting to preserve 



Random numbers 

• / dev/ urandom 

• rand ( ) . random function in awk 

• $ RANDOM. Bash function that returns a pseudorandom integer 

• Random sequence generation , using date command 

• Random sequence generation , using jot 

• Random string , generating 
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Raspberry Pi (single-board computer) 

• Script for preparing a bootable SD card 



read, set value of a variable from stdin 

• Detecting arrow kevs 

• Options 

• Piping output of cat to read 

• "Prepending" text 

• Problems piping echo to read 

• Redirection from a file to read 

• $REPLY . default read variable 

• Timed input 

• while read construct 



leadline library 
Recursion 



• Demonstration of 

• Factorial 

• Fibonacci sequence 

• Local variables 

• Script calling itself recursively 

• Towers of Hanoi 



Redirection 

• Code blocks 

• exec <f ilename . 



to reassign file descriptors 

• Introductory-level explanation of I/O redirection 

• Open a file for both reading and writing 

of ilename 

• read input redirected from a file 

• stderr to stdout 

2 >& 1 

• stdin / stdout , using - 

• stdinof a function 

• stdout to a file 



> ... » 

• stdout to file descriptor i 
>& j 
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• file descriptor! to file descriptor i 

i>& j 

• stdout of a command to stderr 
>&2 

• stdout and stderr of a command to a file 

&> 

• tee, redirect to a file output of command(s) partway through a pipe 
Reference Cards 

• Miscellaneous constructs 

• Parameter substitution/expansion 

• Special shell variables 

• String operations 

• Test operators 

Binary comparison 
Files 

Regular Expressions 

• A (caret) Beginning-of-line 

• $ (dollar sign) Anchor 

• . (dot) Match single character 

• * (asterisk) Any number of characters 

• [ ] (brackets) Enclose character set to match 

• \ (backslash) Escape , interpret following character literally 

• \< ... \> (angle brackets, escaped) Word boundary 

• Extended REs 

+ Character match 
\{ \} Escaped "curly" brackets 
[: :] POSIX character classes 
$REPLY . Default value associated with read command 
Restricted shell , shell (or script) with certain commands disabled 
return , command that terminates a function 
run-parts 

• Running scripts in sequence , without user intervention 
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Scope of a variable, definition 
Script options , set at command line 

Scripting routines , library of useful definitions and functions 
Secondary prompt . $PS2 
Security issues 

• nmap . network mapper / port scanner 

• sudo 

• suid commands inside a script 

• Viruses, troians. and worms in scripts 

• Writing secure scripts 

sed . pattern-based programming language 

• Table , basic operators 

• Table , examples of operators 

select , construct for menu building 

• in list omitted 
Semaphore 

Semicolon required , when do keyword is on first line of loop 

• When terminating curlv-bracketed code block 
seq . Emit a sequence of integers. Equivalent to jot. 
set. Change value of internal script variables 

• set -u . Abort script with error message if attempting to use an undeclared variable. 
Shell script , definition of 

Shell wrapper , script embedding a command or utility 
shift, reassigning positional parameters 

$SHLVL . shell level, depth to which the shell (or script) is nested 
shopt . change shell options 
Signal , a message sent to a process 
Simulations 
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• Brownian motion 

• Galton board 

• Horserace 

• Life , game of 

• EL approximating by firing cannonballs 

• Pushdown stack 

Single quotes (' ... ') strong quoting 

Socket, a communication node associated with an I/O port 

Sorting 

• Bubble sort 

• Insertion sort 



source, execute a script or, within a script, import a file 

• Passing positional parameters 
Spam, dealing with 

• Example script 

• Example script 

• Example script 

• Example script 

Special characters 
Stack 



• Definition 

• Emulating a push-down stack, example script 
Standard Deviation, example script 

Startup files . Bash 

stdin and stdout 



Stopwatch , example script 
Strings 



• =~ String match operator 

• Comparison 

• Length 

$ { istring} 

• Manipulation 

• Manipulation , using awk 
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• Null string , testing for 

• Protecting strings from expansion and/or reinterpretation, script example 

Unprotectins strings , script example 

• strchr(), equivalent of 

• strlen( ), equivalent of 

• strings command, find printable strings in a binary or data file 

• Substring extraction 

$lstring:positionl 
$1 string:position:length) 



Using expr 

• Substring index (numerical position in string) 

• Substring matching , using expr 

• Substring removal 

$lvar#Patternl 

$lvar##Patternl 

$lvar%Patteml 

$lvar%%Patteml 

• Substring replacement 

$1 string/substring/replacement 1 
$ I string//substring/replacemcnt 1 
$lstring/#substring/replacementl 
$lstring/%substring/replacementl 
Script example 

• Table of string/substring manipulation and extraction operators 
Strong quoting ' ... ' 

Stylesheet for writing scripts 
Subshell 



• Command list within parentheses 

• Variables. $BASH_SUBSHELL and $SHLVL 

• Variables in a subshell 

scope limited , but ... 

... can be accessed outside the subshell? 
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su Substitute user, log on as a different user or as root 
suid ( set user id) file flag 

• suid commands inside a script , not advisable 
Symbolic links 
Swapfiles 



Tab completion 

Table lookup, script example 

tail, echo to stdout lines at the (tail) end of a text file 
tar , archiving utility 

tee , redirect to a file output of command(s) partway through a pipe 
Terminals 



• setserial 

• stty 

• tput 

• wall 

test command 

• Bash builtin 

• external command , /usr/bin/test (equivalent to /usr/bin/ [) 
Test constructs 

Test operators 

• -a Logical AND compound comparison 

• -e File exists 

• -eq is-equal-to (integer comparison) 

• -f File is a regular file 

• -ge greater-than or equal (integer comparison) 

• -gt greater-than (integer comparison) 

• -le less-than or equal (integer comparison) 

• -It less-than (integer comparison) 

• -n not-zero-length (string comparison) 

• -ne not-equal-to (integer comparison) 

• -o Logical OR compound comparison 

• -u suid flag set , file test 
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• -z is-zero-lensth (string comparison) 

• = is-equal-to (string comparison) 

== is-equal-to (string comparison) 

• < less-than (string comparison) 

• < less-than . (integer comparison, within double parentheses') 

• <= less-than-or-equal . (integer comparison, within double parentheses ) 

• > greater-than (string comparison) 

• > greater-than . (integer comparison, within double parentheses ) 

• >= greater-than-or-equal . (integer comparison, within double parentheses ) 

• II Logical OR 

• && Logical AND 

• ! Negation operator , inverts exit status of a test 

!= not-equal-to (string comparison) 

• Tables of test operators 

Binary comparison 
File 

Text and text file processing 
Time / Date 
Timed input 

• Using read -t 

• Using sttv 

• Using timing loop 

• Using $TMOUT 

Tips and hints for Bash scripts 

• Array, as return value from a function 

Associative array more efficient than a numerically-indexed array 

• Capturing the return value of a function, using echo 

• CGI programming , using scripts for 

• Comment blocks 

Using anonymous here documents 

Using if-then constructs 

• Comment headers , special purpose 

• C-stvle syntax , for manipulating variables 

• Double-spacing a text file 

• Filenames prefixed with a dash, removing 

• Filter , feeding output back to same filter 

• Function return value workarounds 

• if-srep test fixup 
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• Library of useful definitions and functions 

• null variable assignment , avoiding 

• Passing an array to a function 

• $PATH, appending to, using the += operator . 

• Prependins lines at head of a file 

• Progress bar template 

• Pseudo-code 

• res 

• Redirecting a test to /dev/null to suppress output 

• Running scripts in sequence without user intervention, using run-parts 

• Script as embedded command 

• Script portability 

Setting path and umask 
Using whatis 

• Setting script variable to a block of embedded sed or awk code 

• Speeding up script execution by disabling Unicode 

• Subshell variable, accessing outside the subshell 

• Testing a variable to see if it contains only digits 

• Testing whether a command exists , using type 

• Tracking script usage 

• while-read loop without a subshell 

• Widgets , invoking from a script 

$TMOUT . Timeout interval 

Token , a symbol that may expand to a keyword or command 
tput. terminal-control command 
tr, character translation filter 

• DOS to Unix text file conversion 

• Options 

• Soundex , example script 

• Variants 



Trap , specifying an action upon receipt of a signal 
Trinary (ternary) operator, C-style, var>10?88 : 99 

• in double-parentheses construct 

• in let construct 

true , returns successful (0) exit status 
typeset builtin 

• options 
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$UID . User ID number 
unalias , to remove an alias 
uname . output system information 

Unicode , encoding standard for representing letters and symbols 
• Disabling Unicode to optimize script 
Uninitialized variables 

uniq . filter to remove duplicate lines from a sorted file 
unset , delete a shell variable 
until loop 

until [ condition-is-true ]; do 



Variables 

• Array operations on 



Script example 
Script example 

Script example 

• Bash internal variables 

• Block of sed or awk code , setting a variable to 

• C-style increment/decrement/trinarv operations 

• Change value of internal script variables using set 

• declare , to modify the properties of variables 

• Deleting a shell variable using unset 

• Environmental 

• Expansion / Substring replacement operators 

• Indirect referencing 

eval variablel=\$$variable2 

Newer notation 



$ { ! variable } 

• Integer 

• Integer / string (variables are untyped) 
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$ { #var } 

• Lvalue 

• Manipulating and expanding 

• Name and value of a variable, distinguishing between 

• Null string , testing for 

• Null variable assignment , avoiding 

• Quoting 



within test brackets 



to preserve whitespace 

• rvalue 

• Setting to null value 

• In subshell not visible to parent shell 

• Testing a variable if it contains only digits 

• Typing , restricting the properties of a variable 

• Undeclared , error message 

• Uninitialized 

• Unquoted variable , splitting 

• Unsetting 

• Untyped 



wait , suspend script execution 

• To remedy script hang 
Weak quoting " ... " 

while loop 

while [ condition ]; do 

• C-stvle syntax 

• Calling a function within test brackets 

• Multiple conditions 

• Omitting test brackets 

• while read construct 

Avoiding a subshell 

Whitespace, spaces, tabs, and newline characters 

• $ IFS defaults to 

• Inappropriate use of 

• Preceding closing limit string in a here document, error 

• Preceding script comments 

• Quoting , to preserve whitespace within strings or variables 
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• hspaceil. POSIX character class 
who , information about logged on users 

• w 

• whoami 

• logname 



Widgets 

Wild card characters 

• Asterisk * 

• In f list 1 constructs 

• Question mark ? 

• Will not match dot files 

Word splitting 

• Definition 

• Resulting from command substitution 
Wrapper , shell 



xargs . Filter for grouping arguments 

• Curly brackets 

• Limiting arguments passed 

• Options 

• Processes arguments one at a time 

• Whitespace , handling 



yes 



• Emulation 



-z String is null 

Zombie, a process that has terminated, but not yet been killed by its parent 

Notes 

m These are referred to as builtins . features internal to the shell. 

[21 
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Although recursion is possible in a shell script , it tends to be slow and its implementation is often an 
uglv kludge . 

131 An acronym is an ersatz word formed by pasting together the initial letters of the words into a 

tongue-tripping phrase. This morally corrupt and pernicious practice deserves appropriately severe 
punishment. Public flogging suggests itself. 

[41 Many of the features of ksh88, and even a few from the updated ksh93 have been merged into Bash. 

151 By convention, user-written shell scripts that are Bourne shell compliant generally take a name with a 
. sh extension. System scripts, such as those found in /etc/rc . d, do not necessarily conform to this 
nomenclature. 

161 More commonly seen in the literature as she-bang or sh-bang. This derives from the concatenation of 
the tokens sharp (#) and bang (!). 

171 Some flavors of UNIX (those based on 4.2 BSD) allegedly take a four-byte magic number, requiring a 
blank after the ! — # ! /bin/sh. According to Sven Mascheck this is probably a myth. 

181 The #! line in a shell script will be the first thing the command interpreter (sh or bash) sees. Since this 
line begins with a #, it will be correctly interpreted as a comment when the command interpreter finally 
executes the script. The line has already served its purpose - calling the command interpreter. 

If, in fact, the script includes an extra #! line, then bash will interpret it as a comment. 

# ! /bin/bash 

echo "Part 1 of script." 
a=l 

# ! /bln /bash 

# This does launch a new script. 

echo "Part 2 of script." 

echo $a # Value of $a stays at 1, 

191 This allows some cute tricks. 

# ! /bin/ rm 

# Self-deleting seMpt. 

# ISfpfching much seems to happen when you /Sfiji this . . . except that, the file disappears. 
WHATEVER= 8 5 

echo "This lliSe will never (betcha!) 

exit $ WHATEVER # Doesn't matter. The scftfijit will hot exit here. 

# Try an echo $? after script termination. 

# You'll get a 0, not a 85. 

Also, try starting a README file with a # ! /bin/more, and making it executable. The result is a 
self-listing documentation file. (A here document using cat is possibly a better alternative — see 
Example 19-3) . 

1101 Portable Operating System /nterface, an attempt to standardize UNIX-like OSes. The POSIX 
specifications are listed on the Open Group site . 

HU To avoid this possibility, a script may begin with a #!/bin/env bash sha-bang line. This may be useful 
on UNIX machines where bash is not located in /bin 
1121 If Bash is your default shell, then the #! isn't necessary at the beginning of a script. However, if 
launching a script from a different shell, such as tcsh, then you will need the #!. 
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ri31 Caution: invoking a Bash script by sh scriptname turns off Bash-specific extensions, and the 
script may therefore fail to execute. 

H41 A script needs read, as well as execute permission for it to run, since the shell needs to be able to read 
it. 

H51 Why not simply invoke the script with scriptname? If the directory you are in ($PWD) is where 
scriptname is located, why doesn't this work? This fails because, for security reasons, the current 
directory ( . /) is not by default included in a user's $PATH . It is therefore necessary to explicitly 
invoke the script in the current directory with a . /scriptname. 

IT 61 An operator is an agent that carries out an operation. Some examples are the common arithmetic 
operators . + - * /. In Bash, there is some overlap between the concepts of operator and keyword . 

f 171 This is more commonly known as the ternary operator. Unfortunately, ternary is an ugly word. It 
doesn't roll off the tongue, and it doesn't elucidate. It obfuscates. Trinary is by far the more elegant 
usage. 

U81 

American Standard Code for Information Interchange. This is a system for encoding text characters 
(alphabetic, numeric, and a limited set of symbols) as 7-bit numbers that can be stored and manipulated 
by computers. Many of the ASCII characters are represented on a standard keyboard. 

U91 

A PID, or process ID, is a number assigned to a running process. The PIDs of running processes may 
be viewed with a ps command. 



Definition : A process is a currently executing command (or program), sometimes referred to as a 
job. 

f201 The shell does the brace expansion. The command itself acts upon the result of the expansion. 
f211 Exception: a code block in braces as part of a pipe may run as a subshell . 

Is | { read firstline; read secondline; } 

# ErisSsa?.. The code block in braces., yuhs.. as a subshc IJ . , ■ 

#+ so the output of "Is" cannot be passed to variables within the block, 
echo "First line -fl^Arstline; seconii MgaS is $secondlihe" # Wo^t* work. 

# Thanks, S.C. 

1221 Even as in olden times a philtre denoted a potion alleged to have magical transformative powers, so 

does a UNIX filter transform its target in (roughly) analogous fashion. (The coder who comes up with a 
"love philtre" that runs on a Linux machine will likely win accolades and honors.) 

1231 Bash stores a list of commands previously issued from the command-line in a buffer, or memory space, 
for recall with the builtin history commands. 

1241 A linefeed ( newline ) is also a whitespace character. This explains why a blank line, consisting only of a 
linefeed, is considered whitespace. 

1251 Technically, the name of a variable is called an lvalue, meaning that it appears on the left side of an 
assignment statment, as in VARIABLE=23. A variable's value is an rvalue, meaning that it appears on 
the right side of an assignment statement, as in VAR2=$ VARIABLE. 

A variable's name is, in fact, a reference, a pointer to the memory location(s) where the actual data 
associated with that variable is kept. 

1261 Note that functions also take positional parameters . 

[271 
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The process calling the script sets the $ 0 parameter. By convention, this parameter is the name of the 
script. See the manpage (manual page) for execv. 

From the command-line, however, $0 is the name of the shell. 



bash$ echo $0 
bash 

tcsh% echo $0 

:tCSh 

f281 If the the script is sourced or svmlinked . then this will not work. It is safer to check SBASH Source . 
f291 Unless there is a file named first in the current working directory. Yet another reason to quote. 
(Thank you, Harald Koenig, for pointing this out. 

£301 

Encapsulating " !" within double quotes gives an error when used from the command line. This is 
interpreted as a history command . Within a script, though, this problem does not occur, since the Bash 
history mechanism is disabled then. 

Of more concern is the apparently inconsistent behavior of \ within double quotes, and especially 
following an echo -e command. 



bash$ echo hello\ ! 

hello t 

bash$ echo "hello\!" 

he !ic\ ! ' 



bash$ echo \ 
bash$ echo "\" 
bash$ echo \a 
bash$ echo "\a" 



bash$ echo x\ty 
bash$ echo "x\ty" 

*\ty 

bash$ echo -e x\ty 

xty 

bash$ echo -e "x\ty" 

x st- 



Double quotes following an echo sometimes escape \. Moreover, the -e option to echo causes the "\t" 
to be interpreted as a tab. 



(Thank you, Wayne Pollock, for pointing this out, and Geoff Lee and Daniel Barclay for explaining it.) 
f3 11 "Word splitting," in this context, means dividing a character string into separate and discrete 
arguments. 

f321 In those instances when there is no return terminating the function. 
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r331 A token is a symbol or short string with a special meaning attached to it (a meta-meaning') . In Bash, 
certain tokens, such as [ and . t dot-command) . may expand to keywords and commands. 

1341 Per the 1913 edition of Webster's Dictionary. 

Deprecate 

To pray against, a.s saii 
to seek to avert by prayer; 
to desire the remove 1 of; 
to seek deliverance from; 
to express deep regret for; 
to disapprove of strongly. 

r351 Be aware that suid binaries may open security holes. The said flag has no effect on shell scripts. 

f361 On Linux systems, the sticky bit is no longer used for files, only on directories. 

f371 As S.C. points out, in a compound test, even quoting the string variable might not suffice. [ -n 

"$string" -o "$a" = "$b" ] may cause an error with some versions of Bash if $ string is 
empty. The safe way is to append an extra character to possibly empty variables, [ "x$ string" ! = 
x -o "x$a" = "x$b" ] (the "x's" cancel out). 

f381 In a different context, += can serve as a string concatenation operator. This can be useful for modifying 
environmental variables . 

r391 Side effects are, of course, unintended — and usually undesirable — consequences. 

r401 Precedence, in this context, has approximately the same meaning as priority 

f411 A stack register is a set of consecutive memory locations, such that the values stored (pushed) are 

retrieved (popped) in reverse order. The last value stored is the first retrieved. This is sometimes called 
a LIFO ( last-in-first-out ) or pushdown stack. 
r421 The PID of the currently running script is $ $, of course. 

r431 Somewhat analogous to recursion , in this context nesting refers to a pattern embedded within a larger 
pattern. One of the definitions of nest, according to the 1913 edition of Webster's Dictionary, illustrates 
this beautifully: "A collection of boxes, cases, or the like, of graduated size, each put within the one 
next larger . " 

f441 The words "argument" and "parameter" are often used interchangeably. In the context of this document, 
they have the same precise meaning: a variable passed to a script or function. 
f451 Within a script, inside a subshell, $ $ returns the PID of the script , not the subshell. 
f461 In this context, typing a variable means to classify it and restrict its properties. For example, a variable 
declared or typed as an integer is no longer available for string operations . 

declare -i intvar 
intvar=23 

echo "$ ! hLva r " # 

intvar=stringval 
echo "$intvar" # 0 

f471 True "randomness," insofar as it exists at all, can only be found in certain incompletely understood 
natural phenomena, such as radioactive decay. Computers only simulate randomness, and 
computer-generated sequences of "random" numbers are therefore referred to as pseudorandom. 
f481 The seed of a computer-generated pseudorandom number series can be considered an identification 
label. For example, think of the pseudorandom series with a seed of 23 as Series #23. 
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[491 

[501 

[511 

[521 

[53 1 
[541 



[551 

[561 

[571 



[581 

[591 



[661 



A property of a pseurandom number series is the length of the cycle before it starts repeating itself. A 
good pseurandom generator will produce series with very long cycles. 

This applies to either command-line arguments or parameters passed to a function . 

Note that $substring and $replacement may refer to either literal strings or variables, 
depending on context. See the first usage example. 

If Sparameter is null in a non-interactive script, it will terminate with a 127 exit status (the Bash error 
code for "command not found"). 

Iteration : Repeated execution of a command or group of commands, usually - but not always, while a 
given condition holds, or until a given condition is met. 

These are shell builtins . whereas other loop commands, such as while and case , are keywords . 
Pattern-match lines may also start with a ( left paren to give the layout a more structured appearance. 



case $ ( atch ) : 
( i386 ) echo 
# A 

( i486 ) echo 
( 1586 ) echo 
( i686 ) echo 
( * ) echo 



n # $ ( jijpGh ) retuitts machi-i.#: 
"80386-based machine";; 

"80486-based machine";; 
"Pentium-based machine";; 
"Pentium2+-based machine";; 
"Other type machine";; 



architecture . 



For purposes of command substitution, a command may be an external system command, an internal 
scripting builtin . or even a script function . 



In a more technically correct sense, command substitution extracts the stdout of a command, then 
assigns it to a variable using the = operator. 



In fact, nesting with backticks is also possible, but only by escaping the inner backticks, as John 
Default points out. 



word_count=' wc -w X'echo * | awk '{print $8}'V 

As Nathan Coulter points out, "while forking a process is a low-cost operation, executing a new 
program in the newly-forked child process adds more overhead." 

An exception to this is the time command, listed in the official Bash documentation as a keyword 
("reserved word"). 

Note that let cannot be used for setting string variables. 

To Export information is to make it available in a more general context. See also scope . 

An option is an argument that acts as a flag, switching script behaviors on or off. The argument 
associated with a particular option indicates the behavior that the option (flag) switches on or off. 
Technically, an exit only terminates the process (or shell) in which it is running, not the parent process. 
Unless the exec is used to reassign file descriptors . 



Hashing is a method of creating lookup keys for data stored in a table. The data items themselves are 
"scrambled" to create keys, using one of a number of simple mathematical algorithms (methods, or 
recipes). 

An advantage of hashing is that it is fast. A disadvantage is that collisions — where a single key maps to 
more than one data item — are possible. 

For examples of hashing see Example A-20 and Example A-21 . 

The readline library is what Bash uses for reading input in an interactive shell. 
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r671 This only applies to child processes, of course. 

r681 The C source for a number of loadable builtins is typically found in the 

/usr/share/doc/bash-? . ??/functions directory. 

Note that the -f option to enable is not portable to all systems. 
f691 The same effect as autoload can be achieved with typeset -fu . 
f701 The -v option also orders the sort by upper- and lowercase prefixed filenames. 

mi 

Dotfiles are files whose names begin with a dot, such as -/ . Xdefaults. Such filenames do not 
appear in a normal Is listing (although an Is -a will show them), and they cannot be deleted by an 
accidental rm -rf *. Dotfiles are generally used as setup and configuration files in a user's home 
directory. 

f721 This particular feature may not yet be implemented in the version of the ext2/ext3 filesystem installed 
on your system. Check the documentation for your Linux distro. 
f731 And even when xargs is not strictly necessary, it can speed up execution of a command involving 
batch-processing of multiple files. 

f741 This is only true of the GNU version of tr, not the generic version often found on commercial UNIX 
systems. 

r751 An archive, in the sense discussed here, is simply a set of related files stored in a single location. 
f761 A tar czvf ArchiveName. tar. gz * will include dotfiles in subdirectories below the current 
working directory. This is an undocumented GNU tar "feature." 
f771 The checksum may be expressed as a hexadecimal number, or to some other base. 
f781 For even better security, use the sha256sum, sha512, and shalpass commands. 
f791 This is a symmetric block cipher, used to encrypt files on a single system or local network, as opposed 
to the public key cipher class, of which pgp is a well-known example. 
r801 Creates a temporary directory when invoked with the -d option. 

mu 

A daemon is a background process not attached to a terminal session. Daemons perform designated 
services either at specified times or explicitly triggered by certain events. 

The word "daemon" means ghost in Greek, and there is certainly something mysterious, almost 
supernatural, about the way UNIX daemons wander about behind the scenes, silently carrying out their 
appointed tasks. 

f821 This is actually a script adapted from the Debian Linux distribution. 
r831 The print queue is the group of jobs "waiting in line" to be printed. 

f841 Large mechanical line printers printed a single line of type at a time onto joined sheets of greenbar 
paper, to the accompaniment of a great deal of noise . The hardcopy thusly printed was referred to as a 
printout. 

f851 For an excellent overview of this topic, see Andy Vaught's article, Introduction to Named Pipes , in the 
September, 1997 issue of Linux Journal . 

f861 EBCDIC (pronounced "ebb-sid-ick") is an acronym for Extended Binary Coded Decimal Interchange 
Code, an obsolete IBM data format. A bizarre application of the conv=ebcdic option of dd is as a 
quick 'n easy, but not very secure text file encoder. 



cat $file | dd conv=swab, ebcdic > $f Jj^_encrypted 

# Encode (looks like gibberish) . 

# Might as well switch bytes (swab) , too, for a little extra obscurity. 
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cat $fi ", c_or.crypt.od | dd ccnv-swab, asci i > $'f lle_pli§J^text 

# Decode. 

r871 A macro is a symbolic constant that expands into a command string or a set of operations on 
parameters. Simply put, it's a shortcut or abbreviation. 
r881 This is the case on a Linux machine or a UNIX system with disk quotas. 
r891 The userdel command will fail if the particular user being deleted is still logged on. 
f901 For more detail on burning CDRs, see Alex Withers' article, Creating CDs , in the October, 1999 issue 
of Linux Journal . 

f9 11 The -c option to mke2fs also invokes a check for bad blocks. 

f921 Since only root has write permission in the /var/lock directory, a user script cannot set a lock fde 
there. 

f931 Operators of single-user Linux systems generally prefer something simpler for backups, such as tar. 
f941 As of the version 4 update of Bash, the -f and -c options take a block size of 512 when in POSIX 
mode. Additionally, there are two new options: -b for socket buffer size, and -T for the limit on the 
number of threads. 

r951 NAND is the logical not-and operator. Its effect is somewhat similar to subtraction. 
f961 In Bash and other Bourne shell derivatives, it is possible to set variables in a single command's 
environment. 

v.ar'.-va : uol var2~va { uo/. commandXXX 

# $varl and $var2 set in the environment of 'commandXXX 1 only. 

f971 The killall system script should not be confused with the killall command in /usr/bin. 
f981 A meta-meaning is the meaning of a term or expression on a higher level of abstraction. For example, 
the literal meaning of regular expression is an ordinary expression that conforms to accepted usage. 
The meta-meaning is drastically different, as discussed at length in this chapter. 
r991 Since sed. awk . and grep process single lines, there will usually not be a newline to match. In those 
cases where there is a newline in a multiple line expression, the dot will match the newline. 



# ! /bin/bash 






sed -e ' N;s/. */[&]/' <■ 

line2 

EOF 

# OUTPUT: 

# [li«el 

# line2] 


< EOF # Here Document 




echo 






awk '{ $0=$1 " \ n " $2; : 

line 2 
EOF 

# OUTPUT: 

# line 

# 1 


Lf (/line.!/) {print*}* < 


< EOF 
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# Thanks, S.C. 
exit §j 

r 1001 Filename expansion means expanding filename patterns or templates containing special characters. For 
example, example . ? ? ? might expand to example .001 and/or example . txt. 
riOll A wild card character, analogous to a wild card in poker, can represent (almost) any other character. 
r 1021 Filename expansion can match dotfiles, but only if the pattern explicitly includes the dot as a literal 
character. 



~ / [ . ] bashrc 


# 


WiX|L, : not expand to -/.bashrc 


~/?bashr<y. 


# 


Neither will this . 




# 


Wild cards and metacharacters will NOT 




# + 


expand to a dot in globbing. 


-/ . [b] ashrc 


# 


Will expand to -/.bashrc 


>«#.ba?hrc 


# 


Likewise. 


-/ .bashr® 


# 


Likewise . 


# Setting the 


"dotglob" opt iatft. turns this off. 


# Thanks, S.C. 







r 1031 Except, as Dennis Benzinger points out, if using «- to suppress tabs . 

f 1041 By convention in UNIX and Linux, data streams and peripherals (device files') are treated as files, in a 
fashion analogous to ordinary files. 

U051 A file descriptor is simply a number that the operating system assigns to an open file to keep track of it. 
Consider it a simplified type of file pointer. It is analogous to a file handle in C. 

U061 Using file descriptor 5 might cause problems. When Bash creates a child process, as with 
exec , the child inherits fd 5 (see Chet Ramey's archived e-mail, SUBJECT: RE: File descriptor 5 is 
held open) . Best leave this particular fd alone. 

IT 071 An external command invoked with an exec does not (usually) fork off a subprocess / subshell. 

IT 081 This has the same effect as a named pipe (temp file), and, in fact, named pipes were at one time used in 
process substitution. 

IT 091 The return command is a Bash builtin . 

U101 However, as Thomas Braunberger points out, a local variable declared in a function is also visible to 
functions called by the parent function. 



# ! /bln/bash 
( ) 

{ 

t ode! fuhctvai — 2 0 

echo \$funclvar = $3funclvar." 

functions 

} 

function2 () 

{ 

■$cho "Within function2, \$funclvar = $funclvar." 

1 
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exit ft. 

# Output^ 


of the sc 


gt: 


# Within. 


jfSnctionp 


, $f urtjsjvar = 20.' 


# Within 


function2 


, $funclvar = 2fi, 



This is documented in the Bash manual: 

"Local can only be used within a function; it makes the variable name have a visible scope restricted to 
that function and its children." [emphasis added] The ABS Guide author considers this behavior to be a 
bug. 

rilll Otherwise known as redundancy. 

11121 Otherwise known as tautology. 

11131 Otherwise known as a metaphor. 

11141 Otherwise known as a recursive function. 

11151 Too many levels of recursion may crash a script with a segfault. 



# ! /bi.n/bash 

# Wagfiffrig: Running' t.h.i s script could possibly lock up y<ffi|!f sy#bbm! 

# If you're lucky, it will soq fault before using up all available memory. 

recursive_functiatt: 0 
{ 

echo "$1" # Makes the function do something, and hastens the segfault. 

( ( $1 < $2 ) ) && recm® : sive_fift^§1fion $(( $1 Kcl )) $2; 

# As long as 1st parameter is less than 2nd, 

#+ ifscremenh and recurse. 



recursive_function 1 50C0C. - : # Recurse 5(3/000 levels! 

# Most likely segfaults (depending on stank size, set by . 

# Recursion this deep might cause even a C program to segfault, 

#+ by using up aijlthe memory allotted to the stack. 



echo "Th;i s will probably print." 

exit 0 # This script will not exit normally. 

# Thanks, Stephane Chazelas. 

f 1 161 ... as the first word of a command string. Obviously, an alias is only meaningful at the beginning of a 
command. 

fl 171 However, aliases do seem to expand positional parameters. 

11181 The entries in /dev provide mount points for physical and virtual devices. These entries use very little 
drive space. 

Some devices, such as /dev/null, /dev/zero, and /dev/urandom are virtual. They are not 
actual physical devices and exist only in software. 

f 1 191 A block device reads and/or writes data in chunks, or blocks, in contrast to a character device, which 
acesses data in character units. Examples of block devices are hard drives, CDROM drives, and flash 
drives. Examples of character devices are keyboards, modems, sound cards. 

£1201 
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Of course, the mount point /mnt/f lashdrive must exist. If not, then, as root, mkdir 
/mnt/flashdrive. 

To actually mount the drive, use the following command: mount /mnt/flashdrive 

Newer Linux distros automount flash drives in the /media directory without user intervention. 

0211 Certain system commands, such as procinfo . free , vmstat. lsdev. and uptime do this as well. 
f 1221 By convention, signal 0 is assigned to exit . 

f 1231 Setting the suid permission on the script itself has no effect in Linux and most other UNIX flavors. 
11241 In this context, "magic numbers" have an entirely different meaning than the magic numbers used to 
designate file types. 

f 1251 Quite a number of Linux utilities are, in fact, shell wrappers. Some examples are 
/usr/bin/pdf 2ps, /usr/bin/batch, and /usr/bin/xmkmf . 
f 1261 ANSI is, of course, the acronym for the American National Standards Institute. This august body 
establishes and maintains various technical and industrial standards. 
f 1271 This usually means liberal use of functions . 

f 1281 See Marius van Oers' article, Unix Shell Scripting Malware , and also the Pennine reference in the 
bibliography. 

f 1291 Or, better yet, #!/bin/env sh . 

IT 301 To be more specific, Bash 4+ has limited support for associative arrays. It's a bare-bones 

implementation, and it lacks the much of the functionality of such arrays in other programming 
languages. Note, however, that associative arrays in Bash seem to execute faster and more efficiently 
than numerically-indexed arrays . 
ri311 Copyright 1995-2009 by Chester Ramey. 
f 1321 This only works with pipes and certain other special files. 

U331 But only in conjunction with readline , i.e., from the command-line. 
f 1341 And while you're at it, consider fixing the notorious piped read problem. 

IT 351 This is the notorious flog it to death technique that works so well with slow learners, eccentrics, odd 
ducks, fools and geniuses. 

f 1361 In fact, he has no credentials or special qualifications. He's a school dropout with no formal credentials 
or professional experience whatsoever. None. Zero. Nada. Aside from the ABS Guide, his major claim 
to fame is a First Place in the sack race at the Colfax Elementary School Field Day in June, 1958. 
f 1371 Those who can, do. Those who can't ... get an MCSE. 

r 1381 Sometimes it seems as if he has spent his entire life flouting conventional wisdom and defying the 
sonorous Voice of Authority: "Hey, you can't do that!" 
f 1391 Well, if you absolutely insist, you can try modifying Example A-44 to suit your purposes. 
f 1401 It was hard to resist the obvious pun. No slight intended, since the book is a pretty decent introduction 
to the basic concepts of shell scripting. 

U411 Sed executes without user intervention. 
f 1421 If no address range is specified, the default is all lines. 

U431 Its name derives from the initials of its authors, Aho, Weinberg, and Kemighan. 

U441 Out of range exit values can result in unexpected exit codes. An exit value greater than 255 returns an 
exit code modulo 256. For example, exit 3809 gives an exit code of 225 (3809 % 256 = 225). 

U451 An update of /usr/include/sysexits . h allocates previously unused exit codes from 64 - 78. It 
may be anticipated that the range of unallotted exit codes will be further restricted in the future. The 
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author of this document will not do fixups on the scripting examples to conform to the changing 
standard. This should not cause any problems, since there is no overlap or conflict in usage of exit 
codes between compiled C/C++ binaries and shell scripts. 

f 1461 This does not apply to csh, tcsh, and other shells not related to or descended from the classic Bourne 
shell (sh). 

f 1471 In older versions of UNIX, passwords were stored in /etc/passwd, and that explains the name of 
the file. 

U481 Some early UNIX systems had a fast, small-capacity fixed disk (containing /, the root partition), and a 
second drive which was larger, but slower (containing /usr and other partitions). The most frequently 
used programs and utilities therefore resided on the small-but-fast drive, in /bin, and the others on the 
slower drive, in /usr/bin. 

This likewise accounts for the split between /sbin and /usr/sbin, /lib and /usr/lib, etc. 

U491 This works only from the command line, of course, and not within a script. 

[150] Normally the default parameter completion files reside in either the /etc/profile . d directory or 
in /etc/bash_completion. These autoload on system startup. So, after writing a useful 
completion script, you might wish to move it (as root, of course) to one of these directories. 

14511 It has been extensively documented that programmers are willing to put in long hours of effort in order 
to save ten minutes of "unnecessary" labor. This is known as optimization. 

14521 Various readers have suggested modifications of the above batch file to prettify it and make it more 
compact and efficient. In the opinion of the ABS Guide author, this is wasted effort. A Bash script can 
access a DOS filesystem, or even an NTFS partition (with the help of ntfs-3g) to do batch or scripted 
operations. 

14531 For all you clever types who failed intermediate algebra, a determinant is a numerical value associated 
with a multidimensional matrix (array of numbers). 



Foe ;fehe simple case ojj a 2x2 determinant; : 

la b I 
I b a | 

The Solution is a*a - b*b, where "a" and "b" represent numbers. 
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